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protective steps were put in place right away to stop the 
virus from spreading across the air as presented in Leung 
et al. (2020). Citizens around the world were urged to take 

1 Introduction

When the SARS-CoV-2 pandemic broke out last 2019, 

  Yu-Chen Hu
ychu@pu.edu.tw

Vishal Goar
dr.vishalgoar@gmail.com

Aditi Sharma
aditi11121986@gmail.com

Nagendra Singh Yadav
nksyadav100@gmail.com

Subrata Chowdhury

subrata895@gmail.com

1 Govt. Engineering College Bikaner, Bikaner, Rajasthan, 
India

2 Department of Computer Science and Engineering, Parul 
Institute of Technology, Parul University, Vadodara, Gujarat, 
India

3 Department of Computer Science & Applications, SVCET 
Engineering College, Chittoor, Andra Pradesh, India

4 Department of Computer Science and Information 
Management, Providence University, 200, Sec. 7, Taiwan 
Boulevard, Shalu Dist, 43301 Taichung City, Taiwan, R.O.C.

Abstract
In the year 2020, the word “pandemic” has become quite popular. A pandemic is a disease that spreads over a wide 
geographical region. The massive outbreak of coronavirus popularly known as COVID-19 has halted normal life world-
wide. On 11th March 2020, the World Health Organization (WHO) quoted the COVID-19 outbreak as a “Pandemic”. 
The outbreak pattern differs widely across the globe based on the findings discovered so far; however, fever is a common 
and easily detectable symptom of COVID-19 and the new COVID strain. After the virus outbreak, thermal scanning is 
done using infrared thermometers in most public places to detect infected persons. It is time-consuming to track the body 
temperature of each person. Besides, close contact with infected persons can spread the virus from the infected persons 
to the individual performing the screening or vice-versa. In this research, we propose a device architecture capable of 
automatically detecting the coronavirus or new COVID strain from thermal images; the proposed architecture comprises a 
smart mask equipped with a thermal imaging system, which reduces human interactions. The thermal camera technology 
is integrated with the smart mask powered by the Internet of Things (IoT) to proactively monitor the screening procedure 
and obtain data based on real-time findings. Besides, the proposed system is fitted with facial recognition technology; 
therefore, it can also display personal information. It will automatically measure the temperature of each person who 
came into close contact with the infected humans or humans in public spaces, such as markets or offices. The new design 
is very useful in healthcare and could offer a solution to preventing the growth of the coronavirus. The presented work 
hasa key focus on the integration of advanced algorithms for the predictive analytics of parameters required for in-depth 
evaluations. The proposed work and the results are pretty effectual and performance cognizant for predictive analytics. The 
manuscript and associated research work integrate the IoT and Internet of Everything (IoE) based analytics with sensor 
technologies with real-time data so that the overall predictions will be more accurate and integrated with the health sector.
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steps such as social distancing, facial coverings, and proper 
grooming, while policymakers implemented technologi-
cally innovative steps such as eye-tracking. Also with ele-
vated levels of exposure in closed spaces, face coverings are 
beneficial in preventing the spread of the virus study as pre-
sented in Chu et al. (2020). On the other hand, established 
face masks do not respond to changing levels of exposure 
and instead have passive protection. Consequently, since 
these quantities are unstable and fluctuate over time, as they 
usually are, they are inefficient as proposed in Greenhalgh et 
al. (2020). Masks are expected to be used worldwide, result-
ing in massive demand as studied by Leung et al. (2020). To 
suit demand, the World Health Organization recommended 
that businesses and governments expand respiratory protec-
tive equipment by 40%. Apart from everyday consumer use, 
the air-purifying respirator market is expected to expand in 
industrial use, as they are commonly used in a variety of 
industries to shield staff from dust, smoke, fumes, vapors, 
mists, and silica particles. If the demand for respiratory pro-
tective equipment continues to expand, all participants have 
appealing prospects, as presented in Zhai (2020). There is 
a market for multipurpose respiratory protective devices. 
Masks that are digitalized carry personal protection into the 
wired IoT and AI age reported by World Health Organiza-
tion (2020). ICT combines the security of physical gear with 
a comprehensive digital bundle of sensing, analytics, and 
internet services—creating a new business segment in the 
smart wearable industry studied by World Health Organiza-
tion (2020).

The pandemic affected the world and overall social sce-
nario to a huge extent. In addition to shielding users, the 
Smart Mask will detect COVID patients in markets, educa-
tional institutions, and other public spaces, and it will con-
stantly monitor the temperature of anybody who comes into 
direct contact with infectious humans or humans in public 
spaces like markets or workplaces, and report it to the city’s 
medical and administrative authorities. The presented work 
focuses on the development of sensor-based data fetching 
and predictive mining with the suggestive model for overall 
performance. The new design is extremely useful in health-
care and can provide a method for preventing the spread of 
the coronavirus.

The United Kingdom, Britain has reported the very 
first new SARS-COV-2 Variant popularly known as NEW 
COVID STRAIN. As per the initial findings, the new variant 
is more likely to spread faster than the initial one. A prelimi-
nary set of investigations is being carried out to determine 
the various aspects related to the new strain, i.e. spread rate, 
and how it impacts human health once infected reported in 
SARS-CoV-2 Variant (2020).

In the meantime, several systems on smart city networks 
have been built for COVID-19 investigated by Kai et al. 

(2020). Services for BlueDot and HealthMap were imple-
mented (Halegoua et al. (2020). The BlueDot technique 
was initially used to classify the rare pneumonia cluster 
in Wuhan and eventually identified the epidemic as a pan-
demic (Javid et al. 2020). The virus was also expected to 
spread from Wuhan to Bangkok, Taipei, Singapore, Tokyo, 
and Hong Kong. The San Francisco-based HealthMap ser-
vice detected infected humans due to cough as a symptom 
of COVID-19 with the use of Artificial Intelligence and big 
data technologies described in Mittal et al. (2020). In the 
study (Garcia et al., 2020), a review on the use of facemask 
to reduce the development of COVID-19 is discussed.

In the study (Allam et al., 2020), a smart city network 
infrastructure focused on how it was possible to share data 
during the outbreak of COVID-19 was designed. The sug-
gested one talks about the opportunities for urban health 
data in terms of economic stability and national security 
issues. The study found that when coughing or sneezing, 
the masks that can fit perfectly were capable of stopping the 
spread of air droplets. Jiang et al. (2020) suggested a face 
mask detection model called Retina Face Mask combined 
with a cross-class object elimination algorithm. The devel-
oped model involves a single-stage detector composed of a 
pyramid network feature that produces marginally greater 
accuracy and recollects than the baseline outcome. They 
also applied to minimize the scarcity of datasets to a well-
known deep learning method, transfer learning.

Gupta et al. (2020) suggested a model for implementing 
social distance using the smart city and Intelligent Transpor-
tation System (ITS). Their model defined the implementa-
tion of sensors to track the real-time movement of objects 
in various locations in the city and provided a forum for 
data sharing. Won Sonn et al. (2020) described the notable 
contribution of a smart city in managing coronavirus out-
breaks in South Korea. The contact monitoring in the area, 
which comprises patient movement, transaction logs, and 
smartphone geolocation, was accelerated by a time-space 
cartographer. In the hallways of residential houses, real-
time surveillance has been executed with the help of CCTV 
monitors. Singh et al. (2020) centered on how IoT should 
combat COVID-19.

The method developed emphasizes interconnected instru-
ments or operations to track patients together with careful 
situations. A well-informed community is developed using 
interconnected devices to significantly classify the clusters. 
Sonn et al. (2020) have outlined an exceptional pandemic 
surveillance paradigm without lockout in a smart city. The 
patients were interviewed and their recent movements were 
tracked.

They believed that some patients were attempting to hide 
their past mobility, but the specific information was found 
in the real-time monitoring system. During COVID-19, 
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Jaiswal et al. (2020) suggested a method to reduce the harm. 
Their recommended model used technology’s role in track-
ing infected individuals. Drones and robot systems have 
offered appropriate care to infectious persons as emergency 
staff. Wang et al. (2020) reviewed the development of smart 
cities under COVID-19 and the management of the pan-
demic in China. The continuous delivery to the community 
of vital materials and the contactless logistics transfer of 
systems provided the way to minimize coronavirus dissemi-
nation. ITS and real-time map reflection methods have been 
used to restrict the passage of vehicles during the pandemic. 
Furthermore, driverless cars were used to track the situation 
in the region.

The rest of this paper is organized as follows. The pro-
cessing steps of the proposed technique as conceptual 
paradigms are described in Sect.2. Section3 illustrated the 
methodology and implemented framework architecture. 
The proposed work strategy and the experimental setup are 
described in Sect.4. Simulated outcomes, key results, and 
performance comparisons are listed in Sect.5, and Sect.6 
concludes the paper.

2 Smart mask conceptual paradigms

The integration of the smart module’s goal is to offer users 
precise and trustworthy information, such as regarding the 
air quality under the mask or probable mask movement. As 
a result, in this project, we focused on the sorts of sensors 
that need to be put into the Smart Mask prototype to gather 
this necessary information and data.

Sensors of many sorts can be used to detect various kinds 
of events. As a result, any mask movement can be detected 
in a variety of ways. In theory, a mask that does not adhere 
effectively to the user’s skin gives only limited protection. 
Ambient Light Sensors (ALS), for example, can be installed 
underneath the mask to assess light intensity. When the 
available light intensity reaches a threshold amount, it might 
be considered that the mask does not sit properly on the 
user’s skin and hence does not adequately protect the user. 
Similarly, the data from an accelerometer may be used to 
calculate the smart mask’s perspective movement. Sensors 
may also be inserted in the mask’s holder, and by monitor-
ing variations in resistance, it is possible to deduce that the 
mask has moved and that the user has to adjust their mask.

Similarly, an equivalent Carbon dioxide (eCO2) sen-
sor, which can also detect the amount of total volatile 
compounds in the air, may be used to assess the air quality 
underneath the mask (see e.g. Gorbunov (2020); Cheng et 
al. (2020)). If the air quality underneath the mask deterio-
rates, users are more inclined to touch their mask to release 
heated air trapped under it. Users can spread the infection to 

their masks if they contact it. To maximize the user’s level 
of protection, the user must avoid moving away from the 
mask, whether intentionally or unintentionally.

Sensors incorporated in the smart mask must generally 
supply users with precise and trustworthy data. As a result, 
we looked at sensor placement within the mask on sensor 
readings. For a few decades, researchers have been inves-
tigating facial recognition systems. With rapid advances 
in performance and memory processing, computer vision 
online and live video processing in portable devices became 
accessible, as presented in Seyhan et al. (2021). When mon-
itoring the temperature underneath the mask, for example, 
we discovered that the location of the sensor (e.g., at the 
mask’s button or on the side of the mask) had an impact on 
the temperature acquired.

As a result, a temperature sensor can yield greater tem-
perature readings depending on where the sensor is placed in 
the mask. As previously stated, one of the important aspects 
evaluated throughout the design and development of the 
Smart Mask was the air quality under the mask. It was dis-
covered that immediately after the user puts on their mask, 
the temperature swiftly rises. However, if the user maintains 
a constant temperature, the temperature will saturate after 
a while (e.g., when sitting on a bus). It was discovered in 
this study that the filter used had an effect on the saturation 
temperature. It’s worth mentioning that each user will have 
a different level of comfort and, as a result, a distinct tem-
perature threshold that is acceptable behind the mask. As a 
general rule, the bigger the filter (i.e., the better the particle 
protection), the hotter the air underneath the mask might be.

Once sensor data has been received, it is critical to com-
municate the sensor information to consumers as soon as 
possible. We focused on the real-time connection between 
the sensors and the user’s smartphone. Wi-Fi connectivity 
was used to create the Smart Mask prototype. However, 
in the future iteration of the prototype, we are consider-
ing adopting the Bluetooth Low Energy (BLE) connection 
instead of the Wi-Fi connection owing to the needed data 
rate and to improve the Smart Mask’s energy efficiency. 
The Smart Mask’s energy management is a key feature. For 
user happiness, battery life is crucial. In other words, users 
may become irritated if they must frequently recharge their 
mask’s battery. Furthermore, the mask’s rechargeable bat-
tery is one of the most significant contributions to its weight. 
Suppose communication between the Smart Mask and the 
smartphone consumes a significant amount of energy, and/
or getting data from sensors rapidly depletes the battery’s 
State of Charge (SoC). In that case, a bigger battery capacity 
may be required, increasing the mask’s total weight.

In conclusion, numerous factors must be addressed to pro-
vide users with a smart and lightweight Smart Mask design. 
For starters, sensor data must be precise and dependable. 
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3.1 Framework implementation as workflow

The sections in the framework give a detailed view of the 
model-based approach and use assorted sensors for accurate 
predictions and data analytics. Each section explains the 
workflow for three subsystems to execute the entire appli-
cation because of the interrelationship between the two. 
Besides, the image processing module, which is the portion 
of the required device excluding the decision-making mod-
ule, is in charge of the data of the optical and thermal cam-
eras. The camera and optical modules are pretty effective so 
that dynamic images can be taken with evaluation patterns 
using advanced programming libraries.

Also, the task of collecting appropriate data is allocated 
to the smart mask, if necessary. The interfacing is performed 
by a modular framework based on the IoT communication 
connection and the Global System for Mobile (GSM) com-
munication. This device provides a warning if the tem-
perature is higher than the normal body temperature. After 
tagging, the GPS module determines the location coordi-
nates, and a notification is sent via a GSM to the assigned 
smart mobile. Then, the concerned officer obtains facial and 
temperature data to identify the person indicated as COVID-
19 infected, as shown in Figs.1 and 2. Figure1 illustrates the 
Android module, cloud database, wearable Q band sensing 
node, modules related to the user interface.

The type of sensor used and where it is placed influence 
the measurement findings. Second, real-time communica-
tion guarantees that users are immediately notified if their 
mask has a problem that requires care. Finally, enhancing 
and optimizing the smart mask’s battery life provides cus-
tomers happiness and comfort while wearing it.

3 Methodology and implemented 
framework

The work proposes the use of IoT-based sensors and real-
time data fetching for the health care sector and thereby, 
the overall analytics will be more accurate. We have pro-
posed an automated smart mask for screening humans by 
thermal imaging System and IoT technology to detect and 
diagnose COVID-19. The smart mask cameras are used to 
obtain images from communal places, after which images 
are inserted into a system that recognizes a human who is 
affected with COVID-19 appears in the image. Post this 
information is broadcasted to the authorities to carry out 
further actions. The proposed algorithm implemented the 
testbench for hardware simulation and carried the experi-
mental work performance over the predesigned smart mask 
methodology.

Fig. 1 IoT-based monitoring of people
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A thermo-graphic camera utilizes infrared radiation to 
create an image similar to a traditional camera that requires 
a good amount of light to generate images. This module 
considers the segmentation approach of an image by using 
the reported temperature and the color images captured 
by the optical and thermal cameras. For the identification 
of hot bodies, a thermal camera is used; the variations in 
the temperature amongst objects inside the scanned region 
are measured. When the temperature rise is encountered or 
visualized by the thermal camera, it produces elevated rates 
of infrared spectra.

3.2 Framework implementation as hardware

We used the following hardware: an Arduino board, an 
MLX90614 infrared temperature sensor, a laser diode, a 
push-button, a battery clip, an SSD1306 OLED display, a 
9-V battery, and connecting wires (see Fig.3). The Arduino 
IDE was used in this project, a cross-platform application 
written in Java. This application includes code editor func-
tionality, such as highlighting syntax, auto-indentation, and 
brace matching. Alternatively, the IDE uploaded an Arduino 
board using the critical one-click method that used compiled 
and uploaded programs. It also allows using C and C + + lan-
guages to order the code by using special rules.

The Arduino IDE also uses a wiring project that gener-
ates numerous input and output procedures to provide the 
program library known to Wire (see Fig.3). It is used to draw 
multiple schematics and simulate real-time circuits that pro-
vide access during the running process; therefore, it creates 
simulations in real-time, as studied in Howard et al. (2020); 
Desai et al. (2020). The illustration uses the EmguCV cross-
platform for the face-detection operation. The Net wrapper 
was added to the image processing library of Intel OpenCV 
and C#.Net. The normal PIs were created by the OpenCV 
library during programming. The Arduino UNO board was 
used with an Intel processor-derived machine arm. Face 
detection was performed using the Cascade Classification 
algorithm based on the hair function. Besides, the machine 
learning algorithm was used to train both positive and nega-
tive images with a cascade function, as proposed in Kumar 
and Sukavanam (2020). The OpenCV library already detects 
Cascade objects that recognize the face of the captured 
image. Lots of common features are captured with the help 
of the human face to create a standardized rectangle that 
allows the equalization of the gray-scale image preprocess-
ing algorithm and histogram as studied in Kai et al. (2020).

The proposed smart mask is divided into three parts. 
The system’s first section includes the mechanism’s input 
point, which consists of the thermal camera, optical cam-
era, and mobile device. The development of a processor 
was the second phase of device development. The micro-
controller processor was inserted into this section using 
the Arduino Integrated Development Environment (IDE) 
program to write the source code. The program allows 
the necessary commands and source codes to be compiled 
into the NODEMCU V2 processor. The system’s third sec-
tion focuses on the instrument’s output origin. The smart 
mask was fitted with two separate types of cameras, which 
allowed the collection of accurate facial detection data and 
temperature measurement information. The optical camera 
and a thermal infrared camera provided details about the 
temperature at which different focal points of interest were 
located.

Fig. 2 Data-flow diagram for the proposed model
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4 Experimental setup and working strategy 
of proposed smart mask

In the beginning, the presented design is tested by the 
simulation to analyze its achievability and confirm the 
unwavering consistency of the control technique. Figure4 
shows a basic model of the created system. To tentatively 
authorize the program, the testing process focused on the 
software’s conceptual interims; this ensured that all claims 
were checked and a practical interim was conducted to find 
the errors inside the tests. It also maintained that the given 
input would produce real results that were coordinated with 
the necessary outcomes. To develop and deploy real-time 
applications, there is a need to integrate the testing mod-
ules so that overall accuracy can be analyzed and elevated. 
Various levels of testing for the programs and models were 

Fig. 5 Working strategy of a 
smart mask
 

Fig. 4 Proposed smart mask

 

Fig. 3 Arduino temperature sensor board with an infection state
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program that detects symptoms automatically from screen-
ing images, can make the identification faster and reduce the 
risk of human error. Figure5 shows the general workings of 
the smart mask.

Conventional computer vision algorithms, such as the 
Viola-Jones object detection framework, deformable com-
ponent methods, and associated extensions, have genuinely 
advertised high performance in the sense of restricted condi-
tions. Besides, the Google Location History (GLH) can give 
the system details of the places visited by the infected per-
sons. GLH itself is a Google service that tracks where every 
mobile device user has gone. Figure6 depicts an example of 
the google location history.

To improve user experience, any Google App or service 
can use GLH, as shown in Fig.7. Similar to most Google 
services and features, the entire history and management 
are fully connected to the Google user account similar to 
most features and services offered by Google. GLH has 
been used to evaluate the habits of the users, as explained 
in Kumar and Sharma (2019), and the mobility of the user, 
as presented in Cheng et al. (2020). Besides, GLH helps in 
visualization, as studied by Zhou et al. (2020), including 

incorporated and performed. The simulation of the circuit 
imitated the output of the real electronic system and the 
circuit on the machine aided by mobile phones. Selenium, 
Postman and assorted units with stress testing modules are 
integrated for robustness and cumulative performance.

Figure5 shows the device setup. The proposed innova-
tion concerns the applicable thermal imaging frameworks 
for detecting and monitoring body temperature increases. In 
particular, an enhanced mask-fixable camera system could 
be published instantly, used to display high-resolution ther-
mal images for the infected site, and coordinated with the 
eye of the user while maintaining the focus. Fever, that is, 
elevated body temperature, is a significant indication of 
infection.

Thermograph-based implementation is the ideal proce-
dure for scanning individuals and people with large flows. 
The temperature is captured, and an alarm is activated for 
high temperatures. This enables fast and accurate detec-
tion of individuals having elevated body temperatures so 
that they can be isolated for more detailed investigations. 
In addition to checking the body temperature, COVID-19 
can be diagnosed using artificial intelligence. Infer Vision, a 

Fig. 6 An example of google 
location history
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execution of the proposed approach is less with a higher 
degree of accuracy.

The implementation scenarios are simulated with the 
programming environment, and execution time is logged. 
The stability points are pretty effective with the dynamic 
execution time towards the projected approach (Fig.8).

The evaluation of training and testing with the validation 
is required to analyze the accuracy and reduce error factors. 
The training error is evaluated to analyze the overall pat-
terns of the datasets under evaluation.

With the increasing attempts with the epochs on the sim-
ulation scenario, the errors are decreasing, which denotes 
the cumulative effect of the approach. The integration of a 
fuzzy system is required to handle the varying inputs effec-
tively. The implementation of a fuzzy system is done so that 
the variations in environmental conditions can be handled 
effectively by the approach. The fuzzy-based model ensures 
the integrity and performance of fluctuating and varying 
data.

infrastructure planning, infectious disease control, and 
appropriate response to disastrous occasions.

After integrating Arduino’s facial information, body tem-
perature, and GPS locations of contacts, these values were 
transferred to the microcontroller (type NodeMcu) over the 
Web to provide worldwide independent access to this infor-
mation. For this purpose, an external server called Blynk 
was used. The system notified the authorities of the threat 
when the thermal camera detected a person with a high body 
temperature, as shown in Fig.7. Then, the system took pic-
tures and send them to the health officer. These images will 
be referenced for further Covid examination of the patient. 
In this method the hardware interacts with the user through 
the GPS module and information is carried forward for 
WWW with the virtual hypervisor over the cloud to store 
and process the data. Here AWS storage is used for main-
taining cloud activities.

5 Results and discussions

The mask prediction on a dynamic level is quite challeng-
ing and is a crucial task in this research manuscript. The 
Smart Mask is a necessary safety face mask with a wireless 
upgradeable sensing service that consists of a sensing mod-
ule with an integrated IoT device core, rechargeable batter-
ies, Bluetooth radio, and essential sensors. The sensing and 
communication module aims to offer precise and reliable 
information, as studied in Dash et al. (2021) regarding the 
air quality under the mask or probable mask movement. As 
a result, this project focused on the sorts of sensors that need 
to be put into the Smart Mask prototype to gather this neces-
sary information and data.

Table1 presents the evaluation of the stability points with 
the proposed approach in which accuracy is the primary 
factor and parameter of effectiveness. The stability points 
are analyzed in parallel to execution time, meaning that the 

Table 1 Performance analytics on stability points
Iterations Execution Time (In 

Microseconds)
Stabil-
ity Point 
(Accuracy 
Evaluation)

10 1.21 98
30 1.23 93
60 1.26 94
70 1.46 95
100 1.33 97
120 1.31 95

Fig. 8 Output on diverse points with fuzzy integrations

 

Fig. 7 Dynamic temperature measurement
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The term “ventilation” refers to the presence of a fan within 
the mask. As a result, voice correction improves/amplifies 
speech. Intelligence capabilities such as AI-based guidance 
studies are available if the mask provides guidance, alerts, 
and notifications for the user. The ability to offer counsel to 
the general public is referred to as population-level guid-
ance. Such techniques are also referred to as the swarm-
based intelligence techniques widely used for assorted 
applications. Such integrations are quite effective for fetch-
ing and analyzing the data in real-time with higher accuracy 
and minimum error rate.

Other options include LG PuriCareTM, Razer, and Air-
Pop, all of which are already available or will be available 
in 2021. Forcit, like Smart Mask, is a research project that is 
still in the works, with prototypes available for testing. Non-
smart masks include cloth masks, respirators, and surgical 
masks, which are included here for comparison.

The comparison was performed using information from 
the vendor’s websites. Our smart mask system offers digi-
talized wearable protection. The Smart Mask will provide 
a completely new product to the market, aimed at clients 
who are prepared to spend money on personalized safety. 
Smart Mask delivers “intelligence as a service” and highly 
personalized health and wellness advantages, as discussed 
in Kumar (2017). It’s a reusable N95 respirator mask with 
interchangeable sensors, real-time links to backend analyt-
ics, and a mobile app for the user.

6 Conclusion

An innovative monitoring system for the real-time early 
detection of coronavirus was developed with the help of a 
smart mask that was integrated with a thermal imaging sys-
tem. The smart mask could detect persons with high body 
temperatures in a crowd and send the calculated data to be 
viewed on a phone screen. Early identification of the signs 
of coronavirus would be one of the best ways to prevent the 
coronavirus from spreading. Given that high body tempera-
ture is the most common symptom, a real-time screening 
process monitoring system is required that automatically 
shows the thermal image of a person’s body temperature.

This system would make the screening phase less time-
consuming with fewer human encounters to further spread 
the coronavirus. The proposed remote sensing procedures, 
which include different ways to recognize, feel, and track 
COVID-19, have tremendous potential to meet the demands 
made on the healthcare system. Integration of the FPGA 
hardware module (see e.g. Bhadada et al. (2014); Sharma 
et al. (2017)) will enable security standards as presented 
in Sonowal et al. (2021) for the detection and monitoring 

The implementation patterns of the ensemble-based 
approach are quite performance-based and used in the out-
comes and the accuracy and elevated with the outcomes 
with the integration of the dataset and its evaluation pat-
terns. The execution scenarios are implemented with mul-
tiple epochs with the real-time scenario in Fig.9. With the 
increasing number of epochs, the error factor associated 
with Root Mean Square Error (RMSE) is decreasing, which 
depicts the proposed system’s overall performance and 
higher accuracy.

COVID-19 cannot spread through regular breathing or 
talking because of the smart mask solution. Some sensor 
measurements, such as fever, can be customized with the 
smart sensing module. However, this will be extremely 
handy when work masks add more picture and audio acqui-
sition capabilities.

Currently, “unintelligent” fabric masks, respirators, and 
surgical masks dominate the mainstream market. There are 
just a few devices on the market that attempt to add intelli-
gence to the mask. The most advanced masks on the market 
are “stand-alone” items with a few extra features (e.g., fans 
that help with breathing through masks or sensors that mon-
itor air intake), rather than integrated and intelligent systems 
like Smart Mask (i.e., device + cloud + application).

Smart Mask is compared to other options in Table2. Fil-
tration is the mask’s most basic function, its capacity to filter 
out undesired chemicals, as shown in Table2. If the mask has 
a medicalgrade, it is considered for medical use. Style/fash-
ion demonstrates whether the mask can have varied styles 
or patterns, elements that make the mask more appealing. 
The term “comfort” refers to how pleasant to wear. Added 
electrical features, such as sensing, assess if the mask can 
monitor a variety of elements.

*Multiple vendors including Razer & DIY. **Multiple 
vendors including 3M, Honeywell, Kimberly-Clark, 
and Owens & Minor.

Fig. 9 Epochs and performance evaluation
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