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Abstract
Association rule mining can be used in healthcare data mining to provide solutions to life-threatening diseases like recent 
COVID-19. Due to healthcare data privacy concerns, privacy preserving distributed healthcare data mining becomes the 
primary focus of medical science research. Recently, Chahar et al. (Sādhanā 42:1997–2007, 2017) proposed privacy preserv-
ing distributed association rule mining scheme with insecure communication channels. They used the concept of an elliptic 
curve-based paillier cryptosystem to achieve privacy, authenticity, and integrity. We observed some security vulnerabilities 
in their privacy preserving association rule mining scheme when implemented with insecure communication channels. We 
observed that the security vulnerabilities will result in the disclosure of private data of sites (or participants). Furthermore, 
we propose a secure version of their scheme to solve the security vulnerabilities with insecure communication channels. 
Theoretical and experimental analysis shows that the proposed scheme has almost equal computation and communication 
complexities with better securities. A case study on the effectiveness of the proposed approach in combating COVID-19 
coronavirus and Breast Cancer is also discussed.
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Introduction

Recently, COVID-19 or coronavirus and cancer disease 
among various life-threatening diseases have received 
a significant attention of medical researchers. Across the 
globe, life-threatening diseases are the main focus of study 
in medical research due to its impact on the life of humans 
[1]. US Department of Health and Human Services reported 
45.3% of total death because of cancer and heart disease, as 
shown in Fig. 1. American Cancer Society listed breast can-
cer as a leading type of cancer among various types of can-
cer, claiming millions of women lives in the United States. 
Figure 1 shows the expected number of different types of 
cancer cases in the United States in 2018. Breast cancer is 
having the highest number of estimation of 19% among dif-
ferent types of cancer. The novel disease started since 2019 

known as Coronavirus disease (COVID-19) reported total 
of 4,527,815 cases around the world with death of 303,438 
till 15th May-2020 [2]. Considering this life-threatening dis-
eases with huge mortality rate, early detection of disease by 
analyzing patient’s symptoms is essential to save more lives.

Proper treatment and recovery from these life-threaten-
ing disease prerequisite the disease identification at an early 
stage. The diagnostic system of cancer and heart disease 
are costly, prone to error and time-consuming. In the past, 
prediction of disease is often based on the expertise of phy-
sician rather than symptoms patterns hidden in healthcare 
data. Hence, this may cause the error in the diagnosis of 
disease resulting in unnecessary medical treatment which 
increases the healthcare expenses and affects the qual-
ity of healthcare services to patients. The trends of elec-
tronic healthcare record (EHR) system in major hospitals 
are increasing. It stores the enormous data about patient’s 
information [4]. Data collected at hospitals can be used 
for healthcare research and improving the healthcare ser-
vices using data mining. Association rule mining is one of 
the famous data mining technique for finding co-relation 
of disease and symptoms. Various applications of associa-
tion rule mining in healthcare domain are as follows: (1) 
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predicting disease based on symptoms of a patient, (2) iden-
tifying the most effective treatment for diseases, (3) medical 
prescription, discovering the reaction of drug, (4) medical 
fraud identification. These domains can be improved using 
data mining [5–7]. Association rule mining technique on 
healthcare data results in form of IF–THEN rules (For Ex. IF 
Bland chromatin=3 and Bare nuclei=1 and Mitoses=1 then 
class=benign). Physicians or medical experts can assuredly 
interpret these rules. Hence, this technique is very renowned 
among medical researchers and physicians for identifying 
the disease or preferred treatment of specific disease based 
on the patient’s symptoms. That can help in reducing health-
care expenses and suggest the standard treatment for particu-
lar diseases. Therefore, Healthcare treatment and diagnosis 
becomes faster and efficient [8].

Currently, association rule mining on healthcare data is 
limited to a single hospital with its own EHR system [9]. 
Single EHR system has limited patient’s data. Hence, accu-
racy regarding confidence of association rule mining on a 
single EHR system’s data is lower. Finding the relationship 
between harmful diseases(COVID-19, cancer, heart disease, 
etc.) and the patient’s symptoms requires more precise asso-
ciation rules [7]. The accuracy/confidence of association 
rule mining can be improved by aggregating the data from 
all EHR systems to some central data mining server. Asso-
ciation rule mining on central server’s aggregate data gives 
better accuracy compared to results of single EHR system’s 
data. Privacy of data collected at local EHR system must be 
preserved because of social, economic, and psychological 
issues may occur to patients when their healthcare data are 
revealed [10, 11]. Collaboration of different EHR systems 
for accurate data mining requires the sharing of local EHR 
system’s data while maintaining the privacy. Therefore, 

medical research focused on privacy preserving association 
rule mining on distributed healthcare data. Distributed data 
are either horizontally partitioned or vertically partitioned. 
The schema of EHR system at major hospitals is the same as 
they follow the standard rules related to patient’s information 
that must be stored in hospitals. Hence, we have considered 
horizontally partitioned data among the collaborative EHR 
systems. Based on these reviews, this research focuses on 
generating accurate global association rules for diagnosis of 
specific disease (e.g., COVID-19 and cancer disease) from 
the distributed healthcare data while maintaining the privacy 
of EHR systems.

The increasing trends of extracting interesting patterns 
by collaborative data mining requires the sharing of data 
among collaborative participants. Collaborative data min-
ing in health, medicine, government agencies, and business-
related applications raises the privacy issues on disclosing 
the private data. Association rule mining is very eminent 
data mining technique in various applications. Therefore, 
privacy preserving distributed association rule mining 
(PPDARM) became a key research direction.

The PPDARM approach proposed by Clifton and Kan-
tarcioglu [12] used a random number addition which works 
without public key homomorphism. However, this scheme 
is not secure against the collusion of involving parties and 
discloses the private data to an external attacker if it captures 
the communication among parties. This scheme works better 
if all parties use the secure communication channel, but it 
increases the computation cost. In [12–17], authors use the 
homomorphic encryption technique [18] for a secure sum 
[19]. It has higher computation cost because of complex 
public key operation. In [20], approaches use the trusted 
third party model for a secure sum. However, the privacy of 

Fig. 1   United States Health Statistics [3]
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individual totally depends on the behavior of TTP; if TTP 
compromises, then individual privacy is not maintained. In 
[21–23], author proposed a scheme based on Shamir secret 
sharing. However, it has higher communication cost as it 
counts the frequency for each candidate itemset. Chahar 
et al. [24] proposed an approach homomorphic property of 
elliptic curve-based paillier cryptosystem [25] for PPDARM 
in horizontally partitioned data with insecure communica-
tion channel. However, after analyzing the scheme of Chahar 
et al. [24], we identified some security flaws in protecting the 
privacy of participants. The private data of each participants 
can be easily learned by miner participant.

Next, “Review of H. Chahar et al. Scheme” discuss the 
Chahar et al. [24] scheme. “Security Flaws in H. Chahar 
et al.'s Protocol [24]” presents the security flaws in Chahar 
et al.’s [24] scheme. “Proposed Secure version of H. Cha-
har et al.'s Protocol [24]” presents the proposed solution 
for preserving the privacy. Analysis of propose scheme is 
discussed in “Analysis of Proposed Scheme”. Case study 
on effectiveness of propose approach for Breast Cancer and 
COVID-19 is discussed in “Case Study: Effectiveness of 
Proposed Scheme for Breast Cancer and COVID-19”.

Review of H. Chahar et al.’s Scheme

In this section, we review an efficient privacy preserving 
distributed mining of association rules scheme, recently pro-
posed by Chahar et al. [24].

Chahar et al. [24] proposed two protocols for securely 
mining global association rules over horizontally partitioned 
data. The first protocol is based on elliptic curve based pail-
lier cryptosystem [25] and the second protocol is based 
on shamir’s secret sharing [26]. The first protocol uses the 
homomorphic property of elliptic curve-based paillier cryp-
tosystem for securely computing the sum of itemset count 
from all distributed sites. All messages are exchanged after 
encryption and signing to achieve privacy, authenticity, and 
integrity. The second protocol tries to prevent the collusion 
among the sites using shamir’s secret sharing.

Privacy preserving distributed association rule 
mining scheme can be considered as follows: n sites 
{site1, site2, site3,… , site

n
} with distributed database DB 

in such a way that site
i
 stores the database DB

i
 where 

DB =
∑n

i=1
DB

i
 . Database DB is considered as horizontally 

partitioned among n sites with all sites having the same 
schema but different number of transactions. One site is 
considered as combiner, second site as miner and remain-
ing all sites are collaborative sites, as shown in Fig. 2. Cer-
tificate authority is responsible for generating an elliptic 
curve-based paillier secret and public keys for all collabora-
tive sites. Homomorphic property of an elliptic curve-based 

paillier cryptosystem helps to compute global count of item-
set securely.

The scheme proposed by Chahar et al. [24] works with 
the semi-honest model. In semi-honest model, collabora-
tive site does not collude with other sites, and follows the 
proposed protocol/algorithm and can try to infer the private 
value of other sites from the protocol data exchanges. Their 
protocol works with insecure communication channel among 
sites. Hence, any adversary can snoop all communication 
among sites.

Lemma 1  Elliptic curve-based paillier homomorphic 
property [25] is used to compute global support count 
of an itemset P with n sites having local support count 
m1,m2,m3,… ,m

n
 at respective site as follows: For any n 

values m1,m2,m3,… ,m
n
,

Encryption: E(m1) ∗ E(m2) ∗ E(m3) ∗ ⋯ ∗ E(m
n
) = 

E(m1 + m2 + m3 +⋯ + m
n
)

Decryption: D(E(m1) ∗ E(m2) ∗ E(m3) ∗ ⋯ ∗ E(m
n
)) = 

m1 + m2 + m3 +⋯ + m
n
.

Lemma 2 
⋃n

i=1
MFI

i
 determines all global frequent itemsets 

(MFI
i
 is local MFI at site

i
 ) [27].

The protocol proposed in [24] works in three phases. 
Next, we discuss each phase in brief.

Phase 1: Computation of global maximal frequent item-
set (MFI) from all sites

–	 Public and secret keys for each collaborative site are gen-
erated by certificate authority using elliptic-curve paillier 
public key cryptosystem [25]. The key pair generated 
for sites {site1, site2, site3(combiner), site4(miner)} are 
{(pk1, sk1), (pk2, sk2), (pk3, sk3), (pk4, sk4)} , respectively. 
Hence, each site has public keys of all sites and its own 
secret key.

–	 Each site computes its own maximal frequent itemsets 
(MFI), encrypts it using the miner’s public key, and 
signs the encrypted data with its own secret key. Each 
site (except miner and combiner) then sends this signed 
message to combiner.

Fig. 2   Communication model of H. Chahar et al.’s protocol
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–	 Combiner authenticates all the received messages using 
the public key of respective sites. It combines its own 
encrypted MFI with all received messages and shuffle it. 
Next, it signs the combined message using its own secret 
key and sends it to miner.

–	 Miner authenticates the received message and decrypt it 
to find the local maximal frequent itemset (MFI) from all 
the sites. It combines its own MFI with received MFI and 
finds the global MFI. Global MFI is finally shared with 
all the sites by miner.

Phase 2: Computation of global support count of candidate 
itemset from all sites

–	 The support counts of candidate itemsets are computed 
by each site which are obtained from all the subset of 
global MFI. For each candidate itemset P, each site 
(except miner) encrypts the local support count of P 
using miner’s public key ( pk4 ), and sends it to the com-
biner with its own signature on encrypted message. 
Encrypted message of candidate itemset P at any site

i
 is 

symbolized by E(P.sup
i
).

–	 Combiner authenticates the received message using 
the public key of respective sites and computes 
E(P.sup1) ∗ E(P.sup2) ∗ E(P.supcombiner). C o m b i n e r 
sends this message to miner with its own signature.

–	 M i n e r  a u t h e n t i c a t e s  t h e  r e c e i ve d  m e s -
sage using combiner’s public key. Next, i t 
decrypts the message using its own secret key as 
D(E(P.sup1) ∗ E(P.sup2) ∗ E(P.supcombiner)) = (P.sup1
+P.sup2 + P.supcombiner) . It computes the global support 
count of itemset P by adding its own support count as: 
Pglobalsup = (P.sup1 + P.sup2 + P.supcombiner) + P.supminer

Phase 3: Computation of global database size and associa-
tion rules

–	 Size of global database DB is computed as 
�DB� =

∑n

i=1
��DBi

�� , where ||DBi
|| indicates the database 

size at site
i
.

–	 Finally, miner computes global association rules from 
all the global frequent itemsets and global database size. 
Miner shares global association rules with all the col-
laborative sites.

Security Flaws in H. Chahar et al.’s Protocol 
[24]

Chahar et al. [24] declared that their scheme achieves pri-
vacy in the semi-honest model with insecure communica-
tion channels. However, we observed that the private data 
of all the sites can be disclosed in Chahar et al.’s protocol 

[24] by miner. Next, we discuss the security flaws in [24] 
by the miner.

In the second phase of Chahar et al.’s protocol [24], each 
site

i
 (1 ≤ i ≤ n − 2) sends the encrypted support count of 

an itemset P as E(P.sup
i
) to combiner with signature of 

respective site
i
 . Due to insecure communication channel, 

miner could also eavesdrop the E(P.sup
i
) from all sites. 

Miner decrypts E(P.sup
i
) and learns the private data P.sup

i
 , 

(1 ≤ i ≤ n − 2) of site
i
 . Hence, privacy of all sites gets jeop-

ardized. Miner could also learn the private data of combiner 
by subtracting the 

∏n−2

i=1
P.sup

i
+ P.supminer from Pglobalsup . 

Hence, miner could jeopardize the private information of 
all sites. As a result, Chahar et al.’s protocol [24] fails to 
preserve privacy of participants in insecure communication 
environment.

In this paper, we propose the solution to preserve the pri-
vacy of participants in Chahar et al.’s protocol [24] with 
insecure communication environment.

Proposed Secure Version of H. Chahar et al.’s 
Protocol [24]

We have modified phase-1 and phase-2 of Chahar et al.’s 
protocol [24]. Proposed scheme works with one site as 
Miner and second site as Combiner and the remaining as 
normal sites for collaboration, as shown in Fig. 2. Symbols 
used in the proposed approach are defined in Table 1.

Computation of an itemset P’s global count in proposed 
scheme works in three phases as follows:

Phase 1: Computation of global maximal frequent itemset 
(MFI) from all sites

–	 Public and secret keys for all collaborative sites are gen-
erated by certificate authority using elliptic-curve pail-
lier public key cryptosystem. The key pair generated 
for sites {sitecombiner, siteminer, site1, site2,… , site

n−2} are 
{(pk

c
, sk

c
), (pk

m
, sk

m
), (pk1, sk1), (pk2, sk2),… , (pk

n−2,

sk
n−2)} , respectively. Hence, each site has public keys of 

all sites and its own secret key.
–	 Certificate authority sends Z to all sites including com-

biner (except miner), where Z is an integer greater than 
total number of transactions of all sites.

Table 1   Notations

Notation Descriptions

site
i

Collaborative participant/site i
pk

i
, sk

i
Public and private key pair of participant i

Z Integer number shared by Certificate Authority to sites
P.sup

i
He support count of candidate itemset P at site

i

||DBi
|| Dataset size in number of records at site

i
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–	 Each site computes its own maximal frequent itemsets 
(MFI), encrypts it using the miner’s public key, and 
signs the encrypted data with its own secret key. Each 
site (except miner and combiner) sends this signed 
message to combiner.

–	 Combiner authenticates all the received messages using 
the public keys of respective sites. It combines its own 
encrypted MFI with all received messages and shuffles 
it. Next, it signs the combined message using its own 
secret key and sends it to miner.

–	 Miner authenticates the received message and decrypts 
it to find the local maximal frequent itemset (MFI) 
from all sites. It combines its own MFI with received 
MFI and finds the global MFI. Global MFI is shared 
with all sites by miner.

Phase 2: Computation of global support count of candi-
date itemset from all sites

–	 Each site
i
 (except miner) computes (P.sup

i
+ R

i
∗ Z) , 

where R
i
 is the random number selected by site

i
 and 

P.sup
i
 is the support count of candidate itemset P at 

site
i
 . Then, site

i
 encrypts it using miner’s public key 

( pk
m

 ) as E(P.sup
i
+ R

i
∗ Z) and sends it to combiner 

with its own signature on encrypted message.
–	 Combiner authenticates the received message using 

the public key of respective sites and computes 
E(P.supCombiner) = E(P.supCombiner + RCombiner ∗ Z)

∗
∏n−2

i=1
E(P.sup

i
+ R

i
∗ Z). Combiner sends this mes-

sage to miner with its own signature.
–	 Miner authenticates the received message using 

combiner’s public key. Then, it decrypts the mes-
sage using its own secret key as D(E(P.supCombiner)) 
= (P.supCombiner + RCombiner ∗ Z) + (P.sup1 + R1 ∗ Z)

+(P.sup
2
+ R

2
∗ Z) +⋯ + (P.sup

n−2 + R
n−2 ∗ Z) 

= (P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2)

+(R
Combiner

+ R
1
+ R

2
+⋯ + R

n−2) ∗ Z

–	 Miner combines its own local support count 
of candidate itemset P with decrypted value as 
((P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯

+P.sup
n−2) + (RCombiner + R1 + R2 +⋯ + R

n−2) ∗ Z) and 
sends it to combiner with its own signature.

–	 Combiner authenticates the received message and com-
putes the global support count Pglobalsup for candidate 
itemset P as follows: 

Pglobalsup = ((P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2)

+ (RCombiner + R1 + R2 +⋯ + R
n−2) ∗ Z) mod Z

= (P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2)

.

 Combiner sends Pglobalsup to all sites.
Phase 3: Computation of global database size and asso-
ciation rules

–	 Size of global database DB is computed as 
�DB� =

∑n

i=1
��DBi

�� , where ||DBi
|| indicates the database 

size at site
i
.

–	 Finally, all sites compute global association rules from 
all global frequent itemset and global database size.

The proposed approach securely computes global associa-
tion rules and ensures that the privacy of all sites with inse-
cure communication environment is preserved. All messages 
among the sites are exchanged after encryption and signature 
by the respective sites to achieve integrity and authenticity.

Analysis of Proposed Scheme

Security Analysis of proposed Approach

Privacy of Site Participants: Each site
i
 sends the private 

data in encrypted form as E(P.sup
i
+ R

k
∗ Z) to combiner. 

Combiner is impotent to decrypt and find P.sup
i
 for any site

i
 . 

Miner can eavesdrop E(X.sup
k
+ R

k
∗ Z) from insecure com-

munication channel and can compute the (P.sup
i
+ R

i
∗ Z) 

using its secret key. Miner is unable to infer the private value 
P.sup

i
 from (P.sup

i
+ R

i
∗ Z) as R

i
 and Z is not known to 

miner. Hence, privacy of all sites is preserved.
Privacy of Combiner:  Miner receives ((P.supCombiner

+P.sup1 + P.sup2 +⋯ + P.sup
n−1) + (RCombiner + R1 + R2

+⋯ + R
n−2) ∗ Z) as a single value. Hence, miner cannot 

infer the private value of combiner from received value and 
privacy of combiner is preserved.

Pr ivacy of  Miner:  Miner  sends ((P.sup
Miner

+P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2) + (RCombiner

+R
1
+ R

2
+⋯ + R

n−2) ∗ Z) as a single value to combiner. 
Combiner cannot infer any private data of miner or other 
sites from the received value and privacy of miner is 
preserved.

Privacy Against External Adversary: All messages’ 
exchanges among collaborative sites are encrypted and 
signed by respective sites. Hence, privacy of all sites is pre-
served against an external adversary.
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Correctness Analysis

In semi-honest model, all sites follow the protocol. Com-
biner receives E(P.sup

i
+ R

i
∗ Z) from site

i
 , where 

(1 ≤ i ≤ n − 2) . Combiner computes E(P.supCombiner)

= E(P.supCombiner + RCombiner ∗ Z) ∗
∏n−2

i=1
E(P.sup

i
+ R

i
∗ Z) 

and sends it to miner. Miner decrypts the received  
value, adds its own local support count as ((P.sup

Miner

+P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2) + (RCombiner

+R
1
+ R

2
+⋯ + R

n−2) ∗ Z) , and sends it to combiner. Com-
biner computes global support count as Pglobalsup

= ((P. supMiner +P. supCombiner +P.sup1 + P.sup2 +⋯ + P.sup
n−2)

+(R
Combiner

+ R
1
+ R

2
+⋯ + R

n−2) ∗ Z) mod Z . It com-
putes the correct global support count from all sites using 
the following Eq. (1):

He re ,  (P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯

+P.sup
n−1) < Z . Therefore, the proposed scheme always 

computes the correct global candidate itemset support count.

Theoretical Analysis

Table 2 shows the comparative analysis of proposed and 
some existing approaches in terms of external adversary 
attack, privacy and communication cost. In distributed asso-
ciation rule mining with n collaborative sites, ( n − 1 ) sites 
(Combiner and n − 2 sites) send their local maximal frequent 
itemset (MFI) to miner incur communication cost of O(n). 
Miner computes global MFI and shares it with all other 
( n − 1 ) sites that incurs communication cost of O(n). Global 
MFI with (2m − 1) subsets or candidate itemsets, with each 
( n − 1 ) site sharing local support count of candidate itemset, 
incurs communication cost of (2m − 1)(n − 1) = O(n ∗ 2m) . 
The computation overhead in proposed approach compared 
to H. Chahar et al.’s protocol [24] is once extra multiplica-
tion of R

i
∗ Z with P.sup

i
 at phase-2 and one encryption at 

miner site in phase-2 of proposed approach. The commu-
nication overhead is one message exchange from miner to 
combiner in phase-2 of proposed approach. The contribution 
of this overhead is negligible in the overall execution time. 
In phase 3, ( n − 1 ) sites send the local database size to miner 
incur the cost of O(n). As a result, total communication cost 
is (2m − 1)(n − 1) + 3(n − 1) = O(2m ∗ n).

(1)

((P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−2)

+ (RCombiner + R1 + R2 +⋯ + R
n−2) ∗ Z) mod Z

= (P.supMiner + P.supCombiner + P.sup1 + P.sup2 +⋯ + P.sup
n−1).
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Case Study: Effectiveness of Proposed 
Scheme for Breast Cancer and COVID‑19

First, we elucidate symptoms related to breast cancer along 
with detail description of the dataset used in this analysis. 
We implemented our approach using NetBeans with system 
configuration of Intel Core i5 2.1 GHz CPU and 4 GB RAM. 
We have duplicated the total records to increase the total 
number of records of 80K. All record are randomly divided 
among the all collaborative EHR system.

Analyzing the Breast Cancer Disease

One of the most dangerous types of cancer disease is breast 
cancer disease. To analyze the symptoms correlated to breast 
cancer and improving the prediction accuracy based on 

symptoms, Wisconsin breast cancer dataset is used which is 
publicly available on the UCI repository [30].

Wisconsin Breast Cancer Dataset Details

In Wisconsin breast cancer dataset, a total of 32 different 
attributes are available. Out of 32, 10 significant correlated 
attributes are considered in this analysis. Two class labels 
benign and malignant indicate the breast cancer state. All 
attributes are in the range 1–10 assigned by the pathologist 
while testing the FNA (Fine Needle Aspirate) tissue sample 
in breast cancer. The attributes of Wisconsin breast cancer 
dataset with details are illustrated in Table 3.

Experiment Results Analysis

In experimental result analysis, association rules with RHS 
value class= benign or malignant are considered for accu-
racy analysis. Accuracy (confidence) of association rules 
using proposed approach and traditional local data mining at 

Table 3   Attribute details of Wisconsin Breast Cancer Dataset

Sr. no. Attribute Range

1 Clump thickness 1–10
2 Uniformity of cell size 1–10
3 Uniformity of cell shape 1–10
4 Marginal adhesion 1–10
5 Single epithelial cell size 1–10
6 Bare nuclei 1–10
7 Bland chromatin 1–10
8 Normal nucleoli 1–10
9 Mitoses 1–10
10 Class 2 for benign, 

4 for malig-
nant

Table 4   Prediction confidence/accuracy (%) at each EHR system and central data mining server for breast cancer

Association rules Accuracy/confidence (%)

EHR1 (%) EHR2 (%) EHR3 (%) EHR4 (%) Central data mining server 
(proposed approach) (%)

Bland chromatin=3 and Bare nuclei=1 and Mitoses=1→
class=bengin

89 93 95 92 98

Uniformity of cell shape=1 and Uniformity of Cell Size=1→
class=benign

92 91 88 92 99

Bare nuclei=7 and Single epithelial cell size=1 and Normal 
nucleoli=2→class=benign

91 92 89 93 98

Uniformity of cell shape=10 and uniformity of Cell Size=8 Mar-
ginal adhesion=10→class=malignant

93 94 90 92 99

Bare nuclei=10 and uniformity of Cell Size=10→class=malignant 90 89 94 88 97
Bare nuclei=10 and Mitoses=2 and Normal nuclei=1→

class=malignant
87 85 90 91 96

Fig. 3   Performance comparison of Chahar et  al.’s protocol [24] and 
proposed scheme
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each EHR system is illustrated in Table 4. The experimental 
result shows that the proposed approach has improved the 
accuracy of predicting breast cancer disease compared to 
any single EHR system.

The confidence of association rule indicates the predic-
tion accuracy of breast cancer disease. As shown in Table 4, 
breast cancer prediction at each EHR system has lower 
precision compared to central data mining server results. 
Hence, the proposed scheme benefits every participant EHR 
system and physicians or medical researchers by allowing 
them access to global results which helps them to improve 
the healthcare services.

The proposed scheme and Chahar et al.’s protocol [24] 
are executed with three sites to ten sites. Comparison of 
both the schemes is shown in Fig. 3 with different number 
of sites. As shown in Fig. 3, computation cost of pro-
posed scheme is almost equal compared to Chahar et al.’s 
protocol [24]. We have also added one extra step in the 
second phase of proposed secure scheme at combiner. 
It increases negligible computation and communication 
cost compared to Chahar et al.’s protocol [24]. Therefore, 
the proposed scheme is more secure with almost equal 
computation and communication cost.

Combating the Coronavirus Pandemic Using 
Proposed Approach

Coronaviruses are a large family of viruses that cause a 
range of illnesses from the common cold to Severe Acute 
Respiratory Syndrome (SARS-CoV). The new strain 
affecting tens of thousands across the globe is known as 
Novel Coronavirus (nCoV) and it causes the Coronavirus 
Disease also known as COVID-19.

This new disease and the propagating virus were rela-
tively unknown before the outbreak happened from its 
origin at Wuhan province, China in December 2019. 
Hence, it was given the name COVID-19 due to the year 
it originated.

The most common symptoms of COVID-19 are fever, 
dry cough, and tiredness. Other symptoms that are less 
common and may affect some patients include aches and 
pains, nasal congestion, headache, conjunctivitis, sore 
throat, diarrhea, loss of taste or smell or a rash on skin 
or discoloration of fingers or toes. These symptoms are 
usually mild and begin gradually. Some people become 
infected but only have very mild symptoms [31]. These 
symptoms may be developed in patient within 14 days 
of infection of coronavirus. Higher mortality rate and 
delay in the identification of infection are the main chal-
lenges in major countries affected by a coronavirus. Due 
to the unavailability of vaccine or antiviral medicine to 
prevent coronavirus, detecting infection at an early stage 

based on symptoms and identifying the accurate treat-
ment to recover the patients from infection can help to 
decrease the mortality rate and increase the recovery rate 
of patients from coronavirus.

The proposed approach contributes to solving the 
above challenges by collaborative healthcare data mining 
with data related to coronavirus patients. Major hospi-
tals treating patients with coronavirus collect the patient’s 
data like different symptoms, age, location, gender, treat-
ments, etc. using the EHR system in hospital. Data mining 
solution of a disease requires the more patients’ data for 
better accuracy. Hence, these hospitals with EHR systems 
collaborate to perform data mining on global patients data 
from all collaborative hospitals.

The proposed approach helps to collaborate healthcare 
organizations for combating COVID-19 using global data 
mining solutions with data from all healthcare organi-
zations while preserving the privacy of healthcare data. 
Physicians and medical researchers can take advantage 
of this global healthcare mining results for combating 
COVID-19.

Conclusion

In this paper, we focused on improving the accuracy of 
disease identification using the collaboration of multi-
ple EHR systems on horizontally partitioned data. Our 
proposed approach computes high accuracy association 
rules from the distributed data available at multiple EHR 
systems while preserving privacy. Experimental results 
using breast cancer data show the benefits of the proposed 
approach compared to results of any single EHR system. 
The proposed approach helps to identify the disease at 
an early stage using accurate association rules generated 
from distributed healthcare data. This approach can also 
be applied for early identification of COVID-19 infection 
in patients using some symptoms of patients.
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