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Abstract

Training exercises are an important tool in crisis management, as they can assist in a
multitude of tasks, such as planning pre-crisis resource requirements and allocation,
response planning and help train emergency personnel for actual crises. To be effec-
tive, the exercises have to utilize well constructed scenarios and be able to replicate
certain characteristics of a crisis situation. In this paper, we propose a conceptual
mathematical modeling approach for the automated generation of scenarios for dis-
aster exercises via certain combinatorial sequence structures. The derived scenarios
within an exercise collectively fulfill different notions of combinatorial sequence
coverage, thereby providing the means to test existing response strategies for defi-
ciencies as well as to train emergency personnel for their ability to handle differ-
ent arrangements of events. This guaranteed diversity by construction can be used
as a basis to obtain quantitative assurance statements when these scenarios have
been successfully mastered by participants in exercises. We illustrate our proposed
approach utilizing two different combinatorial structures for two example disasters.
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1 Introduction

Disasters and crises are extraordinary events or periods which possess great
potential for harm [1]. Especially when it comes to disasters, damages caused
by these events can be so severe, modern societies cannot cope with them by
themselves, using only their resources. In particular, damages to critical infra-
structures and disruptions of critical services can even lead to human fatalities.
The management of disaster and crisis prevention, as well as corresponding relief
measures, poses an enormous operational challenge to local governments and
organizations tasked with it.

As they are not always predictable, crises, such as pandemics, natural disas-
ters, and failure of critical infrastructure unfortunately cannot always be avoided.
In 2020 alone, there have been 416 natural disasters worldwide, not including the
SARS COVID-19 pandemic, resulting in global economic losses of about 268
billion US Dollars [2].

In order to minimize potential damages caused by a disaster, efforts must be
made to ensure the functionality of important services and to help the appropriate
endeavors for crisis relief. Here, one of the most important tools are exercises,
as they can assist in planning pre-crisis resource requirements and allocation,
response planning and provide a low-risk environment to help train personnel
for actual crises. Exercises can also be used to assess emergency policies, proce-
dures, novel tools, and methods used for crisis management [3].

The effectiveness of exercises has been subject of various research. While
there exist a multitude of works in the literature focusing on designing and con-
ducting crisis exercises, in our judgement, they mainly address the topic from an
administrative point of view, focusing on organizational aspects as well as the
formulation of high level exercise goals. Some literature on the generation of
scenarios for crisis exercises also exists; however, the scenarios devised therein
are generally generated with a very specific and predetermined exercise goal in
mind, simulating a disaster or crisis under very specific conditions, which are
already well known and whose results can be anticipated and thus not really lead
to new insights [4]. Additionally, a consequence of the highly time-consuming
and expensive endeavor of developing scenarios for exercises is often that only a
limited number of scenarios are being developed and constantly reused [5], which
reduces the overall scope of the training and, subsequently, diminishes training
effectiveness [6], especially in the case of continuous training [7]. Building upon
[6], we argue that it is therefore crucial to the training effort to have the means
to structurally derive “robust libraries” of diverse disaster scenarios which cover
potential events, event combinations, and event sequences sufficiently well for
some formal notion of coverage, which should be supported by “research-based
heuristics to ensure that scenario outputs are domain-valid and pedagogically
effective” [6].

Based on the statements given above from the literature, we deduce that there
is a clear need for more structural and comprehensive approaches in disaster sce-
nario modeling as well as scenario generation for their subsequent use in disaster
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exercises. In particular, the availability of automated scenario generation meth-
ods, which could guarantee full coverage for some formal notion of coverage in
the generated disaster scenarios, seems to us to be especially desirable. Further-
more, we posit that such automatically generated diverse libraries of scenarios
would not only provide more training diversity for the participants, but could also
help identify deficiencies and weaknesses of disaster handling strategies, which
might have otherwise been overlooked and only revealed in the case of a real dis-
aster. Consequently, our aim is to propose a methodology for evaluating the resil-
ience of existing strategies of affected stakeholders,! which also addresses the
previously discussed challenges. More precisely, our goal is to provide effective
and automated means for enabling stakeholders to conduct festing and evaluation
of their response policies under as diverse scenarios as possible. In this work,
we present a generic mathematical approach for generating disaster exercises that
provides general abstract modeling concepts and capabilities as well as automated
scenario generation methods. Our proposed approach can be applied to different
disasters under test (DUTs) and is designed to incorporate expertise of domain
experts, while also providing coverage guarantees for some selectable notions of
combinatorial coverage in all generated disaster exercise plans.

The motivation for our automated scenario generation approach is based on the
success and efficiency of automated software testing. In [8], the authors have devel-
oped a strategy for automated unit test generation for continuous integration testing,
with their experimental results showing a significant improvement for branch cover-
age and test generation time. These properties also play an important role in disaster
scenario training as it should cover as many responder strategies as possible, while
reducing the effort of scenario generation. An overview of automated test genera-
tion for software and a discussion of recent developments and tools is provided in
[9]. The application of automated software testing tools has found thousands of new
bugs—many of them critical from a reliability or security point of view—in a lot
of different application domains, including, but not limited to, embedded systems,
application programming interfaces (APIs), and web and mobile applications. In
recent years, a new field in the domain of software testing has opened up, success-
fully applying combinatorial methods for testing purposes [10]. The methodological
origins of this field, which is termed combinatorial testing (CT) for software [11],
can be traced to the field of Design of Experiments (DoE) within statistics [12], with
the latest achievements and future directions of CT being outlined in [13, 14]. The
central concepts within CT are variants of combinatorial coverage, which guarantee,
for a positive natural number ¢, the coverage (i.e., appearance) of #-tuples or cer-
tain sequences of length ¢ within mathematical artifacts and test sets generated from
them. It is of crucial importance that these notions of coverage can actually be meas-
ured in existing test sets [15, 16] as well as actually enforced in newly generated
combinatorial test sets [17, 18] (also called test sets of strength ¢ or -way test sets)
in practical settings and on industrial scale. Empirical studies in software testing

! This includes, but is not limited to, first responders along with governmental agencies and additional
parties.
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have reported equivalent fault detection capabilities of higher-strength combinato-
rial test sets compared to exhaustive ones [19, 20] and thereupon the terminology
pseudo-exhaustive test sets for combinatorial test sets and pseudo-exhaustive test-
ing for CT as synonyms has arisen. Advances in algorithm design [21] and modern
implementations [22] have made it possible to tightly compress the required #-tuples
into 7-way test sets, leading to a considerable reduction in the number of test cases
of combinatorial test sets compared to exhaustive ones. Hence, CT provides highly
efficient and effective software testing in practice at lower cost.

The approach presented in this paper is based on finite, nonempty sequences
arising in discrete mathematics for modeling and automated generation of disaster
scenarios via combinatorial methods for use in disaster exercises or crisis response
policy evaluations. Our approach is designed to reveal weaknesses or even fail-
ures in responding strategies of affected stakeholders, caused by specific temporal
interactions (i.e., orderings) of events within the entire temporal event sequence of
a disaster or crisis. To this end, we leverage special combinatorial sequence struc-
tures from combinatorial design theory exhibiting different notions of combinato-
rial sequence coverage for the construction of disaster scenarios. The way in which
these combinatorial design structures are employed in this work ensures that their
defining abstract mathematical sequence coverage properties are transformed to
the generated sets of disaster scenarios. This means that the obtained sets of disas-
ter scenarios retain (i.e., fulfill themselves) these combinatorial sequence coverage
properties, which on the side of the application domain of disaster management can
be interpreted and expressed as coverage of temporal event orderings—to which we
will later refer to as stories—by the generated disaster exercises. Given such a set
of disaster scenarios (i.e., a disaster exercise generated via combinatorial methods)
satisfying some notion of combinatorial sequence coverage, the standard operating
procedures (SOPs) or responding strategies of stakeholders affected by the modeled
DUT can then be evaluated against all individual disaster scenarios, to test how well
they can handle and cope with them. The guaranteed coverage of some notion of
combinatorial sequence coverage of such an exercise implies that if all constituting
scenarios of the generated exercise were managed successfully, then this outcome
could be interpreted to demonstrate and prove the effectiveness and resilience of
existing disaster management strategies with respect to the specific occurring notion
of combinatorial sequence coverage; if not, then those scenarios which revealed
shortcomings could be used as basis to develop improvements to address any uncov-
ered issues.

We would like to explicitly mention and emphasize that the underlying notion of
combinatorial coverage together with its defining numerical values can be seen as
a complexity measure of the exercises generated via combinatorial methods as pro-
posed in this work. Moreover, this complexity can be freely selected and adjusted,
providing exercise designers with an additional method alongside other various
abstract properties of the employed building blocks, to assess and tune the difficulty
of individual scenarios within the exercise. In particular, the complexity and diffi-
culty of generated exercises can be raised to keep ahead of unfolding trends and dis-
coveries or for testing policies also against more advanced scenarios with increased
impact. Once the SOPs or disaster response policies of affected stakeholders for
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some DUT have successfully managed a combinatorially generated training exercise
with predetermined levels of complexity and difficulty for some notion of combina-
torial sequence coverage, this achievement can be leveraged to derive a quantitative
assessments in terms of an assurance for its resilience in addition to existing and
established quantitative assessments of SOP or disaster response policies.

The mathematical artifacts employed in this work can be automatically gener-
ated and, consequently, also the disaster exercises satisfying combinatorial coverage
notions derived from them. In particular, the optimization of the underlying com-
binatorial structures for minimizing their size (i.e., number of rows) has the fur-
ther advantage of translating directly to a reduction in the number of scenarios of
generated disaster exercises, while still providing full coverage for the underlying
notion of combinatorial coverage. Hence, our work ameliorates automation for sce-
nario generation and thereby also reduces the organizational cost of disaster exercise
design and subsequent scenario generation.

Our proposed approach based on combinatorial sequence structures provides
flexible and fine-grained modeling capabilities that are available to domain experts
for instantiating these models for specific DUTs with expert knowledge by select-
ing—alongside other possible choices—appropriate events for the considered DUTSs.
For this reason—among others—is our proposed approach applicable to numerous
different types of disasters, including man-made as well as non-man-made disasters.
Furthermore, due to the design of our mathematical modeling approach, it is capable
to take into account and comply with required and important properties and char-
acteristics of single events, individual scenarios, and entire disaster exercises that
we determined when analyzing the current research literature on the topic. We used
the collected information to obtain a baseline to compare against and improve upon
identified contemporary challenges and reported issues.

We showcase our proposed approach for two different types of disasters, exem-
plified for the case of a non-man-made disaster by a flooding and for the case of a
man-made disaster by a cyber crisis involving critical infrastructure. In both exam-
ples, we make use of two different combinatorial sequence structures—both having
already been successfully applied in the domain of combinatorial testing for soft-
ware—that allow for the modeling and generation of disaster exercise scenarios that
will not only satisfy the important and indispensable characteristics identified from
the literature pointed out before, but will also give rise to disaster exercises, com-
prised of one or more disaster scenarios, that will guarantee 100% coverage for cer-
tain notions of combinatorial sequence coverage. We also highlight key differences
in the generated disaster exercises resulting from the different properties of the
underlying notions of combinatorial sequence coverage and point out their respec-
tive advantages and disadvantages.

Contribution. In particular, this paper makes the following contributions:

e Analysis of disaster exercise scenarios and scenario generation methods reported
in the literature,

e Proposes the usage of certain discrete sequence structures with specific combi-
natorial sequence coverage properties for disaster scenario generation for exer-
cises,

@ Springer



50 Page6of34 Operations Research Forum (2023) 4:50

e Showecases the exercise generation process based on the proposed approach for
two different example disasters.

This paper is structured as follows. Related work is discussed in Sect. 2. In Sect. 3,
we analyze the properties of exercise scenarios and their events from the literature.
Our proposed discrete mathematical modeling and generation approach for disaster
exercises is presented in Sect. 4. In Sect. 5, we provide two walkthrough examples
of how our proposed approach could be applied in practice. We conclude the paper
in Sect. 6 and also provide an outlook on future work.

2 Related Work

It is important to note that while the literature in this area is in agreement that crises
and disasters are not the same (although they are closely related to each other, as,
depending on the definition used, a disaster might be an agent of a crisis or a crisis
might turn into a disaster), no universally accepted definitions have yet been agreed
upon [23]. This is attributed to the dependence of these terms to the specific domain
they are occurring in. In [24], the authors give an outline of different definitions of
the term disaster in general as well as for specific disciplines. Similarly, [25] sys-
tematically reviews different definitions of the terms disaster and crisis found in the
literature in order to establish differences and similarities between those two terms.
Due to the blurred semantic lines separating the terms of disaster and crisis, the
mainstream literature often uses the two terms interchangeably. Subsequently, the
same can be observed with the terms crisis management and disaster management.
As our proposed approach operates at a very abstract level where disasters and cri-
ses feature similar characteristics and can both be modeled by a sequence of crisis
events, we will join in with the mainstream literature and, for the scope of this work,
use the terms disaster and crisis interchangeably throughout this paper.

Traditionally, a lot of the research regarding the topic of crisis management is
focused on the study of former real life crises. In [26], the authors show how disas-
ter case studies can help to better understand risks posed by extreme weather- and
climate-related events. Case studies not only allow to retrospectively analyze the
development of a crisis and identify its major drivers, they are also a valuable means
to assess the effectiveness of the relief measures utilized and for providing scenarios
for the testing of new tools, methods, and potential relief plans. In [27], the data
extracted from flood maps created with information from former floodings is used
to evaluate a simulation tool developed to assess the viability of the use of sandbags
for various flood scenarios.

One shortfall of case studies is the focus on past real-life disaster scenarios;
hence, for preparing for future and yet unknown crises, other, complementary, meth-
ods are needed. Here, the design and effectiveness of exercises for preparing against
hitherto unexplored and unforeseen crisis scenarios have been subjects of various
research. In [28], the author discusses the benefits and problems of using exercise
scenarios as a way of effectively preparing against unpredictable variables of cri-
ses. The author comes to the conclusion that the development of information and
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communication technologies plays a big part in the effectiveness of scenarios and
games for efforts preparing for crisis situations. Similarly, [29] takes a deeper look
at the role and potential benefits of exercises in disaster management. Another work,
[30], analyzes the effect of exercises on emergency personnel and describes the fac-
tors limiting the effectiveness of crisis exercises by observing exercises and con-
ducting interviews with participants.

Stimulated by the results of the research on the importance and effectiveness
of exercises, a few programs have been developed aiming to raise the resilience of
countries and organizations by providing them with a library of fundamental princi-
ples for exercise programs and introducing them to the most common approaches to
exercise design and management [3, 31]. It is, however, important to note that, due
to their operational character, these programs are of a very abstract nature and focus
heavily on the administrative side of exercise management. Topics like scenario
design (the selection of events as well as their temporal arrangement) and generation
are discussed only superficially therein, and they content themselves with pointing
to domain experts for these tasks without providing specific guidance.

Still, there do exist some works dealing with novel ideas on the design and gen-
eration of exercise scenarios. An in-depth guideline for the development of effec-
tive scenario blueprints, so called Master Scenario Event Lists, is provided in [32].
Another work, [33], introduces a novel five-step method for extracting functional
requirements for exercises from user-requirements utilizing storyboarding. In [34],
the authors introduce a new theoretical method for exercise designers to create sce-
narios for functional exercises. The framework proposed there features a transdis-
ciplinary approach, bridging the gap between crisis management, dramaturgy, and
modeling derived from system engineering.

We point to [35] for a survey reviewing and consolidating the existing research
on scenario generation techniques and related crisis simulation frameworks. The
research for novel and modern IT-supported methods for generating scenarios is
especially prevalent in simulation training, where a variety of different scenarios
covering multiple training aspects is beneficial for providing effective training. As
the manual creation of viable training scenarios is time consuming and expensive,
researchers are especially interested in coming up with automated methods for
scenario generation. This challenge has been approached with a narrative-based
generation methodology in [36], while the usage of cellular automatons has been
proposed in [37]. Personalized or adaptive forms of training in a virtualized learn-
ing environment, which includes serious games simulations, have been treated in
[38, 39]. In [7] (see also [6, 40]), the authors review some of the research and
methods introduced for automated scenario generation in typical simulation train-
ing domains such as military training and defense planning along with present-
ing a novel method for procedural scenario generation using functional L-systems.
The underlying conceptual model features an approach utilizing so called baseline
scenarios, which satisfy previously selected training objectives. With the help of
scenario vignettes, the authors are then able to modify the complexity of the sce-
narios. Another work, [41], also presents a generation algorithm that can generate
a new scenario from an already existing one. The approach attempts to modify
and combine aspects of different members of the initial scenario to find the best
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sequence of events that creates the appearance of a realistic mission, achieves a
set of training objectives suitable for a given individual trainee while also being
tailored to the individual trainee’s abilities. Additionally, they defined a set of met-
rics, to evaluate the success of their scenario generation system.

The authors of [42] propose a new formulation of scenario complexity, which
is intended to be used with automated scenario generation systems. The goal is
that trainees advance through increasingly complex training scenarios, which
help them to gradually gain more experience in an efficient manner by ensur-
ing that trainees receive scenarios appropriate to their experience level. In [43],
the authors extend the traditional task complexity formulation by proposing the
inclusion of cognitive task elements into the complexity metric, which are impor-
tant for scenarios that are focused on higher-order thinking skills. Similar to [42],
the goal is to improve the definition of scenario complexity and to find optimal
training scenarios that are ideally fitted to the skills of the participants.

In [44], the authors propose an architecture to facilitate learning through the
principles of deliberate practice, enabled by interoperating next-generation exer-
cise management tools with mixed-reality simulations. An intuitive interface for
exercise managers using block-based programming has been proposed in [45]
and the design of an externalized Al-based scenario event controller in [46]. In
[47], the authors examine the degree to which an integrated training approach
using scenario training technologies provided the fidelity necessary to support
military casualty care learning objectives. We also remark that with the help of
modern smartphone technology, software-based gamification has also been used
to directly educate citizens on disaster prevention information [48].

Like the works mentioned above, most of the approaches presented in the lit-
erature follow strict rules, where the scenarios are designed with a specific cri-
sis and objective already in mind. While generally these approaches are certainly
useful for the training of specific relief measures (i.e., emergency drills), they
do not necessarily provide—or even take into account explicitly—notions of
coverage for varying situations. In order to use exercises not only for assessing,
but also explicitly for stress-testing disaster management plans, it is, therefore,
imperative to construct scenarios not confined to specific objectives, but, in con-
trast, featuring a broad range of “chaotic” sequences in order to identify problems
introduced by certain sequences of events.

3 Exercise Scenarios for Crisis and Disaster Management

In this section, we identify and highlight important key concepts and essential
properties of disaster exercises and disaster management in general. In Sect. 3.1,
we provide an overview of disaster management activities. Disaster exercises in
general and different types of exercises are discussed in Sect. 3.2 and Sect. 3.3,
respectively. We analyze exercise scenarios in Sect. 3.4 and focus on the charac-
teristics of scenarios and events in Sect. 3.5.
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Fig. 1 The four stages of the DRM cycle

3.1 Disaster Management

The process of disaster management is generally conceptualized as the disaster-
risk-management-cycle [49], or DRM-cycle, as shown in Fig. 1. The DRM-cycle
consists of four stages, with each of these stages representing activities for either
aiding ex-ante crisis prevention/mitigation (stage 1) and preparedness (stage 2),
or ex-post disaster response (stage 3) and recovery (stage 4). The focus of the
first stage lies in the prevention or mitigation of the impact of disasters or crises
and in particular encompasses all activities that may be undertaken to avert a dis-
aster. For example, the construction of appropriate flood protection and drainage
infrastructure in areas at risk of flooding are activities with the goal of preventing
a flooding disaster in the first place. The next stage, stage 2, consists of activities
and measures, such as designing of evacuation plans and carrying out emergency
drills, undertaken with the goal of strengthening preparedness by striving towards
ensuring an effective response to future disastrous events and reducing their
impact. Activities like evacuation, rescue efforts, or first aid, which are carried
out immediately before or after a disaster occurred, are grouped in the response
stage of the DRM cycle (stage 3). Finally, the last stage deals with repair- and
reconstruction-efforts of the damages incurred during the disaster. As crises and
disasters are very similar to each other in terms of these four developing phases
[23], a similar DRM cycle as shown in Fig. 1 may also be used to describe the
timeline of a crisis. The methodology proposed in this paper is positioned in the
two pre-disaster phases of the DRM cycle (i.e., ex-ante), enhancing the efforts
of preventing and mitigating disasters (stage 1) as well as raising preparedness
(stage 2).
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3.2 Exercises

Crisis management exercises are proactive measures which are used to strengthen
the crisis management capability of countries or organizations by providing them
the means to devise, assess, and update their disaster management plans and gener-
ally test their abilities to deal with catastrophic situations in a low-risk environment
[50]. Crisis management exercises can also be used for the evaluation of novel tools
and methods, before they are integrated into SOPs.

“Exercises are based on scenarios that correspond to a sequence of events
organized in a specific space-time framework [51].”

Different types of disaster exercises have been identified in the literature on disas-
ter management (which we discuss in detail in Sect. 3.3 below), and depending on
its type, an exercise may consist of one extensive or multiple shorter scenarios. An
exercise might also play through the same scenario multiple times, with or with-
out slight changes. This helps attendees to solidify the lessons learned during the
past iterations, deepens the understanding and engagement of the trainees in the cri-
sis management process, and allows them to focus on the most important task (or
tasks) in each iteration, which might not be the same in all iterations. Making small
changes to the scenario between iterations can be used to intentionally shift the
focus of the exercise-iterations to different areas or can be used to gradually increase
the scope of the exercise with each played iteration.

3.3 Types of Exercises

The literature on the topic of disaster management—for the most part—differentiates
between three major types of exercises: tabletop, functional, and full-scale exercises
[52].

“Tabletop exercises” are discussion-based exercises which take the form of facili-
tated discussions like seminars, workshops, and games. Here, participants can famil-
iarize themselves with or discuss existing emergency procedures on an operational
and jurisdictional level or develop and test out new ones on a strictly theoretical and
strategic basis. All actions taken during the exercise are fictional, and any commu-
nication to entities outside is simulated. As they mostly take place inside a single
location or a joined network with all participants present, tabletop exercises are rela-
tively easy and inexpensive to plan and conduct [53].

“Functional exercises” are operational exercises, which are conducted to test and
evaluate a single or a small number of very specific functions and processes of a dis-
aster response plan, only involving one or a few emergency responder organizations
[52]. The focus of this type of exercise lies mostly on the leadership, management,
and coordination of the entities involved. These exercises are more complex and
operate at a higher level of realism than tabletop exercises, as they are conducted in
real time with operational personnel using proper equipment.

“Full-scale exercises” are also operational exercises and are conducted to test all
or most major processes or functions of an emergency response plan. To this end,
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full-scale exercises involve the whole crisis management as well as multiple agen-
cies, organizations, and jurisdictions [31], making full-scale exercises not only very
complex to design and manage, but also very expensive.

3.4 Exercise Scenarios

In [28], scenarios are defined as descriptions of the conditions under which the cri-
sis management system or crisis management policy to be designed, tested, or evalu-
ated is assumed to perform. In particular, this means that a scenario specifies a pos-
sible, but not necessarily probable, context and series of events.

Generally, a good exercise scenario must satisfy several requirements. Most
importantly, there should be an achievable number of clear and specific goals [54].
It should be designed within the expertise of the participants and allow them to
test and further develop their specific skillsets. Since they are supposed to simulate
events and processes occurring during a crisis, scenarios have to reproduce certain
crisis characteristics and effects [34]. To this end, scenario designers might inject
events which create urgency and time constraints, add elements of surprise, or pre-
sent the participants with a dilemma. Moreover, the difficulty of a scenario can
be increased further by the implementation of completely unrelated events or red
herrings.

Providing a certain level of realism can help with immersion and convey the
necessity of such exercises to the trainees, especially in operation-based exercises
like functional or full-scale exercises [54]. However, exercise designers must find
the right balance between keeping up the illusion of a crisis situation and finding
ways to minimize efforts needed for scenario generation. For example, while filling
a scenario with red herrings might significantly boost the stress level of the trainees
during an exercise, it might interfere with the training of specific skills the scenario
was originally meant to train. Similarly, using actors to portray victims or other
affected entities during exercise might heighten the level of immersion, but raises
the amount of organizational effort needed.

Depending on the type of the exercise, the characteristics and complexity of its
scenarios as well as their implementation can vary:

— In tabletop exercises, the scenario is typically presented in a narrative form
[29], where both the setup and the information about the levels of the esca-
lation process are presented to the participants by a moderator using photos
or slides accompanied by text handouts [54]. The scenario itself consists of a
series of conceptual events discussed from a high-level point of view, whereby
the specific details of the exact procedures of certain sub-processes or subfunc-
tions are neither considered nor taken into account. The abstract nature of such
exercises allows for time-outs to assess the steps taken so far, as well as jumps
in the scenario-timeline to discuss long-term impacts and developments [29].
Tabletop exercises can easily be adapted and reiterated multiple times, since
all actions performed are fictional and a reset to the starting point can be done
instantaneously.
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— Functional exercises are more complex than tabletop exercises [52]. The com-
plexity in the design of suitable scenarios is the result of the realism simulated in
these exercises as well as the amount of in-depth domain knowledge needed. In
functional exercises, a scenario only focuses on what affects a specific subfunc-
tion of the emergency response plan to be tested, while the disaster itself as well
as difficulties and implications that are not related to the immediate subfunc-
tion are only mentioned in a narrative form. Difficulties related to the immedi-
ate domain might be simulated using controlled failures of hardware or fictional
data from infrastructure. To convey a certain sense of urgency and to make the
exercises seem more realistic, actors are often used simulating victims or other
relevant entities like agency officials [31]. The training with real tools and equip-
ment also helps deepen the immersion, but needs to be justified within the exer-
cise goals.

— Scenarios for full-scale exercises are very elaborate, since they require multiple
objectives to test most processes and subfunctions of the disaster response plan
[29]. To enact a realistic setting, multiple responder agencies are required to par-
ticipate with each of them having their own exercise objective while executing
their functions in the disaster plan on the operational field in real time. As with
functional exercises, realism is increased further by the use of actors, real tools,
and equipment. Planning and conducting full-scale exercises is an enormous and
expensive endeavor, demanding significant investments in terms of time and
resources.

3.5 Characteristics of Scenarios and Events

We analyzed scenarios and their constituent events from disaster management
guidelines [3, 50, 54] and expanded on their identified and extracted characteristics
and properties using input from domain experts to obtain an abstract overview of the
disaster management perspective to be used as basis for our mathematical modeling
approach proposed in Sect. 4 of this work. We would like to highlight that the char-
acteristics of scenarios and events listed below are general in nature and that their
concepts occur within all types of exercises. However, the degree in which they are
of consequence to a particular exercise can vary based on the type and purpose of
the exercise in question.

Exercise scenarios can be seen as a combination of two components, the context
and the crisis. The context gives a description of the environment the crisis takes
place in. It may include background information such as the geographical setting as
well as the demographic of a country, what organizations are involved, their struc-
ture, relationships, etc.

The context is the environmental framework into which many different crises
might be embedded for study [28].

The crisis is the literal storyboard of the scenario—a script of crisis-events within
a specific time-frame consisting of several types of events with different conse-
quences [34]. This not only includes events happening during the exercise, but all
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Table 1 Events occurring in our hypothetical flooding disaster

Name Description
Setup Heavy rainfalls during the thawing season causing water levels of rivers
to rise to a critical level
Event  Water_Rising Water levels rises 1.5m
Event  Leakage Leakage of flood control measures near a low density residential area
Event  Flooding Flooding near critical infrastructure

Event  Structural_Damage  Structural damages to bridge vital to response efforts in the area affected

events leading up to the crisis as well. In this paper, we refer to the former as crisis
events and to the latter as scenario setup events.

We list the determined characteristics of events in Sect. 3.5.1 and of scenarios in
their entirety in Sect. 3.5.2.

3.5.1 Characteristics of Events

As outlined before, events are the building blocks of scenarios, which make up exer-
cises. For an entire exercise to satisfy certain properties, we must therefore take a
look at the characteristics of individual events first. To motivate and illustrate the
analyzed characteristics of events, we introduce at this point two specific sets of
events corresponding to our two chosen hypothetical example disasters of a flood-
ing and a cyber crisis due to a cyber attack on a power plant. The events considered
in the flooding disaster are given in Table 1 and those in the cyber crisis in Table 2.
It is important to note that the events used in these two hypothetical disasters are
merely serving as lucid examples for possible event choices. In a real-world set-
ting, when designing an exercise, the included events would of course be chosen by
domain experts for the specific domain of the DUT (e.g., non-man-made natural dis-
aster like flooding, landslide, volcanic eruption, pandemic, or man-made disasters
like a cyber crisis).

Visibility of Events In crisis management, especially in the case of cyber-crises, not
all events are immediately recognizable to the participants. This concerns not only

Table 2 Events occurring in our hypothetical cyber-attack crisis

Name Description

Setup By using a compromised email account and exploiting a vulnerability in an
old program, an attacker successfully compromises the internal network
of a power plant, gaining access to critical control systems

Event PO_Drop Drop in power-output level
Event Malicious_SW IT department discovers malicious attachments in emails sent from an
employee

Event Denying_Measures Systems deny deployment of reactive measures
Event Fire-Alarm Fire alarm is set off at the turbine hall
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the crisis events, but also events of the scenario setup. In our examples, the setup for
the cyber-attack scenario might not be fully visible to the participants right from the
beginning. We define the visibility of an event as the potential of the participants to
recognize the occurrence of an event in such a way that the participant’s knowledge
of its existence can force a direct or indirect reaction. A fully visible event is any
event the participants can directly react to, whereas a partially visible event might
be discovered as being something that happened due to visible repercussions but
which is not fully identifiable. An invisible event is any event that the participants
do not discover. Whether or not an event is visible to the participants is up to exer-
cise designers.

Priority of Events It is vital for an exercise to reproduce certain characteristics of
crises like stress or confusion. To this end, scenario designers might inject events
into the scenario that have the sole purpose of distracting the participants or which
force a decision process, where the participants have to re-evaluate their current
approach. For instance, in the first of our sets of example events, we can see that
event Flooding, which deals with occurrences of floodings near critical infrastruc-
ture, has more potential for damage than event Leakage, which concerns leakage of
flood control measures near a low density residential area. Also, some of the events
used in a disaster-exercise might be injected purely to create confusion or stress for
the participants. In our stated example before of a cyber attack on a power plant, the
motive behind the event Fire-alarm is to cause a distraction and to divert manpower
to inspect and solve this issue. With that in mind, we can differentiate between key
events which are responsible for critical and mandatory exercise goals, events of
lesser importance that may provide optional objectives, and events used to either
increase the workload and stress level of the participants or to simulate a real exer-
cise environment.

Repeatability of Events The repetition of certain events in a scenario can not only
affect the priority of the event itself, but can even have an effect on the overall
impact of the disaster scenario. Additionally, the repetition of an event can be used
to negate measures taken by the participants as well as to highlight insufficient ones.
For example, in our set of events for a flooding scenario, a second appearance (i.e.,
repetition) of event Water_Rising could render measures already taken by the partic-
ipants in response to the first appearance of this event insufficient. Although the rep-
etition of events can help participants practice difficult tasks and procedures [55],
depending on the exercise type and setting, scenario designers must be careful with
its implementation in the scenario. While the repetition of minor events in func-
tional and full-scale exercises might help with providing a more effective exercise
scenario, the repetition of major events would require a lot of effort. Also, depend-
ing on the scenario setting, the repetition of major events might not always make
sense from a storyline point of view.

Constraints An event might have an attribute of dependence with regards to another
event in the scenario. For example, certain events can only happen in a fixed order,
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as they are a prerequisite to other events. For example, in the case of our events for
the cyber scenario, the event Denying_Measures, where the systems under attack
deny the deployment of reactive measures, has to follow up another event and can-
not be the first event of a scenario. Another example is given in the event list for our
flooding scenario: here, event Water_Rising always precedes event Leakage since
without the rise of water, the flood control measures already in place should be suf-
ficient to hold off the water. Events belonging to the scenario setup might also be
modeled as events with constraints fixing their position at the beginning of a sce-
nario, since by design they have to occur before any crisis event.

3.5.2 Characteristics of Scenarios

The impact of a crisis not only depends on the individual events happening dur-
ing the crisis and their characteristics, but also on how many events appear in
total (i.e., including multiplicities), the order in which they happen during the
crisis, and how they actually unfold. Therefore, the overall response strategy (i.e.,
regarding the distribution, allocation, and coordination of resources and emer-
gency services and personnel) has to be adapted accordingly on a case-by-case
basis. Similar considerations apply to the characteristics of scenarios in exercises,
which we discuss below in detail.

Scenario Length The scenario length is given by the number of crisis events mak-
ing up the exercise scenario. These events have to fit the exercise goals and can
be extracted from either historical data or are set forth by domain experts. Here,
the inclusion of specific events, which introduce crisis-characteristics like stress or
uncertainty and which might force participants to select between different strategies
in their crisis management approach, is one of the most effective methods in provid-
ing a realistic exercise experience. However, scenario designers must be careful to
utilize this method in moderation, as exercises that are too extensive and feature too
many different paths or non-essential objectives not only become very difficult to
design, but also tedious to partake in and monitor, and, depending on the purpose
of the exercise, can also have negative training effects as the implementation of new
events may unintentionally shift the training goals in unwanted directions. In other
words, the scenario length majorly determines the impact and focus of the resulting
exercise.

Order of Events Some events might change or even amplify the damage of follow-
ing events; therefore, the order in which disastrous events occur can change both
the impact and potential for damages of the overall crisis. Also, while some events
might not be problematic on their own, they could become devastating prefacing or
following some specific event or specific sequence of events. Studying and assess-
ing different sequences of disaster events is therefore vital for crisis management,
since it may reveal major problems in disaster preparedness and response plans.
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Unfolding of Events Just like the order in which crisis events happen can influence
the severity of disaster scenarios, so can their temporal and geographic spread. For
example, events happening long after each other may disturb an already in progress
relief process which did not account for these specific events, whereas events occur-
ring in rapid succession might overburden emergency services.

Similarly, crisis events happening geographically far apart from each other might
lead to a long response time, whereas multiple events happening in very close vicin-
ity to each other might increase their collective impact and overwhelm infrastruc-
tures or organizations aiding with relief efforts, like hospitals or emergency services.

Together with the scenario length, both the temporal and geographical spread
have considerable influence on the overall duration of the scenario as well as the
duration of the exercise.

4 Mathematical Problem Formulation

In this section, we describe our proposed mathematical approach based on discrete
mathematics for modeling and generating disaster (event) scenarios in detail. We
begin, in Sect. 4.1, with presenting suitable mathematical sequence structures and
discuss those properties of them that will be leveraged for disaster event scenario
modeling for exercises in this work. Next, in Sect. 4.2, we establish the link between
the previously discussed combinatorial sequence structures and the modeling of dis-
aster event scenarios for exercises.

4.1 Combinatorial Methods for Sequence Structures

In the following, we present certain combinatorial sequence structures arising in dis-
crete mathematics, which have found real-world applications in (at least) the testing
of event-based software systems. Since both event-based software systems and dis-
aster scenarios have an intrinsic temporal nature with events potentially impacting
their respective successors in the timeline, they both can be modeled with math-
ematical artifacts known as sequence covering arrays and related structures.

The notion of sequences permeates all branches of mathematics, with sequences
appearing often and in various circumstances. Within discrete mathematics, the
specific class of finite (empty or nonempty) sequences with elements taken from
a fixed, finite, nonempty set is used explicitly or implicitly in many different ways,
and this class has also received considerable attention due to its many applications to
real-world problems in a myriad of diverse application domains. The important point
that is paramount to highlight for all these real-world applications is that mathemati-
cal objects can be instantiated with many disparate real-world entities, and conse-
quently, the inherent abstract mathematical properties of the considered mathemati-
cal objects or structures are passed on. These properties then appear again within the
application domain, where they have instantiation-specific impacts and implications
depending on the considered real-world application domain or use-case, which are
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subsequently used to reason about or—in the best case even—solve the considered
real-world problems.

4.1.1 Sequence Covering Arrays

We motivate and explain the definition and structural properties of certain combi-
natorial sequence structures with their use in the application domain of combinato-
rial sequence testing for software. In the modern interconnected computing land-
scape of today,” devices of any kind have to be able to receive, parse, and react to
external events, as well as to trigger events themselves based on their own tasks. In
particular, the current state of a device and the actions taken by it often depend on
(or are the result of) the specific history of prior events pertaining to that device
before. Similarly, if a failure manifests itself in a device, this failure can also be the
direct result of the history of events that the device has experienced up to this point
in time. Hence, in this setting, the temporal orders in which events appear deter-
mine significantly whether some specific, critical condition or state is attained so
that at least one failure manifests itself. This means that these critical conditions or
states, which lead to at least one failure manifesting itself, arise as the direct result of
whether some event (or events) has (have) taken place prior to some other event (or
events) or not.

The previously described conceptual connection between specific temporal
orderings of events and failures in an event-driven software system has been empiri-
cally observed in [56] for the specific case of non-repeating events and analyzed
from a software testing perspective, where the authors also proposed a correspond-
ing combinatorial testing method including an algorithm, which ensures that any
t events will be tested in every possible #-way order at least once in a constructed
test set by that algorithm. The event sequence software testing problem considered
in [56] dealt with the implications of the order of connecting many peripherals to a
system and the resulting failures that manifested themselves in this system for some
orderings. The failures that were observed can be exemplary illustrated as follows:
a failure might manifest itself when connecting peripheral B before peripheral A is
fully connected, or another failure might manifest itself only when peripherals B and
C are both already connected when trying to connect peripheral A.

When testing such event-driven systems, it is therefore vital to assess (i.e., test)
whether specific orderings of events—as part of event sequences—will lead to
failures manifesting themselves in a system or not. It has been a key observation in
[56] that combinatorial methods originating in discrete mathematics can be used to
efficiently address such non-repeating event sequence testing problems. The abstract
mathematical artifact proposed to this end in [56], from which the developed so-called
t-way event sequence test sets are derived, is called a sequence covering array (SCA).
This structure exhibits full #~-way permutation coverage for all #-combinations from
the set of all considered events for some fixed, but arbitrarily choosable, non-zero

2 As of this writing.
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natural number ¢ less or equal to the cardinality of the set of all considered events.
The formal definition in the sense of [56] is as follows:

Definition 1 For® given finite nonempty set S of symbols of cardinality |S| = s € N*;
N,t € N*witht < 5; a sequence covering array (SCA) of strength ¢ is an N X s array
with entries from the set S, such that every t-way permutation of symbols from §
occurs in at least one row and each row is a permutation of the s symbols. The ¢
symbols in the permutation are not required to appear adjacent to each other. That is,
for every t-way arrangement* (x,, ..., x,) of pairwise distinct symbols x,, ... ,x, from
the set S, the regular expression . * x;. * X, ---. * x,. * matches at least one row in
the array.

For any given finite nonempty set S of symbols of cardinality N* = s > 0 and
t € N*, 1t < s, there always exists at least one SCA of strength 7 for the symbol set S,
but this object is not necessarily unique. To see this, consider an array representa-
tion of all permutations of the set S, while observing that this array will not only
cover all possible s-way permutations of S, but also all z-way permutations of S for
all = € N* with 7 < s. For this reason, the construction of SCAs with as few rows
as possible is of high interest both from a theoretical packing-optimization as well
as from an applied resource-minimization perspective. In [56], it has been shown
that the actual construction of SCAs in practice can be achieved with greedy algo-
rithms and that the size of generated SCAs (i.e., the number of test sequences in a
SCA) grows logarithmically in the number of events. Note that for any given finite
nonempty set S, a SCA of strength two with two rows can be directly constructed
by using any enumeration of the events in the set S in any order as first row and
this enumeration in reversed order as second row. Then, any ordered selection of
any two events from the set S (i.e., an ordered pair from from the set S) will either
appear within the first or second row of the constructed array; thus, it provides full
2-way (i.e., pairwise) permutation coverage and additionally also has optimal size
(i.e., minimum number of rows).

When SCAs are used as sequence test sets in an applied setting for the (event)
sequence testing of a system, their symbol set is usually referred to as the set of
events. For a given sequence testing problem with nonempty event set £ of car-
dinality N* 3 p > 0 and t € N* such that # < p, each row of a SCA of strength 7
with symbol set £ individually encodes exactly one test sequence and all rows of
the SCA collectively guarantee 100% t-way permutation coverage with regard to the
set £ according to the definition of a SCA. This has as consequence that once all
sequence test cases derived from the rows of the SCA have been successfully han-
dled by the system when performing the actual test execution for the given sequence

3 We denote the set of natural numbers, under which we understand in this work the non-negative inte-
gers, with the symbol N and use the symbol N* to denote the positive natural numbers.

* Finite, nonempty sequences are denoted in ascending order between angle brackets, e.g., (0, 1,2), for
notational accentuation of the importance of the given order of elements in the sequence. This notation is
also further used to describe a single permutation consisting of pairwise distinct elements.

@ Springer



Operations Research Forum (2023) 4:50 Page 190f34 50

Table 3 SCA of strength two for the symbol set {A, B, C, D} of cardinality four (taken from [56])

Test 1 A B C D
Test 2 D C B A

Table 4 SCA of strength three

for the symbol set {A, B, C,D} Test 1 A D B c
of cardinality four (taken from Test 2 B A C b
[56]) Test 3 B D C A
Test 4 C A B Db
Test 5 C D B A
Test 6 D A C B

testing problem, then there is no failure that can be triggered by some not necessar-
ily adjacent order of any ¢ or fewer events; simply because if there were one, at least
one test sequence in the SCA—due to its complete ¢~way permutation coverage—
would have triggered it, meaning that the failure would have manifested itself as the
result of executing this test sequence.’ In this sense, -way sequence testing is able to
expose all failures that manifest themselves as the result of the interaction between
at most ¢ events in some specific not necessarily adjacent order. Therefore, the test-
ing of event-based systems with SCAs can be used to obtain quantitative assurance
guarantees.

In Tables 3 and 4, we showcase SCAs for the symbol set {A,B, C,D} of cardi-
nality four for strengths two and three, respectively. These two example SCAs can
still be verified by hand to indeed constitute SCAs in manageable time-wise effort
by checking among other properties that in particular all required 2-way and 3-way
permutations actually appear within the given arrays. Compared to an exhaustive
4-way sequence test set, the given SCAs of strength two and three achieve a reduc-
tion in the number of test sequences of 1 — ﬁ =91.7% and 1 — % = 75%, respec-
tively, illustrating the efficiency gains that can be attained when using SCAs as part
of the practical sequence testing of real-world systems.

4.1.2 Adding Constraints to Test Sequences

The permutation-based sequence testing approach presented previously had been
developed for a specific applied sequence testing problem dealing with the order
of connecting peripherals and proved to be successful for this specific sequence
testing problem (see [56]). However, it turned out that the underlying permuta-
tion model of SCAs is quite restrictive as a formal basis when considering the
use of SCAs in general sequence testing problems. Consequently, other sequence

5 Within the scope of this work, we assume that all considered systems for testing are deterministic and
that all failures occurring during the execution of sequence test cases are actually observable by the
experimenters.
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Table 5 Description of sequencing constraints given in [57]

Sequencing operator Explanation

_eor(e) e always happens

e *—e, If e, happens, then e, must immediately happen after e,

e, —"e, If e, happens, then ¢, must immediately happen before e,

e;~e, e, never immediately happens after e, (or ¢, never immediately happens before e,)

e, " e, If e, happens, then e, must happen after ¢, but not necessarily immediately happen
after e,

e, e, If e, happens, then e, must happen before ¢, but not necessarily immediately

happen before e,

e;~e, e, never happens before ¢, (or ¢, never happens after e,)

testing approaches, which are still centered around some variant of the notion of
full -way coverage, have been proposed. Of particular relevance to this work is
the approach presented in [57] proposing ¢-way sequence testing with constraints
together with a corresponding 7-way test sequence set generation algorithm, which
makes use of a set of events and a set of constraints. The developed notation for
specifying constraints in [57] supports three types of constraints: repetition,
length, and sequencing constraints. In particular, the approach to sequence testing
with constraints given in [57] does not necessarily require—in contrast to the one
given in [56]—that individual test sequences are permutations, thus enabling and
providing much more structural flexibility for modeling and—as a result—in the
generated sets of t-way test sequences. A repetition constraint denotes an upper
limit on the number of times an event can appear in a test sequence, but can also
be formulated as a default constraint meaning that the upper limit applies to all
events in the sequence. A length constraint determines the minimum and maxi-
mum length of a test sequence. Note that since every test sequence should cover
at least one target sequence of length ¢, the minimal length for a test sequence
must therefore also be ¢. Sequencing constraints are used to restrict or enforce the
order in which events appear within test sequences and are built using sequencing
and Boolean operators. For the sake of completeness, we reproduce the descrip-
tion of sequencing constraints given in [57] in Table 5.

The introduced approach to sequence testing with constraints in [57] entailed a
necessary change in the objective of the advocated criteria of full coverage from

Table 6 Excerpt of test

sequences of length four as Test 1 A A B F
part of a 3-way test set with Test 2 A A E F
constraints B . . .
Test 20 C D B F
Test 21 C D E F
Test 29 E E A F
Test 30 E E B F
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Table 7 Excerpt of test

sequences of length five as Test 1 A A B E F
part of a 3-way test set with Test 2 A A C D F
constraints . B R
Test 27 B C D A F
Test 28 B C D B F
Test 38 E C D B F
Test 39 E C D E F

the notion of full t-way permutation coverage given in [56] to full t-way target
sequence coverage given in [57]. A t-way (event) target sequence is defined in [57]
as an event sequence of length 7, which can be covered (i.e., its elements appearing
in the same order, but not necessary element-wise consecutively) within a valid
test sequence (i.e., a test sequence satisfying all the given constraints) that can
be executed by the system. The accompanying actual sequence test set genera-
tion approach given in [57] also follows a greedy strategy, where starting from the
empty set, each newly added test sequence to the already existing sequence test set
provides the maximum ¢-way target sequence coverage increase, until all required
t-way target sequences with respect to the given constraints are covered in the con-
structed sequence test set.

To make the notion of full -way target sequence coverage more tangible, we
present a concrete example for a -way test set with constraints, generated using a
tool from the authors of [57]. The events considered in this example are given by
the set E = {A,B,C, D, E, F} of cardinality six, and we fix the strength to be three,
i.e., we require full 3-way target sequence coverage. Additionally, all the generated
sequences must satisfy the following constraints:

1. The length of every sequence has to be either four, five, or six.

2. Every sequence has to end with the event F.

3. All events may happen up to 2 times during a sequence except event F, which
may only happen once.

4. Events C and D may only occur together, and C must immediately happen before D.

Table 8 Excerpt of test

sequences of length six as Test 1 A A B C D F

part of a 3-way test set with Test 2 A A E B E F

constraints B .
Test 17 B C D A F
Test 18 B C D C D F
Test 24 E C D B A F
Test 25 E C D C D F
Test 26 C D C D B F
Test 27 C D C D E F
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All these four constraints can be constructed by combining appropriate sequenc-
ing constraints listed in Table 5 together with Boolean operators. In total, the tool
generated 96 test sequences of different length, which cumulatively cover every
3-way target sequence of events while also satisfying the constraints listed above.

We display in Tables 6, 7, and 8 excerpts from the generated sequences of length
four, five, and six, respectively. In detail, the tool generated 30 sequence tests of
length four covering 52 3-way target sequences, 39 test sequences of length five cov-
ering 113 3-way target sequences, and 27 sequence tests of length six covering 143
3-way target sequences.

It is important to note that although overall all events in the set E appear in at
least one generated test sequence of some length, not all generated sequences con-
tain every element of the set E. This not only holds—obviously—for sequences of
length four and five, but also for some of the generated sequences of length six,
since neither of the sequences (C,D,C,D,E, F) and {E, C,D, C, D, F), which occur
both within the generated sequences of length six (as Test 27 and Test 25 in Table 8,
respectively), contain the elements A or B.

Furthermore, it is also noteworthy that a 3-way target sequence can be covered by mul-
tiple generated sequences. In this example, this is the case for the 3-way target sequence
(C, D, B), which is covered by the sequences (E,C,D,B,A,F), (C,D,C,D,B,F) as
well as sequence (B, C, D, A, B, F) (appearing as Test 24, Test 26, and Test 17 in Table 8,
respectively) in the sense of not necessarily adjacent order coverage.

This example demonstrates that -way test sequence sets with constraints may
contain sequences of different length, provide more flexibility than SCAs for ele-
ments to appear multiple times or not at all within one test case, and satisfy addi-
tional constraints among the elements of their sequences. In particular, for any
given nonempty set of constraints, it is a priori not clear whether there are any valid
sequences at all, i.e., whether this set of constraints is satisfiable, in contrast to the
universal existence of SCAs.

4.2 Combinatorics for Disaster Scenario Generation

In this section, we link the scenario generation for disaster exercises to the problem
of constructing certain mathematical artifacts with specific combinatorial (sequence)
coverage properties. We further explain how the characteristics of disaster events and
scenarios from the disaster domain manifest themselves through our proposed linking
in properties of the employed mathematical structures and vice versa.

To give a brief overview before we present the details of our proposed mapping
below, recall that exercises are proactive measures consisting of one or more scenar-
ios which participants from one or more organizations take part in. In the scenarios
themselves, the scenario context as well as the setup events collectively comprise
the background information regarding the surrounding circumstances in which the
crisis events are supposed to occur. The actual disaster or crisis depicted by a sce-
nario is then given by a finite nonempty (temporal) sequence of crisis events.

These crisis events, which are chosen by the exercise organizers with possible
consultation with domain experts, and—in particular—their granularity can depend
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on the type of the exercise conducted. However, our proposed mapping is independ-
ent of these semantic considerations, since it operates only on the set of selected
crisis events, independent of how they were determined in the first place. The finite
nonempty set of selected crisis events together with an appropriately chosen value
t € N* will give rise to a certain mathematical artifact (e.g., SCA), with each of
its elements (e.g., single rows in the case of a SCA) encoding the temporal crisis
event ordering of one scenario of the disaster exercise generated via combinatorial
methods. In other words, the constructed structure as a whole corresponds to an
entire exercise, while the elements of the constructed structure correspond to the
individual scenarios an exercise is composed of. Note that in the simplest form of
our approach, it is only necessary to specify a set of crisis events and the desired
strength of #~-way permutation coverage to generate a combinatorial disaster exercise.

The usage of mathematically designed test plans is central in the field of DoE
which is a well-established and recognized branch within statistics and which ena-
bles experimenters to obtain scientific objectivity for conclusions drawn based upon
experiments. For over a century now, designed experiments have been successfully
applied in various industries, ranging from agriculture, manufacturing, service, and
even governmental sectors. The availability of end-user software with a focus to be
usable for the knowledgeable, non-expert user supported the now wide-spread usage
of DoE methods. The increasing accessibility to computing power and data analytic
capabilities in the last years has led to several software companies developing dedi-
cated statistical software, aiming to provide easily accessible statistical methods to
non-expert end users [58, 59]. These software products support conducting designed
experiments from start to finish by providing the end-user with an (text or graphi-
cal) interface to specify parameters, values, constraints, and goal of the experiment
and then supply to the user a corresponding experimental design, which can be—
among others—a (fractional) factorial design, an orthogonal array, or a response
surface design, depending on the application need and goal. Similarly, the software
can provide the user with a detailed analysis of the results of the experiments, often
focusing on the visual exploration of the obtained results. Such end-user focused
software has also been developed for CT, for example, IBM Functional Coverage
Unified Solution [60] or the software offered by the company Hexawise [61]. The
proposed disaster exercise generation methodology described in this paper is cur-
rently only implemented in research prototype tools, but we have already presented
a holistic overall conceptual framework for disaster exercises in [62] comprising the
modeling, generation, and post-analysis of conducted exercises. In order to enable
low-barrier access and easy usage of combinatorial sequence testing methods within
various disaster management organizations, we envision a future implementation
of this framework—containing, in particular, an implementation of the methodol-
ogy proposed in this work—in an end-user focused software solution, combining
concepts of situational awareness dashboards and statistical experiments software.
We further envision that these efforts will lead to a single capable software solution
providing not only scenario generation for exercises, but also comprehensible feed-
back loops for exercise managers through utilization of interactive visualizations of
scenario parameters and exercise progress. Hence, disaster response organizations
will only have to deal with one software and will be able to focus on leveraging
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Table 9 Mapping of terminology between disaster exercise and combinatorial sequence testing domains

Disaster exercise domain Combinatorial sequence testing domain

Exercise Sequence test set (i.e., SCA of strength ¢ or -way
sequence test set with constraints)

Exercise complexity Strength ¢

Scenario Element in sequence test set

Scenario length Length of test sequence

Story t-way permutation or target sequence of length ¢

Events Event symbols

Multiplicities of events in scenarios Repetition of event symbols in sequences by constraints

Constraints between events Constraints between event symbols

mathematically designed disaster exercises as part of their operational training use
case for disaster preparation.

A high-level overview of the mapping between the terminology used in the
domain of disaster exercises and the domain of combinatorial sequence testing is
provided in Table 9. Note that in our proposed linking, we do not consider setup
events when enforcing certain notions of coverage. Below, we give the details of our
proposed linking, i.e., how we map the discussed concepts from the domain of dis-
aster exercises to concepts in combinatorial sequence testing.

Exercise: In the domain of disaster research, a crisis exercise is a pro-
active measure consisting of one or more exercise scenarios
which are used to train emergency response personnel or
assess and evaluate (existing or novel) response strategies.
We map the concept of a disaster exercise to a sequence test
set derived from a combinatorial design, which can—for
instance—be a SCA or sequence test set with constraints.

Exercise complexity: The complexity of disaster exercises is reflected in our map-
ping in the strength of the generated sequence test set in the
domain of combinatorial sequence testing.

Scenario: In disaster management, exercises consist of scenarios, which are
sequences of events to which the participants in an exercise must
respond. Since entire exercises map to sets of test sequences, it
follows naturally that individual scenarios of exercises map to
the individual sequences (i.e., members) in sequence test sets.

Scenario length: For both the disaster management domain and the combina-
torial sequence testing domain, the length of a disaster sce-
nario, respective a test sequence, is given by the number of
its elements (including multiplicities). Based on this consist-
ency, our proposed mapping is naturally extended to relate
the concept of length in both domains.
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Story:

Repeating events:

Constraints:

The order of events in a disaster scenario can have signifi-
cant impact on the severity of the outcome of a crisis: Even
usually harmless events might entail serious ramifications
when sequentially arranged in an unfavorable order. In the
disaster exercise domain and from a high-level point of view
in abstract terms, we define the notion of a story as a specific
(temporal) unfolding of some crisis events as part of how a
DUT may temporally manifest itself as a whole. It follows
that one individual scenario as part of a disaster exercise
can have one or more stories embedded into it when crisis
event successions from the respective stories are interleaved
within the scenario (i.e., the ordering of the crisis events of
each story is considered in not necessarily adjacent order as
part of the overall scenario). Observe that in a disaster exer-
cise consisting of multiple scenarios, some stories might
appear more than once in total as part of different individual
scenarios of the disaster exercise.

In the abstract mathematical domain of finite, nonempty
sequence modeling, the notion of a subsequence of a sequence
provides a precise concept to assess sets of sequences® for
their coverage of certain event orderings for some events
in the not necessarily adjacent sense (i.e., subsequences of
sequences in the considered set).

These two notions match conceptually very well, and there-
fore, we link stories from the disaster exercise domain to (sub-)
sequences in the combinatorial sequence testing domain.
Accordingly, the embedded stories within an individual disaster
exercise scenario in the disaster exercise domain correspond to
covered event-subsequences of anindividual sequence test case
in the combinatorial sequence testing domain. Note that there
exist different variants of the notion of (z-way) sequence cover-
age in the domain of combinatorial sequence testing (e.g., r-way
permutation coverage or t-way target sequence coverage).

A specific event can appear multiple times in a disaster sce-
nario, and this multiplicity can be expressed in the combi-
natorial sequence testing domain with event repetition con-
straints for suitable combinatorial sequence structures.
Constraints formulated in the disaster domain can be mod-
eled in the combinatorial sequence testing domain as con-
straints for compatible combinatorial sequence structures
(for example, such as those featured in [57]).

© Note that single sequences appear as the special case of a singleton set.
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5 Examples for Combinatorial Disaster Exercises

In this section, we present two illustrative examples for how we propose to use com-
binatorics-inspired automated generation of test sequences to derive multiple disas-
ter scenarios which will collectively fulfill certain combinatorial coverage require-
ments. We also indicate how the generated sets of test sequences would be used
in practical emergency drills or planspiels. Specifically, depending on the extent of
the exercise and the number of scenarios generated, as well as industry and stake-
holder requirements, we suggest splitting the scenarios of one exercise up into
multiple batches of scenarios. This would not only help with the execution of exer-
cises featuring a large amount of scenarios, but also allow supervisors to analyze
the progress made and if deemed necessary add some adjustments to the successive
batches. We state these two examples for the underlying combinatorial structure of
a SCA, which we use in Sect. 5.1 for the case of a flooding disaster of strength
three and in Sect. 5.2 for a cyber crisis of strength two. Additionally, we provide
sets of disaster scenarios, which are constructed featuring sequential and repetition
constraints, for both examples. These scenarios have been generated by using a tool
presented in [57], implementing the framework introduced in the same work.

5.1 Flooding

This example is concerned with the flooding disaster mentioned before in Sect. 3.5.
Assume a situation in which a recent natural disaster threat analysis has pointed to
increasing risk of damages caused by floods in some area. The local government
wants to be able to appropriately react and enhance its preparation efforts. To that
end, first responder organizations and other stakeholders are gathered for creat-
ing a committee to design a disaster exercise of type tabletop. Domain experts are
tasked with generating a list of relevant events, which we assume are those given in
Table 1. In this example, upon the actual execution of the exercise, the setup events
are fully visible, not only to the exercise lead, but to the participating emergency
response personnel as well.

In the following, we present two ways how combinatorial methods can be used to
create disaster exercises.

5.1.1 Exercise viaa SCA

Assume that it was decided that this exercise should be derived from a SCA of
strength three, hence having complexity three. The events that have been identified
by the domain experts (see Table 1) are regarded as an abstract symbol set, which,
together with the desired complexity three of the exercise, constitute all the informa-
tion required to construct a SCA of strength three which is given in Table 4. This
combinatorial object is then used to derive the individual scenarios of the exercise,
which are given by the individual rows (i.e., test sequences) of the SCA. The scenar-
ios generated for this tabletop disaster exercise by a SCA are depicted in Table 10.
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Table 10 Flooding disaster exercise plan derived from a SCA of strength three

Scenario 1 Water_Rising Structural_Damage Leakage Flooding

Scenario 2 Leakage Water_Rising Flooding Structural_Damage
Scenario 3 Leakage Structural_Damage Flooding Water_Rising
Scenario 4 Flooding Water_Rising Leakage Structural_Damage
Scenario 5 Flooding Structural_Damage Leakage Water_Rising
Scenario 6 Structural_Damage Water_Rising Flooding Leakage

All these scenarios have length four and collectively by construction provide
full story coverage for any three distinct events. The exercise consists of six sce-
narios, and since SCAs were selected as underlying combinatorial sequence struc-
ture, in each obtained scenario, each event appears exactly once, and there are no
constraints.

The exercise plan will be played in three batches of two scenarios per day, with 1
week between the batches. Depending on how well the participants perform in the
execution of the exercise, it might be recreated with increased complexity four in
case major difficulties are uncovered or be repeated after 1 year with only complex-
ity two when it is clear that the participants are already sufficiently skilled in dealing
with the presented scenarios.

5.1.2 Exercise via a Sequence Test Set with Constraints

Assume now that it was decided that this exercise should instead be derived from a
sequence test set with constraints and that the following rules and conditions were
considered: First, we will establish that a scenario may not feature less than 3 or
more than 4 events and that this disaster exercise should also be of complexity three.
We will enforce a repetition constraint, which states that all events may happen only
once during a sequence, except the event Water_Rising, which may occur indefi-
nitely often. We will also establish that in each sequence, at least one of the events
Leakage, Flooding, or Structural_Damage must occur at least once. Finally, we will
declare that all sequences must begin with the event Water_Rising.

The resulting individual scenarios, when translating the obtained sequence test
set with constraints to a disaster exercise, are given in Table 11. As can be seen
there, the exercise plan produced by the tool consists of 23 test scenarios, which will
be played over a time-frame of 4 weeks, playing 2 scenarios per day for 3 days each
week. All of the scenarios are of length four and satisfy the repetition and sequenc-
ing constraints given above by construction while also collectively fully covering all
3-way target sequences of events.

5.2 Cyber Attack
Cyber disasters are a serious and real threat to a large variety of industries, espe-

cially critical infrastructure organizations, with the focus of our example from
Sect. 3.5 being that of a power plant. In order to ensure that the employees of such
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Table 11 Flooding disaster exercise plan derived from a three-way test set with constraints

Scenario 1
Scenario 2
Scenario 3
Scenario 4
Scenario 5
Scenario 6
Scenario 7
Scenario 8
Scenario 9
Scenario 10
Scenario 11
Scenario 12
Scenario 13
Scenario 14
Scenario 15
Scenario 16
Scenario 17
Scenario 18
Scenario 19
Scenario 20
Scenario 21
Scenario 22

Scenario 23

Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising
Water_Rising

Water_Rising
Water_Rising
Leakage

Leakage

Flooding
Structural_Damage
Leakage

Leakage

Leakage

Leakage

Leakage

Flooding

Flooding

Flooding

Flooding

Flooding

Flooding
Structural_Damage
Structural_Damage
Structural_Damage
Structural_Damage
Structural_Damage

Structural_Damage

Water_Rising
Flooding
Water_Rising
Structural_Damage
Water_Rising
Leakage
Water_Rising
Water_Rising
Flooding

Flooding
Structural_Damage
Water_Rising
Water_Rising
Leakage

Leakage
Structural_Damage
Structural_Damage
Water_Rising
Water_Rising
Water_Rising
Leakage

Flooding

Flooding

Leakage
Structural_Damage
Flooding
Water_Rising
Leakage

Flooding
Water_Rising
Structural_Damage
Water_Rising
Structural_Damage
Flooding
Water_Rising
Structural_Damage
Water_Rising
Structural_Damage
Water_Rising
Leakage
Water_Rising
Leakage

Flooding
Water_Rising
Water_Rising
Leakage

an organization have the ability and experience in dealing with various crisis situa-
tions, it is necessary to have them participate regularly in specific crisis exercises.
Depending on the field of work and organizational level of the trainees, these exer-
cises can range from tabletop exercises to functional exercises and can consist of
multiple training sessions with each session playing through one or more scenarios.
In this example, we will focus on a set of scenarios for the use in functional exer-
cises. For this matter, we assume that domain experts have created a list of relevant
exercise events, which are given in Table 2. Considering the properties and cyber-
physical environment of this exercise, we will determine that the setup events are
only known to the supervisors and that the trainees are only confronted with the
actual crisis events.

In the following, we again present two ways for the structured generation of sce-
narios for exercises utilizing combinatorial methods.

5.2.1 Exercise viaa SCA

Assume that a functional exercise used for lower-level training against cyber attacks,
derived from a SCA of a certain strength ¢, with ¢ representing the complexity of

@ Springer



Operations Research Forum (2023) 4:50 Page290f34 50

Table 12 Cyber disaster exercise plan derived from a SCA of strength two

Scenario 1 PO_Drop Malicious_SW Denying_Measures Fire-Alarm
Scenario 2 Fire-Alarm Denying_Measures Malicious_SW PO_Drop

the exercise, should be conducted. We further assume that it was decided that the
exercise should have complexity two and that exercise designers have created a list
of relevant exercise events which are given in Table 2. By deriving the exercise from
a SCA of strength 2, specifically from the one given in Table 3, which per definition
covers all 2-way permutations of any two unequal events listed in Table 2, we obtain
in total the two scenarios provided in Table 12 that the employees should be trained
on. During the regularly scheduled training exercises, the participating employees
are presented with the events from the currently played scenario one after the other
with some time in between, giving them an opportunity to reevaluate their chosen
strategy and react to the occurring problems. Actions taken by the participants dur-
ing the exercise are documented and can be seen immediately by the supervisors.
Depending on the decisions and actions of the participants, the supervisors can
guide the trainees in desired directions.

5.2.2 Exercise via a Sequence Test Set with Constraints

For exercise scenarios regarding a cyber attack on a power plant featuring con-
straints, we will enforce the following rules and conditions: First, we will establish
that a scenario may not feature less than 3 or more than 4 events. Similar to the pre-
viously generated scenarios utilizing SCAs, the scenarios with constraints will also
feature a complexity of 2. Regarding possible repetitions of events, we will establish
that all events except one might occur up to two times during a scenario. The event
PO_Drop is the exception to this constraint as it may only happen once. Further-
more, we will establish that either one of the events PO_Drop or Fire-Alarm has to
happen during a scenario as they are the driving force behind it. Additionally, the
event Denying_Measures may not happen as the first event of the sequence but may
only happen after either the event PO_Drop or Fire-Alarm, since it constitutes an
event following actions from the participants.

The resulting individual scenarios, when translating the obtained sequence test
set with constraints to a disaster exercise, are given in Table 13. The obtained exer-
cise consists of a total of 6 scenarios with each one being of length 4. This exercise

Table 13 Cyber disaster exercise plan derived from a two-way test set with constraints

Scenario 1 PO_Drop Malicious_SW Denying_Measures Fire-Alarm
Scenario 2 Malicious_SW PO_Drop Malicious_SW Denying_Measures
Scenario 3 Fire-Alarm PO_Drop Malicious_SW Denying_Measures
Scenario 4 Fire-Alarm Fire-Alarm PO_Drop Malicious_SW
Scenario 5 PO_Drop Denying_Measures Malicious_SW Denying_Measures
Scenario 6 Fire-Alarm Denying_Measures PO_Drop Malicious_SW
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can now be integrated into a long-term security training cycle which considers the
overall safety and security of the plant and where different types of crisis exercises
are played through every month.

6 Conclusion

In this paper, we have proposed the use of combinatorial methods for the modeling
and automated generation of scenarios for disaster exercises with the underlying
objective that the resulting guaranteed fulfillment of different notions of combinato-
rial sequence coverage in generated exercises reveals weaknesses or even failures in
responding strategies of affected stakeholders. Our approach is inspired by combi-
natorial testing for software, and we have expounded on how to link concepts from
the disaster management domain to properties of combinatorial sequence structures.
Both the field of software testing as well as disaster and crisis management benefit
from several attributes of the leveraged combinatorial structures such as automated
construction approaches, guaranteed combinatorial coverage, and minimization of
the size of generated structures (i.e., translating to the number of tests or scenarios,
respectively). The two combinatorial sequence structures considered in this work—
SCAs and sequence test sets with constraints—have distinct intrinsic properties,
and for both, there are tools available which implement algorithms for their auto-
mated construction. Their different properties offer flexible and fine-grained mod-
eling capabilities to exercise designers and are also reflected in generated disaster
exercises. The desired strength of coverage for the respective notion of coverage
provided by the two considered structures can be freely chosen by exercise design-
ers and also adjusted over time to account for changes in training requirements. We
illustrated our proposed approach for disaster exercise design and generation with
two synthetic examples consisting of the case of a non-man-made disaster given
by a flooding and the case of a man-made disaster in the form of a cyber crisis
in a critical infrastructure. For both cases, we indicated how to potentially identify
events together with constraints and showcased how combinatorial construction
approaches could create disaster exercises based upon them. We also suggested how
the obtained exercises could be conducted in practice by the respective stakeholders
in a real-world setting. Combinatorial methods expand modeling approaches, enable
automation in generation of individual scenarios as well as complete exercises, and
increase the efficiency of exercise design and generation by reducing the overall
organizational cost for disaster management. Hence, the integration of combinato-
rial methods advances the domain of disaster management.

Our presented approach is conceptual in nature and can be extended in multiple
ways in future work. First, we want to evaluate our proposed approach in practice for
different kinds of disasters and affected stakeholders. Second, we are interested in
broadening our combinatorial modeling and generation approach by analyzing more
combinatorial sequence structures for usage in disaster scenario generation. In par-
ticular, we expect that real-world evaluations of our approach could indicate how to
extend or adapt our considered and employed combinatorial structures, for example,
with regard to prioritization of scenarios within generated exercise plans, since, in a
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real-world setting, resource-constraints might make it impossible to execute gener-
ated exercise plans entirely. Third, we see potential benefits in the implementation
of our approach in a user-friendly software solution for disaster exercise manage-
ment. Fourth, the precise mathematical coverage guarantees of disaster exercises
generated via our proposed approach could be integrated into general vulnerability,
risk, and impact analysis assessments of disaster threats.
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