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Abstract
In March 2021, the European Commission announced Europe's Digital Decade (Europe’s Digital Decade: Commission 
sets the course towards a digitally empowered Europe by 2030. European Commission Press Release. Access on https://​ec.​
europa.​eu/​commi​ssion/​press​corner/​detail/​en/​ip_​21_​983). Here the Commission sets the course towards a digitally empowered 
Europe by 2030. In February 2020, the European Commission published ‘A European Strategy for Data’ (European data 
strategy: Making the EU a role model for a society empowered by data. European Commission, February 2020. Access on: 
https://​ec.​europa.​eu/​info/​strat​egy/​prior​ities-​2019–2024/​europe-​fit-​digit​al-​age/​europ​ean-​data-​strat​egy_​en (2020)) as part of a 
wider drive concerning digital transformation and policy. In this article, we analyse the publication as it touches on broader 
themes ranging from digital literacy, to cloud infrastructure and artificial intelligence. Within this context, in this article, we 
use the EC publication as a point of departure to explore themes central to national and international digital transformation 
and policy writ large. As such, this article is to be read as a thematic analysis rather than a close reading of the EC’s publica-
tion. The article is divided into three parts: an executive findings and recommendations section (where our main findings 
are articled); Themes and Key Takeaways (where we thematically flesh out the document); and, EU Data Strategy document 
summary (where we provide an overview summary the document itself).

Keywords  Data strategy · Data governance · Infrastructure · Emerging technologies · Ethics · Artificial intelligence · IoT · 
Blockchain · Digital literacy · Fairness · Digital transformation

1  Introduction

In March 2021, the European Commission announced 
Europe’s Digital Decade [1]. Here the Commission sets 
the course towards a digitally empowered Europe by 2030. 
This vision builds upon the Commission’s digital strategy 
as published in February 2020. In February 2020, the Euro-
pean Commission published ‘A European Strategy for Data’ 
(referred to in this article as ‘EU data strategy’) as part of 
a wider drive concerning digital transformation and policy. 
We read digital policy in broad terms to encompass the 

entire range of policy concerns—from infrastructure plan-
ning to competition law, data protection, digital literacy, etc. 
Indeed, we also understand such policy in terms of geo-
political strategy and economic growth. In this article, we 
will analyse the February 2020 publication as it is a more 
detailed document which touches on broader themes rang-
ing from digital literacy to cloud infrastructure and artificial 
intelligence. Within this context, in this article we use the 
EC publication as a point of departure to explore themes 
central to national and international digital transformation 
and policy writ large. As such, this article is to be read as 
a thematic analysis rather than a close reading of the EC’s 
publication.

The article is divided into three parts:

•	 Part 1: Executive findings and recommendations: in this 
section, from our thematic reading of the EU data strat-
egy, our main findings are articled. Here we provide our 
highest level commentary.
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•	 Part 2: Themes and key takeaways: in this section, we 
thematically flesh out the document and dig deeper into 
themes we find most pertinent.

•	 Part 3: In this section, we provide an overview summary 
of the EU data strategy document.

The intended audience for parts 1 and 2 are readers from 
policy, governance, industrial strategy, digital ethics, and 
law. Those interested in a succinct overview or to familiarise 
themselves with the document will find Sect. 3 most useful.

2 � Part 1: Executive findings 
and recommendations

From our thematic reading of the EU data strategy, our main 
findings are:

1.	 Greater vision needed: whilst commending the EU for 
this vision document we find that there is a lack of vision 
and boldness. An example of blue-sky thinking is dis-
cussion of ‘Destination Earth’ (digital twin of the Earth), 
which is bold, positive and a clear target for the EU to 
be a global leader in. In general, we believe that at the 
level of nations, data strategy (digital strategy) requires 
as much thinking about the practicalities (standards, 
infrastructure, etc.) as it does about the kind of coun-
try and/or union that is desired (e.g. what about digital 
ID, what about fully integrated systems, etc.). Estonia’s 
vision drove its remarkable transformation to a digital 
hub of the world (e-Estonia1) and we argue that such 
confidence is lacking in this document.

2.	 Prioritise data standardisation: If data are to be consid-
ered an economic asset, it must be carefully and com-
pletely described: data formats, data quality metrics, 
data usability conditions, data sources qualification, and 
other data properties must be collected in the metadata. 
Equally important is understanding data value, data use 
terms and conditions and to create a common taxon-
omy. Quantitative metrics to assess potential of data are 
needed. Risk assessment models are also needed [2].

3.	 Data strategy in parallel/in situ with AI, blockchain and 
IoT strategy: as we have raised on several occasions, we 
read ‘data’ strategy as part of broader concept of digital 
strategy, which includes digital transformation and the 
utilisation of all novel computer science-based technolo-
gies (AI, blockchain, IoT, etc.). It appears the current 
thinking is sequential, where there is digital transforma-
tion, followed by a data strategy, after which perhaps AI 
strategy will proceed. The disadvantage of this is that 
the full potential benefits of the benefits of those ‘subse-
quent technologies’ will be severely curtailed because of 
not fully incorporating them into the thinking of the data 

strategy. For example, the debate about standardization 
should be fully informed and premised on the idea that 
the standards will facilitate IoT, AI technologies, etc.

4.	 Ensure that data spaces are comprehensive: Training 
datasets and testing datasets that reflect EU principles 
and values like privacy and consumer protection. To 
achieve that the availability of training and testing data-
sets that prevent bias and discrimination is essential.

5.	 Invest in technological solutions that allow easy, trans-
parent, and fair sharing of value generated by data 
amongst stakeholders: smart contracts, blockchain, Dis-
tributed technologies, all contributing to an automated, 
fully digital, distributed solution is needed to support 
Digital Value Chains. This is an area still not addressed 
in a satisfactory way.

6.	 Promote the creation of ecosystems of excellence and 
trust: The approach to create strong public–private part-
nerships that can co-create architecture reference mod-
els, define terminology, and develop business models 
should be the preferred path. The sustainability of assets 
created by funded projects is as important as the creation 
of the assets themselves. This is the only way to guar-
antee that investments have future impact. The example 
of the creation of the Alliance for Internet of Things 
Innovation [1] in 2015 [aioti.eu] shows how an eco-
system can exploit the results of previous projects and 
programmes and act as sustainability agents for future 
use and continued development connecting researchers, 
developers, service providers and final users.

3 � Part 2: Themes and key takeaways

From our reading of the EU data strategy, we note several 
important themes and draw key findings from these themes. 
We summarize these themes and key findings in Table 1 
and expand upon each theme in the subsequent subsections.

3.1 � Disambiguating data

The document states, ‘Data is the lifeblood of economic 
development’ and the strategy is built around the concept 
of data as an economic asset. However, the landscape of 
data is far from simple and there are several dimensions to 
be considered (listed below). A central recommendation is 
to move from the broader ‘data’ to disambiguate the vari-
ous uses of the term. This recommendation recognises that 
conceptual confusion and impreciseness leads to friction in 
making the most of the various taxonomy of data applica-
tions and potential uses.

•	 Public data versus private data: Data can be created in the 
context of Public and Governmental projects and activi-
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ties or by private corporations, through their services and 
platforms. Currently, a small number of Big Tech firms 
hold a large part of the world’s data [3],

•	 Open data versus closed data: Data access can spam 
from Open Data, typically associated with data capture 
through publicly funded means to closed Data where pri-
vate organisations limit the access to datasets through 
licensing and contractual agreements;

•	 Single owner versus co-created data: Datasets can be 
combined to create other datasets and many times these 
can be originated from different stakeholders. Shared 
ownership of dates implies clear data provenance mecha-
nism and transparency in sharing potential value created;

•	 Data Sources: Data can be originated in a multitude of 
contexts: Data from things, data from people, data from 
the physical world.

•	 Data attributes: Datasets can differ considerably in terms 
of volume (the quantity of data generated or consumed), 
variety (in terms of formats and multidimensionality 
of data fields), velocity (in terms of frequency of data 
generation and/or frequency of data delivery), verac-
ity (inherent unpredictability and quality of data might 
require considerable analysis prior to use), and value 
(the extent to which data has the potential to generate 
economically worthy insights) (Fosso Wamba et al. [4]. 
Work on standardizing data attributes that can be part of 
metadata.

A case study in the need to disambiguate the term ‘data’ 
is in the discussion of the “Data-agile economy”. In the 

period 2021–2027, the Commission will invest in a High 
Impact Project on European data spaces, this is an initia-
tive directed at the creation of vertical data spaces across 
Europe. We welcome this, however, the participation of 
private sector organisations and the creation of operational 
models that support public and private stakeholders’ par-
ticipation is fundamental [5]. Also important is that the 
pathway to production is designed from the outset of these 
projects so that continuity of availability is not impacted. 
Indeed, here interoperability is critical. The European 
Interoperability Framework is pointed as the initiative that 
will address the challenge around data interoperability and 
data quality. The ISA2 initiative DCAT-AP [6] has been 
implemented by 12 countries in Europe for public data 
exchange in Government-to-Government context however 
it is not clear how the business community is participat-
ing in such initiatives. The approach to create strong Pub-
lic–Private-Partnerships that can co-create architecture 
reference models, define terminology, and develop busi-
ness models should be the preferred path. The strategy 
mentions that organisations contributing data would get 
a return in the form of increased access to data of other 
contributors, analytical results from the data pool, services 
such as predictive maintenance services, or licence fees. 
However, no detail is provided in terms of the possible 
technological platforms that will enable such return to 
be shared amongst the stakeholders that have contributed 
with different data assets. Novel approaches to owner-cen-
tric sharing of data and data-driven insights are emerging 
[7] and should be explored. As such, even when financial 

Table 1   Summary of key takeaways from thematic analysis of EU data strategy

Theme Key takeaway

Disambiguating data A central recommendation is to move from the broader ‘data’ to disambiguate the various uses of the term.]
Infrastructure It is critical that infrastructure is understood in holistic fashion to include the physical and cyber realms, and that plans 

are drawn with each part of the infrastructure and their interaction taken in tandem. [See part 1 Recommendations 3, 
4, 6]

Lopsided development Similar to a national industrial strategy the data strategy will require significant investment over long periods of time. 
[See part 1 Recommendations 2, 4, 6]

Integrated Technologies Data should encompass ‘digital’ technologies of Blockchain, the Internet of Things, and Artificial Intelligence: these 
technologies must be at the forefront of how the data are collected, stored, and accessed. [See part 1 Recommenda-
tions 3, 4]

Governance We argue that questions of governance are perhaps the central questions of ensuring data are managed appropriately 
and ultimately for the public good. [See part 1 Recommendations 2, 3, 4, 5, 6]

Data-driven policy Data strategy should be discussed in terms of data as a driver for testing and creating policy itself i.e., to make big data 
analytics a central component of the data strategy. This is also relevant when thinking about issues of consent and 
fairness. [See part 1 Recommendations 2, 4, 5]

Upskilling Actioning data strategy requires upskilling [See part 1 Recommendations 4, 6]
Empirical examples We believe that Estonia is a paradigmatic example of coherent and successful data strategy and governance, and 

therefore encourage a thorough and detailed study to find what is scalable from the Estonian example. [See part 1 
Recommendations 2]

Vision Setting the agenda is critical for the data economy—it is crucial to have a vision with respect to data. [See part 1 Rec-
ommendations 1, 3, 6]
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incentive, it is clear, without clearly defining terms, it will 
almost guarantee that such interoperability will fail.

The strategy recognised the importance of identifying 
incentives to stimulate data sharing. The World Economic 
Forum addresses this topic in different contexts [8] and we 
recommend that incentives are defined taking into account 
the different stakeholders and actors that participate in the 
data ecosystem: individual citizens, who could be incen-
tivised through better prices and/or offers or improved ser-
vices; the public sector, sensitive to incentives related to 
improvements in service offering and increased efficiency 
in expenditures; and lastly, the private sector, that could be 
incentivised through the benefits of understanding better the 
customer base and the ability to predict trends [9].

By way of concluding this theme, as point of principle it 
is important to reiterate that the funding of architecture crea-
tion, governance mechanisms and business models’ defini-
tion is welcome. However, funding of data-sharing tools and 
infrastructures that need to be operational and economically 
viable should be governed by a different set of mechanisms 
tied to migration to operation and commercial pathways.

3.2 � Infrastructure: as physical, as cyber, 
as interrelated

Data in the context of issues related to infrastructure are 
discussed. Crucially infrastructure as it relates to data can 
be fleshed out in several ways:

•	 Physical infrastructure: here, where data are physically 
stored (servers, data centres, personal data stores) is at 
issue. In this case, there are factors such as where the 
physical infrastructure will be located (in the context of 
the EU this could be via central ‘data vaults’ located in a 
few locations in Europe, or each country having its own 
data vault organised in a federated manner), the secu-
rity of the locations, the integration of the locations with 
other communication/networking infrastructure (both 
national and international), and mechanism for fail safes 
i.e. fall back plans if and the infrastructure is compro-
mised. A corollary to this is the environmental dimen-
sion. Here not only the energy consumption—and how 
any data centre would be integrated with national/inter-
national energy grids—but also issues to do with cooling 
and protection against natural disaster must be consid-
ered. A loose analogy with nuclear sites can be made, 
where a breach in the infrastructure has the potential to 
lead to widespread social and economic consequences.

•	 Cyber infrastructure: here the manner in which data are 
stored and granted access too is at hand. Concerns relate 
to what is the most feasible technological solution to 
securing data (below we touch on cloud and blockchain 
solutions). Within the context of the EU, we note that 

Gaia-X [10] ‘a federated data-infrastructure for Europe’, 
whose aim was to address ‘Data spaces should foster an 
ecosystem (of companies, civil society and individu-
als) creating new products and services based on more 
accessible data’ was supposed to have prototypes for 
early 2021 yet nothing has come of this. More generally, 
we note that in the EU data strategy great emphasis is 
placed on infrastructure in terms of cybersecurity, and 
that physical security of infrastructure is not discussed 
with the same amount of treatment.

As a general point we believe that prioritizing questions 
of physical infrastructure at earlier stages can protect against 
a scenario where infrastructure is effectively monopolised 
and ‘abroad’—which is likely to be the case in the coming 
decade.

The evolution towards more decentralized infrastructure 
models is recognised as a paradigm shift. The report men-
tions “cloud” very broadly and we think that some finer 
analysis is needed to understand the phenomenon and the 
opportunities and challenges that might arise in this domain. 
The report mentions that emerging Edge Computing capaci-
ties—a set of enabling technologies that move data storage, 
computing and networking closer to the point of data genera-
tion or consumption and away from a centralized computing 
location—should be considered from the start but does not 
develop the topic [see aioti.eu]. Indeed, edge computing will 
open business opportunities for local providers that can offer 
local resources and services, as long as interoperability with 
central cloud providers is offered. Another aspect to consider 
is that the infrastructure design for edge computing will be 
tied to the business application and therefore it is funda-
mental that the cloud services marketplace addresses the 
bespoke services that will be required to support adoption 
and implementation.

Lastly, given the accelerated pace of the cloud offering 
market, the proposed timeline, Q4 2022, seems rather late to 
secure leadership in the cloud infrastructure market or even 
for a common European standards and requirements for the 
public procurement of data processing services, given that 
procurement of cloud services will continue to accelerate. 
As of February 2021, Canalys [11] reports that the world-
wide cloud market grew 32% that quarter to $39.9 billion. 
For the full year of 2020, cloud infrastructure spending grew 
33% to $142 billion. AWS has 31% of the market, followed 
by Azure at 20%, Google at 7%, Alibaba Cloud close behind. 
The top four cloud providers account for 65% of the total 
cloud spend in Q4 2020. The strategy document does not 
address how the investment in federated cloud infrastruc-
tures will change the current landscape in terms of cloud 
services commercial offering.

In closing, we note that infrastructure has significant ethi-
cal implications, regarding not only safety and security, but 
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also issues of national and individual autonomy, privacy, 
and fairness.

3.3 � Lopsided development

Data strategies and digital strategies more generally, are 
aspirational in nature. Read as vision documents they can 
drive programmes of development and indeed legislation. 
However, when taken as a vision-statement, implicitly a 
commitment is being made by the purveyor of the vision 
statement (this is particularly true when the strategy is 
articulated from a national/international governance struc-
ture such as the UK government or the European Union). 
Similar to a national industrial strategy—indeed digital/data 
strategy can be read as an/the industrial strategy—the data 
strategy will require significant investment over long periods 
of time. As a multinational union, the EU is well placed to 
direct and lead in the space of data; however, unlike the 
nation state, the EU will have to contend with national 
autonomy of member states. This raises the broader issue 
of lopsided development, where in the case of nation states 
regions are often unequally developed, which often leads to 
targeted investment from central authority. The reason why 
this is relevant in data strategy is because it will require 
standardization and regulation (imposing legislative agendas 
across regions and nations, thereby challenging autonomy) 
and integrating physical infrastructure across nations (again, 
challenging autonomy). When viewed as a resource, ‘data 
autonomy’ of nations and communities becomes geopolitical 
and constitutional concerns. In other words, data strategy 
will change the way nations are nations, and there are real 
dangers that less developed nations will lose autonomy.

3.4 � Technologies: blockchain, IoT and AI

The EU data strategy hinges on the ‘data’ as a driver for 
economic growth; however, the report recognises that the 
functioning of the European data space will depend on the 
capacity of the EU to invest in next-generation technolo-
gies and infrastructures. Also important is to understand 
how data are transformed into Information, Knowledge and 
finally into Actionable Intelligence [12]. There is a broader 
question regarding ‘digital strategy’, which can often be con-
fused with data strategy. We use the term ‘digital’ loosely 
to encompass technologies that have primarily emerged out 
of research and developments in computer science,these 
include the digital technologies of Blockchain, the Internet 
of Things, and Artificial Intelligence. In this umbrella notion 
of ‘digital’ data can be read as a powerful enabler for these 
other technologies, however, we argue that for data to be 
harnessed for these technologies, these technologies must 
be at the forefront of how the data are collected, stored, and 
accessed.

With respect to the EU data strategy.

•	 Blockchain: is only briefly discussed as a passing note (in 
the form of a highlighted text box) rather than a deeply 
considered suggestion. This technology is of particular 
interest because it may be a solution to issues of cyber 
security and physical security. More broadly the use of 
Distributed Ledgers can support the traceability of own-
ership of data assets and therefore be used as a value 
sharing infrastructure.

•	 IoT: is mentioned in terms of its use in Industrial settings 
and Smart City contexts. Here some standout points are:

–	 Calls for standardisation: for the data to be useful it 
must be standardised. Such standardization can be at 
the point of collection, storage, or access (or all these 
points). We believe that this is perhaps the central 
barrier in realising the benefits of IoT (Taylor et al. 
[13] and for this reason, we argue that the treatment 
in the EU data strategy should warrant a separate 
treatment in itself.

–	 Public sector: The role of the public sector as a 
catalyst for change in usage rights of co-generated 
data that derives for IoT data collected from public 
assets should be explored and the leading by example 
approach continue to be promoted.

–	 Digital twin cities: IoT data are mentioned in terms 
of the data that the built environment can provision 
for the enabling of smart cities. A particular stand-
out from the EU data strategy is ‘Destination Earth’ 
(digital twin of the Earth) initiatives, which will 
enable research and simulation on a global scale (c.f. 
climate change modelling, national and continental 
modelling).

•	 Artificial intelligence: we note that throughout the report 
data as enabling AI is commented upon but always 
briefly. We believe that this is a critical gap, and that 
innovation in AI, where know-how and high-quality 
(labelled) data has the potential to position a nation/
economic block, at the forefront of the global economic 
community [14, 15]. The availability of training data-
sets, with specific control mechanisms to prevent bias 
and discrimination, is as important as the availability of 
datasets to allow the harvesting of insights and analytics 
and ultimately to create innovation. Equally important 
are technologies that can be more economically viable 
and that allow re-use of trained models, ex. use of Trans-
fer Learning and Meta Learning paradigms.

Highly related to the above is the EU’s ‘Report on the 
safety and liability implications of Artificial Intelligence, 
the Internet of Things and robotics’ (February 2020). In this 
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report, the terms safety and liability are synonymous with 
safety for customers and liability for product developers and 
service providers. Indeed, the document is read as consumer 
centric, with risk defined in terms of mental and physical 
harm to users—principally individuals (e.g. digital addic-
tion is discussed). We note this with particular interest as the 
data and AI ethical consequences for failing to appropriately 
address technology integration can have consequences in 
terms of lack of development and loss of opportunity for 
nations and welfare.

3.5 � Governance, legislation and ethics

‘Governance’ is raised in the EU data strategy—which we 
read in terms of ‘data governance’—however it is raised in 
only a cursory manner. We argue that questions of govern-
ance are perhaps the central questions of ensuring data are 
managed appropriately and ultimately for the public good. 
This is interesting given that work on data governance has 
been on-going for some time now [16]—admittedly in terms 
of data governance at a company/institutional level. Indeed, 
when talking about the single market, the EU data strategy 
spoke about ‘legal parity’, which is a notion desperately in 
need of fleshing it. For example, what about parity in terms 
of contributing data, and infrastructure, and security?

In particular is the issue of ethics—contributing data with 
parity is needed for issues of fairness in the context of data 
driven policy and training sets for machine learning tech-
nologies. In this context there is a need to develop audits and 
reporting mechanisms (as is being done in the case of AI and 
data use) [17] that accounts for more than data privacy (as 
exemplified by GDPR) [18, 19].

EU data strategy is strongest when it provides a sustained 
treatment regarding the enablers of competitive, secure, and 
fair European cloud services (Sect. 5.2). Here, a ‘cloud rule-
book’ covering a compendium of existing cloud codes of 
conduct and certification on security, energy efficiency, qual-
ity of service, data protection and data portability is listed. 
While this cloud rulebook has a strong role in increasing the 
transparency of cloud services offered in the EU, it is not 
clear if that will be sufficient to increase the uptake of cloud 
services by SMEs. Another important aspect to consider is 
the need to distinguish different cloud offerings so that the 
barrier to entry to new edge cloud service providers is not 
increased to a disproportionate level.

3.6 � Data‑driven policy

In the EU data strategy, there is little discussion in terms of 
data as a driver for testing and creating EU policy itself, i.e., 
to make big data analytics a central component of the data 
strategy. In order to do this, the EU would have to demar-
cate the domains/jurisdictions within which the policy 

decision-makers would be acting. This is relevant when 
thinking about issues of consent and fairness [18, 20]]; con-
sent is a concern because if data are driving policy then in 
part when it is collected it is done so for policy and as such, 
people should be aware of this; fairness is a concern because 
the data that is driving policy should reflect the people it is 
ultimately going to effect.

3.7 � Upskilling

In addition to data, a highly skilled workforce will ensure 
competitiveness. This is mentioned but more is focused on 
digital literacy, which we read in terms of citizens being able 
to navigate the basics of the digital works (including things 
as basic as searching the web and accessing information). 
We argue that a two-pronged approach is needed.

•	 General digital literacy: Here the concern is that a 
minimal level of competency and awareness is ensured 
through educative programmes for all people. This may 
become as basic as numeracy and literacy.

•	 World leading research: here the concern is that any data 
strategy will require a constituency within the commu-
nity of highly competent, world leading experts, in data 
structure, security, governance etc. We note that this is an 
issue of skills and innovation rather than one of pulling 
the relevant legislative leavers.

Consequently, there is an ethical drive and imperative to 
get this right. Namely, citizens have a right to certain pub-
lic goods and resources, as well as the ability to engage in 
civil society and the democratic processes—it is likely that 
digital competency will ground much of the future of civic 
participation.

3.8 � Empirical example—Estonia

Estonia is not mentioned in the EU data strategy. We believe 
that Estonia is a paradigmatic example of coherent and suc-
cessful data strategy and governance [21],e-Estonia [22–24]. 
As such, we encourage a thorough and detailed study. 
Indeed, there is ample research and communities of experts 
to draw from. The case of Estonia is of course specific to 
its population size, economy, existing infrastructure, etc. 
(e-Estonia2), so the key lessons to be sought must concern 
what is scalable from the Estonian example.

More generally, there is a dearth with respect to empiri-
cal studies more generally. The Estonia example is instruc-
tive because it has real-world lessons and expertise. It also 
poses an alternative route to digital transformation to the one 
implied by the EU data strategy, namely one that starts with 
the nation and expands to multinational union, i.e., a bottom-
up approach. Although in the EU data strategy asserts such 
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as this are made ‘the Commission deliberately abstains from 
overly detailed, heavy-handed ex ante regulation, and will 
prefer an agile approach to governance that favours experi-
mentation (such as regulatory sandboxes), iteration, and 
differentiation’, we challenge the level of abstraction and 
argue strongly for empirical case studies and experiments. 
The policy should be to ‘try and test, and then expand’.

3.9 � Vision—data as resource, data as governance

Setting the agenda is critical for the data economy. Indeed, 
notwithstanding that much of the criticism we offer in our 
above comments is that major issues are skirted over, it is 
nonetheless crucial to have a vision with respect to data. In 
this respect the EU data strategy is commendable, and places 
it ahead of other major jurisdictions (including the UK and 
the USA). However, there are some issues with respect to 
how the EU data strategy seems to envision the EU on the 
global and international stage. For one, it appears to be sug-
gested/implied that the EU can be ‘the’ data space—similar 
to the manner in which GDPR became de facto ‘the’ privacy 
provision, there is a strong hint that the EU sees itself as well 
positioned to achieve the same in the data space.

We believe that there is a danger in the EU’s confidence 
that data in terms of the EU being the ‘safe’ or ‘trusted’ data 
space, thereby potentially facilitating global data sharing via 
the EU as the trusted party (following something akin to the 
experience of GDPR, where the EU’s data privacy provi-
sions became the global standard and thereby empowered 
the EU to be the global leader in this space) is ungrounded. 
We believe that there is an asymmetry here: in terms of 
GDPR there was a framework of protection (so it was easy 
for others to adopt) but data are a product and resource itself 
(so much less likely to be adopted by others) as this would 
be akin to the sharing of national resources.

4 � Part 3: Summary of EU data strategy

In this section, we summarise the EU Data Strategy docu-
ment [26]. Those interested in a succinct overview of the 
document will find it here.

1. Introduction
The publication begins by noting the ‘enormous’ ben-

efits that data-driven innovation will bring for citizens and 
immediately turns to calling for ‘the interests of the indi-
vidual first, in accordance with European values, funda-
mental rights and rules. Following this, data as a source 
of economic growth is spoken of in terms of a ‘data-agile 
economy’ and the vision that “the EU can become a leading 
role model”.

2. What is at stake?

The significance of an appropriate data strategy is then 
discussed. Highlighted are the following:

•	 Growing data volumes and technological change: there is 
de facto a massive increase in collected data and innova-
tions in how the data are generated, collected, processes, 
stored and secured.

•	 The importance of data for the economy and society: 
here public services are mentioned, as well as economic 
development (‘Data is the lifeblood of economic devel-
opment’) and achieving the European Green Deal.

•	 The EU and the data economy of the future: here the geo-
economic factors are discussed in terms of keeping the 
EU competitive, challenging the seeming data monopoly 
of ‘Big Tech’ firms, and high lighting that in addition to 
data a ‘highly skilled workforce’ will guarantee competi-
tiveness.

In terms of work that has already been done and started 
that can be built upon, the section closes by surveying 
actions that the EC has taken since 2014. These are: GDPR, 
regulation on the free flow of non-personal data (FFD), the 
Cybersecurity Act (CSA), Open Data Directive, Sector-spe-
cific legislation on data access such as automotive, payment 
service providers, smart metering information, electricity 
network data, or intelligent transport systems, and, The 
Digital Content Directive [See: Regulation (EU) 2018/1807; 
Regulation (EU) 2019/881; Directive (EU) 2019/1024; 
Regulation 715/2007 as amended by Regulation 595/2009; 
Payment Service Directive 2015/2366; Directive 2019/944 
for electricity, Directive 2009/73/EC for gas meters; Com-
mission Regulation (EU) 2017/1485, Commission Regula-
tion (EU) 2015/703; Directive 2010/40/EU; Directive (EU) 
2019/770).)

3. The vision
A bold vision is stated: The aim is to create a single Euro-

pean data space—a genuine single market for data, open to 
data from across the world—where personal as well as non-
personal data, including sensitive business data, are secure 
and businesses also have easy access to an almost infinite 
amount of high-quality industrial data, boosting growth and 
creating value, while minimising the human carbon and 
environmental footprint.

There is much to this vision; however, in particular we 
note the phrase ‘open to data from across the world’ as an 
attempt to establish the EU as the global data space. This 
is augmented with the cursory suggestions regarding what 
benefits those who are within this space will gain, namely 
‘organisations contributing data would get a return in the 
form of increased access to data of other contributors, ana-
lytical results from the data pool, services such as predictive 
maintenance services, or licence fees’. Indeed, it is noted 
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that the vision is ‘needs to be complemented with a broader 
industrial strategy for the data-agile economy’.

The problems
The publication highlights several problems that hold the 

EU back from realising its potential in the data economy:

•	 Fragmentation between member states: this is mentioned 
in terms of legal framework.

•	 Availability of data: The value of data lies in its use and 
re-use. This includes use of data in terms of:

–	 Use of public sector information by business (gov-
ernment-to-business—G2B—data sharing).

–	 Sharing and use of privately-held data by other com-
panies (business-to-business—B2B—data-sharing. 
The argument is made that this is due to a lack of 
economic incentives (including the fear of losing 
a competitive edge), lack of trust, imbalances in 
negotiating power, the fear of misappropriation of 
the data, and a lack of legal clarity (ex. for co-created 
data, in particular IoT data).

–	 Use of privately-held data by government authori-
ties (business-to-government—B2G—data sharing). 
Here recommendations of an Expert Group created 
by the Commission, include creation of national 
structures for B2G data sharing, development of 
appropriate incentives, and the suggestion to explore 
an EU regulatory framework to govern the public 
sector’s re-use for the public interest of privately 
held data.

•	 Imbalances in market power: here it is pointed out that 
there are market imbalances in relation to access to and 
use of data (acutely impacting SME), which is in addition 
to the concentration in provision of cloud services and 
data infrastructures.

•	 Data interoperability and quality: here standardisation 
is sought (c.f. ICT standardisation (https://​ec.​europa.​
eu/​digit​al-​single-​market/​en/​news/​rolli​ng-​plan-​ict-​stand​
ardis​ation and a strengthened European Interoperability 
Framework (https://​ec.​europa.​eu/​isa2/​eif_​en; see COM 
(2017)134 final).

•	 Data governance: here we note with curiosity the fact 
that this subject is given only a few sentences. We believe 
this is a core theme.

•	 Data infrastructures and technologies: Here the cloud is 
discussed as the principal infrastructure and technology. 
However, several problems from both the supply and 
demand side of the cloud are mentioned:
•	 On the supply side:

•	 EU-based cloud providers have only a small share 
of the cloud market

•	 Service providers operating in the EU may also 
be subject to legislation of third countries. One 
concern with this is that it generates uncertainly 
over legal compliance with applicable EU law.

•	 Uncertainty about compliance of cloud service 
providers with important EU rules and standards, 
for example on data protection.

•	 On the demand side:

•	 Low cloud uptake in Europe (1 company in 4, only 
1 in 5 for SMEs). Significant divergences in cloud 
uptake exist between Member States.

•	 Specifically, cloud uptake in the European public 
sector is low.

•	 There is frequently insufficient visibility on the mar-
ket of smaller, often European, providers of innova-
tive cloud services.

•	 European businesses often experience problems with 
multi-cloud interoperability, in particular data port-
ability.

Empowering individuals to exercise their rights: Individ-
uals suffer from the absence of technical tools and stand-
ards that make the exercise of rights simple and not overly 
burdensome (c.f. MyData movement, etc. https://​mydata.​
org/; https://​www.​decod​eproj​ect.​eu/; https://​solid.​mit.​edu/, 
https://​radic​alxch​ange.​org/).

Skills and data literacy: ‘Currently, big data and analytics 
are top of the list of critical skills shortages’.

Cybersecurity: Here the EU Cybersecurity Certification 
Framework and the EU Agency for Cybersecurity (ENISA—
Regulation (EU) 2019/881—European Cybersecurity Act) 
are read as critical. Following this, importantly, a note is 
added regarding the potential use of blockchain in the man-
agement of data—we note the brevity with which this is 
discussed and suggest that a far lengthier treatment would 
have been appropriate.

The strategy
Here four pillars are discussed:
A cross-sectoral governance framework for data access 

and use: This seeks to facilitate data across borders, 
mechanisms of decision-making, interoperability and 
standardisation.

•	 Making more high-quality public sector data available for 
re-use, in particular in view of its potential for SMEs. It 
is hoped this will drive innovation (c.f. Open Data Direc-
tive)

•	 Explore the need for legislative action on issues that 
affect relations between actors in the data-agile economy 
to provide incentives for horizontal data sharing across 
sectors (cf. Data Act (2021).

https://ec.europa.eu/digital-single-market/en/news/rolling-plan-ict-standardisation
https://ec.europa.eu/digital-single-market/en/news/rolling-plan-ict-standardisation
https://ec.europa.eu/digital-single-market/en/news/rolling-plan-ict-standardisation
https://ec.europa.eu/isa2/eif_en
https://mydata.org/
https://mydata.org/
https://www.decodeproject.eu/
https://solid.mit.edu/
https://radicalxchange.org/
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Enablers: Investments in data and strengthening 
Europe’s capabilities and infrastructures for hosting, pro-
cessing, and using data, interoperability.

•	 In the period 2021–2027, the Commission will invest 
in a High Impact Project on European data spaces and 
federated cloud infrastructures.

•	 The project will fund infrastructures, data-sharing 
tools, architectures, and governance mechanisms for 
thriving data-sharing and Artificial Intelligence eco-
systems.

•	 This project needs to be seen in the context of a wider 
set of strategic EU investments in new technologies that 
the Commission will present in March 2020 as part of 
its industrial strategy.

•	 High-impact project: developing common European 
data spaces and interconnecting cloud infrastructures.

•	 Establishment of EU-wide common, interoperable data 
spaces in strategic sectors. The spaces will include (i) 
the deployment of data-sharing tools and platforms; 
(ii) the creation of data governance frameworks; (iii) 
improving the availability, quality, and interoperability 
of data—both in domain-specific settings and across 
sectors.

•	 Enabling access to competitive, secure, and fair European 
cloud services

•	 Seeking a coherent framework around the different 
applicable rules (including self-regulation) for cloud 
services, in the form of a ‘cloud rulebook’.

•	 In a first instance, the cloud rulebook will offer a 
compendium of existing cloud codes of conduct and 
certification on security, energy efficiency, quality 
of service, data protection and data portability. In 
the area of energy efficiency, earlier action will be 
considered.

•	 Development of common European standards and 
requirements for the public procurement of data pro-
cessing services.

•	 The set-up of a cloud services marketplace for EU 
users from the private and public sector will be facil-
itated by the Commission by Q4 2022.

Competences: empowering individuals, investing in skills 
and in SMEs.

•	 Empowering individuals with respect to their data.
•	 Investments in skills and general data literacy (c.f. Digital 

Education Action Plan.
•	 Dedicated capacity building for SMEs: e.g. start-ups 

often require legal and regulatory advice to fully capture 
the many opportunities ahead from data-based business 
models.

Common European data spaces in strategic sectors and 
domains of public interest.

Building on the European Open Science Cloud, nine 
common European data spaces are listed:

•	 Industrial (manufacturing): supporting the competitive-
ness and performance of the EU’s industry, allowing to 
capture the potential value of use of non-personal data in 
manufacturing (estimated at € 1,5 trillion by 2027).

•	 Green Deal: to use the major potential of data in support 
of the Green Deal priority actions on climate change, 
circular economy, zero-pollution, biodiversity, deforesta-
tion, and compliance assurance. The “GreenData4All” 
and ‘Destination Earth’ (digital twin of the Earth) initia-
tives will cover concrete actions.

•	 Mobility: to position Europe at the forefront of the devel-
opment of an intelligent transport system.

•	 Health: essential for advances in preventing, detecting, 
and curing diseases as well as for informed, evidence-
based decisions.

•	 Financial: to stimulate innovation, market transparency, 
sustainable finance, as well as access to finance for Euro-
pean businesses and a more integrated market.

•	 Energy: promote a stronger availability and cross-sector 
sharing of data, in a customer-centric, secure, and trust-
worthy manner.

•	 Agriculture: enhance sustainability performance and 
competitiveness of the agricultural sector.

•	 Public Administration: to improve transparency and 
accountability of public spending and spending quality, 
fighting corruption, both at EU and national level, and to 
address law enforcement needs and support the effective 
application of EU law and enable innovative ‘gov tech’, 
‘reg tech’ and ‘legal tech’ applications.

•	 Skills: reduce skills mismatches between the education 
and training system on the one hand and the labour mar-
ket needs on the other.

6. An open, but proactive international approach
We note significant strategic statements, namely:

•	 Building upon the strength of the Single Market’s regula-
tory environment, the EU has a strong interest in leading 
and supporting international cooperation regarding data, 
shaping global standards, and creating an environment 
in which economic and technological development can 
thrive, in full compliance with EU law.

•	 At the same time, European companies operating in some 
third countries are increasingly faced with unjustified 
barriers and digital restrictions.

•	 This would allow the EU to have an open but assertive 
international data approach based on its values and stra-
tegic interests […] facilitating international data flows.
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•	 The EU should take advantage of its effective data reg-
ulatory and policy framework to attract the storage and 
processing of data from other countries and regions, 
and to increase the high-value-added innovation that 
arises from these data spaces. Companies from around 
the world will be welcome to avail of the European data 
space, subject to compliance with applicable standards, 
including those developed relative to data sharing.

We believe that there is a danger in the EU’s confidence 
that data policy/sharing is going to follow the experience 
of GDPR, where the EU’s data privacy provisions became 
the global standard and thereby empowered the EU to be 
the global leader in this space. We believe that there is an 
asymmetry here: in terms of GDPR there was a framework 
of protection (so it was easy for others to adopt) but data 
are a product and resource itself (so much less likely to be 
adopted by others).

Appendix

The following is a list of the Common European data 
spaces in strategic sectors and domains of public interest 
found in the report.

•	 Common European industrial (manufacturing) data 
space

•	 Common European Green Deal data space
•	 Common European mobility data space
•	 Common European health data space
•	 Common European financial data space
•	 Common European energy data space
•	 Common European agricultural data space
•	 Common European data spaces for public administra-

tions
•	 Common European skills data space
•	 European Open Science Cloud
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