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Preface

The importance of safety and security is growing steadily. Safety is a quality cha-
racteristic that traditionally has been considered to be important in embedded
systems, and security is usually an essential property in business applications.
There is certainly a tendency to use software-based solutions in safety-critical
applications domains, which increases the importance of safety engineering tech-
niques. These include modelling and analysis techniques as well as appropriate
processes and tools. And it is surely correct that the amount of confidential data
that require protection from unauthorized access is growing. Therefore, security
is very important. On the one hand, the traditional motivations for addressing
safety and security still exist, and their relevance has improved. On the other
hand, safety and security requirements occur increasingly in the same system.
At present, many software-based systems interact with technical equipment and
they communicate, e.g., with users and other systems. Future systems will more
and more interact with many other entities (technical systems, people, the envi-
ronment). In this situation, security problems may cause safety-related failures.
It is thus necessary to address safety and security. It is furthermore required to
take into account the interactions between these two properties.

Since their start in 1979 the SAFECOMP conferences have provided a plat-
form for discussing topics related to dependable applications of computer sy-
stems. This requires us to deal with system aspects including hardware and
software. Additionally, it is necessary to address a variety of properties, e.g., sa-
fety, security, reliability, and availability. The SAFECOMP conferences discuss
research results, technical innovations, tools, processes, and organizational as-
pects. And they provide a forum for exchanging ideas between researchers and
industry.

This year’s program underlined system aspects. The majority of the contribu-
tions presented approaches that address complete systems including hardware,
software, and the environment. The technical content covered a wide range from
formal to informal methods. It seems that each approach is characterized by
specific preconditions and has its own application domain.

We are convinced that the reader of this book will get valuable information
on how to improve the safety and security of computer-based systems.

Authors from 17 countries all over the world responded to the call for papers.
Out of 63 submitted papers, 24 were selected for the conference. We wish to
thank the members of the International Programme Committee and the external
reviewers for their excellent review work and fruitful discussions in setting up
the programme of SAFECOMP 2004. They also helped a lot to disseminate all
announcements.

We would like to express our special thanks to Massimo Felici. He main-
tained the tool CyberChair for us, and, being the organizer of the last two
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SAFECOMPs, he was our oracle and early warning system of what could possi-
bly go wrong.

Sincere thanks go to the invited speakers, Andreas Pfitzmann, Didier Essamé
and Ralf G. Herrtwich, and the session chairpersons for their support.

Setting up the technical programme of the conference was one thing, to ac-
tually make SAFECOMP 2004 happen was another. Our organizing team Katrin
Augustin, Hans-Peter Wagner, Carsten von Schwichow and Holger Schmidt did
their best to make this event a success, and they did an outstanding job. Thank
you.

Last but not least our special thanks go to the Hasso-Plattner-Institute in
Potsdam for providing the premises, the conference infrastructure and the an-
swers to all our questions.

Our best wishes go to the organizers of SAFECOMP 2005 in Norway, and we
hope that SAFECOMP 2004 motivated many attendees to support next year’s
conference.

Potsdam, Germany Peter Liggesmeyer
July 2004 Maritta Heisel

Stefan Wittmann
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J. Durães, M. Vieira, H. Madeira

Hazard and Risk Analysis

An Approach for Model-Based Risk Assessment . . . . . . . . . . . . . . . . . . . . . . . 311
B.A. Gran, R. Fredriksen, A.P.-J. Thunem

How Explicit Are the Barriers to Failure in Safety Arguments? . . . . . . . . . 325
S.P. Smith, M.D. Harrison, B.A. Schupp

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 339




