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Preface

The Internet is omnipresent and companies have increasingly put critical
resources online. This has given rise to the activities of cyber criminals, and
virtually all organizations face increasing threats to their networks and the ser-
vices they provide. This book presents intrusion detection systems (IDSs) and
addresses the problem of managing and correlating the alerts that are produced.
We discuss the role of intrusion detection in the realm of network security and
compare it to traditional methods such as firewalls and cryptography. We then
analyze the challenges in interpreting and combining (i.e., correlating) alerts
produced by these systems. Existing academic and commercial systems are
classified and their advantages and shortcomings are presented, especially in
the case of deployment in large, real-world sites.

Recently, IDSs have been increasingly pounded for failing to meet the ex-
pectations that researchers and IDS vendors were rising. Promises that IDSs
are capable of reliably identifying malicious activity in large networks were
premature and never turned into reality. While virus scanners and firewalls
have visible benefits and remain virtually unnoticed during normal operations,
the situation is different with intrusion detection sensors. State-of-the-art IDSs
produce hundreds or even thousands of alerts every day. Unfortunately, almost
all of these alerts are false positives, that is, they are not related to security-
relevant incidents. Although tuning and proper configuration eliminate the
most obvious false alerts, the problem of the vast imbalance between important
and spurious notifications remains.

Researchers and IDS vendors have reacted and proposed alert correlation, an
additional step intended to manage the alert flood and turn the raw sensor output
into compact reports on the security status of the network under surveillance.
The idea is to aggregate and group individual alerts into attack scenarios that
provide a higher-level view of the activities on the network. Unfortunately,
current systems fall short in dealing with the immense data volume that is
produced by the sensors that are deployed in large network installations. In
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addition, dedicated nodes such as centralized processors become vulnerable to
faults or targeted denial of service attempts and often represent performance
bottlenecks. Another problem stems from the fact that it is often the case that
sensor alerts are invalid. This causes the correlation process to deduce attack
scenarios from incidents that have never occurred.

We address the aforementioned issues and present solutions that allow intru-
sion detection systems to be deployed in real-world installations to the benefit of
the system administrator. Our proposed alert correlation process is realized by
collaborating nodes that correlate and assemble the pieces of evidence, which
are scattered over many hosts in the victim’s network, into a single and coher-
ent picture of ongoing attacks. The information of emerging threats is then fed
back into the system and utilized to selectively adapt to data from suspicious
sources. The main focus of our design is the protection of huge enterprise net-
works against coordinated attacks without being overwhelmed by the produced
alert data and without failing because of the loss of a few critical correlation
nodes. We also describe an approach to reduce the number of false positives
by actively performing alert verification. The idea is to determine whether a
potential attack has succeeded by checking for visible traces that this attack has
left on the system.

This book introduces solutions to practical problems that intrusion detection
systems experience when deployed in large network installations. The reader
is familiarized with the basics and concepts of this fast growing and fascinating
field in network security and learns about state-of-the-art systems. We focus on
current research problems and help the reader understand the limitations and
advantages of intrusion detection systems and, in particular, alert correlation
and mechanisms to detect false alarms.





