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Preface

Ad hoc and sensor networks are making their way from research to real-world
deployments. Body and personal-area networks, intelligent homes, environmen-
tal monitoring or intervehicle communications: there is almost nothing left that
is not going to be “smart” and “networked.” While a great amount of research
has been devoted to the pure networking aspects, ad hoc and sensor networks
will not be successfully deployed if security, dependability and privacy issues are
not addressed adequately. These issues are very important because ad hoc and
sensor networks are usually used for very critical applications. Furthermore, they
are very vulnerable because they are, most of the time, deployed in open and
unprotected environments.

At ESAS 2004, researchers with interests in both networking and security
came together to present and discuss the latest ideas and concepts in the design
of secure, dependable and privacy-preserving ad hoc and sensor networks. In
the keynote speeches, Jean-Pierre Hubaux (EPFL, Switzerland) discussed the
challenges of ad hoc network security, and Antonis Galetsas (European Com-
mission, DG Information Society) presented the current and future activities of
the European Commission on these topics.

Out of 55 high-quality submissions, the program committee selected 17 pa-
pers for publication. The program covered the full spectrum of security-related
issues, including key distribution and management, authentication, energy-aware
cryptographic primitives, anonymity/pseudonymity, secure diffusion, secure P2P
overlays and RFIDs.

We would like to thank all authors, referees, supporters and workshop partici-
pants for making this workshop a successful event. Special thanks to the program
committee and further reviewers for their great work and for reviewing the pa-
pers in less than 4 weeks. We hope that you will enjoy the ESAS proceedings
and your research work will be stimulated.

September 2004 Claude Castelluccia
Hannes Hartenstein

Christof Paar

Dirk Westhoff
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