
Lecture Notes in Computer Science 3531
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
New York University, NY, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi
Rice University, Houston, TX, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



John Ioannidis Angelos Keromytis
Moti Yung (Eds.)

Applied Cryptography
and Network Security

Third International Conference, ACNS 2005
New York, NY, USA, June 7-10, 2005
Proceedings

1 3



Volume Editors

John Ioannidis
Columbia University
Center for Computational Learning Systems
NY, USA
E-mail: ji@cs.columbia.edu

Angelos Keromytis
Moti Yung
Columbia University
Department of Computer Science
NY, USA
E-mail: {angelos,moti}@cs.columbia.edu

Library of Congress Control Number: 2005926829

CR Subject Classification (1998): E.3, C.2, D.4.6, H.3-4, K.4.4, K.6.5

ISSN 0302-9743
ISBN-10 3-540-26223-7 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-26223-7 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springeronline.com

© Springer-Verlag Berlin Heidelberg 2005
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Olgun Computergrafik
Printed on acid-free paper SPIN: 11496137 06/3142 5 4 3 2 1 0



Preface

The 3rd International Conference on Applied Cryptography and Network Security
(ACNS 2005) was sponsored and organized by ICISA (the International Communi-
cations and Information Security Association). It was held at Columbia University in
New York, USA, June 7–10, 2005. This conference proceedings volume contains papers
presented in the academic/research track.

ACNS covers a large number of research areas that have been gaining importance
in recent years due to the development of the Internet, wireless communication and
the increased global exposure of computing resources. The papers in this volume are
representative of the state of the art in security and cryptography research, worldwide.

The Program Committee of the conference received a total of 158 submissions from
all over the world, of which 35 submissions were selected for presentation at the aca-
demic track. In addition to this track, the conference also hosted a technical/ industrial/
short papers track whose presentations were also carefully selected from among the
submissions. All submissions were reviewed by experts in the relevant areas.

Many people and organizations helped in making the conference a reality. We would
like to take this opportunity to thank the Program Committee members and the external
experts for their invaluable help in producing the conference’s program. We also wish
to thank Michael E. Locasto for his help in all technical and technological aspects of
running the conference and Sophie Majewski for the administrative support in organiz-
ing the conference. We wish to thank the graduate students at Columbia University’s
Computer Science Department who helped us as well.

We wish to acknowledge the financial support of our sponsors, and their employ-
ees who were instrumental in the sponsorship process: Morgan Stanley (Ben Fried),
Gemplus (David Naccache), and Google (Niels Provos).

Finally, we would like to thank all the authors who submitted papers to the con-
ference; the continued support of the security and cryptography research community
worldwide is what really enabled us to have this conference.

May 2005 John Ioannidis
Angelos Keromytis

Moti Yung
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