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Preface

The Communications and Multimedia Security conference (CMS 2003) was or-
ganized in Torino, Italy, on October 2-3, 2003. CMS 2003 was the seventh IFIP
working conference on communications and multimedia security since 1995. Re-
search issues and practical experiences were the topics of interest, with a special
focus on the security of advanced technologies, such as wireless and multimedia
communications.

The book “Advanced Communications and Multimedia Security” contains
the 21 articles that were selected by the conference program committee for pre-
sentation at CMS 2003. The articles address new ideas and experimental evalua-
tion in several fields related to communications and multimedia security, such
as cryptography, network security, multimedia data protection, application secu-
rity, trust management and user privacy. We think that they will be of interest
not only to the conference attendees but also to the general public of researchers
in the security field.

We wish to thank all the participants, organizers, and contributors of the
CMS 2003 conference for having made it a success.

October 2003 Antonio Lioy
General Chair of CMS 2003

Daniele Mazzocchi
Program Chair of CMS 2003
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A. F. G. Skarmeta, Universidad de Murcia
L. Strous, De Nederlandsche Bank, chairman IFIP TC11
G. Tsudik, University of California at Irvine



Table of Contents

Cryptography

Computation of Cryptographic Keys from Face Biometrics . . . . . . . . . . . . . 1
Alwyn Goh, David C.L. Ngo

AUTHMAC DH: A New Protocol for Authentication and
Key Distribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

Heba K. Aslan

Multipoint-to-Multipoint Secure-Messaging with Threshold-Regulated
Authorisation and Sabotage Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

Alwyn Goh, David C.L. Ngo

Network Security

Securing the Border Gateway Protocol: A Status Update . . . . . . . . . . . . . . . 40
Stephen T. Kent

Towards an IPv6-Based Security Framework for Distributed Storage
Resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

Alessandro Bassi, Julien Laganier

Operational Characteristics of an Automated Intrusion Response
System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Maria Papadaki, Steven Furnell, Benn Lines, Paul Reynolds

Mobile and Wireless Network Security

A Secure Multimedia System in Emerging Wireless Home Networks . . . . . 76
Nut Taesombut, Richard Huang, Venkat P. Rangan

Java Obfuscation with a Theoretical Basis for Building Secure
Mobile Agents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

Yusuke Sakabe, Masakazu Soshi, Atsuko Miyaji

A Security Scheme for Mobile Agent Platforms in Large-Scale
Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

Michelle S. Wangham, Joni da Silva Fraga, Rafael R. Obelheiro

Trust and Privacy

Privacy and Trust in Distributed Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
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David Meǵıas, Jordi Herrera-Joancomart́ı, Julià Minguillón
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