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Preface

The ongoing compression of computing facilities into small and mobile devices like
handhelds, portables or even wearable computers will enhance ubiquitous information
processing. The basic paradigm of such pervasive computing is the combination of
strongly decentralized and distributed computing with the help of diversified devices
allowing for spontaneous connectivity via the Internet. Computers will become invisible
to the user, and exchange of information between devices will effectively be beyond the
user’s control.

Assuming a broad usage of more powerful tools and more effective ways to use
them the quality of everyday life will be strongly influenced by the dependability of the
new technology. Information stored, processed, and transmitted by the various devices
is one of the most critical resources. Threats exploiting vulnerabilities of new kinds
of user interfaces, displays, operating systems, networks, and wireless communications
will cause new risks of losing confidentiality, integrity, and availability. Can these risks
be reduced by countermeasures to an acceptable level or do we have to redefine political
and social demands.

The objective of this 1st International Conference on Security in Pervasive Com-
puting was to develop new security concepts for complex application scenarios based
on systems like handhelds, phones, smartcards, and smart labels hand in hand with the
emerging technology of ubiquitous and pervasive computing. Particular subjects were
methods and technology concerning the identification of risks, the definition of security
policies, and the development of security measures that are related to the specific as-
pects of ubiquitous and pervasive computing like mobility, communication, and secure
hardware/software platforms.

We received 51 submissions. Each submission was reviewed by three independent
reviewers and an electronic program committee meeting was held via the Internet. We
are very grateful to the program committee members for their efficency in processing
the work within four weeks and also for the quality of their reviews and discussions.
Finally the program committee decided to accept 19 papers. We are also very grateful
to the four invited speakers for their vivid and stimulating talks.

Apart from the program committee, we would like to thank also the other persons
who contributed to the success of this conference: the additional referees for review-
ing the papers, the authors for submitting the papers, and the local organizers, and in
particular Hans-Peter Wagner, for a smooth and pleasant stay in Boppard.

June 2003 Dieter Hutter, Günter Müller,
Werner Stephan, Markus Ullmann

Program Co-chairs SPC 2003
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Johann Großschädl and Guy-Armand Kamendje

Visual Crypto Displays Enabling Secure Communications . . . . . . . . . . . . . . . . . . . 271
Pim Tuyls, Tom Kevenaar, Geert-Jan Schrijen, Toine Staring,
and Marten van Dijk



Table of Contents XI

Workshop

Security and Privacy in Pervasive Computing State of the Art
and Future Directions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 285

Dieter Hutter, Werner Stephan, and Markus Ullmann

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 291


	Title
	Preface
	Organization
	Table of Contents



