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Foreword

The Internet and the World Wide Web (WWW) play an increasingly impor-
tant role in our today’s activities. More and more we use the Web to buy
goods and to inform ourselves about cultural, political, economical, medical,
and scientific developments. For example, accessing flight schedules, medi-
cal data, or retrieving stock information become common practice in today’s
world. Many people assume that there is no one who “watches” them when
accessing this data.

However, sensitive users who access electronic shops (e-shops) might have
observed that this assumption often is not true. In many cases, E-shops track
the users’ “access behavior” when browsing the Web pages of the e-shop thus
deriving “access patterns” for individual shoppers. Therefore, this knowledge
on access behavior and access patters allows the system to tailor access to
Web pages for that user to his/her specific needs in the future. This tracking of
users might be considered harmless and “acceptable” in many cases. However,
in cases when this information is used to harm a person - for example about
the person’s health problems - or to violate his/her privacy (for example
finding out about his/her financial situation), he/she would like to be sure
that such tracking is impossible to protect the user’s rights.

These simple examples clearly demonstrate the necessity to shield the
user from such spying to protect his/her privacy. That is, a user should
be able to access a database (or a data source in general) without allowing
others to “observe” which data is requested and accessed by the user; neither
the query nor the answer should be visible or accessible to others. Surpris-
ingly, despite the urgent need for concepts and techniques to protect the user
from being spied on, very few results are known and available that addresses
the problem adequately. During the last 10 years the area of Private Infor-
mation Retrieval (PIR) has addressed some of the problems concerning
privacy. However many of those results are of theoretical nature and thus do
not carry over into practical solutions for protecting privacy when accessing
information sources on the Web or in databases.

With this book Dr. Asonov is one of the first researchers who addresses
the topic of querying data privately in a systematic and comprehensive way
developing practical solutions in the context of database systems. The results
presented in this book sometimes might look theoretical, but they describe
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his clear understanding of the problem as well as the solutions required for
“real-world” settings, in particular for scalable database solutions. As a ba-
sis Dr. Asonov first presents the framework for privately accessing database
by developing several algorithms which also include the use of special hard-
ware. In the second part of the book he focuses on solving several important
subproblems; for them he also includes some validation by benchmarking to
show to efficiency of the solutions. Finally, Dr. Asonov shows how his so-
lutions could be used in solving some problems in the area of voting and
digital rights management. Initially, these problems seem to be completely
unrelated to PIR, however Dr. Asonov shows how some of his results can be
used for creative solutions in the areas mentioned. Overall, the careful reader
will notice that - despite the many technical details -his in-depth treatment
of privacy in database provides the insight into the problem necessary for
such an important topic.

In summary, with this book Dr. Asonov provides a systematic treatment
of the problem how to access databases privately. The way he approaches
the problem and how he develops solutions makes this book valuable for
both researchers and practitioners who are interested in better understanding
the issues. He develops scalable solutions that are necessary and important
in the context of private information retrieval/private database access. The
in-depth presentation of the algorithms and techniques is enlightening to
students and a valuable resource for computer scientists. I predict that this
book will provide the “starting point” for others to perform further research
and development in this area.

Prof. Johann-Christoph Freytag, Ph.D., May 2004



Preface

People often retrieve information by querying databases. Designing databases
that allow a user to execute queries efficiently is a subject that has been in-
vestigated for decades, and is now often regarded as a “researched to death”
topic. However, the evolution of information technologies and society makes
the database area a consistent source of new, previously unimaginable re-
search challenges. This work is dedicated to partially meeting one of these
new challenges: querying databases privately.

This new challenge is due to a very fundamental constraint of the conven-
tional concept of querying information. Namely, in the conventional setting,
the one who queries (the user) must reveal the query content and, by im-
plication, the result of querying to the one who processes the query (the
database server). This constraint seems to be negligible if the user trusts the
server. However, the growing population of information providers makes it
extremely difficult for users to establish and rely on the trustworthiness of
information providers. Indeed, more and more cases are reported wherein in-
formation providers misuse the information provided by users’ queries against
the users, for example by sharing this information with third parties without
permission, or by using this information for unsolicited advertisement.

We approach this constraint in a direct manner: If it is difficult to trust
the server, we could try to remove the need for trust completely, by hiding the
content of the user query and result from the server. This research problem,
called Private Information Retrieval (PIR), has been under intensive and
mainly theoretical investigation since 1996. These results are classified and
analyzed in the first of four parts of this book. Our main contribution is
considering this problem from a practical angle, as follows.

In Part II, we accept the assumptions and simplifications made in previ-
ous related work, and focus on obtaining efficient solutions and algorithms
without changing the common model. Namely, we break the established belief
that the server must read the entire database for a PIR protocol to answer
a query. We further develop our solution by improving the processing and
preprocessing complexities of our PIR protocol.

In Part III we extend the common PIR model in two directions. First, we
relax the requirement that no information about a query must be revealed.
This allows us to offer the user a trade-off between the level of privacy required
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and the response time for a query. The second extension of the model is done
by understanding the economics associated with the PIR problem. Namely,
we assumed that information in the database is from different owners. We
then consider the problem of distributing royalties between the information
owners, given that no information about content of user queries is revealed.

A number of questions remain to be answered before the problem of query-
ing databases privately can be regarded as completely investigated. However,
we argue that results presented in the book have pushed the state of the art in
this area, from the entirely theoretical level to the stage where implementing
an applicable prototype can be considered ultimately possible.
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