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Abstract The E-healthcare system has a complex ar-
chitecture, diverse business types, and sensitive data
security. To meet the secure communication and access
control requirements in the user-medical server, user-
patient, patient-medical server and other scenarios in
the E-healthcare system, secure and efficient authenti-
cated key agreement and access authorization scheme
need to be studied. However, the existing multi-server
solutions do not consider the authentication require-
ments of the Wireless Body Area Network(WBAN),
and are not suitable for user-patient, patient-medical
server scenarios; most of the existing WBAN authen-
tication scheme are single-server type, which are diffi-
cult to meet the requirements of multi-server applica-
tions; the study of user-patient real-time scenarios has
not received due attention. This work first reveals the
structural flaws and security vulnerabilities of the exist-
ing typical schemes, and then proposes an authentica-
tion and access control architecture suitable for mul-
tiple scenarios of the E-healthcare system with sep-
arate management and business, and designs a novel
ECC-based multi-factor remote authentication and ac-
cess control scheme for E-healthcare using physically
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uncloneable function (PUF) and hash. Security anal-
ysis and efficiency analysis show that the new scheme
has achieved improved functionality and higher security
while maintaining low computational and communica-
tion overhead.

Keywords authentication - key agreement - access
control - healthcare

1 Introduction

In the near future, the medical industry will incorpo-
rate more artificial intelligence, sensor technology and
other high technologies to create smart hospital sys-
tems, regional health systems and home health systems.
They will use advanced Internet of Things technology,
cloud computing technology, big data technology and
artificial intelligence technology to achieve seamless in-
teraction between patients and medical staff, medical
institutions, medical equipment, and make medical ser-
vices truly digital and intelligent. Through the wireless
network, the portable PDA is used to easily connect
various diagnostic and therapeutic instruments, so that
medical staff can grasp the patient’s medical record in-
formation and the latest diagnostic report at any time,
and quickly formulate a diagnostic program anytime,
anywhere; authorized medical staff and family members
of patients can access the telemedicine server at any
time and any place to query medical image data and
medical orders; the patient’s referral information and
medical records can be accessed through medical net-
working at any hospital; special groups such as chronic
diseases, old and young patients, mental retardation,
disability, and infectious diseases can be monitored and
taken care of through the telemedicine system.
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For secure communication and access control among
all these entities, we need a secure mutual authenti-
cated key agreement and access authorization mech-
anism which can provide authentication among body
sensors and personal gateways, personal gateways and
health servers, personal gateways and users (i.e. med-
ical staff and family members of patients), and health
servers and users, and can provide authorization for
users and patients to access medical servers, and users
to access patient sensors. However, due to the complex
network structure of E-healthcare system (the server
side is mostly secure and stable Ethernet, the user side
is mostly WLAN or cellular mobile communication net-
work, and the patient side is wireless sensor network),
some nodes are resource-constrained devices (most med-
ical servers are high-performance server cluster or cloud
server, the user-side devices are mostly personal com-
puters or mobile smart terminals, except for the rel-
atively rich gateway on the patient side, the remain-
ing sensors and other devices are cheap terminals with
limited batteries, storage and computing power, the in-
teraction data involves individuals privacy (such as pa-
tient’s name, home address, medical records, blood test
results, DNA sequence and other sensitive data) and
other characteristics, so existing authentication and au-
thorization scheme cannot be directly applied to E-
healthcare system.

1.1 Motivation

The drawbacks of existing scheme include tow aspects:
architecture flaws and security vulnerability.

1) Session key initialization between users and patients
require the assistance of a particular medical server,
which is not in line with the design concept of sep-
aration of management and application.

2) Single server mode, can not meet the application
needs of a multi-server environment. Common multi-
server authentication schemes [33,38,30,8,23,39,21,
36,15,14] can meet the authentication or authoriza-
tion requirements of the user-server scenario, but
no multiple solution is proposed, and many schemes
[33,23,36] that do not use the public key system
suffer from the vulnerability of anonymity [11,10].

3) There are fewer schemes for the patient-server sce-
nario, and most existing schemes [13,32,5,17,22,19]
are in the WBAN-server mode.

4) There are few schemes for the patient-user scenario.
The only few schemes also adopt the patient-server-
user mode, which does not meet the requirements
of separation of management and business [22,40].

5) There are still some general security flaws in the ex-
isting schemes. Most schemes [33,23] that do not use
public key cryptography suffer from the vulnerabil-
ity of anonymity [36,10]. Some schemes [30,23] have
lost their forward security due to ephemeral secrets
being acquired by adversary [15]. Some schemes [30,
23,37] are vulnerable to smart card loss attacks due
to poor secret packaging in smart card, which can
lead to offline dictionary attack, causing the schemes
can not resist user impersonation attack or device
impersonation attack [9,15,16].

To overcome the above challenges, this work uses
PUF and biohash based on ECC cryptography to pro-
pose a secure and efficient multi-server authentication
and access control scheme for E-healthcare. This pro-
posal can provide mutual authentication and access au-
thorization for entities in the E-healthcare systems.

1.2 Our Contributions

The contributions of this article are summarized below.

1) We cryptanalyze existing authentication schemes such

as LACO [13], revealing the reasons why their anonymity

and forward security are vulnerable and cannot re-
sist user impersonation or device impersonation at-
tacks.

2) We first proposed a multiple solution architecture
for authentication and authorization in user-server,
patient-server, user-patient and other scenarios in
E-healthcare.

3) Based on the above architecture, we combine PUF-
based patient WBAN authentication with ECC-based
remote multi-server authentication, and use a hash
function to design a remote authentication and ac-
cess control scheme that integrates three factors of
identity, password and biometric, named SEMAS.

4) Formal security proof, non-formal security analy-
sis, comparative analysis of functional and security
properties, comparative analysis of computing effi-
ciency and communication efficiency are given.

1.3 Paper Outline

The rest of this work is organized as follows. In Sec-
tion 2, we briefly discuss the related work. Basic no-
tations, ECC security assumptions, physically unclone-
able function, communication model and threat model
definition will be described in Section 3. The LACO is
reviewed and its weaknesses are analyzed in Sections
4 and 5, respectively. We describe the details of our
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scheme in Section 6. The security analysis and perfor-
mance evaluation will be given in Sections 7 and 8, re-
spectively.Finally, we present our conclusions in Section
9.

2 Literature Review

Authentication and access control schemes can be clas-
sified into symmetric cryptography based schemes and
public key cryptography based schemes according to
the cryptography they rely on. Although symmetric
cryptography based schemes is generally computation-
ally efficient, it is almost difficult to effectively achieve
strong anonymity[10, 16]. Therefore, authentication and
access control schemes with privacy protection are usu-
ally designed based on public key cryptography. How-
ever, most public key cryptography based schemes are
difficult to apply to the IoT environment due to high
overhead, such as RSA-based schemes[23,24], bilinear-
pairing-based schemes|[25,26], and chaotic-maps-based
schemes[27,28]. In the IoT scenario, the short key fea-
ture of ECC cryptography gives it an advantage in bal-
ancing resources and efficiency.

In 2010, Yang and Yang propose the first three-

factor [6] EDLP-based authenticated key exchange scheme.

In the same year, Yoon and Yoo propose another EDLP-
based three-factor authenticated key exchange scheme
[12]. However, He et al. show that Yoon and Yoo’s
scheme cannot resist insider attack and hardware factor
loss attack [7], and give an improvement [8]. In 2015,
Odelu et al. show that He et al. scheme’s anonymity
is vulnerable and cannot resist replay attack and user
impersonation attack [39]. Chuang et al. also show that
the anonymity problem of Yoon-Yoo’s scheme and use
a random number and hash function to construct a
lightweight improvement scheme [2]. In 2017, Kumari
et al. show that Chuang et al’s scheme can not resist in-
termediate data attacks, user impersonation attack and
forward security attack, and propose an improvement
using digital signature [34,35]. In 2018, Feng et al. [30]
show that Kumari et al’s scheme [35] is vulnerable to
user anonymity and impersonation attacks, and an im-
provement is given. However, Yao et al. show that Feng
et al’s scheme is vulnerable to anonymity and cannot
resist ephemeral secrets leak attacks, and causing replay
attacks and session key security attacks [14]. In 2018,
Lwamo et al.[23] find that Kumari-Om’s scheme[35]
used too many exponential operations, resulting in ex-
cessive computational overhead. They propose a new
RSA based remote authentication scheme for the single
and multi-server environments to achieve lower compu-
tational overhead and higher security. However, Yao et
al. show that the anonymity of Lwamo et al’s scheme

Table 1: Notations Used in This Paper

Notations Descriptions

ID; | PW; | B; ith user’s ID /Password /Biometric
Cry /UD; it" user’s Credential /Device

ID; / Cr; jt" server’s ID/Credential

IDy | PWy kt" patient’s ID/Password

By / Crg k" patient’s Biometric/Credential

IDF Ith device of kt" patient

R=PUF,(C) device’s physically uncloneable function
RA / pk /| sk Registration center/Public & secret key
Lp /Ly / Ls Registry of patient, user and sever

h(:) Cryptographic hash algorithm

hy (+) Biohash algorithm

HD (") Hamming distance

§ Hamming distance threshold

Dpw / Dy Distribution of password and hash value
T; | AT | AL  i*" Timestamp/Time threshold/TTL
@/ XOR operator/Concatenation operator
— /L1 Normal output/Abnormal output

& Random sampling from the distribution

is vulnerable and can not resist hardware loss attack,
so incurred offline dictionary attack and user imperson-
ation attack [15]. In 2018, Zhang et al. [19] propose a
three-factor authenticated key agreement scheme for E-
health systems to protect user privacy through the use
of a dynamic authentication mechanism. In 2019, Aghili
et al. [13] show that Zhang et al’s scheme suffers from
several attacks including de-synchronization attack, de-
nial of service attack, and insider attacks, and propose
an improvement scheme named LACO. Recently, we
find that although LACO solve some of the security
problems of Zhang et als scheme, and also consider the
ownership transfer in access control, there are security
vulnerability and algorithm errors.

3 Preliminaries and Background

In this section, we describe the preliminaries which is
necessary to understand the rest of this work.

3.1 Notation

Notations used in this paper and their descriptions are
shown in Table 1.

3.2 EDLP & ECDH

The elliptic curve over the finite field F}, is a finite
cyclic group G satisfying y? = 2% + az + b (modp) and

containing the infinity point O. Where, a,b € F), and
4a® +27b% # 0 (modp) [29]. There are two operations of
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addition and scalar multiplication on G, and the scalar
multiplication is defined as the same point accumula-
tion.

The cryptosystem constructed using the elliptic curve
discrete logarithm problem (EDLP) and the elliptic curve
Diffie-Hellman problem (ECDH) is widely used in secu-
rity protocols. The security assumptions of the EDLP
and ECDH are given by the following two lemmas, for
any Probability Polynomial Time (PPT) adversary .A:

Definition 3.1 EDLP Security Assumption: Given
ke Z,and P € G, it is easy to calculate Q = kP € G,
but given P, Q € G, the advantage Advpgrp(A) for
solving k € Z, is bounded by the negligible probability
negl ().

Definition 3.2 ECDH Security Assumption: Given
P, yP and zP € G, but unknown z or y € Z,, the ad-
vantage Advgcpm (A) for solving zyP € G is bounded
by the negligible probability negl (X).

3.3 Physically Uncloneable Function

A physically uncloneable function is a physical circuit
that maps unique challenge C' to unique response R
based on the random variations introduced by the chip
manufacturing process [3]. The R = PUF; (C) of device
[ is correct if:

1) Pr[HD (PUF (Ci), PUF} (C)))yi jen iy > 0| <
negl (A);

2) For any PUF; (-) and PUFy (-),
Pr[HD (PUF, (Ci), PUFy (C))), < jpiy < 0] 2

1 —negl (A).
The R = PUF; (C) of device [ is secure if:

1) Pr [H (PUF,(Ci), PUF: (C}), <1 s emivs > e} >1-
negl (A), which means that the min-entropy of the
PUF, (-) output is always larger than e with high
probability.

3.4 Communication Model

In a multi-server scenario, medical servers, patients,
and users need to register with a registration authority
(RA). The local RA is responsible for the management
and access authorization of servers, users, and patients
in the region, and the central RA (CRA) is responsible
for the management of region AR and the authentica-
tion and authorization between regions. Medical servers
such as Electronic Medical Records (EMR) and Hos-
pital Information Systems (HIS) work in central com-
puter rooms with relatively high security. Users such as

medical staff, academics, and patients in wards, homes,
jobs, and streets need to access the medical server or ac-
cess each other through the Internet. As shown in Fig-
ure 1, Patients and users can access the medical servers
after the authentication and authorization obtained by
the RA, and users can access the patient’s sensors after
the authentication and authorization obtained by the

Contor

CRA Registration

Authorizor

Sensor-Gateway =
e’ £ ey 4 \
Ewe Pl deely Locl
— e RA Regstration
— > His! —n—; Authorizer \
-y
c -

= e Region
/ n+1
olar

Regional Medical o

1
e 2m——
i R0 i =
————23-—-=-- Patient-Server Authentication
— . — . — . — Regional-Center

Registration
User-Patient Authentication
User-Server Authentication

Fig. 1: Communication Model of This Proposal

3.5 Threat Model

According to the widely accepted Dolev-Yao threat model
[4] and the Canetti-Krawczyk adversary model [31], the
adversary A attacking E-healthcare multi-server scheme
has the ability to fully control the channel and get
ephemeral secrets of the session. Adversary capabilities
include:

1) A can interfere with communication between enti-
ties by means of interception, modification, deletion,
insertion, etc.

2) Medical server, patient gateway, and sensor are un-
reliable, and A can learn long-term secrets from the
captured devices.

3) A has the ability to obtain ephemeral secrets of the
incompletely corrupted object.

4) All servers are honest and curious.

4 Review of LACO Scheme

In order to facilitate the understanding of the subse-
quent cryptanalysis of LACO, in this section we briefly
review the registration and authentication process of it
[13].

4.1 Registration

As shown in Figure 2, when the LACO system is initial-
ized, the server generates system parameters and issues
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written secrets sensor to the patient. When the user reg-
isters, the server issues the smart card for subsequent
authentication.

4.2 Authentication and Session Key Agreement

As shown in Figure 3, LACO needs to perform smart
card login authentication locally before initiating re-
mote authentication, and then sends an authentication
request to the server after login. If the authentication
passes, the server forwards the relevant information to
the sensor. If the authentication passes, the sensor cal-
culates the session key and directly sends an authenti-
cation key agreement request to the user. If the authen-
tication passes, the user calculates the session key.

5 Cryptanalysis of LACO Scheme

The drawbacks of LACO scheme include three aspects:
architecture flaws, fatal algorithm error and security
vulnerability.

5.1 The Architecture Flaws of LACO

A lame system architecture does not meet the needs of
future E-healthcare applications.

1) Session key initialization between medical staff and
patients requires the assistance of a particular med-
ical server, which is not in line with the design con-
cept of separation of management and application.

2) Single server mode, can not meet the application
needs of a multi-server environment. And dynamic
updates and revocations of medical staff, patients,
and medical servers are not considered.

5.2 Fatal Algorithm Error in LACO

There is fatal algorithm error in the LACO scheme,
causing the protocol to fail to run as expected. In Step?2,
the server needs to find the {X,;, Z, } that satisfies
By = Xoil|Zu or by = o (| Xoal] Vs ) 10 (ilVos1 Zoa)
from the user registration information, calculates K. ; =
to verify whether hy <« h (hy|lhe|hs||EKul|ID:||T|74)
is true, and then achieves authentication of ID;. Al-
though, ID; and ID; updated

Xn+ryi = h (h (ril| Xni) © 75 @ Y,;i),
Znsny = h (Yr;i”Xni) @ A

in Step4 and Step5 respectively. However, B,,; has not
been updated in the user’s smart card, which means
that ID; calculates

hg“ =h (Ti||X(n+1)i||Yr/Li) A (TiHYw;iHZ(nH)l)

in n+1 rounds because Y, ; = B,,;®h (ID; | PW; || hs (B;))
and B,,; is still the old one. However, the server calcu-
lates

B = b (il X il gy ) 1 (rill Yol Zens 1)

because it calculates

’

Y1y = I (Xnsyillsk) -
Obviously

B (il Xensnill Vs ) 10 (rill Yol Zensae) #
B (7l X il Vi) 1 (Pl Y0yl Zesa)

, so the protocol is aborted here.

5.3 The Security Drawbacks of LACO

In addition to architectural flaws and algorithm error,
LACO also has security flaws such as lack of session
key privacy, can not resist user impersonation attack,
multi-factor security and forward security vulnerability.

1) Lack of session key privacy: During the authen-
tication and key agreement phase of LACO, The
server is able to calculate the session key ss; =
h (AZHIDZ/HK;HK];) between the user and the pa-
tient.

2) Can not resist user impersonation attack: If
the adversary A obtains the secret {ID;, C'r;} in the
sensor’s memory, s/he can bypass the server authen-
tication, impersonating the server to forge MJ to
pass the I D; authentication and establish a session
with it. Details are as follows:

Stepl: A generates Af and K';
Step2: A calculates

hi = Aj ® h(Cni||To),
6 =A@ Ky,
7 = h(AJ[[ID]| K| T>),
M3 = {h;’ §,h$,T2},
and sends M3 to IDy;
Step3: If T3 — Ty < AT, ID; calculates

[ =hs @ h(Cn|Ty),
K= A; @ hg,

and if Ay = h (Af||ID;||K}||T) is true, then gener-
ates K, and calculates
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Patient’s sensor(NULL)

Medical server(sk)

registration request

selects device identity 1Dy,
Cry < h (ID;||sk)
writes { ID;,Cr; } into I D;’s memory and issue it

User(ID,;, PWi, Bl)

Medical server(sk)

selects identity ID;
ID;
ID; 2 ID;

A1 < hpy (B;) ® h (PW;||ID;)

By <+ Y1, ® h (ID;||PW;||hy (B;))
flag < 0

writes { A1, B1i, flag } into UD;
and deletes Y7;

if ID; is valid

generates 14

X()i,ZQL < NULL

Yy + h(Xoillsk)

Z11 + h (XoillYoi) @ A

writes { Xoi, Zot, X1is Z11 } into Ry

writes { X14, Y1i, Z11, hy () } into smart card UD;
and issues it to ID;

Fig. 2: Registration Phase of LACO Scheme

sy = h (A7 | IDI| K511K,),
hs = h (ssp||Cre[T5),
hy = K, @ Kp,
M3 +— {hg, hg,Tg},
and sends M3 to A;
Step4: A calculates K, = hg @ K, and ssq =
h (AP ID|| KE||Kp) after receiving Ms, A session
between A and the patient is established.

3) Multi-factor security vulnerability: When A
knows the biometric B; and the smart card secret
{A1;, B1i, Xni, Yni }, although LACO has anonymity,
since the user ID and password are low-entropy short
strings, the probability that A guesses the user pass-
word 100 times is 32% — 73% [11]. When A knows
the user password PW; and the smart card secrets
{A1;, B1i, Xni, Yni}, A can use a centre search at-
tack to derive the user’s biometric information [18].

4) Forward security vulnerability: Once the sen-
sor’s secret information is leaked, A will be able to
derive the session key between the user and the pa-
tient from the captured M3 and Mjy. Details are as
follows:

Stepl: A calculates 4; = hs ® h (Cry||T2), K, =
A & hg, K, = Ky, @ hg; and M5 = {h%, h§, b3, Ts},
and sends M3 to IDy;

Step2: If hy = h (Ayf|IDy]| K[| T2) and hs = h (ssy||
Cry||Ts), there must be ssa = h (A || I D] K| Kp).

6 Proposed Scheme

To overcome the security architecture flaws and security
drawbacks of previous authentication protocols such
as the LACO [13] adopted for E-health systems, we

propose a secure and efficient protocol called SEMAS.
In addition to providing preserving-privacy mutual au-
thentication, key agreement, and access control, resist-
ing known Internet attacks, the proposal also meets the
authentication and access control requirements of the
E-healthcare multi-server scenario.

The proposed scheme consists of six important phases:

Initialization, Registration, Authentication and Key Agree-

ment, Password Update and Ownership Transfer.

6.1 Initialization

RA initializes the system parameters, it selects a fi-
nite field F}, with a large prime p as the order, and
defines an elliptic curve E, over it, then selects an ad-
ditive group G with order ¢ and generator P over E,,
and then selects the system private key sk € F,, and
computes the public key PK = skP; finally, RA se-
lects the secure hash algorithm h (-), the biohash al-
gorithm Ay (+) and physically uncloneable function al-
gorithm PUF (-), and publishes the public parameters
{P,PK,Ey.h (), hy ().

6.2 Registration
As shown in Figure 4, during the registration phase,

medical servers, users, and patients need to register
with the RA in a secure manner. Details are as follows:

6.2.1 Medical Server Registration

1) Server selects ID ID; and sends tuple {ID;} to RA.
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User(IDi, PWi, Bl)

Medical server(sk)

Patient’s sensor(ID;, Cr;)

Stepl
inserts U D;, inputs ID;7 PW;, B:
!’ ’ ’ !’
At (B)) @h (PW]1D;)
if A:”- = Api, generates K, ,r;
! ! ! !
Yoi 4 Bui ® b (1D, PW/ |1y (B;))
!
hi + K, ®h (Xml\lelTl)
’
hy + ID, & h (X,,”-HYMHZM \|T1)
if flag =0, hg < Xyil|Zn else hg
’ ’
= (7l Xaill Y ) Ik (rallYoil| Zoe
ha < h (ha||h2|lhs || Kw || ID|| Ty |r:)

My = {h1,ha, h3, ha,ri, T1}
My

e ——
ID; 2 ID;

Step2

My
ID; 2 ID;

Step4

Step5

if Ts — Ty < AT, K, + hg ® K,
ssu < h (AIIDUKa K,

if hao = h (ssull K |1 1 T2 )

My

lag < 0 and updates o
flag ne up ID; 2 ID;

Xninyi b (h(ril| Xni) @7 © Yy,
7
Z(nt1y < h (Yni“Xni) DA

if Ty —Th < AT
fori=1,i4+4,:1 <1
Yni < h (XniHSk)

if hg is valid
K. h1 @ h (Xns|| Vs T1)
!
ID; « hy @ b (Xni|[Ynill Zni || T1), if
7 7
ha = h (hullh2llhsl| K | 1D T |1 )
Ap = h (XnillYni) @ Zn
’ !
Cr «— h (IDl Hsk)
hs < Av@ h (Cry|IT2)
he < A; © K;
! ’
he b (Ad|ID; 1K, |1 T2)
My = {hs, he, h7, T2}

if Ty — Ts < AT, K, + hg & K.,
sse — h (AlID||K | K)

if hs = h (sssncr; HTg)

hip < h (ssSHK;HK;HﬂL), updates
Xnt1yi & h(h(ril| Xni) ® i © Yai)
Zny1y & h (Ynil| Xni) © 4

My = {hg, h1o,Ta}

Step3
Ty — To < AT
!
Al < hs D h (CT‘ZHTQ)
K. « A, @ he
) ’ ’
if hy = h (A 1D K IT2 )
generates K
! ’
ssp < h (AIIDUIK|IK,)
hg < h(/SSpHCTlHT:s)
hg «+— K, ® K,
M3 < {hs, hg, T3}
M3
M3
ID; 2 ID;

Fig. 3: Authentication Phase of LACO Scheme

2) After RA verifies that ID; is valid, it selects random
number r;, calculates credential Cr; and sends tuple
{Cr;} to ID;, and writes {ID;,r;} to the server
registration list Lg.

3) ID; writes {ID;,Cr;} to its memory.

6.2.2 User Registration

1) User selects ID ID; and password PW;, generates
biometric B;, calculates «;, 8; and sends {ID;, «;, 8;}
to RA.

2) After RA verifies that ID; is valid, it selects ran-
dom number 7;, calculates credential Cr;, n; and
vi, returns the message of successful registration,

and writes {ID;,r;,n;,7;} to the user registration
list LU.

6.2.3 Patient Registration

1) Patient selects ID IDj and password PWy, gener-
ates biometric By, calculates ag, S; and sends tuple
{IDk, ak)/Bk} to RA.

2) After RA verifies that IDy, is valid, it selects ran-
dom number 7, calculates credential Cry, n and
Yx; RA selects sensor ID; according to the needs
of IDy, generates random number C; and writes
{hs (-), PUF (-)} to ID;’s memory.

3) ID; calculates Ry = hy (PUF (C})) and o = R &
ID;, and inserts «; into ID;’s memory and issues it
to IDy,.
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Server(NULL)

RA (sk)

selects 1D
sends {ID;} to RA

writes { ID;,Cr; } to it’s memory

if ID; is valid, r; < 27
Cry < h (1D |7y lIsk)
writes { IDj,r; } to Ls
sends { Cr; } to ID;

User(NULL)

RA(sF)

selects I D;, PW;, generates B;
a; < h (ID;||PW;)
sends {ID;, a;, 8;} to RA

if ID; is valid, r; < 2z

Cri + h (ID;ri||sk)

ni — a; & Cr;

Yi < Bi @ Cr;

writes { ID;, 7i,7m:,7: } to Ly

Patient(NULL)

RA (sk)

selects I Dy, PW}, generates By,
Qp h(IDkHPWk)

Br < hy (By) © h (IDg||[PWy)
sends {IDy, a, Br} to RA

it IDy, is valid, rj, < Z*
Cry h(IDkH’I'kHSk)
N, < ar & Cry,

Y+ Br © Cry

selects device identity ID;, C; & {o, 1}128

writes {hp (), PUF ()} to ID;’s memory

ID; calculates R; < hy (PUFZ (Cl)), a; +— R ®ID;
inserts «; into I D;’s memory and issues it to I Dy
writes { IDy, 7k, 6, Yk, {ID1} } to Lp

sends { Cr, {IDL, Ry, Cl} } to I Dy

kr +— Cry, ®h (IDkHPWthb (Bk))
Bi+ R @& Cri, v + C1 & Cry,
writes { ki, {IDy, 81,7} } to it’s memory

Fig. 4: Registration Phase of Our Scheme

4) RA writes {IDy, 7k, Nk, V&, {ID;}} to the patient reg-

istration list Lp and sends tuple {Cry, {ID;, R;,C;}}
to IDk

5) Patient gateway IDj calculates ki, 8, and -y, and

writes {kg, {ID;, Bi,7}} to its memory.

6.3 Authentication and Session Key Agreement

As shown in Figures 5 and 6, during the authentication

2)

After IDy, verifies that timestamp is valid, s/he in-
puts I D;C and password PW,;, generates biometric
B,;, and calculates ﬁ;-; 1Dy, selects random number
rs, and calculates credential Ay, A}, hig, hao, ho1
and hgg, and sends tuple {h14, h15, hle,, h17, hlg, hlg,
hao, ka1, hae, T7} to RA to request authentication.

After RA verifies that timestamp is valid, it calcu-

lates Aj = skhig and 1D} = hao @ h ((47), 1),
and if searching for I D;C in patient registration list

Lp is false, abort the protocol, else if hog = h (I Dy||
hig||hig|lh2ollh21]|T7) is false, abort the protocol,

and key agreement phase, users and servers, users and
patients can achieve authentication key agreement and
access authorization under RA authentication and au-
thorization. The patient-server authentication is similar
to the user-server and will not be repeated here. The
process of user ID; and patient ID;’s sensor ID; mu-
tual authentication and establishing a secure session is

as follows:

else calculates [3,; = ho1 ©h ((A

Br = Cri @ vg; If HD (ﬁk,ﬁ,;) < ¢ is false, abort

the protocol, else calculates A¥ = skhy4 and ID; =
his ® h ((A}), ||1), and if searching for ID; in user
registration list Ly is false, abort the protocol, else
if hlg =h (IDZHIDJH h14||h15||h16||fl17||T6) is false,

;‘)x ||2>, Cry and

1) User inputs I D; and password PWZ-I , generates bio-

metric B;, and calculates §;; User selects random
number 74, and calculates A;, A, hia, h1s, hig, h17
and hig, and sends tuple {hi4, h15, hig, h17, 18, To}
to patient I Dy.

abort the protocol, else calculates 3;, C'r; and f;; if
HD (Bi, ﬁ;) < ¢ is false, abort the protocol, else cal-
culates ID; = hysDh ((47), 112), and if searching for
ID; in ID;’s access control list AL;€ is false, abort
the protocol, else selects random number rg, and cal-
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hi < ID, @ h ((A1), |I1)
ha < B, @ h ((AD), 112)
ha « h (1DI11D; |[ho | hallh2|IT1 )

My = {ho, h1,hg,h3, T1 }
My

A%« roPK = ((

_—

ID; 2 ID;
Mg

e ——

ID; 2 RA

Step4
Step5 if Ty — T5 < AT
if Ts — Ty < AT
vy e ho @ h ((AD), llaill8))
it hu = h (Rollri, |l (A7), 118
ssij < h (ID,iHr;j Hr1h4)
it hz = h (), [ hall Aol [1ssi; )
sets T;; = Ts and writes
{Ai;,ID;, Ti;, 7‘;7»} to cache
his « h (r;jnssijnn)

My
M5 = {hi13,T5} I, 2 1D,
J T
M
— 5 Step6
ID; 2 ID;

if T — Ts < AT

ID, « hr @k ((A*.

User(ID;, PW;,B;,~;) Medical server(ID;,Cr;) RA (sk)
Stepl
inputs ID,, PW, , B,
’ ! ! ’
8; « hy (B;) @ h (1D PW))
T1 i Z:;, A,, < ’I”1P, ho < A,, Step2
A7« mPK = (A7), . (A]),) if Ty — Ty < AT Step3

$
T2 <— Z;, Aj < 'I‘QP'7 h4 < Aj

),
hs < ID; ® h ((A;f)z)
he < h (1D;]lhs|hallhs | T2 Cry )
M2 = {hg, h1, ha, h3, hg, hs, he, T2}

), lcwiin)
Yy
! . /

Tij hg @ h <(Aj>y HCr].H2>
if hio = h (hg\lhgﬂri,.” (A,*.) HCTj>

J J y

! ’
ssji < h (1D |Ir};llr2ho )
sets T;; = T4 and writes
{A'ijleiaTij77’;j} to cache
!

haz B (v hallho |l lss:)
M4 = {ha, ho, h11,h12,Ts}

’
if hag = h (v);llssi; 1T

sesston key is established

%))

if Ty — Ty < AT

A% skA; = ((A;)z : (A]*.)y)
10, o (3))

@

search for ID; in Lg
. ’

if ID; =1D;

C’l"]‘ <+~ h (IDj HTkHSk)

if hg < h (IDj\|h3|\h4\|h5\|T2HC’r;)
Ap  ska; = (A7), ,(A]),)

ID; = hy @ h (A7), 1)

search for ID; in Ly

if ID] = ID;

if hg = h (ID;||IDj||hollh1|lh2||T1)

By = ha @ h (A7), |12)
Cr; < h (ID;]|ri||sk)
Bi v ®Cry

it HD (51-,57 < § and

if ID,; in ALJ‘
rg & Zy, ap < @Cr;
rij <= h (ID:||I1D;|B:[|Crjllrs)
hy « ID; ® h ((A;)y o ||1>
hs < 13 ® h ((A;) \|crj\|2>
Yy
’
ho « rij @ b (A7), lloi18;)
mo b (Rallnolirsl (43, lcws )
/?J
hax < h (hollrill (A7), 118;)
M3 = {hsg, hg, h10, h11, T3}

Mg
RA 2 1D

Fig. 5: User-Server Authentication Phase of Our Scheme

culates access control string ;5 = h (ID; |ID,||ID;|

ﬁ; ||ﬂ,'C ||r6), and calculates has, hoy, has, hog, hor and
]’L28, and sends tuple {hgg, h24, h25, h26, h27, hgg, Tg}
to I Dy to request authentication.

After patient gateway IDj verifies that timestamp
is valid, it derives ID; and ID; from hos and hoy,
and calculates Cry and derives R; and C; from j;
and 7, respectively; I Dy, calculates hag = h (I1D;]|C)
||R;||To) and sends tuple {C, hag, Ty} to sensor I D.
After ID; verifies that timestamp is valid, it calcu-

lates R; = hy (PUF, (C})), if hag = h ((R; ® al) Ite!

|R:||To) is false, abort the protocol, else calculates
session key ss;, = h (Ry||T10) between I D; and 1Dy,
and calculates R = hy (PUF; (h(Ci||Ty))) and up-
dates oy = of = R @ Rz @ «y, and calculates hgg
and sends tuple {R?‘ @ R;, h30,T10} to IDg.

After verifying that timestamp is valid, 1Dy cal-
culates session key ssp; = h (R;||T10) between IDj,
and ID;, and updates 8 = R ® R, ® Cry ® R),
v =h(C|Ty) ® Cry.

If hgo = h(IDy||Cil| Ril| By [[ssril|Tho) is false, 1Dy,
abort the protocol and returns |, else derives access
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User(ID;, PW;, B;) Patient with Sensor(IDy, PWy,By,{ID;}) RA(sk)
Stepl
’ ’ ! !
B: « hy (Bi> & h (IDi||PWi) Step2 it Ty — Ts < AT
ra & 27 Ay - raP hag A, 8y, hy (B;) ®h (ID;HPW,;) Step3 if Ts — Ty < AT
A; «raPK = ((A), ,(A]),) 75 < Z7, Ax < 5P hig = Ay Ap < skar = (A7), (40),)
’ ’
his < ID, @ h ((A7), |I1) Ap < rsPK = (A7), (47),) D, < hao @ h ((43) 1)
x
hie < ID, @ h (A7), [12) hao « IDy, & h ((A;) \|1) search for ID), in Lp
x
hir « B, ® h ((A]), II3) ha1 <« ge@h (A7) 112) if ID) = IDj, and if
] o
hig <= h (IDiHIDthMH haz <= h (IDg||has||higllhzo||h21]|T7) ha2 = h (IDg|hisllhigllhzolh21]|T7)
!
hislhiellh7]|Te) M7 = { hia, h1s, hie, ha7, B =ha1 ® h ((A}), 112)
Mg = {h14, h15, h16, h17, h18, T}  his, hi9, hao, ha1, hoa, T7 } Cry <= h (IDy||ri||sk)
Mg My
ID; 2 IDy, ID), 2 RA Bre = 1 ® Cr
Stepd if Ty — Ts < AT it HD (m, /3;) <5
’ !
ID; + has & h ((A}), llakBll1 Ap kA = (A7), ,(A]),)
! ! ’
ID; « hay ® h ((A7), llakllBill2 ID; = h1s ® h ((A]), II1)
Cry < ki @ h (IDg||PWg||he (Bk)) search for ID; in Ly
Ry« B ® Cry, Cr +— v @ Crie if ID] = ID; and his is valid
!
hag < h (IDy||Cy||R:]|To) B; = hir ® h ((A7), 1I2)
sends { Cy, hag9, Ty } to ID; if Cr; + h (IDrL”T'LHSk)
’
Tio — To < AT, R; <+ hy (PUF; (CY)) Bi < vi ®Cr;
!’ ’
if has = h (B @ a) |CL| Ra|I T ) it HD (8i,8;) <&
’
R} < hy (PUF; (h (CzJ\TQ))) ID; = hig ® h ((A]), II2)
updates af < R} ® R, ® oy if ID; in ALF, aj, « nx @ Cry,
’ !
h30 = h(IDIHCZHRZHR;HSSZkHTIO) h23 < IDZ (&%) h (AZ)y ”D‘k”ﬁklll
sends { R} ® R}, hao, Tho } to IDy haa < ID; & h ((A}), llok ]| 5|2
Step5 if T1o and hsg are valid, updates T6 i Z;‘, a; <1, ®Cr;
’ ’ ’ ’ ’
it Tho — Ty < AT Bf + Rf ® Cry,, 7 + Cf & Cry, ri = h (1D IID D] 1B, 1B lIrs )
! * ’ ! * ’ * ’
rie = hoo © b (A7), lasllBy) vk < has © b (A7), llawlIBLI13 has < i ® h (A7), lawl|8113)
!’ ’7 ’ !/
if has = h (hao|7;, 18 if hor = h (has||haallhas 7| By hao = rae @ b (A7), llos1B7)
!/ ’ ! 7
s8ik + h (ID@-Hrikahlg) if sspi +— h (IDiHrikHrshM) har < h h23||h24\|h25\|7'ik”,3k)
’ ’
h31 =h (TithlQtha“hzsHSSik) sets T;x; = T11 and writes hog < h h26||7"ik”5i>
sets Ty = T2 and writes {A;r,  {Aigxi, IDs, IDy, Tipg, T;k} to cache My = {ha3, ha4, has, hae, ha7, hag, Tg}
’ ’ M,
ID;C, IDl,qukl,’l"ik} to cache h31 <+~ h (Tik“hlg‘lhggHth”SSki) A 281Dj
hss < h (r;szsik.Hle) My = {h19, h2e, hag, h31, T11}
Mo = {hs2, T Mg
10 —{ 32, 12} ‘IDkTDL
Mio Step6 if T3 and hzs are valid, accepts
ID; 2 IDy, ’
Fig. 6: User-Patient Authentication Phase of Our Scheme
. ’ . ’ . s
control string 7, , and if hay = h <h23||h24||h25\|7"¢k||5k) hog||has||ssik) is false, abort the protocol, else ini-
is false, abort the protocol, else calculates session tializes ‘Ehe value of the time to live of access control
. . string ., to T3, = T12, and calculates access con-
key ssp; = h (IDi||rik||T5h14> and digest hs3;, and & Tik ikl 12, .
trol label A;i; = h (ID- IDy||r, ) and writes tuple
sends tuple {hi9, hog, has, hs1,T11} to ID; request ikl il Dallrix p
authentication, and initializes the value of the time {Aikl7 IDy,ID;, Ty, T;k} to cache.
. . /
to live of access control string r;, to T = 111, and 9) ID; calculates digest 3o, and sends tuple {hsa, T12}
! !’
calculates access control label A;,; = h (IDi||IDl||rik) to ID;, request authentication.
. / 10) If 1Dy, verifies that timestamp and hszo are valid
and writes tuple {Aikl, ID;, ID;, Tiy, rik} to cache. ) kA p 32 ’
i ] ) ] then ssy; is accepted.
8) After ID; verifies that timestamp is valid, ID; de-

rives 1, from hgg, and if hog = h (h26||r;k||,6’;) is
false, abort the protocol, else calculates session key
SSik = h (1191”7“;]€ ||’/‘4h19), and ifhgl =h (’/‘;thlg”

In fact, the user checks the validity of the relevant

access control authorization before initiating a authen-
tication request, that is, if Teyrrent — Lok < AL is true,
the session key is negotiated directly by r;;, otherwise
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User(IDi, PWi, Bl)

RA (sk)

inputs ID; R PWiI , PW, generates B;
Bi — hy (B;) &h (ID;HPW;
B; + hy (B)) @h (1D PW;
rr & 22, Ay roP hay — A,
Ar « 1PK = ((AD), (A)),)
Ry ID; @ h((AD), I11)
hss < B, ®h ((A:/)m 12)
hze < B; ® B]
h37 < h (ID;Hh33|\h34||h35Hh36\|T13)
sends {hss, h3a, has, hae, har, Thz} to RA

if TL) - T14 S AT and

* ’
has = h (IDs]| (A7), 1157 1 Taa )
accepts update

if Thy — Thg < AT
A} e skhas = (A7), (A]),)
ID] « haa & h ((AD), ||1)

’
search for ID; in Ly
if ID; = ID; and
h§7 = h (ID;|lhas|lhaal|lhas || hae | T13)
B; + has ® h ((A7),, 112)
Cr; = h (ID;||r;||sk)
Bi + Cr; © i
it HD (:,8,) <4

!’
v + hse ® B; ® Cry
Vi Vi

* !

has < h (IDs]| (A7), 118 I1T1a)
sends {hgg,T14} to ID;

Fig. 7: Password Update Phase of Our Scheme

the authentication and authorization requests are ini-
tiated according to the algorithm shown in Figure 6,
and IDy and ID; still use the dynamic shared secret
R; to achieve authentication key agreement. Details are
as follows:

1) If T — Ty < AL is true, 1Dy, selects random num-
ber r4 and inputs [ D;, and calculates hiy = 74P,
his = ID; & h(ri||1), hig = ID; & h(ry]|2) and
his = h (ID;Hml||h14||h15HhmnAMHTG),and sends
tuple {h14, h15, hlﬁ, h187 Aik,la T6} to patient IDk

2) After verifying that the timestamp is valid, if search-
ing for A;x; in cache is false, 1Dy abort the proto-
col and returns L, else derives I D; and ID; from
h1s and hig, and if verifying that 11, — Tj < AL
or hig is false, I Dy abort the protocol and returns
1, else I Dy selects random number r5; and calcu-
lates hig = r5P, and calculates session key ssg; =
h (ID;»||7‘;»k||7"5h14)7 and sets the value of the time

to live of access control string r;k to T;k; = T11, and
updates access control label A;x; = h (A;x;) and up-

dates tuple {Aikl,ID;,IDl,Tikl,r;k} in cache; I Dy,

calculates ha1 = h (r;k||h19\|Al-kl||ID;Hssik||T11> and

sends tuple {hlg, hs1, Tn} to ID;.
3) After verifying that the timestamp is valid, I D; cal-

culates session key ss;; = h (IDi||r;k|| r4h19), and

4)

sets the value of the time to live of r;k to Ty =
T2, and updates A;x; = h (Air;) and updates tuple
{Aikb IDk, [Dl, Tikla T;k} in cache; if h31 =h (’I";kll

hig||Aiki||[ I D;l|ssik||T11) is true, I D; calculates hgo =
h (Aiki||ssik||Ti2) and sends tuple {hsza, Ti2} to I Dy,.

If 1Dy, verifies that timestamp and hgs are valid,

then ssy; is accepted.

6.4 Password Update

As shown in Figure 7, users or patients can update their
passwords online at any time, anywhere. Details are as
follows:

)

User inputs D; old password PW; and new pass-
word PW/, generates biometric BZ/-7 and calculates
B; and B7; 1 D; selects random number 77, and cal-
culates hss = rmP, AY = rPK, hyy = ID; &)
h (A7), I11), has = B; @ h (A7), |12), hss = B; ® B;
and h37, and sends tuple {h33, h34, h35, h35, h37, T13}
to RA.

After verifying that timestamp is valid, RA calcu-
lates Af = skhs and ID; = hsa @ h (A7), ||1), and
if searching for [ D; in user registration list Ly is

false, abort the protocol, else if h3y = h (ID; a3 || aa

|| has || hag || T1s) is false, returns L, else calculates 3; =
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hss®h ((A;k)x HQ), Cr; and ﬂz = C’I“i@’yi; it HD (51,6;)

< ¢ is false, returns L, else updates v; = v/ = h3c®
B;®C'r; and calculates hsg = h (IDiH (A7), ||ﬂ;|\T14)7
and sends tuple {hsg, T14} to ID;.

3) After verifying that the timestamp and hsg are valid,
ID; accepts the update.

6.5 Ownership Transfer

In this proposal, users can transfer ownership after pass-
ing RA authentication and authorization. Suppose 1 D;;
wants to transfer ownership of patient I Dy to I D;s, the
details are as follows:

1) ID;; generates a transfer request according to the
algorithm FIG.6.Stepl and sends it to ID;s.

2) After verifying that the timestamp is valid, ID;o
also generates a transfer request according to the
algorithm FIG.6.Stepl and sends it to RA.

3) After verifying that the timestamp is valid, the RA
verifies the identity of I D;; and ID;s according to
the algorithm FIG.6.Step3. If it is false, aborts
the protocol, else if searches for ID;; in the access
control list AL, of I Dy, is false, aborts the protocol,
else writes I D;s to ALy, and returns the message of
successful transfer.

7 Security Analysis

In this section, we will discuss how this proposal (SE-
MAS) provides mutual authentication, access control,
session key privacy and forward security, and how to
resist known Internet attacks such as insider attacks,
multi-factor security attacks, and impersonation attacks.
Moreover, we show that the proposed scheme is prov-
ably secure under the security model defined in section
3.5, the details are shown in Appendix A.

— Mutual Authentication In SEMAS, the user (or
patient) mutually authenticates with the RA by j;,
the server mutually authenticates with RA by Cr;,
and the user and server mutually authenticate with
the shared secret r;; issued by the RA. ID; encap-
sulates I D; and (8; with the public key of RA. If hg
and f; are valid, RA believes that ID; is a legit-
imate user. RA encapsulates the shared secret 7;;
with ;. If hqy is valid, ID; believes that RA is the
holder of the private key corresponding to the sys-
tem public key. I D; encapsulates ID with the public
key of RA. If hg is valid, RA believes that ID; is a
legitimate server. RA encapsulates the shared secret
ri; with Crj. If hyo is valid, ID; believes that RA

is the holder of the private key corresponding to the
system public key. On the basis of mutual authen-
tication with RA; if hyo is valid, ID; believes that
IDj is the common secret holder of RA certificated;
if hy3 is valid, 1D; believes that I.D; is the common
secret holder of RA certificated.

Access Control In SEMAS, the RA manages ac-
cess authorization of server (or patient’s sensor).
The RA periodically generates an access control string
r;; for an authenticated and authorized user ID;. A
session can be established only if ID; and ID; hold
the same access control string that meets the time
limit.

Session Key Security In SEMAS, the user ID;
and the server 1D, independently compute the ses-
sion key ss;; = h (IDj||ri;||r1r2P), and the random
numbers 71, 72 and 7;; are selected freshly each ses-
sion, and the advantage of the enemy A to solve rq,
ro and 7;; is the advantage of attacking the EDLP
security assumption, it is negligible. So A needs to
know all the random numbers and ID; to calculate
5545, and RA needs to know the random number r;
and 72 to calculate ss;;.

Forward Security In SEMAS, the user ID; and
the server ID; independently compute the session
key ss;; = h (ID;||r;j||rir2P), and the random num-
bers 71, ro and r;; are selected freshly each session,
and the advantage of the enemy A to solve ry, ro and
r;; is the advantage of attacking the EDLP security
assumption, it is negligible. So A can’t calculate the
previously generated session key even if it obtains all
the long-term secrets of all protocol entities.
Privacy Protection In the authentication and key
agreement phase of the protocol, both ID; and ID;
are transmitted in random pseudonym form h; and
hs, and the advantage of adversary A attacking these
pseudonyms is equivalent to the advantage of at-
tacking EDLP security assumption, which is negligi-
ble, so the advantage of A obtains I.D; and ID; also
is negligible. In addition, the information exchanged
in the protocol are ECC ciphertexts and hash values
generated by fresh random numbers. Therefore, the
advantage of adversary tracking session is equiva-
lent to the advantage of attacking EDLP security
assumptions, which is negligible. In SEMAS, the
biometric vector in the registration phase is encap-
sulated in ~; by the RA’s private key. According to
the hash security assumption, the adversary’s ad-
vantage of getting 3; from RA’s Ly is Dl which

1y
2

H
is negligible; during the authentication phase, the
biometric vector is encapsulated in hy, by a ran-
dom number and RA’s private key. According to
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the ECC security assumption, the adversary’s ad-
vantage in obtaining 3; from hy is negligible.

— Against Privileged Insider Attack In SEMAS,
the password PW; and biometric B; of ID; are en-
capsulated by a hash function. According to the one-
way security of the secure hash, the curious RA can-
not obtain the user’s password and biometric.

— Against Multi-factor Security Attack In SE-
MAS, it is assumed that I D; has been leaked. When
PW,; is leaked, according to the hash security as-
sumption and birthday paradox, the advantage of
the adversary attack scheme multi-factor security is

L . When B; is leaked, the advantage of the ad-
(Du)2

versary attack scheme multi-factor security by guess-

ing password is Diw .

— Against Impersonation Attack In SEMAS, mu-
tual agreement is achieved between each agreement
entity, and the premise of an adversary to imperson-
ate the agreement entity is to obtain all the long-
term secrets of the entity. All the information ex-
changed in the protocol are ECC ciphertexts and
hash values generated from fresh random values. Ac-
cording to the ECC security assumption and hash
security assumption, the advantage of adversary de-
riving the entity’s long-term secret from { My, My, M3,
My, M5} is negligible.

— Against Intermediate Data Attack In SEMAS,
the communication link between sever and RA is rel-
atively secure. The intermediate data attack mainly
occurs on the open link between user (patient) and
server. SEMAS introduces a timestamp authentica-
tion mechanism and has good anonymity, adversary
can’t get 1.D; and ID;, and can’t track the session,
so the replay attack against SEMAS is difficult to
work. In addition, only hash values and ECC cipher-
texts are forwarded between protocol entities, and
the secrets that generates these values are freshly
selected for each session, so the man-in-the-middle
attack against SEMAS is also difficult to work.

8 Performance Analysis

This section demonstrates that SEMAS how to satisfy
the security goals and application requirements from
the security and functionality properties, computational
complexity and communication overhead.

8.1 Security and Functionality Properties Comparison

We evaluate the security and functionality features (P1:
Mutual authentication, P2: Access Control, P3: Session

Table 2: Security and Functionality Features

Comparison
Features [8] [39] [21] [30] [23] [36] SEMAS
P1 v v v v v v v
P2 X X X X X X v
P3 X v v v v v v
P4 v v v X X X v
P5 X v X X X v v
P6 v v v v v v v
P7 v v v v v v v
P8 X v v v v v v
P9 v v v v X v v
P10 X v v v X v v
P11 - - - - - X v
P12 X v v v v v v
P13 v v v v v v v
P14 v v v X X v v
P15 v v X X X X v

key security, P4: Forward security, P5: Anonymity, P6:
Against Insider Attack, P7: Against Multi-factor Se-
curity Attack, P8: Against User Impersonation Attack,
P9: Against Server Impersonation Attack, P10: Against
Patient Impersonation Attack, P11: Against Sensor Im-
personation Attack, P12: Against Replay Attack, P13:
Against Man-in-the-middle Attack, P14: Against Off-
line Password Attack, P15: Against Smart card loss At-
tack.) of our SEMAS and compare it with six recently
proposed typical multi-server authentication schemes in
the literature. The details are shown in Table 2.

The results show that Feng et al.[30], Qi et al.[21],
Lwamo et al. [23] and Roy et al. [36] are vulnerable to
hardware loss attack. In turn, offline password guess-
ing attack is caused, which leads to user impersonation
attack and even loss of anonymity and forward security.

8.2 Computation Cost Comparison

To evaluate the computational efficiency of SEMAS, we
calculate and compare the computation overhead of au-
thentication key agreement phases of discussed proto-
cols, including SEMAS, as shown in Table 4. The time-
consuming overhead of the basic operations involved
in these protocols is shown in Table 3 [1], the notations
Ty, Ts, Ty and Tg represent the computational cost of
hash operation, symmetric encryption/decryption oper-
ation, modulo operation and ECC scalar point multi-
plication operation, respectively. We assume that the
computational complexity of the fuzzy extractor and
ECC scalar point multiplication are close. Regardless
of the overhead of XOR and hash operation, and the
computation overhead of SEMAS is the lowest of the
five online schemes [8,21,30,39].



Hailong Yao! et al.

14
Table 3: Runtime of Related Operation (ms)
Operation Ty Ts T Te
Runtime  0.0003 0.0056 0.0027 0.0177
Table 4: Computation Cost Comparison (ms)
Scheme Problem User Server & RA Total
(8] ECC 3Tg 5T 0.1416
[39)  ECC Ts +3Tp  5Ts+3Tp 0.1398
[21]  ECC 3Tg 5Ts +2Tg  0.1165
[30]  ECC 3Tg 5Tk 0.1416
[23]  Pairing 2Ts 3T 0.0280
[36] Pairing Ts +Tg + T Ts 0.0316
SEMAS ECC 2Tr 4Tg 0.1062

8.3 Communication Overhead Comparison

To evaluate the communication efficiency of SEMAS,
we calculate and compare the communication overhead
of authentication key agreement phases of discussed
protocols, including SEMAS, as shown in Table 6. The
byte length of the data structure transferred in these
protocols is shown in Table 5. The notations 17, TH,
Tg, Ts and Ty represent the byte length of identity,
hash string, ECC block, symmetric ciphertext, random
string, respectively. As in [39], we also assume that the
length of the identity (ID;,ID;,IDy,ID;) (the time
stamp is equal to the length), the hash value (e.g. SHA-
1) and an elliptic curve point P = (P, P,) are 8 bytes,
20 bytes, and 40 bytes, respectively. In addition, we as-
sume that the block size of symmetric ciphertext (e.g.
AES) and a random number are 16 bytes, respectively.

Table 5: Byte Length of Related Metadata (bytes)

Metadata L; Ly Lg Ls Ln
Length 8 20 40 16 16

Table 6: Communication Cost Comparison (bytes)

Scheme User Server & RA Total

[8] 3Ly + LEg 11Lyg +3LE 440

[39] 3Lg+ Lg + Ls 3Ly +3Lg +3Lg 344
[21] 3Ly + L+ Lg 2Ly +L;y+Lg+T7Ls 308

[30] 3Ly + LEg 11Lyg +3LE 440
[23] 2Ly + 2L +2Lg Lyg+Li+T7Lg 228
[36] 3Ly + Ly 3Ly +Li+ Lg 152

SEMAS 4Ly +2L; + Lg 12Lyg +3L; +3LE 520

It can be seen from Figure 6 that the user side over-
head of SEMAS is almost the same as that of other on-
line protocols, but the total communication overhead is
higher than that of other protocols. The main reason is
that in order to achieve access control, anonymity and
forward security, immune to offline password attack and
smart card loss attack, SEMAS introduces time stamp
authentication mechanism and the user sends one more

ECC block.

9 Conclusion

The secure communication and access control in the
E-healthcare systems are very important, and the key
means to achieve this goal is the authenticated key
agreement and access authorization mechanism. This
work first performs a cryptanalysis of existing schemes
such as LACO, and reveals the main reasons for the vul-
nerability of anonymity and forward security of these
schemes, which can lead to impersonation attacks. Sec-
ond, we proposed a multiple solution architecture for
authentication and authorization in user-server, patient-
server, user-patient and other scenarios in E-healthcare.
Third, Based on the architecture, we design a secure
and efficient multi-server authentication and access con-
trol scheme for E-Healthcare. Security analysis shows
that the proposed scheme can provide mutual authen-
tication, access control, session key security, anonymity
and forward security, and can resist known Internet
attack such as insider attack, multi-factor security at-
tacks, impersonation attacks, intermediate data attacks,
etc. Efficiency analysis shows that under the premise of
higher security, the proposed scheme has better compu-
tational efficiency than similar typical schemes. Due to
high security, the communication efficiency is slightly
lower than similar typical schemes. Nevertheless, the
total communication overhead of the proposed scheme
is only 520 bytes, while the user side communication
overhead is almost the same as other schemes.
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A Formal Security Proof With the BAN Logic

We utilize the widely recognized BAN logic [20] to prove that
in the proposed scheme the mutual authentication between
a registered legitimate user ID; and medical server I1D; is
achieved with the help of RA. Notations used in the BAN
Logic are shown in Table 7.

Table 7: Notations Used in the BAN Logic

Notations  Descriptions
Pl=X P believes a statement X
#(X) The statement X is fresh
PaX P sees the statement X
Pl~X P once said the statement X
Pl=X P has jurisdiction over statement X
P& Q K is a secret shared by P and @Q
P i Q X is a secret shared by P and @ and TTP
(X,Y) X or Y is one part of (X,Y)
{X} X is encrypted under the key K
(X) X is hashed with the key K
(X) X is XORed with the key K

A.1 Rules

In this section, we present some of the main BAN logic rules
for security proof.
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Ruly .Message meaning rule :

X
P\sz—iQ,Pq{X}KandHEP:Q,<X>K

Ruls.Nonce verification rule :
Pl=#(X),P|=Q|~X
Pl=Ql=X

Ruls.Jurisdiction rule :
Pl=Q|=X,P|l=Q|=X

Pl=X '
Rul4.Freshness-conjuncatenation rule :

Pl = #(X)

P|=#(X,Y)

Ruls.Believe rule :
Pl=(X),Pl=(Y)
Pl =(X,Y) '

A.2 Goals

According to the BAN logic, our scheme need to achieve the
following five main goals:

Goay : ID;| = ID; = ID,;.
Goas : ID;| = ID; = ID;.
Goas : ID;| = ID;| = ID; & ID;.
Goay : ID;| = ID;| = ID; & ID;.

A.3 Hypotheses

According to the BAN logic, the initialization conditions of
our scheme are assumed as follows:

Hyp1 : ID;| = #(r1),ID;| = #(r1 P).
Hyp2 : IDj‘ = #(Tg),IDj‘ = #(TQP).
Hypg : ID7,| =1D; i RA.

Bi
Hypa : RA| =1D; = RA.
Hyps : ID;| = ID; <% RA.

Cr;
HypGZIDj‘ EID]‘ = RA.

Cr;
Hyp7 : RA|=1D; = RA.
Hyps : ID;| = ID; < RA.
Hypo : ID;| = RA| = ID, <% ID;.
Hypio : ID;| = RA| = ID; <3 ID;.
Hyp]_l [Dl‘ = RA‘ = IDj| ~ roP.
Hyp]_Q : [Dj| = RA| = ID-L| ~7riP.
Hypis : ID;| = ID;| = ID; & ID;.
Hypia : IDj| = ID;| = ID; B ID;.

A .4 The Idealized Form of Messages

In this section, we transform the general form of messages in
our scheme into idealized ones.
M7i: From

ho = Aj,

hi =1D; @ h((A7), 1),

he = 8; ®h((A7), 112),

ha = h (ID;11D; |hol|hn | h2 | T1 ) to

ID; . d(IDi, Ai, (A))e) s - 1

UD:) | e and( (AD2), ) 2 M

Ms: From

h07h17h27h37

hys = Aj,

hs =1D; &0 ((43),),

ho = h (1D; [hallhallhs| T2 [Cr; ) to

ID,; . and

( J)I ](AngA

(IDs, Ai, (AD)as ID;, Ajy (A)e) oy ©)
ID; =RA

Ms: From

hs =ri; @k ((43), 075,

ho =rig @ h (A7), lo:118))

hio = h (hsl\hs)llrij” (47), Her) ;

hax = h (ollrsgll (A7), 165 ) to
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Tis . and (ID;, (A% - . 3
i) ey, 4D (AD) o 3
My: From
hs,hg, h11,

hiz =h (T;j||h5”h9||h11||ssji) to

(T“)RA“‘JQ“JID,L and (ID;, (A7 )y, Aj)RAﬁéIDi . (4)

Ms: From

his=h (T;j”SSij HT5) to

) e 5
(SSZJ)ID11=ID,¢ ( )

A.5 Analysis

Based on the idealized message, BAN logic rules and initial
condition hypotheses, the security analysis of our scheme is
as follows:

According to the message M;i, hypothesis Hyps and rule
Rulq, we have

RA < ((IDi) (AN 7Ai) 5. )
ID; <+ RA ID1£RA

According to the message Ma2, hypothesis Hyp7 and Ruli,
we have

RA < ((IDJ) (A 7Aj> on )
ID;, & RA 0. ra

J

RA| = 1D;| ~ (IDj, A;j) . (7)

According to the message Mgz, hypothesis Hypg and rule
Ruly, we have

ID; < ((Tij)ID (Aé*:y A ) o )
J RAA) 1D, ZRA

ID;j| = RA| ~ (rij, Ai) - (8)

According to the conclusions (7) and (8), hypothesis Hyps,
rules Rulz and Rul4, we have

ID;| = RA| = ID; < RA. (9)

According to the conclusions (9), hypothesis Hypio, rules
Ruls and Rula, we have

ID;| =1ID; & ID;. (10)

According to the conclusion (9) and (10), hypothesis Hyps,
rules Ruls, we achieve goal Goas

ID;| = ID; = ID;. (11)

According to the message My, hypothesis Hyps and rule
Ruly, we have

ID; < ((Tij) (AD)y vAj) s, )
ID; < RA ID,;=RA
ID1| = RA| ~ (rij,Aj) . (12)

According to the conclusion (12), hypothesis Hyps, rules
Rulz and Rulys, we have

ID;| = RA| = ID; < RA. (13)

According to the conclusion (12) and (13), hypothesis Hyps,
rules Rul2 and Rul4, we have

ID;|=1D; <3 ID;. (14)

According to the conclusion (13) and (14), hypothesis Hyps,
rules Ruls, we achieve goal Goay

ID;| = ID; = ID;. (15)
According to the conclusion (12), (13), (14) and (15), hy-
pothesis Hypg and Hyp11, rules Ruls, we achieve goal Goas
ID;|=1ID;| =ID; & ID;. (16)

According to the message Mess, conclusion (11) and rule
Ruly, we have

ID,; T: Py
7 (( 5)IDJ é]IDZ)ID Hrp,
i i

IDJ|EID1‘~(T5) (17)
According to the conclusion (11) and (17), hypothesis Hyp12,
rules Ruls, we achieve goal Goas

88;
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Communication Model of This Proposal

Patient’s sensor(NULL)

Medical server(sk)

registration request

selects device identity 1D,
Cry + h(IDy|sk)
writes { I D;,Cr; } into I D;’s memory and issue it

User(ID;, PW;, B;)

Medical server(sk)

selects identity ID;
1D,

ID; 2 ID;

Alfi £ hb (Bq’} & h (PWE ||ID1)

Bi; «+ Yi: @ h (ID;|| PW;| hs (B;:))
flag + 0

writes { Aq;, B1i, flag } into UD;
and deletes Y7y,

if ID; is valid

generates rg

Xoi,Zoi «— NULL

X1: < h(UD;||ID;||rs)

}/—11 — h (XU«,.”S.IC)

Z11 + h(Xoi||Yoi) ® Au

writes { Xoi, Zot, X1i, Z11 } into Rps

writes { X1, Y1, Z11, hy (+) } into smart card UD;
and issues it to [ D),

Figure 2




Registration Phase of LACO Scheme

User(ID;, PW;, B;) Medical server(sk) Patient’s sensor(/D;, Cry)

Stepl
inserts U/ D;, inputs ID;,PW:, B:-
! ' ! '
A, « hy (Bi) @h (pw_,._ I11D7)
if A:,“- = A,;, generates K, ,r;
! ! r ’
Yoi < Bni @ h (ID;|PW] ||hs (B]))
!
hi 4 Ku @ h (Xnil Y| Tt)
I
ho « IDi @& h (X.,,,,-|[Ym||zm||Tl)

if flag =0, hy + Xp;i||Znt else hg Step2
= h (7ill XnillYys) Il (-ri“Y,:,;Han) if Ty — Ty < AT
ha < h (h1||ho|ha||Ku || ID:|| Ty ||r:) fori=1,i++,i<1I
My = {h1, ho, ha, ha, 7i, T1} Yni + h (Xni||sk)
5 ij if hs is valid
K; — h1 @ h (Xni||Yosl|T1)
ID; « ho @ h (X | Yoil| Zn | T0), 36
ha = h (hallhalhs|| K., | 1D; | Ty )
A+ h(Xpi||Yni) ® Zni
Cr; « h (ID; || sk
hs «— Av@ h (Cry||Tz) Step3
he — A ® K, it Ty — Tp < AT
hy — h (AID;]|K,,|IT2) Ap  hs & h (Cri||T2)
ﬂrfg:{h5.ha,h7,Tg} Ku-(—AI @ he
ﬁ it hy = h (A7 |[1Di| K, | T )
generates K,
ssp — h (A DK, | K;)
Step4 ’ J hs + h (ss,||Cmi|| Ta)
if Ty —Ts < AT, K, « ho ® K, ho « K., & Kp
ssy — h (AID; KK, ) Ms « {hs, ho, Ts}
if hs = h (s5.]|Cry||Ts) ﬁ
Step5 hig «+ h (SSSHK;"K;HT;],) , updates
if Ts — Ty < AT, K, « hg ® Ku X(ns1yi — h (B (]| Xni) ® 15 @ Yni)
ssu+ h (A IDUIKu|IK,) Zins1yt — h (Yail Xni) © Ay
if hip = h (ssu||Ku||K;||T;1) My = {ho, h1o, T}

My

flag + 0 and updates —
ID; 2 ID;
. ’
X(ﬂ—{—l)t’ «— h (h (Tt’ "-Xni) & r; @Yni)

Zng1y1 < h (Yéillxm) ® A

Figure 3

Authentication Phase of LACO Scheme



Server(NULL)

RA(sk)

selects T
sends {/D;} to RA

writes { ID;,Cr; } to it’s memory

if ID; is valid, r; = Z]
Cr; ¢ h(ID;lIr;|sk)
writes { ID;,r; } to Lgs
sends { Cr; } to ID;

User(NULL)

RA (sk)

selects 1 D;, PW;, generates B;
kg 4A— h (f.D?' ||P1-V,':]

Bi + hy (B;) ® h (ID;||PW;)
sends {ID;. e;,5;} to RA

if 1D; is valid, r; <= Z;

Cr:i + h(ID;|ri]|sk)

ni + ai & Cr;

Yi + Bi & Cr;

writes { ID;. r;,n;,7v: } to Lys

Patient({NULL)

RA (sk)

selects I Dy, PW., generates By
aeg +— h (1D || PW3)

B + hy (By) ® h (1D || PW,,)
sends {I Dy, o, 5} to RA

ki + Cry @ h (1D ||PWy || hy, (Bg))
Bi+— R ECri, 71+ C1 & Cry

writes { kx. {I D¢, Bi,v1} } to it's memory

if 1Dy, is valid, ry, <~ Z,
Cri — h (IDg|rs|sk)
ne +— ok 5 Cry

Vi — B B Cry

selects device identity 1D, C) L {0, 1}128

writes {hy (-), PUF (-)} to I D;’s memory

I D calculates By +— hy (PUF; (Ch)), o +— R, & 1D,
inserts e into I D;’s memory and issues it to T Dy,
writes { IDg,mr, ks ye: {11} } to Lp

sends { Cry. {ID;, R;,C;} } to 1Dy,

Figure 4

Registration Phase of Our Scheme




hi « ID; @ h ((A?), |I1)
he + B; ® h ((A7), [12)

’
hs < h (ID;|1D;|hol|P1 A2 T )

My = {ho.h1,ho, h3. T}
My

—_—

ID; 2 1D,

Step5
if Ts — Ty < AT

ri; + ho & h ((A]), llellB;)

i - d - ¥

if hay = h (hollri;ll (A7), 116 )
ssij +— h (ID,; |i1";j||'r1h,4)

if hia = h (7, l|Rallhollh1yllssi; )
sets T;; = Ts and writes
{Afj,IDj'Tf,j,T;j} to cache

hig +— h (T‘:jHSSinTs)

M5 = {hlg,Ts}

Mg
—_—
ID; 2 1D

ro & Z2, Aj « raP hy « A;
A} « rpPK = ((A;;)T ! (A;.‘)y)
hs — ID; & h (A7)

= ’
he « h (JDJ lIhsllhallhs|| T2 er.)
M2 = {hg,hi1,ha,ha, hy, hs, he, T}

Mo
B —
ID; 2 RA

Stepd
if Ty — Ty < AT

! -
ID, « hr & h ((‘4i)y |[C'r3||1)
! s
ri; — hs@h ((A;)y [|er||2)
if hio = h (hsnhgur;,.u (A”-‘) ||crj)
, , J g u
ssji « h (1D} |r;,lIr2ho)
sets T;; = Ty and writes
{Ai;, ID;, Ty, r:-j} to cache
hag  h (v | hallho Rt ]|ss5:)
M4 = {ha, ho, hi1, h12, Ty}
My
I
ID; 2 ID;
Step6
#iTy =Ty L AT
’
if has = h (ry;llssiy I Ts)
session key is established

User(ID;, PW;, B;,7v;) Medical server(ID;.Cry) RA(sk)
Stepl

inputs ID; ; F‘W',-Ir i B:_

B « hy (B;) @ h (ID[IIPW; )

r1 ¢ Z7, Ai + 1P ho + A Step2

Al « rPK = ({A.}‘)I : (A.f)y) if To — Ty < AT Step3

if Ty — Ty < AT
A} skAj = ((A;)x ; (A;)y)
ID; — hsah((4;) )

€T

search for I D;- in Lg

if 1D = ID;
Crj + h(IDj|rk||sk)

if he + h (IDJ- ksl hallhs iiT2||0r;)
Al — skA; = ((A;)I ,(A;)y)
'
ID, =h1 & h!((A;‘}I [11)
search for ID; in Ly

ETD; = 1D
if hs = h (ID:|lI Djl|hollh1]lh2|IT1)

B; = ha @ h ((A7), 112)
Cr; + h(ID;||r;| sk)

Bi +— 7 ®Cr;

if HD (6, ﬁ;) < 5 and
if ID,; in A.Lj

T3 & Zy, ai +— 1 B Cry

rij + h(ID;||[ID;]|5:]|Cryllrs)
hr « ID; @ h ((A;) Cr; |]1)
u
hs « 1i; © h ((A;)y llCr; |[2)
ho « 1i; & h ((AD), llas]1B;)
mio = h (halinolirsll (43), ler )

/
has b (hollris |l (A7), 1187)
M3 = {hs, ha, h10, h11, T3}
Mg
—_—
RA 2 ID;

Figure 5

User-Server Authentication Phase of Our Scheme




User(ID;, PW;, B;)

Patient with Sensor(I Dy, PW)y, By, {ID;})

RA (sk)

Stepl

B « hy (B;) & h (1D;| PW;)
ra < Z¢, A; « raP hug — A
A; «roPK = ((47),,(A]),)
his « ID; & h ((A]), [11)

hie + IDi @ h ((A7), 112)

hiz < B; @ h (A7), I3)

his = h (ID;[|1D; | hya|

his||hie|lh17||Te)
Mg = {h14, h1s, hie, hi7, h1s, Te}
Mg

——
ID; 2 1Dy,

Stepb
if Tyo —Ty1 < AT

r:k — hog D h ((A;)y \fai”ﬁ:)

if has = h (haolrixl| ;)

ssie — h (IDy||rjs lIrahao) if
has = h (v k1o llhag | hasllssix)
sets Typ1 = T1o and writes { A,
ID;., IDz,Tikz.“r’:k} to cache

has < h (T‘:j [EXH* ||T19)
Mjio = {haa, T12}

Mig
ID; 2 1Dy

Step2 if Ty — Te < AT
r / ! !
B+ ho (B) @ h (1D PW,)
Ts & Z;. Ap +15P, hig + A
A; « rsPK = ((47), , (47), )
hoo « IDx @ h ((A;.)I ||1)
hat + Br &k ((43) 112)
hos « h (IDg|[hys]lhigllhaollhot | T7)

M7 = { hia. his, hig, haz,

hig, hio, hoo, hoi, hoo, T7 }
M~

ID; 2 RA

Stepd if Ty — Ts < AT

ID; + hos @ h (A7), llawl|By 1
ID; « hos @ h (A7), Nl )12
Cry <+ ki @ h (IDy||PWg| i (Bk))
R+ B @Crp, Ci =711 BCrg

hao < h (ID1||Ci||Rt||To)
sends { Ci, hoo, Ty } to 1D, if

Tio — Ty < AT, R, « hy (PUF,; (C1))
if hao = h ((R; ® ) il Ru|ITo)
R{ + hy (PUF; (h(C1||T5)))
updates of « R @& R, & oy

hao = h (IDy||Cy|| Re|| By ||ss1x | T1o)
sends { R} @ R), hso,Tio } to ID;
if Thp and hsp are valid, updates
B < Rl ®Cri,vy +— C @&Cry
ri ¢ has @ h ((47), llaxl|BLI13

if har = h (haallhaallhas 7k |8
88k + h (ID;Hr;k"?‘shm)

sets T, = Th1 and writes

{Aixi, IDi, IDy, Tigr,s r:k} to cache
hai < h (?‘:k[lhmllhzsllhgsllssm)
Mg = {h19, hag, has, ka1, T11}

Mg
e = .
ID, 2 ID;

Step6 if Tyo and hso are valid, accepts

Step3 if Tg — Ty < AT

Ay« skAr = ((47),,(41),)

ID, « hoo @ h ((A;)I I1)

search for }’D;__ in Lp

if ID, = I Dy and if

h22 =h (IDk”hlB"hlg"h‘ZD”th ||T?)

Br = ha1 @ h ((A}), II12)
Cry + h(IDy||ri|sk)

Bi — v ® Cri

if HD (By,8,) <6

A7« skai = ((47), . (A7),
ID; = his @ h ((A]), |I1)
search for [ D; in L

if ID, = ID; and his is valid

B, = hir & h ((A7), |12)
Cri + h(ID;|ri|sk)

Bi +— i ®Cry

if HD (,5;;, ﬁ;) <

1D} = hie ® h (A7), 112)

if ID; in ALF, a3 + m @ Cry,

has « ID; & h ((A}), okl BellL

haa + ID; @ h (A7), lloxl|Bell2

re & Z;‘, a; — 1 DCry

rik < h (ID{|ID, 11Dy |8 1Bl 7s)

has  rae @ b (A7), laxl|B113)
(A7), lleillB;)

hoy < h (hog||hoa||Ras|| 7k IIﬁ';)

gh% lrascl 8 )

Mg = {has, hoy, hos, hag, hor, hog, Ta}
Mg

i—_.
RA 2 ID;

hog +— 13k & h

hgg(-—-h

Figure 6

User-Patient Authentication Phase of Our Scheme




User(ID;, PW;, B;)

RA (sk)

inputs ID;_, PW,;. PW}, genemtes B!
Bi + ho (B:) @ h ID 1 PW,
BX «— hy (B’) & h ID || PW

7 <i Z;, A; T’rP hag < A;

A} « mPK = ((A}) (A ). )

haa ID’ @ h ( ||1)

has < B; ® h ((14L ) 12)

hae — B, ® B

i 4
(ID?-_||h:33||1134||h:3.5||h3o||T13)
sends {hss, haa, has, hag, hay, Tis} to RA

h,:37 +— h

if Ths5 — T14 < AT and
/
has = h (1Ds]| (A7), 118;1|T14)

accepts update

i Ths — Tia < AT
A}« skhas = (A7), . (A7),)
ID; « has @ h ((A7)_ [I1)
search for ID.; in Ly
if 1D, = ID; and
h?7 = h (ID.,'_ ||h_33||h34||h35||h-3(;||T1.‘3)
B; + h3s ® h ((A7), 112)
Cr; = h (ID;||r;]|sk)
Bi +— Cr; @ i
o D (;3.,;, ;a') <6

 has @ B; ® Cry
Vi &~ ¥;

% /

has « h (IDs]| (A7), 1181 T1a)
sends {hgg, T4} to ID;

Figure 7

Password Update Phase of Our Scheme
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