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Networks of today are going through a rapid evolution. Different kinds of networks
with different characteristics are emerging and they are integrating in heterogene-
ous networks. For these reasons, there are many interconnection problems which
may occur at different levels in the hardware and software design of communicat-
ing entities and communication networks. These kinds of networks need to manage
an increasing usage demand, provide support for a significant number of services,
guarantee their QoS, and optimize the utilization of network resources. Therefore,
architectures and algorithms in these networks become very complex and it seems
imperative to focus on new models and methods as well as mechanisms, which can
enable the network to perform adaptive behaviors.

Now, the information services are constructed by new technologies like intelli-
gent Edge, Fog, Cloud and Internet of Things (IoT)-based computing and network-
ing. The intersection of these research areas with artificial intelligence (Al) is very
important topic. The emergence of Edge Computing, Fog Computing, Cloud Com-
puting and IoT Networks bring new research problems and issues. To address these
problems, this Special Issue (SI) is focused on the interplay among the above com-
putational platforms, networking, security, and intelligent computing methods. For
this SI, we received 27 papers and accepted 8 papers.
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In the first paper by Almansor et al., the authors developed a supervised ensem-
ble automated approach that measures Chatbot Quality of Service (CQoS) based
on dialogue breakdown. The proposed approach is able to label the datasets based
on sentiment considering the context of the conversion to predict the breakdown.
The authors present a supervised ensemble model to measure the CQoS based on
breakdown. Then, they handle this problem by using a hand-over mechanism that
transfers the user to a live agent. The authors carry out several experiments consid-
ering some datasets and state-of-the-art models. They found that using sentiment as
a trigger for breakdown outperforms human annotation. The authors conclude that
the knowledge acquired from the supervised ensemble model can help to measure
CQoS based on detecting the breakdown in conversation.

In the second paper by Durresi et al., the authors investigate the potential privacy
risk of mobile Internet users, including the Internet of Things. They proposed a scal-
able system built on top of public cloud services that can hide a mobile user’s net-
work location and traffic from communication peers. The proposed system creates a
dynamic distributed proxy network for each mobile user to minimize performance
overhead and operation costs.

In the third paper by Seunghyun Park and Hyunhee Park, in order to improve the
performance of the oversampling and undersampling approaches, the authors pro-
pose an oversampling ensemble method based on the slow-start algorithm (COUSS).
The proposed method is based on the congestion control algorithm of the transmis-
sion control protocol. Therefore, an imbalanced dataset oversamples until overfit-
ting occurs, based on a minimally applied undersampling dataset. The simulation
results obtained using the KDD99 dataset show that the proposed COUSS method
improves the F1 score by 8.639%, 6.858%, 5.003%, and 4.074% compared to syn-
thetic minority oversampling technique (SMOTE), borderline-SMOTE, adaptive
synthetic sampling, and generative adversarial network oversampling algorithms,
respectively. Therefore, the COUSS method can be used as a practical solution in
data analysis applications.

In the fourth paper by Yakubu et al., the authors propose a Secure Multi-Resource
Trading (SMRT) model that is based on public Ethereum blockchain. The SMRT
allows participant of a SMP to trade multiple resources and initiate parallel transac-
tions. The detailed security analysis and adversary model are presented to test the
effectiveness and to assess the resilience of the proposed model against the double-
spending attack. The adversary model is based on partial progress towards block
production which is influenced by time advantage and average computing power.
The simulation analysis and comparison of SMRT is also presented in terms of
security, performance, cost and latency of transactions. It is observed that SMRT
not only provides protection against the double spending attack, but it also reduces
the computational overhead of the proposed model up to 50% compared to existing
trading models.

In the fifth paper by Kwon et al., the authors analyze the countermeasures and
verification methods of eavesdropping vulnerabilities within IoT devices that use the
current 5G Non-Standalone (NSA) network system. The network hierarchical struc-
ture of 5G-based IoT was evaluated for vulnerability analysis, performed separately
for 5G Access Stratum (AS), Non-Access Stratum (NAS) and Internet Protocol (IP)
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Multimedia Subsystem (IMS). The AS keystream reuse, NAS null-ciphering and Mul-
timedia Subscriber (IMS) IP security (IPsec) off vulnerabilities were tested on mobile
carrier networks to validate it on the 5G NSA network as well. A countermeasure
against each vulnerability was presented and the authors show that the proposed Intru-
sion Detection System (IDS) based on these countermeasures successfully detected the
presented controlled attacks.

In the sixth paper by Xie et al., the authors propose a novel differential privacy opti-
mization algorithm based on quantum particle swarm theory which is suitable for both
convex optimization and non-convex optimization. The authors apply adaptive contrac-
tion—expansion and chaotic search to overcome the premature problem and provide the-
oretical analysis in terms of convergence and privacy protection. They verify through
experiments that the performance of the algorithm is consistent with the theoretical
analysis.

In the seventh paper by Christian Salim and Nathalie Mitton, the authors propose a
data reduction technique based on a data correlation technique by applying the Pearson
correlation coefficient functions and equations in Wireless Sensor Networks (WSN5s)
implemented for agriculture to detect any abnormal situation in the meteorological
data. This data reduction technique relies on the observation of the variation of every
monitored parameter as well as the degree of correlation between different parameters.
This approach is validated by MATLAB simulations using real meteorological data-
sets from Weather-Underground sensor network. The results show the validity of the
proposed approach which reduces the amount of data by a percentage up to 88% while
maintaining the accuracy of the information having a standard deviation of 2 degrees
for the temperature and 7% for the humidity.

In the eighth paper by Xhafa et al., the authors propose some clustering techniques
for creating virtual computing nodes from Fog/Edge nodes by combining semantic
description of resources with semantic clustering techniques. Then, the authors use
such clusters for optimal allocation (via heuristics and Liner Programming) of appli-
cations to virtual computing nodes. The simulation results are reported to support the
feasibility of the model and efficacy of the proposed approach. The First Fit Heuris-
tic Algorithm (FFHA) outperformed ILP method for medium and large size instances.
Likewise, FFHA performed more consistently than ILP on various experimental set-
ting. The simulation results showed that the proposed clustering techniques deliver
relatively fast response times, while enabling the service of a larger number of applica-
tions, with more demanding requirements.

As we conclude this overview, we would like to thank all the authors for submitting
their papers and the reviewers for their good work to make it possible to publish this SI.

In particular, we would like to express our special thanks to Editors-in-Chief of
Computing Journal Prof. Schahram Dustdar for his strong encouragement and support.
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