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Abstract In the mobile Internet era, recommender sys-

tems have become an irreplaceable tool to help users

discover useful items, thus alleviating the information

overload problem. Recent research on deep neural net-

work (DNN)-based recommender systems have made

significant progress in improving prediction accuracy,

largely attributed to the widely accessible large-scale

user data. Such data is commonly collected from users’

personal devices, and then centrally stored in the cloud

server to facilitate model training. However, with the

rising public concerns on user privacy leakage in online

platforms, online users are becoming increasingly anx-

ious over abuses of user privacy. Therefore, it is urgent

and beneficial to develop a recommender system that
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can achieve both high prediction accuracy and strong

privacy protection.

To this end, we propose a DNN-based recommen-

dation model called PrivRec running on the decentral-

ized federated learning (FL) environment, which en-

sures that a user’s data is fully retained on her/his per-

sonal device while contributing to training an accurate

model. On the other hand, to better embrace the data

heterogeneity (e.g., users’ data vary in scale and quality

significantly) in FL, we innovatively introduce a first-

order meta-learning method that enables fast on-device

personalization with only a few data points. Further-

more, to defend against potential malicious participants

that pose serious security threat to other users, we fur-

ther develop a user-level differentially private model,

namely DP-PrivRec, so attackers are unable to identify

any arbitrary user from the trained model. To compen-

sate for the loss by adding noise during model updates,

we introduce a two-stage training approach. Finally,

we conduct extensive experiments on two large-scale

datasets in a simulated FL environment, and the re-

sults validate the superiority of both PrivRec and DP-

PrivRec.

Keywords Recommender System · Federated Learn-

ing · Meta Learning

1 Introduction

1.1 Background

With the immense popularity of mobile phones, users

can gain access to a large number of online content and

services with only one click, such as news, e-commerce,

movies and music. However, it has also become diffi-

cult for users to accurately find information relevant to
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their interests. Therefore, recommender systems have

become an essential tool for alleviating such informa-

tion overload by automatically generating a recommen-

dation list based on a user’s preference.

Meanwhile, the past decade has seen the enormous

advancement of deep neural network (DNN)-based rec-

ommender systems [88], which are able to achieve su-

perior performance in terms of many aspects compared

to conventional models. On the other hand, it is well-

known that the overwhelming performance of DNN-

based models is largely attributed to the increased ac-

cess to large-scale training data. Such recommender

systems are usually deployed on a cloud server to ac-

quire the sufficient resource for data storage and ef-

ficient training, which then provides services to con-

nected users in an on-demand manner. This means that

they require to collect users’ behavioral data (e.g., brows-

ing history) and then centrally store it in the service

providers’ central servers. Unfortunately, this central-

ized recommendation paradigm inevitably leads to in-

creasing concerns on user privacy as user data stored

on the server might be accidentally leaked or misused.

Even though the data sent to the server can be anonymized,

users’ information can still be identified when linked

with other data sources [24].

1.2 Motivations and Proposals

Therefore, it is important and desirable to offer a privacy-

by-design solution where the recommendation service

providers do not need to access personal data, while still

building robust and accurate recommendation models.

Over the past decade, the capacities of storage and

computation increase dramatically on personal devices

(e.g., smart phones and laptops), making it possible to

distribute the resource-intensive model training process

from the server to edge devices owned by users. In this

regard, federated learning (FL) [85,24] has emerged as

a popular framework in the development of privacy-

preserving machine learning systems. Training an FL

model consists of several key steps. First, the server

selects a batch of available devices and sends them the

current global model. Then, based on locally stored user

data, each device computes the gradients w.r.t. an ob-

jective function of the model. Finally, the central system

aggregates the gradients from different devices in order

to update the global model. These training steps are

iterated until the global model converges. Each user’s

data is fully kept on her/his personal device in the FL

setting and thus they retain control over his/her own

data.

Motivated by the idea of FL, there have been some

attempts [9,35,62] to facilitate privacy-preserving rec-

ommendation but they ignore two important problems

in real-world scenarios, which are data heterogeneity

and malicious participants. In this paper, to address

both challenges in a unified way, we propose two DNN-

based recommender systems that smoothly run in the

FL setting, namely PrivRec and the more secure DP-

PrivRec enhanced by differential privacy. In what fol-

lows, we elaborate on these two challenges and our cor-

responding solutions.

Data Heterogeneity. It is common that users have

highly different personal preferences when consuming

online products. Hence, the data heterogeneity prob-

lem arises in FL-based recommenders where the local

data generated by different users vary significantly in

both distribution and scale. This problem will be exac-

erbated for recommendation models due to two reasons.

First, frequent users have far more interaction records

with items than other inactive (e.g., new or cold-start)

users. Therefore, in a typical FL setting, straightfor-

wardly minimizing the average loss for all users will

mostly advantage the recommendation performance for

active users while the inactive users’ preferences can be

hardly estimated. On this occasion, the ultimate recom-

mendation model is clearly unfair for a huge number of

users due to biased service quality. Second, the diffi-

culty in achieving optimal personalization also arises

with data heterogeneity. Existing FL-based recommen-

dation paradigms are only designed to let all devices

contribute to a global model, hence the final model is

only good on average recommendation accuracy. Since

they do not account for the heterogeneity of data dis-

tribution among users, there is no guarantee that the

global model is fully customized for every user, imped-

ing the delivery of personalized recommendations.

In light of this, we resort to the notion of meta-

learning [70] as a natural solution to address the data

heterogeneity problem in the FL setting. Meta learn-

ing was originally proposed to quickly adapt the global

model to a new task (a user in our case) using only a

few data points. In a similar vein, some methods [9,

21] utilize the recently proposed Model-Agnostic Meta-

Learning (MAML) [22] to enable an FL recommender

to achieve fast on-device personalization with only a

small amount of user-generated data. However, inher-

iting the drawbacks of MAML, these methods incur

huge computational cost when computing the second-

order gradients, which is unbearable for the resource-

constrained edge devices. Furthermore, they require to

divide the local data into support and query sets for

the two-stage training, which is impractical for users

with a highly limited number of interaction records.

Hence, in this paper, we propose to use only the ap-

proximated first-order gradient for meta-learning (i.e.,
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REPTILE [53]), thus reducing computational burden

while maintaining a comparable performance. Also no

data splitting is required in our approach, making the

model a better fit for both active and inactive users and

easier to run in the FL environment.

We term this novel DNN-based FL recommender

system coupled with the first-order meta-learning as

PrivRec.

Malicious Participants. We show that PrivRec

can effectively prevent it from sharing each users’ sensi-

tive data with the central server while training an accu-

rate model. However, in an open Internet environment,

it is insufficient to protect sensitive user data by simply

decoupling the model training process from the need for

direct access to the raw user data. More specifically, the

unique settings of FL would increase the risk of privacy

leakage by unintentionally allowing malicious clients to

participate in the training.

Sharing final trained models with other parties would

usually incur three types of well-studied privacy at-

tacks: membership inference, parameter inference and

model inversion. Parameter inference attacks try to re-

cover the model parameters or the hyper-parameters

and model architecture. In the FL environment, these

information is designed to be shared among the partic-

ipants. Meanwhile, model inversion attackers leverage

auxiliary knowledge to construct an inversion model

which can reconstruct the original input sample from

the prediction scores with high accuracy. However, a

malicious participant needs to know the auxiliary infor-

mation about a particular user to start model inversion

attack, but in the FL environment, a user’s information

never leaves his/her own device. Therefore, we study

how to defend the more feasible membership attack in

FL, which tries to determine whether a given data point

(i.e., a user’s behavior footprints in our case) is used as

part of the training set.

In [50], it is shown that a curious client in FL can

infer not only membership, but also properties that

characterize subsets of the data (e.g., sensitive user at-

tributes). Nasr et.al [51] comprehensively explore mem-

bership inference on gradient parameters, including an

analysis in an FL setting. Orekondy et.al [56] show that

clients can be identified in an FL setting by model up-

dates alone.

Therefore, it is necessary to take further defensive

measures so that the participating adversaries are un-

able to infer from the trained model whether a client has

joined the decentralized training (i.e., membership in-

ference). We present DP-PrivRec, an extension of PrivRec,

to strengthen our FL-based recommender with differen-

tial privacy (DP) [1,16,17,89]. DP is a well-established

method to defend against such attacks, whose basic

idea is adding additional noise to ensure that the pub-

lished information does not vary much whether one in-

dividual is present or not. In this way, the attackers

cannot infer the private information of any user with

high confidence, as no user significantly affects the fi-

nal output. The pipeline of running our proposed DP-

PrivRec is briefly shown in Figure 1. Instead of only

protecting a single data point like in conventional DP

mechanisms, DP-PrivRec enforces differential privacy

at the entire user level, which is more suited to FL-

based recommenders as each user’s published informa-

tion is actually their gradient computed with the entire

local dataset. To achieve this, we employ the Gaussian

mechanism [16] to perturb the gradients which are sent

from the FL clients to the central server, so that the

resulting recommender model satisfies a given privacy

budget.

However, it is inevitable that the recommendation

performance would be damaged after noise is intro-

duced in gradients. To address this problem, we en-

hance the item representation learning by developing

a two-stage FL training method to compensate for the

performance loss by DP. In the first stage, we only focus

on learning item representations using self-supervised

learning (SSL) and without any interference from DP.

This is based on the observation that we could relax

the level of privacy protection when user information

is exclusive, which enhances the item representation

learning. In the second stage, we follow the training

procedures of DP-PrivRec and optimize the model pa-

rameters by a downstream task, namely, modelling the

user-item interactions. We employ the well-trained item

embeddings from the last stage as initialized values, and

use the labeled user-item interactions to learn user em-

beddings and fine-tune item embeddings.

1.3 Contributions

We highlight our contributions below:

– We develop a privacy-preserving recommendation

model called PrivRec based on FL. Apart from pre-

venting users from sharing their own data for model

training, we propose an efficient and practical meta-

learning approach to enable PrivRec to quickly adapt

to inactive users, alleviating the critical data hetero-

geneity problem for existing FL-based recommenders.

– To defend against the malicious participants who

may conduct membership inference attacks on the

trained model, we propose DP-PrivRec with a user-

level differential privacy mechanism. We also further

introduce a two-stage training approach to compen-

sate for the performance loss due to DP.
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Fig. 1: An overview of our proposed DP-PrivRec.

Numbers in the figure represent the orders in

the pipeline we train DP-PrivRec. Note that to

perturb the model parameters of PrivRec to de-

fend from adversary, additional and important

steps are step 2 and step 5.

– We perform extensive experiments to validate the

effectiveness of our proposed models and results show

that PrivRec and DP-PrivRec achieve superior per-

formance over the state-of-the-art baselines.

The rest of this paper is organized as follows. Sec-

tion 2 details our proposed methodologies, Section 3 in-

troduces the experimental settings, Section 4 presents

the experimental results, Section 5 reviews related work

and finally Section 6 concludes this paper.

2 Methodologies

In this section, we describe our proposed PrivRec and

DP-PrivRec models in detail.

Before we proceed, we list in Table 1 some important

notations used throughout the paper.

2.1 PrivRec in the Federated Learning Setting

The federated learning (FL) framework [85,4] aims to

train a shared global model with a central server from

decentralized data spanning over a large number of dif-

ferent clients. Examples of such clients are smartphones,

wearable devices or medical institutions. Most machine

learning algorithms designed for FL solve the optimiza-

tion problem in multiple training rounds, where at each

round the central server sends the current model to a

fraction of the users and those users update the model

w.r.t. their own loss functions. Then, these users return

Table 1: Some important notations used in the

paper.

Notations Description
ui, vj user i, item j
θ0 initial model parameters
θτ model parameters for client τ
θ0 initial model parameters

E1, E2 number of server and local training rounds
α1,α2 learning rates for local and server updates
M number of clients in each training round
S clipping bound for DP
z noise scale in DP
ε, δ DP parameters

their updated models to the central server, which com-

bines the received models to update the global model

and sends the updated model to another fraction of

the users for the next round of training. In this way, a

model that solves the optimization problem is obtained

and the resulted optimal model performs well over all

users on average.

The advantage of FL that users’ data can safely re-

side on their own devices makes it an attractive and

popular alternative for developing privacy-preserving

machine learning models, and it is desirable to extend

a recommender system to the FL setting by simply

treating each user as a client device. Note that we in-

terchangeably use the term “client” and “user” in this

paper.

On one hand, the deep neural network (DNN) tech-

niques dominate recommender systems such as [30,86],

directly deploying them in the FL setting may still in-

cur serious privacy disclosure.

When we train a user embedding matrix to keep the

user preferences, its entries are the unique user identifi-

cation. Therefore, directly representing users and shar-

ing this embedding matrix among the devices could be

risky. Furthermore, it would be unfriendly for new/cold-

start users who cannot be effectively represented in a

fixed-size embedding matrix. To avoid the dependency

of user identifications for modelling, we instead take

only user related features (e.g., age and occupation)

(e.g., genre and textual description) as the input. For

item representation, we concatenate all the related fea-

tures, including the ID.

Specifically, for the recommendation model, we adopt

the Deep Structured Semantic Models (DSSM) [33], a

widely used information retrieval and recommendation

network structure. In this model, the latent representa-

tions of user and item are not interacted until the last

MLP layers, and the benefit of doing so is that we can

separately train user and item representations.
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In the output layer, we compare the score with the

actual user preference and minimize the loss. The user

preferences could be explicit ratings or implicit feed-

backs.

This process could be formulated as:

ui = fu(ui),vj = fv(vj),

x0 = [ui,vj ],

x1 = Relu
(
W>1 x0 + b1

)
,

...

xN = Relu
(
W>N xN−1 + bN

)
,

Ŷij = f
(
W>o xN + bo

)
,

(1)

where ui and vj are the input representations for user i

and item j, fu and fv are deep networks encoding and

transforming user and item respectively, [.] is the con-

catenation operation, Wi and bi are the weight and bias

for the i-th MLP layer andWo and bo are the weight and

bias for the output layer, Ŷij is user i’s estimated prefer-

ence for item j, Relu(.) denotes the rectified linear unit

activation function for the hidden layers and f(.) is the

activation function of the output layer, which depends

on how user preferences are modeled. If the target is

implicit feedback, then the Sigmoid function could be

used, and if the target is a rating, then a linear function

is considered.

Take the Sigmoid activation function as an example,

the cross-entropy function is usually used to measure

the loss:

LDSSM =
∑

(i,j)∈Y +∪Y −
Yij log Ŷij + (1− Yij) log

(
1− Ŷij

)
,

(2)

where Y and Y − are the sets of items that this user is

interested or not, Yij ∈ {0, 1} is the ground-truth value.

2.2 PrivRec with On-device Personalization

It is known that FL suffers from the presence of non-

IID data, that is, the participants may have hetero-

geneous local data in terms of both size and distribu-

tion. To address these problems, we exploit the meta-

learning framework [71] that was first proposed to ad-

dress the multi-task learning problem [91], which can

quickly adapt to a new task with only a small amount of

training data. The rationale is that as we may consider

making a recommendation for each client as a task, we

can estimate an inactive user’s preferences even when

only a small number of items have been consumed. In

particular, we build PrivRec upon the gradient-based

meta-learning framework Model-Agnostic Meta-Learning

(MAML) [22], which works purely by gradient-based

optimization without requiring additional parameters

or model modification. In what follows, we give some

preliminaries of MAML, then describe how PrivRec ad-

dresses data heterogeneity with the notion of meta-

learning.

2.2.1 Model-Agnostic Meta-Learning (MAML)

Given a model parameterized by θ, and some related

tasks (supervised or unsupervised), MAML runs sev-

eral training rounds until the model converges or some

condition is met.

In each round, the current global model parameter

is denoted as θ0, and the following steps are sequentially

performed to further optimize θ0.

(1) Task Sampling: A mini-batch of M tasks (i.e.,

clients in our case) Ti are uniformly sampled.

(2) Local Update: Within each task τ ∈ Ti, the

model parameter denoted as θτ is initialized to be θ0:

θτ = θ0. (3)

Also, its own data is split into support set Dsτ and query

set Dqτ . Then θτ is updated by gradient ∇θτL(θτ ,Dsτ )

where L(θτ ,Dsτ ) denotes the training loss on support

set w.r.t. θτ . Finally, we obtain the locally updated pa-

rameter θτ :

θτ ← θτ − α1∇θτL(θτ ,Dsτ ), (4)

where α1 is the learning rate. Note that there could be

more than one gradient descent step, and we show the

case with only one step.

(3) Meta Update: After local updates, the initial

parameter θ0 is globally updated based on the gradients

of L(θτ ,Dqτ ), i.e., the meta-loss for task τ using the local

updated parameter θτ on query set Dqτ :

θ0 ← θ0 − α2∇θ0
∑
τ∈Ti

LDSSM(θτ ,Dqτ ), (5)

where α2 is the learning rate and the summation is over

all sampled tasks τ ∈ Ti.
When training is completed, we obtain the optimal

model parameter θ∗. Given an unseen task, starting

from the optimal parameter θ∗, the model can quickly

adapt to it by taking a small number of local gradient

descent steps using the support set (i.e., Eq.(4)).

2.2.2 Faster-adapting PrivRec for Federated Learning

Naturally, it is plausible to consider a client as a task

in the context of FL, and implement the techniques of

meta-learning. Recently, [9] proposed a federated frame-

work that integrates the aforementioned MAML for rec-

ommendation, in which a parameterized meta-algorithm
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is used to train the recommendation models, and pa-

rameters within both the local models and the meta-

algorithm need to be optimized. However, it is subject

to inevitable deficiencies due to its straightforward ap-

plication of the vanilla MAML. First, the MAML meta-

gradient update involves a gradient-of-gradient (also

known as second-order gradient) calculation, which can

be computationally expensive [22]. This also creates po-

tentially infeasible memory requirements, especially for

resource-constrained personal devices [74]. In [60], it

is theoretically and empirically shown that the com-

pute cost consumed by First-order MAML (FOMAML)

increases quite stably as the gradient steps increases,

since FOMAML requires only gradient computations.

Compared to FOMAML, the compute cost of MAML

grows at a faster rate because the back-propagating

through gradient descent of MAML requires Hessian-

vector products at each iteration, which are more ex-

pensive. Similar patterns could be observed for compu-

tation time needed. Second, it requires the split of local

data for each client into support and query sets for the

two-stage update, which may be impossible for inac-

tive users with very few historical records. Moreover, in

recommendation tasks, the majority of users are inac-

tive because the number of user interactions commonly

follows the long-tail distribution [86].

To address the problems, we develop a faster-adapting

mechanism to PrivRec based on the REPTILE algo-

rithm [53]. As an approximation of MAML, REPTILE

executes stochastic gradient descent for a fixed number

of iterations on a given task, and then gradually moves

the initialization weights in the direction of the weights

obtained from the tasks. By ignoring the second-order

gradients, REPTILE avoids the heavy computation and

needs to split the local data while still achieving promis-

ing results in the meta-learning task [53]. Motivated by

this, we reformulate the meta update in Eq.(5) to be:

θ0 ← θ0 + α2
1

M

M∑
τ=1

(θτ − θ0), (6)

where α2 is the learning rate, M is the number of sam-

pled tasks and θτ denotes the locally updated param-

eters in task τ . This is different from Eq.(5) since it

does not need to take any derivatives from a different

dataset. This is also different from the ordinary SGD as

we allow for multiple local update iterations to obtain

θτ , which is the key to better on-device personalization

in practice [37].

With these ingredients, we formally list the details

of training PrivRec in Algorithm 1, where steps exe-

cuted on the server side (i.e., task sampling and meta

update) and client side (i.e., local update) are respec-

tively summarized in lines 2-8 and 10-18.

Algorithm 1: Procedures for Training

PrivRec

Input: The number of global rounds E1 and local
epochs E2, the number of clients sampled
each time M , initialized model parameter set
θ0 = {U,V,W,b}, constant µ and learning
rates α1, α2;

1 [Server Execution]:
2 for round i← 1, 2, . . . , E1 do
3 Randomly sample M clients to form a task set

Ti;
4 for client τ ∈ Ti do
5 θτ ← ClientUpdate(τ, θ0);
6 end

7 θ0 ← θ0 + α2
1
M

∑M
τ=1∆τ ;

8 end

9 [Client Execution, i.e., ClientUpdate(τ, θ0)]:
10 Bτ ← (divide the local data into mini-batches) ;
11 θτ ← θ0;
12 for j ← 1, 2, . . . , E2 do
13 for batch B′τ ∈ Bτ do
14 θτ ← θτ − α1∇θτL′(θτ ,B′τ );
15 end

16 end
17 ∆τ = θτ − θ0;
18 return ∆τ to the server;

2.3 Differentially Private-PrivRec (DP-PrivRec)

So far, by running PrivRec in the FL setting, we ensure

that user data is retained in the local device, facilitat-

ing privacy protection regarding personal data. How-

ever, risk still exists if there are potential participating

clients who are able to infer whether a given user is

present during training solely based on the model pa-

rameters or gradients they receive [50,56], thus leaking

user identities and even sensitive attributes.

To defend PrivRec against such attacks, we bridge

the model with the notion of differential privacy (DP) [18,

1], which is the state-of-the-art framework for quantify-

ing and limiting information disclosure about individ-

uals due to its strong privacy guarantee. We adopt DP

because of its several unique advantages. First, it pro-

vides strong theoretical privacy guarantees without any

information about an individual and is not affected by

what the attackers know about the dataset. The benefit

is that the involved parties can access datasets without

ad-hoc restrictions, maintaining the advantages of the

FL training framework. Second, a very nice feature of

DP is that it can be composed. Specifically, in mod-

ern machine learning training process, many times of

access to training data are required, which would nat-

urally result in more data exposure. Theoretically, the

composition feature of DP enables it to achieve min-

imized privacy loss in various settings when accessing

dataset many times. We can use a wide range of pri-
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vacy composition techniques [36] to keep track of and

limit the privacy loss when training our proposed deep

learning-based recommender system.

A conventional DP mechanism usually introduces a

level of uncertainty into the released data, such that the

contribution of any data point will not lead to obvious

changes in the data. However, in the FL setting, in-

stead of only protecting a single training data point, we

need to protect each user’s entire dataset from attacks.

Hence, we extend PrivRec with our proposed user-level

DP mechanism, which is named DP-PrivRec and is in-

troduced in this section.

2.3.1 Differential Privacy (DP)

We hereby present some necessary preliminaries regard-

ing DP. The adjacent datasets is the core concept in

DP. Two datasets are considered adjacent when they

are identical except for one record. With respect to a

record, most prior work such as [1] and [57] tend to

derive their task-specific definitions, such as a single

training sample, a mini-batch of training samples, or

all the data from a single user. As we aim to enforce

the user-level privacy, the adjacent datasets in our pa-

per are defined below.

Definition 1 (Adjacent Datasets) Let d and d′ be

two datasets where each entry is associated with a user.

d and d′ are adjacent if we can obtain d′ by replacing

all data points associated with only one user in d with

the examples of a different user from d′.

Different from the definition in [49] that would lead to

a variable size of mini-batch of clients at each training

round, this definition instead yields a fixed mini-batch

size. This makes it easier to analytically compute the

privacy loss by using the composition rule [48], and fur-

ther accelerate computation.

Recall that our goal is to ensure that the presence

or absence of any specific user’s data in the training

set should have slight impact on the parameters of the

learned model, which means that it is impossible for an

adversary to infer whether any specific user’s data has

been used in the training data (i.e., whether it is d or

d′) by examining the trained model. This goal can be

formally expressed as (ε, δ)-Differential Privacy below.

Definition 2 ((ε, δ)-Differential Privacy) A random-

izing mechanismM : D → R with domain D and range

R satisfies (ε, δ)-differential privacy if for any two ad-

jacent inputs d, d′ ∈ D and for any subset of outputs

O ⊆ R, it holds that Pr[M(d) ∈ O] ≤ eε Pr[M(d′) ∈
O] + δ where Pr[·] denotes the probability.

There are a wide range of mechanisms to quantify

data privacy such as Laplace Mechanism and Gaus-

sian Mechanism. The privacy loss random variable after

composing multiple Gaussian Mechanisms also follows a

Gaussian distribution, and this nice feature makes com-

position analysis in the training of deep models more

friendly. As a result, given the same privacy budget,

we can achieve tighter privacy guarantee by composing

multiple Gaussian Mechanisms in deep learning [36].

To achieve (ε, δ)-DP using Gaussian Mechanism, a

common method is to add noise drawn from the Gaus-

sian distribution to the output of mechanism M. Note

that in DP-PrivRec, the outputs ofM from the clients

are gradients, so we leverage noisy stochastic gradient

descent (NoisySGD), which is a popular option when

deploying DP-enhanced DNNs [1,65,49]. According to

NoisySGD, within each iteration of model training, a

gradient w.r.t. the model loss function on a randomly

subsampled dataset is obtained and then the gradient

is clipped (or bounded) in `2 norm. Clipping the gra-

dients effectively bounds the sensitivity of the system

w.r.t. the addition or removal of an arbitrary individ-

ual from the training set. After gradient clipping, the

Gaussian noise perturbation on the gradients ensures

(ε, δ)-DP for this iteration.

2.3.2 Building DP-PrivRec

McMahan et al. [49] added a differential privacy mecha-

nism to the FL optimization algorithm to achieve user-

level privacy protection, and used moments accoun-

tant [1] to verify that it satisfies user-level differential

privacy. Motivated by this, we propose our user-level

differentially private recommender DP-PrivRec. Specif-

ically, at the i-th round of training DP-PrivRec, we im-

plement the following steps.

(1) Subsampling Clients: Given N clients, we

uniformly sample a batch of M clients Ti with proba-

bility q, where the ratio q = M/N is defined as the sam-

pling parameter and is important for measuring privacy

loss. It is also worth noting that subsampling can am-

plify the privacy guarantee [38] since it decreases the

chances of leaking information about a particular indi-

vidual, and makes it impossible to infer the information

about this individual when she/he is not included in Ti.
(2) Clipping Gradient: On client τ , we compute

the gradients w.r.t. the loss function on mini-batches of

local datasets. After each computation, we obtain a new

gradient, denoted by ∆τ , whose `2 norm is bounded by

a predefined threshold S:

∆τ ← ∆τ ·min{1, S

||∆τ ||
}. (7)
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After gradient clipping, the gradient is sent back to the

server.

(3) Estimating Gradients: On the server side,

these clipped gradients are aggregated on the central

server using a query function, which is in accordance

with Eq.(6): f(Ti) :=
∑
τ∈Ti

∆τ

M .

Theorem 1. The sensitivity of f(Ti) is upper-bounded

by 2S
M .

Proof of Theorem 1. Given any two adjacent batch

Ti and Ti′ , and assuming, by definition, that they are

only different in user u and user u′, we have:

‖f(T )− f(Ti′)‖ = ‖
∑
τ∈Ti ∆τ

M
−
∑
τ∈Ti′

∆τ

M
‖

= ‖∆u −∆u′

M
‖

≤ 2S

M

�
(4) Adding Noise: Finally, we draw noise from the

Gaussian distribution N(0, σ2), which is used to per-

turb the aggregated gradient, where σ is proportional

to the sensitivity of the query function, i.e., σ = z · 2S
M .

2.3.3 A Privacy Guarantee

In this section, we will discuss a privacy guarantee of

such mechanism. In [1] it is discussed that privacy spent

for multiple access to the sensitive data can be mea-

sured by the moments accountant technique. Next, we

demonstrate that our model is also applicable for mo-

ments accountant.

Proof that our model is applicable for moments ac-

countant. (1) At each round, each batch with size M is

randomly sampled equally by the ratio q, which meets

the condition of privacy amplification. (2) The gradient

from each client is clipped to S. (3) We have proved

that the query for calculating new ∆, namely f(T ), is

upper-bounded by 2S
M . According to [48], if we apply

the Gaussian mechanisms (2S
M , z) in a training round,

then the resulting Gaussian mechanism is with privacy

tuple ( 2S
M , z). (4) The moments are upper-bounded by

that of the sampled Gaussian mechanism with sensi-

tivity 1, noise scale z and sampling probability q. (5)

z is used to generate the noise irrespective of the pri-

vate data. Hence, we can safely apply the composability

property of moments accountant. �

These Gaussian mechanisms are applied to N/M

subsamples sequentially, whose privacy losses are recorded

by the moment accountant data structure. Abadi et.al. [1]

apply composability and tail bound properties of these

moment accountants to obtain ε given budget δ, achiev-

ing (ε, δ)-DP.

In our work, we employ a numerically stable ana-

lytical Moment Accountant implementation named au-

todp 1, which is based on Renyi Differential Privacy

(RDP) [79], to calculate the privacy spent.

Algorithm 2: Procedures for Training DP-

PrivRec

Input: The size of each batch for global update M ,
the number of global and local training
epochs E1 and E2, the initialized model
parameter set θ0 = {U,V,W,b} where V is
from the first stage, noise scale z for
Gaussian Mechanism, clipping bound S,
learning rates α1, α2;

1 [Server Execution]:
2 for each round i = 1, 2, . . . , E1 do
3 Select a batch of M clients Ti from a total of N

clients, with the ratio q = M/N ;
4 for each client τ ∈ Ti in parallel do
5 ∆τ = ClientUpdate(θ0, S);
6 end

7 ∆ =
∑
τ∈Ti

∆τ

M
;

8 σ∆ = 2S
M
· z;

9 θ0 ← θ0 + α2∆+N (0, Iσ2
∆);

10 end

11 [Client Execution, i.e., [Client Update(θ0, S)]:
12 B = (split the local data into batches) ;
13 θτ = θ0;
14 for each local epoch j = 1, 2, . . . , E2 do
15 for batch each B′ ∈ B do
16 if two-stage training then
17 θτ ← θτ − α1∇θτL(θτ ,B′);
18 end
19 if one-stage training then
20 θτ ← θτ − α1∇θτLDSSM(θτ ,B′);
21 end

22 end
23 ∆τ = θτ − θ0;

24 ∆τ ← ∆τ ·min{1, S
||∆τ ||

};
25 end
26 return ∆τ to the server;

2.4 Two-stage FL Training

Although adding noises during FL model training could

further boost privacy protection, it is natural and in-

evitable to see degraded performance. To address this

problem, we propose a two-stage FL training approach.

In the first stage, we only focus on learning of item

1 https://github.com/yuxiangw/autodp
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representations using a self-supervised learning method

(SSL) and do not impose the differential privacy mech-

anism during training. This is based on the observation

that we could relax the level of privacy protection when

user information is exclusive, which enhances the item

representation learning. In the second stage, we follow

the training procedures of DP-PrivRec and optimize

the model parameters by a downstream task, namely,

modelling the user-item interactions. We employ the

well-trained item embeddings from the last stage as

initialized values, and use the labeled user-item inter-

actions to learn user embeddings and fine-tune item

embeddings.

Next, we discuss how to utilize SSL to effectively

learn item representations in the first stage.

2.4.1 Self-supervised Learning

In the first stage, we aim to learn item representa-

tions without involving user information. However, this

would be challenging when labels (i.e., user-item inter-

action in this case) are absent. To this end, we turn to

the emerging self-supervised learning (SSL) paradigm

to tackle this dilemma, which has shown success in

CV [40,15,7] and NLP [42,14]. When labeled data is

unavailable, SSL designs a domain specific pretext task,

which assigns different labels for data instances and

therefore learns from unlabeled data itself. When there

is also limited labeled data available, SSL can be used

a pre-training process, after which the labeled data can

be used to fine-tune the deep model in a downstream

task.

2.4.2 Initializing Item Representations with SSL

Since we do not rely on user information in this stage,

the user-item interaction as supervision signals can-

not be utilized. Instead, we design a SSL pretext task

to learn their representations based on inter-item rela-

tions. In our case, we consider the temporally ordered

item sequences interacted by user (e.g., clicked or liked).

In some studies, they are also called sessions [31,32]. We

utilize such input due to two main reasons. First, the

sequences are naturally formed based on the tempo-

ral order without including user’s identifications, which

avoids the dependencies of user representation learning

in this stage. Second, the sequence itself as a commonly

seen structure can provide rich and robust auxiliary

self-supervision signals.

Given a sequence of orderly interacted items, we en-

able the pretext task to capture the item transitions

among items. Through optimizing the learning objec-

tive of the pretext task, we can obtain the item repre-

sentations. Although the problem of session-based rec-

ommendation has been extensively studied [76], many

of them explicitly model user preferences (e.g., long-

and short-term preferences) from sessions [26,73], ex-

ploit cross-session features [83,58] or design a global set

to aggregate frequent items [81], in order to improve the

session-based recommendation performance. These ap-

proaches are not suitable for the unique environment of

federated learning.

Formally, our SSL pretext task employs contrastive

learning [55], a popular framework for SSL. Its major

idea is to derive multiple views from the original input

data and maximize the mutual information between en-

coded representations of these views.

In device d, given an activity sequence X that con-

tains T consecutive visited items by a user within a

certain time interval X = [v1, v2, . . . , vT ], we derive two

different views of X inspired by BERT [14] and its ex-

tension [41]:

Item Masked Sequence We mask the i-th item vi
in the original sequence X by replacing it with a

masked item v̂i to be X̂i = [v1, . . . , v̂i, . . . , vT ], where

v̂i is a negative item and can be randomly drawn

from the item sets.

Segment Masked Sequence We also mask a seg-

ment vi:j spanning from position i to j in the orig-

inal sequence X by replacing it with another seg-

ment v̄i:j : X̄ij = [v1, . . . , v̄i:j , . . . , vT ], where v̄i:j is a

negative segment.

With these derived views, we formulate the SSL pre-

text task learning objectives.

Target Item Prediction The first one is based

on an item masked sequence X̂i and the i-th item to

be masked vi, and predicts the target positive item vi
using

LIM = Ep(X̂i,vi)[fΣ(X̂i)
>fψ(vi)

− log
∑
v̂i∈V̂

exp(fΣ(X̂i)
>fψ(v̂i))],

(8)

where fΣ is an encoder parameterized by Σ to learn

sequence representations, fψ is an encoder parameter-

ized by ψ to learn item representations, V̂ is the item

set from which negative samples are drawn. Here we

use a GRU encoder [31] as fΣ to encode a session, and

use the hidden state at the last time step to represent

it. Also, we use a feed-forward network as fψ to learn

item representations.

The rational behind this learning objective is to

maximize the scores between positive pair (X̂i, xi) and

negative pairs (X̂i, v̂i).

Target Segment Prediction Similarly, the second

learning objective LSM is based on a segment masked
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sequence X̄i:j and a positive segment vi:j , and aims

to maximize the scores between the true and negative

pairs, namely, (X̄i:j , vi:j) and (X̄i:j , v̄i:j):

LSM = Ep(X̄i:j ,vi:j)[fΣ(X̄i:j)
>fΣ(vi:j)

− log
∑
v̄i:j∈S̄

exp(fΣ(X̄i:j)
>fΣ(v̄i:j))], (9)

where fΣ is the same sequence encoder with that in

Eq 8, S̄ is the negative segment set and can be obtained

by randomly sampled from other sessions of this user

or other positions of this session.

Therefore, the overall SSL learning objective is the

combination of LIM and LSM, and can be formulated

as:

LSSL = λIMLIM + λSMLSM, (10)

where λIM and λSM are two hyper-parameters to bal-

ance their contributions.

Following the training procedures of FL, we learn

the item representations based on LSSL without adding

any DP noises.

2.4.3 Fine Tuning Item Representations and Learning

User Representations

In the second stage, we use the item representations in

the first stage as initialization and optimize the model

parameters following DP-PrivRec. Note that the objec-

tive function now becomes a joint learning L:

L = λDSSMLDSSM + LSSL, (11)

where λDSSM is the hyper-parameter to control the con-
tribution of LDSSM in Eq.(2).

3 Evaluation Setup

We introduce our evaluation settings in this section.

3.1 Experimental Environment

Our experiments follow the FL environment simulation

widely used in FL research [44,35]. Specifically, we build

our models using the popular PySyft [63] FL frame-

work, where each user is modeled as a virtual worker

object and behaves exactly like normal remote edge de-

vices. A virtual server object is also created for con-

ducting the global model update and controlling the

training process. By following the standard simulation

setting, we focus on the core logic of our problem in a

real-life production scenario.

3.2 Datasets

In this section, we introduce the two datasets Frappe

and Movielens-1M, which have ample user and item

features for representation learning. We introduce their

properties as follows:

Frappe2: Frappe is a context-aware mobile appli-

cation discovery tool. We adopt the extended version

of the dataset used in [30]. The dataset contains eight

features, which are “count”, “daytime”, “weekday”, “is

weekend”, “homework”, “cost”, “weather”, “country”

and “city”. We consider “count” and “cost” as item-

related features while the rest as user features. We con-

vert the ratings greater than 3 stars as positive ratings

(i.e., 1) and the others as negative ratings (i.e., 0). This

dataset contains 957 users, 4,082 items and 288,609 in-

teractions.

Movielens3: Movielens provides datasets contain-

ing the movie ratings by users. We select Movielens-1M

in this experiment, which contains user demographic

information: age, gender and occupation, and 18 movie

genres. Similarly, we denote every feature (including

each genre) as a one-hot feature vector. Similarly, we

consider the genres as item related features and user

demographic information as user features. We binarize

the user ratings into implicit feedbacks via the same

strategy as used for Frappe. This dataset contains 6,040

users, 3,706 items and 1,000,209 interactions.

To further demonstrate the need for fast personal-

ization with few data points, we show how the num-

ber of user activities vary significantly in the Movie-

lens dataset descriptions in Fig. 2. We can observe the

long-tail nature of such distribution from the figure,

and most users only visited a small number of items.

The similar pattern can also be observed in the Frappe

dataset.

3.3 Evaluation Protocols

We randomly select 80% of the users as training users

and the rest 20% as testing users. Similar to the set-

tings in prior work [9,35], we use the following method

to split our datasets. In the training phase, we use all

the data from training users to train the model. After

obtaining a fully pretrained model after the training

phase, we move to the testing phase. Specifically, for

each testing user/client τ , we evenly split her/his data

into the training set Dτtrain and testing set Dτtest. For

each user τ , we fine-tune the pretrained model on the

2 http://baltrunas.info/research-menu/frappe
3 https://grouplens.org/datasets/movielens/
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Table 2: Comparison of Our Proposed Models and Relevant Baselines on Movielens.

Metric Hits@k nDCG@k
k 5 10 20 30 5 10 20 30

FOFL-SELF 0.118 0.152 0.195 0.241 0.101 0.130 0.169 0.207
NN-SELF 0.109 0.148 0.190 0.235 0.098 0.124 0.162 0.201
FCF 0.092 0.140 0.186 0.228 0.088 0.118 0.155 0.195
FedGNN 0.120 0.155 0.201 0.247 0.109 0.137 0.174 0.218
NCF 0.158 0.206 0.294 0.347 0.152 0.186 0.250 0.307
PrivRec 0.131 0.168 0.217 0.269 0.114 0.141 0.189 0.233
PrivRec-CEN 0.136 0.187 0.235 0.287 0.125 0.152 0.206 0.258

Table 3: Comparison of Our Proposed Models and Relevant Baselines on Frappe.

Metric Hits@k nDCG@k
k 5 10 20 30 5 10 20 30

FOFL-SELF 0.536 0.618 0.655 0.682 0.479 0.554 0.600 0.621
NN-SELF 0.531 0.613 0.651 0.677 0.472 0.550 0.595 0.616
FCF 0.527 0.506 0.646 0.671 0.469 0.544 0.591 0.612
FedGNN 0.541 0.625 0.672 0.688 0.486 0.563 0.617 0.631
NCF 0.598 0.658 0.712 0.770 0.547 0.612 0.663 0.698
PrivRec 0.549 0.635 0.679 0.697 0.495 0.570 0.621 0.636
PrivRec-CEN 0.564 0.641 0.690 0.726 0.501 0.574 0.632 0.651

0 500 1000 1500 2000
Number of Visited Items

0

200

400

600

800

1000

1200

1400

N
um

be
r o

f U
se

rs

Fig. 2: The long-tail distribution of users with

different number of visited items.

client device using Dτtrain to facilitate on-device person-

alization, and then evaluate the recommendation per-

formance on Dτtest from all testing users.

To measure the recommendation accuracy, we use

two evaluation metrics commonly used in recommender

system research [12,75,74], namely hits ratio at rank k

(Hits@k) and normalized discounted cumulative gain at

rank k (nDCG@k). Specifically, for each positive user-

item interaction in the test set Dτtest, we proceed as

follows:

(1) We compute ranking scores for the positive item

as well as the negative items that the user has never

interacted with.

(2) We form a top-k recommendation list by picking

k items with the highest ranking scores. If the ground-

truth item appears in the top-k recommendation list,

we have a hit. Otherwise, we have a miss.

Then, Hits@k for each Dτtest is defined as:

Hits@k =
#hit@k

|Dτtest|
, (12)

where #hit@k denotes the number of hits in all testing

cases from user τ . A high Hits@k value is expected

for a good recommender model. Meanwhile, for Dτtest,
nDCG@k is defined as:

nDCG@k =

k∑
i=1

2ri − 1

log2(i+ 1)
, (13)

where ri is the graded relevance of item at position i.

We use the simple binary relevance in the experiments,

meaning that ri = 1 if the ground-truth item v is in

the hits set and ri = 0 otherwise. After evaluating on

each individual user, the Hits@k and nDCG@k scores

are averaged over all testing users as the overall results.

4 Experimental Results and Discussions

Following the settings in Section 3, we conduct experi-

ments to evaluate our proposed models. Specifically, we

aim to verify our major claims made in this paper by

answering the following research questions (RQs):

RQ1. Without DP, how does PrivRec perform com-

pared with similar state-of-the-art models?

RQ2. What are the effects of different FL hyperparam-

eter settings on the performance of PrivRec?
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RQ3. How is the performance of PrivRec different from

DP-PrivRec, which has added noise to enhance pri-

vacy? Furthermore, does the two-stage approach out-

perform the one-stage approach in recommendation ac-

curacy?

RQ4. How do the DP parameters affect the privacy

guarantee? How does the recommendation accuracy of

DP-PrivRec change as we vary the privacy budget?

RQ5. Can meta-learning help the global recommenda-

tion model effectively personalize to inactive users who

hold only few records? Is the first-order meta-learning

method more computationally efficient than the second-

order meta-learning method?

RQ6. Can DP-PrivRec effectively protect from mem-

bership inference attacks?

4.1 Recommendantion Performance of PrivRec (RQ1)

To answer RQ1, we implement PrivRec without DP

according to Algorithm 1. For its DNN structure, the

embedding dimension for each category feature is 64,

the number of hidden layers is 4, and the nonlinear

activation is the Sigmoid function. For other hyper-

parameters, we adopt the optimal hyper-parameters fol-

lowing the study of RQ2. For Movielens dataset, we set

E1, E2 and M to be 80, 100 and 20 respectively. For

Frappe dataset, we set E1, E2 and M to be 40, 100 and

30 respectively.

Before we proceed, we validate the correctness of

PrivRec in the FL environment. We compare the per-

formance of PrivRec and PrivRec-CEN, where PrivRec-

CEN means running the same neural network model in

the centralized environment. For PrivRec-CEN, we sim-

ply run it in the centralized multi-task setting where we

treat each user as a task. Also, we compare PrivRec-

CEN with a state-of-the-art deep learning-based recom-

mender system Neural Collaborative Filtering (NCF) [30],

which could considered as the upper bound of recom-

mendation performance in our evaluation. Their results

are shown in Table 2 and Table 3 for the Movielens and

Frappe datasets respectively. On both datasets, there

exists a slight performance degradation for PrivRec com-

pared with PrivRec-CEN, but this is natural and in-

evitable due to the distribution design and how the

gradients are merged for global model updates. Over-

all, the performance of PrivRec is comparable to that of

PrivRec-CEN, hence we are confident that our PrivRec

model produces almost identical results as the central-

ized setting. We also observe that NCF achieves the

best results among all methods in centralized training

environment. The main reason is that NCF can fully

utilize the user identifications to model the user-item

interactions, however, in our PrivRec, the user identi-

fications are excluded due to privacy concerns and its

distributed training purpose.

As the core of PrivRec is its capability of perform-

ing recommendation in an FL environment, we compare

PrivRec with the following state-of-the-art FL recom-

mender systems that are most relevant to ours:

FedGNN [82]. FedGNN is a federated recommender

system based on graph neural network (GNN), which

employs local differential privacy to enhance user’s sen-

sitive data and adopts homomorphic encryption to en-

crypt interacted items for information exchange among

clients. FedGNN achieves the state-of-the-art perfor-

mance in FL recommender system.

NN-SELF [9]. In this work, the authors propose

a DNN-based recommender system running in the FL

environment, and it employs a two-stage meta-learning

scheme to achieve fast on-device personalization. We

adopt its SELF setting where the training set is the

support set of the corresponding testing user. The rest

setting is identical to ours, including the input features

and neural network structures.

FOFL-SELF [35]. This FL recommender system

is proposed to address the flaws of second-order meta-

learning by employing REPTILE to implement the first-

order meta-learning. This is also a DNN-based model

but does not utilize the side information of users and

items.

FCF [3]. Federated Collaborative Filtering (FCF)

is an FL-based implementation of matrix factorization.

The authors formulate the updating rules to update the

model parameters to suit the FL setting.

The comparison results are also shown in Table 2

and Table 3 for the Movielens and Frappe datasets re-

spectively. From the results, we can draw the follow-

ing observations: (1) FOFL-SELF and PrivRec out-

perform NN-SELF, demonstrating that the first-order

REPTILE meta-learning is more capable of handling

the scarce data of user clients than MAML that requires

the local dataset to be split into support and query sets

for training, and this is especially crucial for building

an FL recommender system where a large portion of

users are inactive. (2) FedGNN, PrivRec, FOFL-SELF

and NN-SELF have higher accuracy than FCF. This

is because they adopt deep neural networks as their

main building blocks, which have larger learning ca-

pacities in capturing user preferences from raw data. (3)

FedGNN achieves significant improvement compared to

other baseline methods, which is largely contributed

to the power of the graph embedding approach that

can capture more complex relations between users and

items. (3) Our PrivRec consistently outperforms all base-

line FL methods. In particular, PrivRec outperforms
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Fig. 3: Performance of PrivRec with Different FL Parameters.

FOFL-SELF. One of the main reasons is that FOFL-

SELF does not utilize the side information of users and

items, weakening its ability of addressing the data spar-

sity problem. In contrast, PrivRec fully takes advantage

of the user/item features for representation learning.

PrivRec also outperforms FedGNN, because FedGNN

exploits encrypted techniques such as homomorphic en-

cryption for information exchange and construct the

graph, which damages the recommendation performance.

4.2 Impact of FL Hyperparameters (RQ2)

To answer RQ2, we vary several important FL hyper-

parameters of PrivRec and report the corresponding

Hits@20 on both datasets. These hyperparameters in-

clude the number of training epochs on the server and

clients E1 and E2, and the number of clients in each

training batch M . Specifically, we vary the values of

E1, E2 and M in {5, 20, 40, 60, 80,

100}, {5, 20, 40, 60, 80, 100, 120} and {2, 5, 10, 15, 20, 25,

30, 35, 40} respectively.

The experimental results are illustrated in Figure 3.

For E1, the model performance increases dramatically

when E1 is smaller than 40, especially on Frappe dataset.

When E1 is over 40, the recommendation performance

tends to remain stable on both datasets. For E2, the

model performance gradually increases, and remains

stable when it reaches 100. This demonstrates that,

our meta-learning based approach is able to achieve

on-device personalization with sufficient iterations of lo-

cal updates, yielding high recommendation accuracy at

both the individual and system level. At the same time,

varying M shows the smallest impact to model perfor-

mance, but the trend shows PrivRec prefers a relatively

larger value of M . Overall, it is ideal to set M > 25.

These empirical observations and conclusions can

guide us to assign the optical values to the model train-

ing in practice.

4.3 Influence of Differential Privacy (RQ3)

To answer RQ3, we run DP-PrivRec and PrivRec on

both datasets, and compare their performances (Hits@k).

Recall that the main difference between them is that

DP-PrivRec adds Gaussian noises to the gradients used

to update the global model to defend from adversary.

For the hyper-parameters of DP-PrivRec in this exper-

iment, we use M = 30, and the bound S is set as 40

for Movielens and 35 for Frappe respectively. We also

develop a variant of DP-PrivRec called DP-PrivRec-
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Fig. 4: Hits@k of DP-PrivRec-One, DP-PrivRec

and PrivRec on Movielens.
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Fig. 5: Hits@k of DP-PrivRec-One, DP-PrivRec

and PrivRec on Frappe.
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Table 4: ε, Given Different δ and q on Movielens.

q
δ

0 1e-8 1e-6 1e-4

5 / 4800 ∞ 1.7439 1.3602 0.9764
10 / 4800 ∞ 3.2117 2.7511 2.2535
15 / 4800 ∞ 5.9705 5.2030 4.3074
20 / 4800 ∞ 9.4736 8.3223 6.9235
25 / 4800 ∞ 13.7047 12.1696 10.2052
30 / 4800 ∞ 18.9107 16.6081 14.3056

Table 5: ε, Given Different δ and q on Frappe.

q
δ

0 1e-8 1e-6 1e-4

2 / 760 ∞ 2.2994 1.8388 1.3783
5 / 760 ∞ 7.4618 6.5408 5.3932
8 / 760 ∞ 16.2853 14.3169 12.0143
10 / 760 ∞ 23.7651 21.4626 18.6182
12 / 760 ∞ 34.5025 30.0690 25.4638
15 / 760 ∞ 50.1537 45.5485 40.9433

One by removing the SSL item representation learning

component in the first stage, namely, it is optimized

based on only LDSSM.

We show the results in Figure 4 and Figure 5 for

both datasets. From these figures, we can come to two

major conclusions. First, DP-PrivRec has lower predic-

tion accuracy than PrivRec, which is within our expec-

tation because we add a noise in the gradients during

training to achieve user-level DP, making the model up-

date less effective. Second, DP-PrivRec exhibits compa-

rable performance with PrivRec. Moreover, the perfor-

mance gap between them is within 10%, which is a tol-

erable trade off considering the much stronger privacy

protection that DP-PrivRec offers. Third, DP-PrivRec

consistently outperforms DP-PrivRec-One, validating

our proposed two-stage training approach to effectively

compensate the performance loss caused by introducing

Gaussian noises into the model.

4.4 Effects of Privacy Protection (RQ4)

In this study, we vary the key DP parameters in DP-

PrivRec and investigate the corresponding privacy loss

ε and model performance.

4.4.1 Privacy Loss.

First, we compute the upper bound of the privacy loss

ε in (ε, δ)-DP using the RDP-based analytical Moment

Accountant, when given different values of δ, the sam-

pling ratio q = M/N and the number of mechanism

composition E1. Note that we measure the privacy loss

during the model training stage, meaning that N is 80%

of the total users (i.e., 4800 and 760 in Movielens and

Frappe respectively). We fix the noise variance z = 1

for Gaussian Mechanism following previous work [67,

49], and set E1 = 1000 for both datasets. We show the

results for Movielens and Frappe in Table 4 and Table 5

respectively. Clearly, we can achieve different levels of

privacy as needed by choosing different combinations

of parameters. In particular, ε obtained on Movielens is

clearly less than that on Frappe. This implies that us-

ing smaller sampling probability yields a tighter privacy

budget, which is consistent with the privacy amplifica-

tion rule [38]. Therefore, for Frappe which has a smaller

N , we need a smaller batch size (M) to achieve a similar

level of privacy as on Movielens.
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Fig. 6: Hits@20 of PrivRec and DP-PrivRec un-

der different privacy budget ε on Movielens.
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Fig. 7: Hits@20 of PrivRec and DP-PrivRec un-

der different privacy budget ε on Frappe.

4.4.2 Impact of Privacy Budget on Accuracy

In this section, we quantitatively investigate the impact

of privacy budget on recommendation accuracy. Specif-

ically, we vary the value of ε and observe the recommen-

dation accuracy (Hits@20 ) of DP-PrivRec on Movielens

and Frappe, we also show the performance of PrivRec

in the same results for comparison.
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Fig. 8: Hits@20 of PrivRec-SGD and the full

PrivRec on Movielens.

We report the results in Fig. 6 and Fig. 7, from

which we can draw two conclusions. First, PrivRec can

serve as an upper bound for DP-PrivRec in prediction

accuracy, since there is no disturbance in model param-

eters. Second, the relation between the privacy budget

and the target accuracy can be fitted as a log-like curve.

Increasing the privacy budget (i.e., ε) can quickly in-

crease the prediction accuracy. However, as ε is suffi-

ciently large, the accuracy remains stable.

4.5 Effects of First-order Meta-learning (RQ5)

To answer RQ5, we develop two experiments. The first

one is to study the effects of the proposed meta-learning

technique in helping the global model personalize to

inactive users. The second one is to compare the effi-

ciency of first-order and second-order meta-learning in

PrivRec.

4.5.1 Effects of Meta-learning in Fast Personalization

We develop a variant of PrivRec called PrivRec-SGD,

which only performs one gradient descent in the device

during training and local personalization. This setting

degenerates to SGD. We compare it with PrivRec that

utilizes a first-order gradient performing multiple local

updates, and choose Hits@20 as the measurement. In

Movielens, we select the inactive users who have less

than 20 visited items in the test set for evaluation. We

show the results in Fig. 8. From the figure, we can see

that PrivRec significantly outperforms PrivRec-SGD

by 20%− 40%. The huge gap between these two meth-

ods demonstrates that meta-learning can be especially

beneficial to those inactive users.

4.5.2 Efficiency of First-order Meta-learning

We compare the training time of our proposed PrivRec

that uses first-order meta-learning and the baseline method
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Fig. 9: The time spent (in log of milliseconds)

in every training round for FL recommendation

based on first- and second-order meta learning.

NN-SELF [9] that uses second-order meta-learning (i.e.,

MAML). Note that we employ the same network struc-

ture as NN-SELF for the base recommender system

in this experiment for fair comparison. Specifically, we

vary the batch size (i.e., the number of participating

users) in every global training round on Movielens, and

compare the time cost (log of milliseconds) by these two

methods in Fig. 9.

From the results, the observation agrees with the

theoretical study, such as [53,22,60], that computing

the expensive second-order Hessian-vector products in

an additional backward pass could be about 10%−30%

more time consuming. This justifies the need to develop

a first-order meta-learning approach.

4.6 Defensing Membership Inference (RQ6)

To answer RQ6, we develop a membership inference

attack (MIA), and evaluate the effects of DP-PrivRec

against the attacks.

Following previous studies [68,59], we design a shadow

model fs and an MIA model fmi, where fs is used to

generate a dataset for training fmi. Assume that there

is a malicious FL participant, when it receives the global

model without adding noise, the MIA model fmi in this

participant determines whether a specific given user is

present in the FL training or not.

4.6.1 Training Attack Model

We denote PrivRec as the target model, and let the

shadow model fs trained on a shadow dataset generated

by the adversary to mimic the target model, namely,

take similar input and output of the target model. This

shadow dataset should be created by publicly avail-

able data and have the same distribution (e.g., fea-

tures) as the original one. Specifically, in our experi-

ment, we randomly select 1000 users from Movielens
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introduced in Section 3.2 and their interactions to form

shadow dataset for simulation purpose. In reality, we

can consider that some users are willing to sacrifice their

privacy and turn out their data in exchange of better

personalized service. We call the remaining dataset ex-

cluding the shadow dataset as private dataset. We ran-

domly select 80% users and their histories from shadow

dataset (denoted as used users) to train the shadow

model fs, which has the same network structures and

hyper-parameters as PrivRec. This requirement can be

met since all participants are aware of the model struc-

ture and hyper-parameter information in FL.

After the training of fs completes, we construct an

attack dataset based on the 80% used users, the rest

20% unused users and the shadow model. We feed each

user u in shadow dataset into fs, and obtain a top-10

recommendation list lu. Since MIA is a binary classi-

fication task, namely, predicting whether a sample has

involved in the training or not, we add a label to such

(u, lu) pair to indicate whether user u is involved in

training or not. Specifically, if u is from “used users”,

then we label (u, lu) as in, if u is from “unused users”,

then we label (u, lu) as out. We concatenate (u, lu) as

input, and employ random forest as the MIA model fmi
to predict the binary label in or out.

4.6.2 Evaluating Defense Against MIA

With well trained attack model fmi and shadow model

fs, we evaluate the attack effectiveness of fmi and to

what extend can DP-PrivRec defense such attacks. We

divide the private dataset by user, and use 50% of users

to separately train PrivRec and DP-PrivRec. In one of

the participating client, which is assumed to be mali-

cious, a MIA model fmi is trained following the afore-

mentioned steps. If it is curious whether a specific user

represented by u (i.e., a user has specific features) has

participated in the training, PrivRec or DP-PrivRec

that this participant receives could predict the top-10

recommendation items lu. Given (u, lu), fmi predicts

the label in or out. We compare the prediction accu-

racy of MIA fmi based on all output of PrivRec or DP-

PrivRec. Furthermore, to justify the advantage of Gaus-

sian Mechanism in adding noise to defense from mem-

bership inference, we develop a variant LM-PrivRec

that draws noise from Laplace Mechanism, another pop-

ular DP mechanism, to defense from membership infer-

ence attack. The settings of Laplacian distribution from

which noises are drawn from follow prior work [69].

We show results of this experiment in Table 6. We

can come to four major conclusions based on these re-

sults. First, the parameters of PrivRec are not per-

turbed by any noises, therefore, when the adversary

launches MIA to its results, the prediction accuracy is

the highest among all target models. Second, the pre-

diction accuracy of the attack model to LM-PrivRec

and DP-PrivRec is lower than that of PrivRec, which

indicates that introducing DP to PrivRec to generate

noisy results could effectively defend from MIA. Third,

by setting higher privacy budgets (ε) in DP-PrivRec,

MIA will achieve better performance, which also usu-

ally means more sacrifice on privacy and better rec-

ommendation results. Finally, LM-PrivRec has slightly

worse protection effectiveness than DP-PrivRec given

the same ε towards MIA because Gaussian Mechanism

could introduce less noise into the model while having

the same privacy budget.

Table 6: The accuracy of membership attacks to

different target models.

Target Model
Dataset

Movielens Frappe

PrivRec 0.65 0.73

DP-PrivRec (ε = 2) 0.51 N/A
DP-PrivRec (ε = 5) 0.54 N/A
DP-PrivRec (ε = 15) 0.55 N/A
LM-PrivRec (ε = 15) 0.59 N/A

DP-PrivRec (ε = 5) N/A 0.54
DP-PrivRec (ε = 20) N/A 0.61
DP-PrivRec (ε = 40) N/A 0.65
LM-PrivRec (ε = 40) N/A 0.69

5 Related Work

In this section, we review recent advances relevant to

our work in three lines: federated learning, personalized

FL algorithms and private FL algorithms.

5.1 Federated Learning

With the boom of machine learning, especially deep

neural networks (DNN) over the past decade, numer-

ous practical applications based on these techniques

have emerged to help users address real-world prob-

lems, such as recommender system [10,88,92,66,90], fa-

cial recognition [47], AI assistance [78] and argument

mining [34,52]. These models usually run in a cloud-

based paradigm, namely these machine learning mod-

els are trained and hosted on cloud servers, and they

provide on-demand services for users [11,74]. However,

DNN-based models are notoriously known to be data-

hungry, and thus require access to a huge amount of

user data. Meanwhile, many countries enforce laws and
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regulations to protect the personal information privacy

and security. These laws and regulations make online

service providers hard to collect and centrally store user

data for training purposes.

Federated learning (FL) is a new attempt to solve

the data dilemma faced by traditional machine learning

methods, which enables training a shared global model

with a central server while keeping all the sensitive data

in local institutions where the data belong. Google was

the first to propose federated learning concept in 2016,

and applied this technology to their application Gboard

- a virtual keyboard of Google for touchscreen mobile

devices with support for more than 600 language va-

rieties [49,28,61]. Since then, various machine learning

algorithms have been proposed to adapt to the FL set-

ting. Based on how the data across parties are utilized

in FL, these algorithms can be categorized into three

categories according to [85]: horizontal federated learn-

ing such as the aforementioned Gboard, vertical fed-

erated learning such as [29,54] and federated transfer

learning.

The exploration of building an FL recommender sys-

tem, which falls into the horizontal federated learning

category, is still rare. There are some work aiming to de-

velop an FL matrix factorization recommender system

[23,3]. [3] introduce a Federated Collaborative Filter

(FCF) model that generates recommendation results

based on implicit feedback data by deriving a feder-

ated version of the widely used CF method. To update

the global model, FCF aggregates user-specific gradi-

ent updates of the model weights from the clients. In

[23], the authors propose a federated multi-view ma-

trix factorization method for recommendation, which

enhances the performance by including side informa-

tion from both users and items.

We are the first few work to propose a DNN-based

personalized FL recommender system that fully utilizes

the user/item side information to learn their represen-

tations.

5.2 Personalizing FL algorithms

On the other hand, a typical solution to obtain an opti-

mal FL model is only good on average, and it does not

fully consider the heterogeneity of data distribution of

users [21]. This contradicts our goal to develop a prac-

tical recommender system that can generate personal-

ized results for each user. Therefore, it is necessary to

“personalize” the vanilla FL algorithm. Currently, there

are three major lines of work addressing this challenge:

local fine-tuning, multi-task learning and adding user

context.

Local fine-tuning The mainstream approach to

personalize an FL algorithm is local fine-tuning, where

each client receives a global model and tunes it using

their own local data and several gradient descent steps.

For example, [13] propose to adaptive personalize fed-

erated learning algorithm which aims to learn a per-

sonalized model for each user that is a mixture of opti-

mal local and global models. Recently, this approach is

predominantly used in meta-learning methods such as

MAML [22]. In [37], a personalized FedAvg algorithm

in which the classic FedAvg algorithm is first deployed,

and then they switch to REPTILE, a meta-learning al-

gorithm proposed in [53], and finally runs local updates

to achieve personalization. They found that FL with

a single objective of performance of the global model

could limit the capacity of the learned model for person-

alization. ARUBA proposed in [39] is a meta-learning

algorithm inspired by online convex optimization, and

it achieves improved personalization when applied to

FedAvg. The most closely related work to ours is NN-

SELF [9] where the authors build an FL recommender

system based on MAML, where a parameterized meta-

algorithm is used to train parameterized recommenda-

tion models and both meta-algorithm and local model

parameters need to be optimized. Our work is differ-

ent from NN-SELF in two aspects. First, our model

is a deep learning-based structure that is specifically

designed for FL environment. In contrast, the base rec-

ommender in NN-SELF hinders its ability to learn user

and item representations more accurately. Second, we

have fully justified our motivation of replacing MAML

with REPTILE, and the rationale why it leads to signif-

icant benefits. As we discussed, there is no need to split

the local into support and query sets, which is more

friendly for inactive users. Also, it can also effectively

reduce the computational cost.

Multi-task learning The second category of such

work is to view the personalization problem as multi-

task learning [91,8]. The most well-known work in this

category is MOCHA [64], which considers the optimiza-

tion on each client as a new task such that the ap-

proaches of multi-task learning can be applied. In an-

other work [46], the authors propose to cluster clients

into groups based on some features and consider each

of them as similar tasks, and then train a model for

each group. However, in such setting, all clients are re-

quired to participate in every training round, which is

infeasible for a large-scale federated learning system.

Adding user context Finally, we introduce the

third category that the personalization of a global FL

model could be achieved by adapting to different con-

texts. For example, Hard et al. in [28] develop an FL

next-word prediction model in a virtual keyboard for
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smartphones and personalize it on the local device by

incorporating different contexts.

Our work falls into the first category, but differ-

ent from their work, our proposed (DP-)PrivRec only

utilizes the more efficient first-order gradient to adapt

to the resource-constraint edge devices, while achieving

great on-device personalization.

Also, the heterogeneity problem in FL has drawn

much research attention, such as [93,72,6,84]. Com-

pared with the non-IID concept discussed in [93,72,6],

our work is more focused on the unbalanced nature of

activities users generate, namely, the number of activi-

ties each user (device) varies significantly, which greatly

challenges the personalization requirement of recom-

mender systems. However, these mainly studies the dis-

tribution differences among devices, which is more con-

cerned on the global optimization target.

5.3 Private FL Algorithms

In a pure FL environment, the clients do not need to

transfer data to the third party during model train-

ing. However, transferring parameters or gradients may

still be susceptible to leaking sensitive information [50,

77,80]. Membership inference attack (MIA) is consid-

ered as a major threat in such circumstance, which

aims to detect if some individual’s data has been used

to estimate a statistical model. Extensive techniques

have been made to defend from MIA during aggregating

model parameters, and the most well-studies ones are

Secure Multiparty Computation (SMC) [20,5], Homo-

morphic Encryption (HE) [2], and Differential Privacy

(DP) [19]. With HE, a client and server can exchange

information and perform training based on encrypted

data. HE is quite computation intensive and inflexible,

so it has not been widely used in the production envi-

ronment. SMC designs a network consisting of multi-

ple carefully selected parties, who collaboratively carry

out a given computation task. Each party in the net-

work has access to only an encrypted part of the data.

Some simple functions have been implemented based

on SMC, however, arbitrarily complex function com-

putations such as deep learning are still infeasible due

to computational cost [45]. DP aims to reduce the sta-

tistical likelihood of any individual data sample being

identified as a training sample.

Compared with SMC and HE, DP has its unique ad-

vantages when applied in the FL setting. First, it pro-

vides strong theoretical privacy guarantees without any

information about an individual and is not affected by

what the attackers know about the dataset. The benefit

is that the involved parties can access datasets without

ad-hoc restrictions, maintaining the advantages of the

FL training framework. Second, a very nice feature of

DP is that it can be composed, which we also cover in

our submitted manuscript. Specifically, in modern ma-

chine learning training process, many times of access to

training data are required, which would naturally result

in more data exposure. Theoretically, the composition

feature of DP enables it to achieve minimized privacy

loss in various settings when accessing dataset many

times. In our setting, we use the moments accountant

mechanism [1] to keep track of and limit the privacy

loss when training our proposed deep learning-based

recommender system.

Next, we review the work [25,49,27,87,62] that ap-

ply DP in FL. The common goal of these work is to

ensure that a learned model does not reveal whether a

client participated during decentralized training. This

requires the protection of the client’s whole dataset

against differential attacks from other clients.

Specifically, the FedMEC framework in [87] is an

efficient federated learning service on the mobile edge

computing environment, which allocates the heavy com-

putations to the edge devices and makes the computa-

tion results differentially private before sending back to

the server. On the other hand, [49] and [25] indepen-

dently propose a user-level DP algorithm in the feder-

ated learning setting and provide a tight privacy guar-

antee. In [62], the authors also propose a FL recom-

mender with differential privacy, which divides users

into multiple groups, and separately learns a DP proto-

type recommendation model for each entity. However,

this assumes that there is no privacy concerns for users

within a group. Most recently, [43] introduce a DP-

based Upper Confidence Bound (UCB) strategy to the

proposed federated private bandits framework in order

to protect the client’s data from exposure, and based on

this scheme, the authors build a recommender system.

In our work, we formulate a user-level differentially

private PrivRec called DP-PrivRec. Compared to the

DP techniques used in [49,25,62,43], DP-PrivRec is

different from them in two aspects. First, we sample

an equal-sized batch of clients instead of varied-size,

which helps us easily analytically measure the privacy

used during training and accelerate the computation.

Second, we introduce a two-stage training approach to

make up for the performance loss due to DP.

6 Conclusions

When widely used recommender systems meet the dra-

matically rising concerns of personal privacy protection

in the mobile Internet era, it is urgent and practical to

develop a recommender system that can balance pri-

vacy and recommendation performance.
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In this paper, we aim to address this dilemma. We

first proposed a DNN-based recommender system called

PrivRec that utilizes the side information of users and

items to learn the user/item representations, and then

generate recommendations. In particular, PrivRec can

smoothly run on the FL setting, which is a fully dis-

tributed framework to design privacy-persevering algo-

rithms. With PrivRec, sensitive user data never has to

leave their devices, while still enjoying the recommen-

dation service. Since the trivial FL training paradigm

can hardly provide personalized results for every indi-

vidual user, we introduced an efficient method based

on meta-learning to fast adapt to a new user or inac-

tive user using a few local data examples. Furthermore,

as there are still risks to leak personal information to

potential malicious FL participants, we enhanced the

privacy protection of PrivRec by introducing a user-

level DP mechanism, and developed a more powerful

model called DP-PrivRec. We also provided an analyt-

ical sketch to measure the privacy spent when train-

ing DP-PrivRec. Finally, we performed extensive ex-

periments on two datasets within a simulated FL en-

vironment, whose results demonstrate the effectiveness

of our proposed PrivRec and DP-PrivRec.
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