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Abstract

In this paper, we present an online/offline identity-based signature scheme for the wireless sensor
network (WSN). We argue that due to significant reduction in costs of computation and storage, our
scheme is particularly suitable for the WSN environment with severely constrained resources. One of
the interesting features of our scheme is that it provides multi-time usage of the offline storage, which
allows the signer to re-use the offline pre-computed information in polynomial time, in contrast to one-
time usage in all previous online/offline signature schemes. As evidence of the practicality and feasibility
of our scheme to be used in the WSN environment, we provide an actual implementation result of our
scheme on the MicaZ platform.

1 Introduction

WSN APPLICATIONS AND SECURITY. A wireless sensor network (WSN) is a wireless network consisting
of spatially distributed autonomous devices using sensors to cooperatively monitor physical or environmen-
tal conditions, such as temperature, sound, vibration, pressure, motion or pollutants, at different locations.
There are many potential applications for WSNs [2]. They could be used in commercial and industrial ap-
plications to monitor data that would be difficult or expensive to monitor using wired sensors. They could
be used to monitor situations in some hazard environments, such as in nuclear power plants. They could
also be deployed in wilderness areas, where they would remain in operation for many years (monitoring
some environmental variables) without the need to recharge/replace their power supplies. They could form
a perimeter about a property and monitor intruders.

WSNs are more vulnerable to various attacks due to their nature of wireless communication. In some
WSN applications, providing authentication for sensed data is of prime importance. For example [24], in
radiological facilities where sensors collect data on radioactive levels of nuclear power plants and transmit
them to base stations or workers’ dosimeters, it should be assured that the collected data are authentic
and have not been altered during transmission in order to avoid malfunction or other possible hazards to
the workers due to misinterpretation caused by altered data. Another example [24] is the social/health care
systems where information about elderly people or patients’ emergent conditions is transmitted from sensors
to base stations. Again, authenticity of data transmitted through sensors is crucial in those systems in that
altered/modified data could have serious consequences for the people in critical or dangerous situations.

However, since sensors usually have very constrained resources in terms of computing, communication,
memory, and battery power, providing authenticity in WSN poses different challenges than traditional net-
work/computer security [20, 18]. This requires lightweight and power-saving cryptographic algorithms to
support WSN security [15, 20]. For this reason, only symmetric-key cryptographic algorithms have been




1 INTRODUCTION 2

regarded as suitable tools for providing WSN with security. Contrary to this common belief, it has recently
been reported that public-key cryptographic algorithms are feasible to be realized in WSNs and in fact
practical if appropriate algorithms are chosen [11, 26, 3]. A significant benefit one can obtain from using
public-key cryptographic algorithms for WSN security is that this simplifies essential security services in-
cluding key distribution/management and hence reduces transmission power due to less protocol overhead
[11].

One important issue that should be resolved in order to fully utilize public-key cryptography in WSN
is to build up a public key infrastructure (PKI) for WSN [27, 21], which is to establish a trusted identity.
However, as pointed out in [21], the PKI for WSNss is not trivial to construct. Especially, distributing signed
public-key certificates of numerous sensors could be difficult in many situations. We argue in this paper
that at least for providing data authentication services, identity-based signature schemes are useful due to
the feature that a signer does not have to hold a signed public-key certificate for other entities to verify
signatures that the signer generates.

IDENTITY-BASED CRYPTOGRAPHY. Identity-based (ID-based) cryptography, introduced by Shamir [22],
eliminates the necessity for checking the validity of certificates. In an ID-based cryptography, public key of
each user is easily computable from a string corresponding to this user’s identity (e.g. an email address, a
telephone number, etc.). A private key generator (PKG) then computes the private keys from a master secret
for the users. This property avoids the requirement of using certificates and associates an implicit public
key (user identity) to each user within the system. In the case of ID-based signature (IBS), verification takes
only the identity together with the message and signature pair as input and executes the algorithm directly.
This is different from the traditional public-key cryptography, whereas an additional certificate verification
algorithm is needed which is equivalent to the process of two signatures verification.

Identity-based cryptography could particularly be suitable for WSN. The absence of certificate elimi-
nates the costly certificate verification process. In addition, when there is a new node added to the network,
other nodes do not need to have its certificate in order to communicate in a secure and authenticated way.
This can greatly reduce communication overhead and computation cost, which is a significant factor in the
design of WSN. Recently, Tan et al. [25] proposed an identity-based encryption scheme for body sensor
network (BSN), a network of sensors deployed on a person’s body to collect physiological information.

ONLINE/OFFLINE SIGNATURE. In order to further reduce the computational cost of signature generation,
online/offline signature is preferable in WSN. The notion of online/offline signatures was introduced by
Even, Goldreich and Micali [10]. It performs the signature generation procedure in two phases. The first
phase is performed offline (prior to the knowledge of the message to be signed) and the second phase is
performed online (after knowing the message to be signed). In WSN, the offline phase can be executed at
the base station, while the online phase is to be executed in the WSN node. The online phase is typically
very fast, and hence can be executed efficiently even on a weak processor, such as a node in WSN.

Even, Goldreich and Micali proposed a general method for converting any signature scheme into an on-
line/offline signature scheme. However, the method is impractical since it increases the size of the signature
by a quadratic factor. Later, Shamir and Tauman [23] proposed a new paradigm, called “hash-sign-switch”
for designing more efficient online/offline signature schemes. Both schemes are in generic setting, and thus
not actually very efficient or practical to be used. Some concrete implementations have been proposed in
[16, 9, 14, 5]. Among these schemes, [16] and [14] are proven secure without random oracles while [5]
is the most efficient one. However, all schemes are only for traditional public-key based setting, but not
targeted for identity-based setting.
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1.1 Related Works

The only existing ID-based online/offline signature scheme was designed by Xu, Mu and Susilo [28] (this
scheme will be referred to as the “XMS” scheme hereafter). In their scheme, the signer needs to execute the
offline phase every time when he wants to produce a signature. We call it “one-time” meaning the offline
signature part can be used only once and hence, it cannot be re-used. If we apply this one-time scheme into
WSN, it becomes impractical since, assuming the offline phase is done at the base station, non-reusability of
the storage implies that sensors need to go back to the base station every time for obtaining the next offline
signature part. Moreover, the verification of the XMS scheme requires a pairing operation, which is a costly
computation process for a sensor node. We do not expect a node can execute such a heavy operation, which
makes the signature scheme not appropriable for node-to-node signatures in WSNs .

Even worse, it was recently found by Li et al. [17] that the XMS scheme does not achieve the claimed se-
curity, i.e., the signature is forgeable. In other words, there is no secure concrete identity-based online/offline
signature scheme existed in the literature yet.

1.2 Our Contribution

In this paper, we present an efficient online/offline ID-based signature scheme which is suitable for WSN. It
enjoys the following advantages:

— It is a concrete identity-based setting which does not require any certificate attached to the signature
for verification. It is proven secure in the random oracle model.

— When compared to the XMS scheme [28], which is the only ID-based online/offline signature in the
literature 2, our scheme requires less computation and storage cost (up to 50% saving). The XMS
scheme requires two pairing operations in the signature verification.

— More importantly, our scheme does not require any pairing operation in both signature generation
or verification. Therefore, our scheme can be easily implemented in WSN nodes. Our scheme is
especially suitable for node-to-node communication in WSN, in the sense that no certificate is needed
and computations are light enough to be executed.

— Our new technique allows the offline information to be re-usable. This way, the signer is not required
to execute the offline algorithm every time when he wants to sign a new message. Furthermore, unlike
most of the existing (non ID-based) online/offline signatures, our offline signing algorithm does not
require any secret information from the signer. Hence, it can be generated by any trusted third party
including the PKG. This is particularly useful for a WSN node as the base station, acting as a PKG,
can generate the offline information and the node does not need to return to the base station for the
renewal of the offline information every time signing is performed. Even this offline information can
be hardcoded into the node in the manufacturing stage. This can save a lot communication bandwidth,
which is considered to be an expensive cost in the WSN environment.

1.3 Organization

Our paper is organized as follow. We review some definitions in Section 2. Our scheme is given in Section
3, which is followed by the security and performance analysis in Section 4. An extension is given in Section

'Oliveira ef al. [19] show that using MicaZ node processor with TinyPBC open source code to execute a pairing operation
requires at least 5.5 seconds. A pairing-based signature verification takes at least 2 pairing operations, which needs more than 11
seconds. This is too long for many practical applications.

2We remark that the XMS scheme has been proven insecure by Li et al. [17]. However, as it is the only concrete identity-based
online/offline signature scheme in the literature, we also include it in our efficiency comparison.
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5. The implementation details of our scheme is presented in Section 6 and our paper is concluded in Section
7.

2 Definition

2.1 Mathematical Assumption

The security of our scheme will be reduced to the hardness of the discrete logarithm (DL) problem in the
group in which the signature is constructed. We briefly review the definition.

Definition 1 (Discrete Logarithm (DL) Assumption) Given a group G of prime order q with generator g
and element g* € G where x is selected uniformly at random from 7, the discrete logarithm (DL) problem
in G is to compute x. We say that the (e,t)-DL assumption holds in a group G if no algorithm running in
time at most t can solve the DL problem in G with probability at least €.

2.2 Security Definition

We then review the formal definition of the online/offline ID-based signature (IBS) scheme.

Definition 2 (ZBS) An online/offline ID-based signature scheme Z3S consists of algorithms Setup, Extract,
OfflineSign, OnlineSign and Verify.

— Setup: This algorithm computes a PKG’s public parameter param and a master key msk. Note that
param is given to all parties involved while msk is kept secret.

— Extract: Given an identity I D, this algorithm generates a private key associated with I D using msk,
denoted by skyp.

— OfflineSign: Given the public parameter, this algorithm generates an offline signature &.

— OnlineSign: On input the private key sk;p, the offline signature & and a message m, this algorithm
generates a signature o of the message m.

— Verify: Given I D, m and o, this algorithm outputs “accept” if o is valid and outputs “reject” other-
wise.

Note that we do not require the secret key to be the input of OfflineSign in our definition.
Next, we define the unforgeability notion for ZBS, which we call “UF-IBS-CMA (Unforgeability of
ZBS under chosen message attack)”.

Definition 3 (UF-IBS-CMA) An ID-based signature scheme ZBS = (Setup, Extract, Sign, Verify) is se-
cure in the sense of existential unforgeable against chosen message attack (UF-IBS-CMA) if there is no
adversary F' whose running time is polynomial bounded, given the set of common parameters param gen-
erated by Setup, wins the following attack game with non-negligible probability. Note that in the attack
game, the adversary interacts with the challenger through queries.

1. When F' issues a private key extraction query ID an identity, the challenger runs Extract providing
ID as input, obtains a corresponding private key sk;p and responds to F' with it.



3 THE PROPOSED ONLINE/OFFLINE IBS SCHEME 5

2. When F issues a signature generation query which consists of an identity /D and a message m,
the challenger runs Extract providing ID as input, obtains a corresponding private key skrp. The
challenger then runs the Sign algorithm providing sk;p as input and gives a resulting signature o to
F.

3. At the end of the game, F' outputs (ID’,m’,o’), where ¢’ is a signature of a message m’ and 1D’
is a corresponding identity. A restriction here is that I D’ and m’ have not been issued as any of the
private key extraction and signature generation queries before.

F wins the attack game if o’ is a valid signature of m/. The advantage of an adversary is defined as the
probability it wins the game. An adversary is said to be an (e, t, ge, gs, qn, )-forger if it has advantage at least
€ in the above game, runs in time at most ¢, and make at most g., gs and g extract, signing and random
oracle queries, respectively. A scheme is said to be (€, t, ge, gs, qn)-secure in the sense of UF-IBS-CMA if
no (€, t, ge, qs, qn,)-forger exists.

3 The Proposed Online/Offline IBS Scheme

We present our scheme in this section. It contains the following 5 components.

— Setup: Let G be a multiplicative group of prime order g. The PKG selects a random generator g € G
and randomly chooses = € Z; at random. It sets X = g”. Let H : {0,1} — Z; be a cryptographic
hash function. The public parameters param and master secret key msk are given by

param = (G,q,9, X, H) msk = x

— Extract: To generate a secret key for identity /D, the PKG randomly selects r € Z; at random,
computes
R«—g¢" s« r+ H(R,ID)x mod q

The user secret key is (R, s). Note that a correctly generated secret key should fulfill the following
equality:
gs — RXH(R,ID) (1)

— Offline Sign: At the offline stage the signer computes:

Vi—g¥  fori=0,...Jq—1

Note that at the offline stage, we do not require the knowledge of the message nor the secret key. It
can be also regarded as part of the public parameter and prepared by the (trusted) PKG instead of
offline signing stage.

— Online Sign: At the online stage, the signer randomly selects y € Z; at random. Let y[i] be the i-th
bit of y. Define ) C {1,...,|q|} to be the set of indices such that y[i] = 1. Compute

Y ][[Yi1 heHY,Rm) z<—y+hsmodg
i€y
The signature is (Y, R, z).
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— Verify: To verify the signature (Y, R, z) for message m and identity I D, the verifier first computes
h — H(Y, R, m) and checks whether

gz ; YRhXhH(R,ID) (2)
Accept if it is equal. Otherwise reject.

For correctness, note that Y = g¥. We have

YRhXhH(R’ID)
— gygrhgth(R,ID)
_ gy+h(r+H(R,ID)a:)
=g
_= gZ

y+hs

Remark I: As mentioned earlier, the offline signing algorithm can also be executed by any trusted third
party as no secret information is involved. The offline information can also be re-used. Actually if we put
the offline signing stage as part of the setup process which is done by the PKG (and the offline information
is put as part of the public parameter), our scheme can be regarded as a normal identity-based signature
scheme with very efficient signing algorithm that does not require any exponentiation.

Remark 2: 1t is possible to revoke nodes’ secret keys in various ways. For example, one can add “expiration
date” to the identity, so a private key associated with the identity can be renewed regularly as suggested in
[6]. Also, the base station can maintain a revocation list on the compromised nodes, which contains the
R values of the compromised nodes’s private keys (together with the node IDs). Consequently, checking
against the revocation list by the signature verifiers is no different from that in regular digital signature. The
detection of compromised nodes in WSN is a vast research area in WSN security. But we do not specify
which methods should be used to detect compromised nodes and to revoke keys, which is out of the scope
of this paper.

4 Security and Performance Analysis

4.1 Security Analysis

Theorem 1 The proposed scheme is (€,t, qe, s, qn)-Secure in the sense of UF-IBS-CMA in the random
oracle model, assuming that the (e’ ,t')-DL assumption holds in G, where

+ 1\ /1

o (1_ M)(l _ ,) <i>€7 V=t Olg + B
q q/ \qn

and qe, qs, qn, are the number of extraction, signing and hashing queries respectively the adversary is allowed

to make and F is the time for an exponentiation operation.

Proof.  Assume that there exists a forger .A. We construct an algorithm B that makes use of A to solve
discrete logarithm problem. B is given a multiplicative group G with generator g and prime order ¢, and a
group element A € G. Bis asked to find o € Z, such that g = A. We follow the proof technique from [4].

Setup: B chooses a hash function H : {0, 1}* — Z, which behaves like a random oracle. B is responsible
for the simulation of this random oracle. B assigns X « A and outputs the public parameter param =

(G,q,9,X,H) to A.
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Extraction Oracle: A is allowed to query the extraction oracle for an identity /D. B simulates the oracle
as follows. It chooses a, b € Z, at random and sets

R—X%" s—b H(R,ID)— —a

Note that (R, s) generated in this way satisfies the equation (1) in the Extract algorithm. It is a valid secret
key. BB outputs (R, s) as the secret key of I.D and stores the value of (R, s, H(R,1D), D) in the table for
consistency.

Signing Oracle: A queries the signing oracle for a message m and an identity I D. B first checks that
whether I D has been queried for the random oracle H or extraction oracle before. If yes, it just retrieves
(R,s, H(R,1D)) from the table and uses these values to sign for the message, according to the signing
algorithm described in the scheme. It outputs the signature (Y, R, z) for the message m and stores the value
H(Y, R, m) in the hash table for consistency. If I D has not been queried to the extraction oracle, 3 executes
the simulation of the extraction oracle and uses the corresponding secret key to sign the message.

Output Calculation: Finally the adversary A outputs a forged signature 02‘1) = (Y*, R*, zz‘l)) on message
m* and identity I D*. B rewinds A to the point where it queries H (Y*, R*, m™*) and supplies with a different
value. A outputs another pair of signature 0{2) = (Y*, R", zz‘z)). B repeats again and obtains 0?3) =
(Y*, R*, zzkg)). Note that Y* and R* should be the same every time. We let ¢y, ca, c3 be the output of the
random oracle queries H (Y*, R*, m™*) for the first, second and third time.

By r,x,y € Z, we now denote discrete logarithms of R, X and Y respectively, i.e., g" = R, g* = X
and ¢ =Y. From equation (2),we then have

2 =y +rci+aeH(R, ID) mod ¢ fori =1,2,3

In these equations, only 7, ¥, x are unknown to B. B solves for these values from the above three linear
independent equations, and outputs x as the solution of the discrete logarithm problem.

Probability Analysis: The simulation of the extraction oracle fails if the random oracle assignment H (R, I D)
causes inconsistency. It happens with probability at most g5, /q. Hence the simulation is successful g + ¢
times (since H (R, I D) may also be queried in the signing oracle if I D has not been queried in the extraction
oracle) with probability at least

8+S
(1 B @)q o Wl T4
q q

Due to the ideal randomness of the random oracle, there exists a query H (Y™, R*, m*) with probability at
least 1 — 1/q. B guesses it correctly as the point of rewind, with probability at least 1/g,. Thus the overall

successful probability is
N
(1 _ w) (1 _ ,) (i)g,
q q/ \qgp

The time complexity of the algorithm B is dominated by the exponentiations performed in the extract and
signing queries, which is equal to
t+O(ge +qs)E.
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Table 1: Comparison of computation cost

H ST’s scheme ‘ XMS’s scheme Our scheme
Offline (One-time) C(h) + C(ay) 2E +m 0
Offline (Multi-time) — lq| - 2E 0
Online (One-time) m m m
Online (Multi-time) — O(lql) - 2M +m | O(lq]) - M +m
Verification C(h) + C(oy) + C(certy) 2P+2E+ M 2E+ M

Table 2: Comparison of storage cost and signature size

H ST’s scheme ‘ XMS’s scheme ‘ Our scheme ‘
Offline Storage (One-time) 2|q| + |o| + |cert| 2|G| + 2|q| |G| + |q]
> 800 bits ~ 640 bits =~ 320 bits
Offline Storage (Multi-time) - 2|q| - |G| lq| - |G|
~ 6.4k bytes ~ 3.2k bytes
Size of signature lq| + |o| + |cert| 2|G| + |q| 2|G| + |q|
> 640 bits ~ 480 bits ~ 480 bits

4.2 Efficiency Analysis

We note that exponentiation is equivalent to point multiplication in Elliptic Curve Cryptosystem (ECC) and
multiplication is equivalent to point addition in ECC. Since a 160-bit ECC key offers more or less the same
level of security as a 1024-bit RSA, we may implement our proposed scheme using ECC with |¢g| = 160
(|G| can be as small as 160 in the optimal case by choosing suitable curve [7]). We adopt this setting in the
following comparison with other schemes.

4.2.1 Comparison with other online/offline schemes

We compare the efficiency of our scheme with two different ID-based online/offline signature schemes,
namely Shamir-Tauman’s (ST) scheme [23] (ID-based version, with certificate attached as part of the sig-
nature) and Xu-Mu-Susilo’s (XMS) scheme [28]. Here we remark that the XMS scheme did not provide
a multi-time version of the online/offline signature. However, we observe that the same technique we em-
ployed in Section 3 can be applied to their scheme and thus produce an appropriate comparison. On the
other side, the ST scheme cannot be extended to multi-time version.

We denote by C'(6) the computation cost of operation #, and by || the bits of A. Also we denote by F
the exponentiation in G (equivalent to scalar multiplication in ECC), M the multiplication in G (equivalent
to point addition in ECC), m the modular multiplication in Zj and P the pairing operation. We omit other
operations such as addition in Z; and normal hashing.

Table 1 shows the comparison of computation cost. h represents a Chameleon hash operation, which
requires at least one F/ computation. o, and o, represent a normal signature generation and verification
respectively, which require at least one E' computation for each operation. Similarly, cert, represents a
certificate verification, which also requires at least one £ computation.

Table 2 shows the comparison of offline storage cost and size of the signature. As stated above, |¢| and
|G| are both 160 bits. || represents the length of a normal digital signature, which is at least 160 bits. |cert|
represents the length of a digital certificate, which is at least 320 bits.

From the above comparison, we can observe that our proposed scheme is much more efficient than
Shamir-Tauman’s generic construction. When comparing to the XMS scheme, we achieve about 50% im-
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Table 3: Comparison of computation cost and size
H HS’s scheme CC’s scheme ‘ GQ’s scheme | Our scheme

Signing SE+ M 2F 2FE 4 2m m
Verification 2P+ FE 2P+2E+ M 4F +2M 2E+M
Size of Signature 320 bits 320 bits 2048 bits 480 bits

provement over space and computation efficiency of both the offline and online stage. Furthermore, in our
scheme as the offline stage can be done by the PKG, the signer does not have any computation cost in the
offline stage while the XMS scheme requires more than 320 E operations.

The most significant improvement focuses on the signature verification. We do not require any pairing
operation while the XMS scheme does. It is particularly suitable for the WSN environment where the sensor
node does not have enough computation power for a pairing operation. Without any pairing operation, we
allow any node to generate and verify signature. That is, our proposed signature scheme facilitates the
communication between nodes in an authenticated way.

4.2.2 Comparison with other non-online/offline schemes

We also compare our scheme with other (non-online/offline) ID-based signature schemes that have been
standardized by ISO/IEC: Hess’s [13] scheme (denoted HS), Cha and Cheon’s [8] scheme (denoted CC) and
Guillou and Quisquater’s [12] scheme (denoted GQ). The detailed comparison is given in Table 3. We use
the same notation as in Table 1.

From the above, we can see that those non-online/offline schemes may not be suitable for lightweight
devices, such as wireless sensors. Both HS and CC schemes require F (exponentiation) operation in the
signing stage and P (pairing) operation in the verification stage, which are considered fairly heavy. Due to
resource constraints, lightweight devices may not be able to execute such operations.

S Extension for Aggregation

It would be useful if a (single) sensor node can sign multiple messages, say n messages, but the size of
resulting signature is significantly smaller than n times the size of a single signature. Such an aggregated
(shortened) signature is of great importance in WSNs as reducing communication overheads in WSNss is
crucial for resource-constrained sensor nodes.

As an extension to our online/offline IBS scheme, we propose the following aggregation technique when
a single user (node) wants to sign multiple messages.

— Setup: Let G be a multiplicative group of prime order g. The PKG selects a random generator g € G
and randomly chooses z € Z,. It sets X = ¢g*. Let H : {0,1} — Z, be a cryptographic hash
function. The public parameters param and master secret key msk are given by

param = (G, q,9, X, H) msk =z

— Extract: To generate a secret key for identity 1D, the PKG randomly selects r € Z;, computes
R«—g¢g" s«—r+ H(R,ID)r mod g

The user’s secret key is (R, s).
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— Offline Sign: At the offline stage the signer computes:

Vi—g¥  fori=0,...,Jq -1

As noted in the previously, this offline stage computation can be conducted by other trusted third party
or the PKG. The resulting value Y; for i = 1,...,|q| — 1 can also be provided as part of the public

parameter.

— Online Sign: At the online stage, the signer randomly selects y; € Z;. Let [i] be the i-th bit of y;.
Define J; C {1,...,|q|} to be the set of indices such that y;[i] = 1. Compute

Y] HYi_l hy — H(Y, R, m;) 21—y +hsmodqg forl=1,...,n

ey,

Also, compute

n
=Y 4
=1

The aggregated signature is (Y}, R, z) forl = 1,...,n.

— Verify: To verify the signature (Y}, R, z) for message m; and identity I D for[ = 1,...,n, the verifier
first computes h; < H(Y, R, m;) and checks whether

n

g = (H Y;) RE =t x (Cim h) H (R, D) 3)

=1

Accept if it is equal. Otherwise reject.

Note that the verification is correct: Since Y; = g% forl =1,...,n, we have

(
(

g
g
g

H }/Z)Rzzl:l he xr (O272y ) H(R,ID)
=1

H yl)gT(Zznzl hl)gx(Z?zl hi)H(R,ID)
=1

(i yl)g(Z?:l hy)(r+zH(R,ID))
OBy yz)gS(Z?:l hy)
i (yiths)

z

g .
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Figure 1: Comparison between Non-Aggregated and Aggregated Versions of Our Scheme

As depicted in Figure 1, when the proposed aggregation technique is employed, the size of signature is
significantly reduced compared to the non-aggregated version in which the size of signature is almost two
times bigger than the size of the aggregated signature.

6 Implementation on WSN

6.1 Basic Setting

We realized our online/offline ID-based signature scheme in the single-hop setting (see the implementation
framework in Figure 2), in which each sensor node can sign messages using its secret signing key associated
with its identifier information I D.

i D, MicaZ Nodes
- D
YRz ., B 2%
IRD TR
param —
i R
g -

Base Station i e iH;j(Y, R,1;§K R 1)
T 8D,
Y.(V.R 2)

Y.(Y,R, 2)
Figure 2: Overview of Implementation Scenario

We assume that the system parameter param is generated by the base station and is embedded in each
sensor node when they are deployed. We also assume that the signatures generated by the sensor nodes
can be verified either by sensor nodes themselves or by the base station. Like the case for general WSNss,
we assume that the base station is powerful enough to perform computationally intensive cryptographic
operations, and the sensor nodes, on the other hand, have limited resources in terms of computation, memory
and battery power. We also assume that the private key of the base station is safely stored.
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The sensor nodes used in our implementation are MicaZ 3, developed by Crossbow Technology. Its RF
transceiver complies with IEEE 802.15.4/ZigBee, and the 8-bit microcontroller is Atmel ATmegal28L, a
major energy consumer. We used a PC (Dell Dimension 9150 3.0 GHz CPU, 1GB RAM) as a base station.

The programming languages used for our implementation are nesC, C and Java. The base operating
system for the MicaZ platform is TinyOS 2.0. For implementation of our scheme on the sensor node,
we employed elliptic curve cryptography due to the small key size and low computational overhead. We
specifically used an ECC library developed by Siemens AG * with 160-bit key size.

‘ Source ID (2 bytes) | Msg type (1 Byte) ‘ R.x (20 bytes) | R.y (20 bytes) ‘ Zero Padding (40 bytes) ‘

Data Format (Initialize Phase, Msg type = 0)

‘ Source ID (2 bytes) | Msg fype (1 Byte) ‘ Y.x (20 bytes) | Y.y (20 bytes) ‘ 7 (20 bytes) Message (20 bytes) ‘

Data Format (Normal Phase, Msg type = 1)
Figure 3: Data Format

Figure 3 illustrates the data format of a packet in our implementation. The reason we split the signature
into two phases instead of single phase is that the “R” part of our signature will be the same for all signatures
produced from a particular sensor node; hence it will save communication overhead by sending R once at
the very beginning of the communications. (Normal phase packet size for 1 stage = 123 bytes vs 2 stage =
83 bytes, 40 bytes or 320bits communication overhead saved for each signature!)

In initialize phase, the size of each packet is 43 bytes, i.e. 3 bytes for the header, 40 bytes for signature
(20 bytes for R.x*, 20 bytes for R.y*), and the rest are zero padding. (Note that *R and Y are points on
Elliptic curve, so we need x-y coordinate to represent it in Cartesian space.) In normal phase, the size of
each packet is 83 bytes, i.e. 3 bytes for the header, 60 bytes for signature (20 bytes for Y.x*, 20 bytes for
Y.y*, 20 bytes for z), and 20 bytes for the payload.

6.2 Energy Consumption
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Figure 4: Power supply circuit for estimating energy consumption of MicaZ

Before we explain how to measure the energy consumption, let us review some basic formulae related to
the energy and power. The energy F is defined as £ = P -{ where P denotes power and ¢ denotes time. The
unit of £ is Joule. Here, P = V x I where V and I denote voltage and current respectively. Note that the

3Further information on this platform is available at http: //www.xbow . com/.
“Note that this library is not publicly available. One can use TinyECC instead, which is available as open source.
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unit of P is Watt. Note also that by Ohm’s Law, I = V/R, where R is resistance. Since the actual energy
consumed when running our codes in MicaZ cannot be calculated just based on its internal impedance,
there is no way to estimate the impedance of logic gates. Hence, we measure the energy consumption of
MicaZ indirectly. Figure 4 shows the power supply we built for estimating the energy consumption for our
online/offline ID-based signature scheme. The circuit is powered by two Sanyo AA size NiMH rechargeable
batteries, with fully charged and voltage level is at 2.97V. The reason we add a resistor, 121, to the circuit
instead of just connected to an Ammeter in series of the circuit is because we want to capture the current
changes in the circuit and the period of changes at the same time. With this setup, we are able to measure
the current flow into MicaZ indirectly by measuring the voltage drop, Vg, , in the resistor /21 using HP54520
oscilloscope. We choose a small value (10 Ohms) resistor (actual reading is 9.6 Ohms) in order to minimize
the addition resistance to the circuit. After we had the current information, we measure the total voltage
drop across Micaz, V), by using Fluke 87 voltmeter connected in parallel with MicaZ. By now, we are able
to calculate the total power of the circuit in any instance. In order to get the energy consumption, we need
the timing information. We program the MicaZ to sign and verify the signature periodically. With this, the
oscilloscope is able to capture the computation time as the voltage across R; and Vg, will change across
MicaZ during the computation of our online/offline ID-based signature scheme. Since we are only interested
in the additional energy cost required for computing our online/offline ID-based signature scheme, we first
estimate the energy consumed by MicaZ during computation and verification of the signature. After that we
minus the energy consumed by MicaZ during its ideal state. By doing this we can have the actual energy
consumption which is shown in Table 4.

Table 4: Time and energy consumptions of our implementation

’ Process Name ‘ Time (s) ‘ Energy (mJ) ‘
Sign (Offline - Base Station) | 0.293 nil
Sign (Online - MicaZ) 0.896 12.37
Verify (Base Station) 0.031 nil
Verity (MicaZ) 5.61 77.44

In Table 4, we summarize the time and energy consumptions of our implementation when a random
message of 20 bytes is signed and verified using our online/offline ID-based signature scheme. Note that we
have included two cases for signature verification, when the signature is verified by the base station and the
MicaZ sensor node, respectively.

6.3 Comparison with other ECDSA implementations

Table 5: Comparison with other ECDSA implementations

’ Schemes ‘ Sign (mJ) ‘ Verify (mlJ) ‘
Our IBS implementation Aprrox. 12.37 | 77.44
ECDSA implementation in [1] 46.2 58.4
ECDSA implementation in [26] | 22.82 45.09

Although we have not found any implementations of IBS scheme on WSN in the available literature,
one could compare our implementation with the ECDSA implementations given in [1] and [26], which may
be comparable in a sense that they are all based on ECC with 160-bit key and are implemented on MicaZ.
Readers are referred to Table 5 for the comparison. Note that the signing operation of our online/offline
IBS consumes very little energy compared to those of [1] and [26]. This is due to the fact that in our
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online/offline IBS scheme, offline signing can be performed by the base station as no secret information is
required and hence the sensor nodes are exempt from performing relatively “heavy” point multiplications.
Note also that the verification of our scheme is only slightly more expensive. This is because our scheme is
“identity-based” so more point multiplications should be performed.

7 Concluding Remark

We presented an efficient online/offline ID-based signature scheme which does not require any certificate
attached to the signature for verification, and does not require any pairing operation in both signature gen-
eration or verification. More importantly, our offline signing algorithm does not require any secret key
information. It can be pre-computed by a PKG. The offline information can also be re-used. This is a great
advantage in WSN environments as the offline information can be hard-coded to the sensor node in the
manufacturing or setup stage. It can eliminate any communication between the sensor node and the base
station for the offline signing, which is considered as a costly factor in the WSN.

The length of this (pre-computed) offline information, or can be considered as public parameters, is
about 160 group elements. It may be considered long for signing a few messages. However, if the sensor
requires to sign a thousand, or even a million of messages, these 160 group elements are just negligible
when compared to those messages. Thus our scheme is particular suitable for large scale network.
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