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Abstract
Context  Big Data Analytics is a rapidly emerging IT practice whose applications 
offer benefits for a wide variety of business areas across an organisation. Given the 
wide scope of applications, the many types of processing involved, including those 
for purposes not yet foreseen, and the inherent privacy concerns resulting from col-
lecting and storing personal data, the newly introduced General Data Protection 
Regulation (GDPR) poses specific challenges for safeguarding the security and pro-
tection of big data. These challenges are not limited to the IT function but extend 
across the entire organisation. This raises the question whether Enterprise Archi-
tecture Management (EAM), as an approach for ensuring the coherence, strategic 
alignment and focus on value creation of all organisational resources, offers guid-
ance for addressing those challenges in a holistic manner, and thus provides a fruit-
ful ground for developing an approach for complying to GDPR requirements in a 
Big Data context.
Objective  This study surveys the state-of-the-art in research on security, privacy, 
and protection of big data. The focus is on investigating which specific issues 
and challenges have been identified and whether these have been linked to GDPR 
requirements. Further, it examines whether previous research has investigated the 
potential of EAM in addressing those challenges and what the main findings of 
those studies are.
Method  We used Systematic Mapping Review (SMR), which is a methodology for 
literature review aimed at surveying the state-of-the-art in a research field as it is 
documented in the scientific literature. Further, we used Template Analysis, which is 
a thematic analysis technique, for coding the texts of the selected papers, classifying 
the research studies, and interpreting the different themes addressed in the literature.
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Results  Our study indicates that only few researchers have explored the use of EAM 
practices in relation to data security and protection in a Big Data context. We further 
identified seven trends within the areas under consideration that could be subjects 
for further research.
Conclusions  Our study does not invalidate the potential of EAM to help address-
ing GDPR requirements in a Big Data context. However, how EAM practices may 
contribute to risk management and data governance in environments where big data 
are being processed, is still a huge research gap, which we intend to address in our 
future research.

Keywords  Big data · Data protection · Data protection directive · Enterprise 
architecture management · General data protection regulation · Governance · 
Information security · Privacy · Systematic literature mapping

1  Introduction

Big Data Analytics (BDA) is a rapidly emerging area for both business and IT pro-
fessionals involving technology, people and organisations (Alharthi et al. 2017) and 
generally refers to the use of analytical applications that process a wide variety of 
voluminous, rapidly changing, non-transactional datasets that contain data of vary-
ing degrees of structuredness and quality. Although the benefits of BDA applica-
tions are far-ranging and affect different business fields (from medicine to social net-
working) and organisational functions,, their reach also introduces great exposure 
to security and privacy risks (Lee 2017) Given the types of processing involved and 
the ways data is used, which may have nothing to do with the purpose set during 
their collection (Rubinstein 2012), concerns regarding security and privacy mat-
ters have vastly increased, putting organisations under immense pressure to protect 
their information assets and themselves from hefty legal repercussions of probable 
breaches (Salleh and Janczewski 2016).

In Europe, the General Data Protection Regulation (GDPR) (EU 2016) is the 
new law backing data privacy and data protection. Its leading role is to ensure the 
fair processing of personal data by both the public and private sectors. To do so, it 
imposes stronger rules on data protection, enabling individuals (data subjects (DSs) 
in GDPR terms) to have more control over their data. Instead of dealing with the 
different levels of national data protection laws, where something that is allowed in 
one EU member state (MS) could be unlawful in another, the GDPR becomes the 
common data privacy law across all EU MSs. The repealed law was based on EU 
Data Protection Directive (95/46/EC or DPD) (EP 1995). DPD outlined the desired 
outcomes to be achieved by MSs and did not induce legal obligation to them. Its 
interpretation, therefore, varied from one MS to another.

Considering the great potential of BDA in digital marketing and the pro-
found effects of GDPR (Ibraimova 2017), especially when referring to process-
ing with analytical algorithms and techniques, one wonders if there is an effective 
way to address all these effects adequately and methodically, while avoiding any 
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trial-and-error approaches resulting in an increase in risk and unnecessary waste of 
valuable time and resources. Current research confirms that security and privacy 
of big data have received relatively less focus despite both being strategically vital 
(Akoka et al. 2017; EDPS 2016; Liu et al. 2017).

As a result, companies or organisations with BDA applications must take quick 
steps to fulfil all the requirements imposed by the GDPR and deal with their com-
plexity and numerous facets at stake. For all exposed data, entities must be able to 
point out the justification or legal purpose, regardless the area in the organisation 
where the big data or insights obtained from analysing these big data, are being 
used. For these reasons, we argue that organisations have no choice other than to 
consider incorporating the new law in their different structures and models. In other 
words, an approach is needed to cover the entire organisational architecture (Wagter 
et al. 2005). For example, (Sauer and Willcocks 2003) discussed the lessons learnt 
from Oracle and Macquarie Bank to highlight the strong link between technology 
and organisation. They concluded that organisations without a structured overview 
of their organisational architecture have a hard time developing business visions 
that are informed by the potentiality of technology and establishing technology plat-
forms that ‘reflect future needs under conditions of great uncertainty’ (Sauer and 
Willcocks 2003). Also, the concept of data protection by design as a default (Rubin-
stein and Good 2013), which is key in addressing GDPR requirements, entails in 
practice an organisation-wide and architectural component whereby data protection 
is not restricted to information technology (IT) and is embedded in all business pro-
cesses and their entire development cycle.

The essence and benefits of managing the organisational architecture have been 
subject to several past studies (Ethiraj and Levinthal 2004; Mendelson 2003; Nadler 
et  al. 1992; Sauer and Willcocks 2003, Sauer and Willcocks 2004). The notion 
behind architecture is the idea of a holistic approach, and a widely prescribed 
method to pursue such an approach is through Enterprise Architecture Management 
(EAM) (Ahlemann et al. 2012; Kappelman et al. 2008; Kehrer et al. 2016a; Kotusev 
et al. 2015; Lagerström et al. 2011; Radeke 2010, 2011; Wißotzki et al. 2013). EAM 
practices enable organisations to foster digital trust by understanding the strategic 
benefits from the use of their data and better view their capabilities, applications, 
and systems, including how they are all aligned with the overall business strategy 
and the payoff of IT investment (Anthony Byrd et al. 2006).

The aim of this paper, therefore, is twofold. The first aim is to survey existing 
research to gain an overview of the state-of-the-art on the three interweaved con-
cerns of security, privacy, and protection of big data. As this is a broad field to pur-
sue, we focus our research on matters that can be associated with the two Euro-
pean regulatory data protection frameworks: the repealed Data Protection Directive 
(DPD) and the recently introduced GDPR. This means that research proposing 
merely technological solutions for securing big data but without explicit consider-
ation for addressing regulatory requirements or challenges imposed by such regu-
lation, falls outside the scope of our survey. Second, we will critically examine a 
carefully selected set of studies to analyse their results further and generate possible 
scenarios on how to tackle arising business needs regarding these two frameworks. 
We look particularly for studies that investigate how EAM can offer guidance and 
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solutions for addressing GDPR requirements in organisations that make use of BDA 
applications. With this in mind, we aim to assess whether EAM practices could offer 
a solution for addressing the challenges imposed by GDPR requirements in a Big 
Data context.

With these objectives in mind, we apply the Systematic Mapping Review (SMR) 
methodology for literature-based survey research (Petersen et  al. 2008) to the lit-
erature strand in Big Data research that addresses issues of data security, privacy, 
and protection. Our survey of the state-of-the-art in the research on these topics is 
guided by the following six mapping research questions (MRQs):

MRQ1	� How many studies on these topics were published over the years?
MRQ2	� What are the most frequently used publication outlets?
MRQ3	� What are the main issues and challenges with respect to data security, pro-

tection and privacy in big data?
MRQ4	� What does big data research show regarding the rising needs for DPD or 

GDPR?
MRQ5	� Considering EAM, is there any approach or method for dealing with big 

data, and what is its perceived role regarding big data security, protection, 
and privacy aspects?

MRQ6	� Can we identify any topics within these areas that could be subjects for 
further research?

MRQs 1 and 2 are intended to obtain an overview of the research area and pub-
lication space. MRQs 3 and 4 relate to our first objective and are intended to clarify 
how research has approached the idiosyncrasies of data security, protection and pri-
vacy in a Big Data context (MRQ3) and which specific challenges to these issues 
posed by the European regulatory requirements have been identified (MRQ4). 
Based on this understanding, MRQ5 looks specifically into possible solutions 
for these challenges that researchers have proposed starting from EAM practices, 
which relates to our second objective. While MRQ 5 is instrumental for our further 
research, MRQ6 covers both objectives and intents to contribute to the field by out-
lining avenues for future research on the nexus of GDPR and Big Data, based on the 
understanding of the state-of-the-art that we obtain through our SMR study.

The remainder of this paper is organised as follows. In Sect. 2, we present the back-
ground needed for our research. Section 3 describes in more detail the methodology we 
applied to carry out the literature survey. Section 4 presents the findings while answer-
ing each of the above listed MRQs. Section 5 discusses the main findings in terms of 
research gaps and future research. Finally, Sect. 6 presents a conclusion and outlook.

2 � Background

In this section, we provide additional background information. We summarise the 
purpose of storing and analysing big data and exemplify recent issues that have 
arisen with the use of big data. Next, we explain why data security, privacy, and 
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protection have gradually received considerable attention and discuss the expecta-
tions regarding challenges posed by the GDPR. Finally, we introduce the reader to 
EAM and the roles it can play in contemporary organisations, including ensuring 
compliance with data protection and privacy requirements.

2.1 � Big data

According to (Manyika et al. 2011), big data has a great potential to create tremen-
dous value for the global economy. (Shirer 2016; Shirer and Goepfert 2019), who 
supported this view, predicted that the expected worldwide revenues for big data 
and analytics will be $274.3 billion by 2022. In Europe, the market size for the 
same technologies is projected to reach $105.82 billion by 2027 (Borasi et al. 2020). 
Despite this potential, there are also specific security and privacy risks associated 
to BDA which typically involves processing personal data. First the legitimacy of 
the analytical applications that process big data is something notoriously difficult to 
show as ‘necessary for the performance of a contract’ under the GDPR (Gandomi 
and Haider 2015). Second, if a security breach occurs, it may affect the data of a 
much larger number of people.

Two characteristic examples of a breach of a large scale with widespread public-
ity in the press are Equifax and Cambridge Analytica. Equifax Inc. is the oldest of 
the three largest American credit agencies (along with Experian and TransUnion). 
The company was confronted with a serious cybersecurity incident that affected 
the sensitive personal information of about 143 million consumers, including Euro-
pean residents (BBC 2017; Bracy 2017). Cambridge Analytica’s case is more recent 
and involved the illicit harvesting of at least 50 million users’ personal data posted 
on Facebook. Information published by the Privacy Rights Clearinghouse (Priva-
cyRightsClearinghouse 2017) shows that, in just the US, close to 8000 data breaches 
have been made public since 2005. The tendency of the number and effects of data 
breach incidents to grow for different industry sectors is alarmingly great, as shown 
in a year-end review report (ITRC 2019) and depicted in Fig.  1.1 Another study 
prepared by (Ponemon Institute 2018) has indicated that the average total cost of a 
data breach amounts to $3.86 M, and $148 is the average cost of each stolen record. 
Despite the various breaching incidents, there is a growing number of companies 
interested in investing in new technologies whose core business model relies on the 
processing of big data (Guggenheim 2016; IDC 2019). Considering that in a Big 
Data context, virtually any data is identifiable and in conjunction with other data can 
reveal sensitive information (McMahon et al. 2020; Mourby et al. 2018), and com-
bining that with the huge data storage in several locations, we may expect a wide 
array of complex and inherently costly data breach incidents to occur in the years to 
come, unless specific attention is paid to big data security, protection and privacy.

1  https​://www.stati​sta.com/stati​stics​/27355​0/data-breac​hes-recor​ded-in-the-unite​d-state​s-by-numbe​r-of-
breac​hes-and-recor​ds-expos​ed/

https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/
https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/
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2.2 � The GDPR

Understanding the effects of a data breach on the company’s shares (Moyer 2017) 
leaves no doubt that data security and privacy are becoming vital factors for the 
competitiveness and survival of a business. Consumers and employees alike highly 
value privacy protection (Spiekermann 2012; Willemsen and Bhajanka 2017).

As two distinct terms, data security and data privacy have both been the subject 
of highly debated discussions among researchers and lawmakers. A good reason for 
that is their aim. The prime aim of data security is risk reduction. To do so, specific 
information about a resource is usually requested. Data privacy, on the other hand, 
comes into effect when such information involves the data of an individual, group, or 
institution (Westin 1968). Privacy is an umbrella concept that contains many mean-
ings and dimensions (Solove 2002). Its purpose, among other things, is the protec-
tion of information, home, body, life, secrecy, and communications. Moreover, it is 
recognised as a fundamental human right in many countries, allowing citizens to be 
free from intrusions by the state (UN 1948).

Along with data privacy, there is the parallel notion of data protection. The two 
terms are often used interchangeably and are within the same set of rights protected 
by EU law. The right to privacy (or respect for private and family life) can be found 
in Article 7 of the EU Charter of Fundamental Rights (ECHR), whereas the right to 
the protection of personal data is in Article 8 of the charter (EC 2000) and Article 
16 of the Treaty on the Functioning of the European Union (EU 2012). Data protec-
tion primarily deals with data generated from the increasing use of information and 
communication technology (ICT) and is necessary but insufficient for privacy. In 
Europe, it plays a leading role by ensuring the fair processing of personal data by 
both the public and private sectors (Kuneva 2009).

Fig. 1   Number (in millions) of the data breach incidents in the United States from 2005 to 2019



319

1 3

Enterprise architecture management as a solution for addressing…

In its recent reform, namely the General Data Protection Regulation, also referred 
to as the ‘Regulation’ or more commonly as GDPR, considerable improvements 
and changes to the existing DPD were introduced, whose main flaw was ambiguous 
jurisdiction. It is evident that the GDPR rules are not minor revisions of those laid 
down by the DPD. In general, the new rules address concerns and weaknesses that 
have been reported by field expert organisations and individual researchers since 
the early 2000s (Birnhack 2008; Robinson et al. 2009; Wong 2011). Being aware of 
the arising complexity of data protection, while under increasing requirements for 
ensuring compliance, many organisations are apprehensive, as they view the GDPR 
as more of a threat than an opportunity.

Notwithstanding the approaches being pursued and given that compliance to 
the GDPR is red-flagged as one of the top organisational priorities, surveys con-
ducted from advisory companies have shown that many organisations will prob-
ably not manage to succeed before 2019 (Crowd Research Partners 2018; Gartner 
2017; ISACA 2018). Few years later, two research studies conducted by Mikkelsen 
et al. (2019) and Capgemini (2019) in 2019 have shown that the same organisational 
challenges in terms of achieving and maintaining compliance as well as improving 
IT landscape remain still unresolved and many companies still strive to implement 
solutions that are durable and long-lasting. For example, one area that looks quite 
problematic and that could lead to additional delays is the area of unstructured data 
such as the data stored in email servers. It is exactly this type of data that is exem-
plary for BDA applications.

Further, emerging trends in social media, including the proliferation of increas-
ingly capable mobile devices, all of which constantly feed the big data ecosystem 
with vastly large datasets, add another dimension to data privacy threats. Research 
findings (Smith et  al. 2012) in public social media point towards a posteriori 
approach, as they argue that pre-emptive measures cannot stop one from making 
potentially damaging content public. Such incidents, that often occur unintention-
ally, do not solely concern private use. In this digital age, companies and large non-
profit organisations make extensive use of social media platforms for trading and 
communicating and engaging with their stakeholders as well as the public (Culnan 
et  al. 2010; Lovejoy and Saxton 2012). For instance, these platforms are used for 
capturing and then analysing the emotional state of the electorate in the course of 
large political campaigns (Parnet et al. 2016).

When considering how the value of data protection and privacy is perceived by 
individuals in Europe, our attention again shifts to pertinent large-scale surveys con-
ducted by the European Commission in the period between 2003 and 2015.2 The 
key takeaway from their analyses is the noticeably low level of trust in online busi-
nesses and citizens’ widespread concerns about the consequences of breaches, lead-
ing to the conclusion that companies should be provided with clear standards and 
rules to which they need to adhere. Viewing that from the perspective of BDA appli-
cations processing personal data, it also indicates that many organisations must truly 
redefine their strategies during the collection and processing of data.

2  https​://ec.europ​a.eu/commf​ronto​ffice​/publi​copin​ion/index​.cfm/Surve​y/index​#p=1&searc​h=data pro-
tection.

https://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/index#p=1&search=data
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2.3 � EAM and its role in contemporary organisations

Contemporary organisations operate in changing and fiercely competitive environ-
ments. In order to survive, they must adapt by redesigning their structures and pro-
cesses and by leveraging their information systems (Ahlemann et al. 2012). EAM 
is a strategy-driven management discipline that aims to support the development 
and evolution of the organisation’s infrastructure that is needed to achieve stra-
tegic objectives (Kehrer et  al. 2016a; Lagerström et  al. 2011; Simon et  al. 2014). 
The focus is on the different components that comprise this infrastructure, their 
interrelationships, and their relationships to the environment, hence the notion of 
organisational or enterprise architecture. EAM practices have as main instrument a 
structured overview of the organisational architecture, specific aspects of it or per-
spectives (or viewpoints) on it. The structured overview is built up from enterprise 
architecture models. Based on such models, EAM ensures that the organisational 
resources that compose the organisation’s infrastructure are integrated, aligned 
and directed towards the common goal of value creation in accordance to strategic 
objective.

EAM can have a positive effect on organisations by promoting holistic think-
ing, leading to the development of a consistent business strategy, an improved IT/
IS landscape,and a proper business-IT strategy alignment (Löhe and Legner 2014). 
Apart from strategic IT/IS planning, EAM also facilitates and improves corporate 
and business planning processes and ensures business continuity, compliance, and 
risk management (Winter and Schelp 2008).

In the context of ensuring compliance with GDPR rules, EAM can prove highly 
beneficial for organisations as it allows to have a comprehensive overview of what 
is required, across the different units, departments and functions of an organiza-
tion, through legal (e.g. Data Protection Impact Assessment, retention period and 
Record of processing activities), business (e.g. data types and flows) and technical 
(e.g. information security and IT applications) means and to deal methodically with 
all limitations (Huth et al. 2020). This is particularly promising for GDPR compli-
ance in organisations with BDA applications, as big data are frequently obtained 
from different sources, collected for different reasons, and processed for different 
purposes, and the insights gained from their processing are applied across an organi-
sation’ structure (e.g., for informing marketing campaigns, for new product/service 
development, for improved customer relationships, for strategic decision-making, 
for auditing, etc.). Hence, a holistic approach like EAM that does not reduce an 
organisation to its parts, but emphasizes the linkages between those parts, might be 
instrumental for a comprehensive coverage of big data security, protection and pri-
vacy issues, in response to GDPR requirements.

3 � Research methodology

We first present the Systematic Mapping Review (SMR) methodology for literature-
based survey research, which is related to the better known Systematic Literature 
Review (SLR) methodology (Kitchenham 2004; Kitchenham et  al. 2009; Petersen 
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et  al. 2008). Next, the SMR process is briefly presented. The rest of the section 
describes how we conducted this process.

3.1 � Systematic mapping review

Systematic Mapping Review also called Systematic Literature Mapping, shares con-
cepts and techniques with SLR, as they were originally developed in the field of 
medicine (Kitchenham et  al. 2011b). Their substantial difference, however, lies in 
their goals (Petersen et al. 2015). The SMR has a high level of granularity because 
it provides a bird’s-eye view of the current state of a research area. It allows a gen-
eral overview of the type of research that has been performed and usually results in 
devising a scheme for classifying the discovered articles. Due to its broad cover-
age, the terms used during the literature search are likely to return a relatively large 
number of articles. It is, however, a time efficient and effective method of getting 
ready for follow-up research, as it enables researchers to identify the quantity and 
type of research conducted, while studying the results achieved within it (Kitchen-
ham et al. 2011a). SLR, on the other hand, is of evidence-driven nature (Kitchenham 
et al. 2004) and intends to provide a meta-review of empirical research findings. Its 
primary aim is thus providing a scientifically rigorous synthesis of primary studies. 
Similar to the SMR, SLR enables identifying gaps in the current research and gives 
an explicit account of how the literature was systematically searched and relevant 
studies were selected. Generally, SLRs have a finer-grained scope and therefore 
require a different search process strategy and quality evaluation approach (Petersen 
et al. 2015).

As we wish to known the specific issues regarding security, privacy and protec-
tion of big data that have been addressed in the scientific literature, and enquire 
whether GDPR poses specific challenges regarding these issues, and further find out 
whether researchers have considered EAM as a possible approach to tackle these 
challenges, an SMR study is adequate. Should we discover a considerable number 
of studies that have already applied EAM practices for ensuring compliance with 
GDPR requirements in a Big Data context, then an SLR can be performed to synthe-
size the research findings.

3.2 � The systematic mapping review process

We perform the five SMR process steps suggested by (Petersen et al. 2008):

1.	 Defining the mapping research questions (MRQs);
2.	 Conducting a search for primary studies in the chosen area of study;
3.	 Screening of pertinent papers based on pre-defined inclusion/exclusion criteria;
4.	 Paper classification, and
5.	 Extraction and aggregation of data for producing the desired overview.
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We opted to adhere to all steps not only because we wanted to be consistent with 
the SMR process but also to ensure high quality regarding the completeness and 
rigour of our literature survey. The MRQs (i.e., step 1) were presented in the intro-
duction of the paper, where they were related to the objectives of our survey. The 
methodology of steps 2–4 is explained in the next sub-sections, whereas the results 
of step 5 are presented in Sect. 4.

3.3 � Conducting the search

The identification of the primary studies was done using search strings on digital 
scientific databases. Our MRQs served as the means for discovering the search key-
words or terms. For the search strings to be created, the chosen keywords or their 
synonyms were combined with Boolean (AND, OR) operators. All these yielded the 
following three search strings:

1.	 ‘big data’ AND (security OR privacy OR ‘data privacy’ OR ‘data protection’ OR 
dpd OR ‘eu dpd’ OR ‘Data Protection Directive’ OR ‘gdpr’ OR ‘general data 
protection regulation’ OR ‘data protection regulation’);

2.	 ‘big data’ AND (security OR privacy OR ‘data privacy’ OR ‘data protection’ 
OR dpd OR ‘eu dpd’ OR ‘Data Protection Directive’ OR ‘gdpr’ OR ‘general 
data protection regulation’ OR ‘data protection regulation’) AND (‘enterprise 
architecture management’ OR EAM OR ‘ea management’ OR ea OR ‘enterprise 
architecture’); and

3.	 ‘big data’ AND (‘enterprise architecture management’ OR eam OR ‘ea manage-
ment’ OR ea OR ‘enterprise architecture’).

The first search string is based on the concepts of MRQ3 and MRQ4 and relates 
to our objective of identifying studies that address security, privacy and protection 
of Big Data or discuss the EU data protection regulations in relation to big data. The 
second search string includes the first search string but combines it in a conjunction 
with terms related to EAM. With this search string we specifically look for studies 
related to our second objective. As the number of studies that we can find using this 
string might be low, we added a third search string that looks for research on Big 
Data and EAM, but without explicitly requiring these studies to address issues of 
data security, privacy and protection. We believe that such papers might still inform 
us on GDPR related concerns, like risk management and data governance. Together, 
search strings two and three aim at delivering information that allows us to answer 
MRQ5. The more general MRQs 1,2 and 6, don’t contain specific concepts to search 
for, but are typical questions directing a SMR with the overall aim of creating a 
structured overview of the research in the field of interest and identifying research 
gaps.

As common for SMRs, the search strings are applied to the title, abstract, and 
keyword fields. For the sake of replicability, Table  4 in the appendix, documents 
the strings as written in the query language supported by each database. Due to the 
interdisciplinary nature of our research topic, we considered both specific subject 
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and more generic databases. Given that we endeavoured to study an area of research 
rather than practice, we decided to restrict our search to databases that contain pre-
dominantly or (almost) exclusivley contributions in peer-reviewed journals and con-
ference proceedings. We finally settled down on a choice of four databases that we 
expected to contain the relevant material for our SMR: Scopus, IEEEXplore, Scien-
ceDirect (Elsevier), and Web of Science. In cases where a database allowed speci-
fying a domain area, we selected computer science, engineering, business/manage-
ment, and law. As it was not easy to find all relevant articles via automatic searching 
and also to avoid the risk of disregarding papers that do not contain the exact term 
‘Big Data’, we carried out, after paper screening (see Sect. 3.4) a parallel manual 
search using the reference list or authors and their works cited in the reference sec-
tion of the selected papers, and we then applied the backward and forward snowball-
ing technique described by Jalali and Wohlin (2012). We have not imposed any start 
or end dates to the publication range.

The search in all four databases was conducted in August 2020. In total, we 
retrieved 12,342 articles, all of which were imported into the EndNote X9 reference 
management application. This enabled us to detect and eliminate 6952 duplicates, 
leaving 5390 articles for the screening process Fig. 2.

3.4 � Screening for pertinent papers

The paper screening was done against a set of well-defined inclusion and exclusion 
criteria. The inclusion criteria were directly related to the intent of our MRQs 3, 
4 and 5, thus, only papers that were deemed relevant to answering these questions 
were included. For instance, an article returned by one of the search strings but with 
a central theme that has nothing to do with big data, was considered irrelevant and 
thus not considered for inclusion. Our exclusion criteria are described and motivated 
in Table 1.

The screening consisted of two consecutive steps. Initially, as common for SMRs, 
we reviewed papers against the inclusion and exclusion criteria based on title, key-
words, and abstract. Considering the massive number of articles returned from the 
search, those without an abstract had to be excluded. For the few that did not have 
an abstract but whose title and keywords appeared quite relevant to our MRQs, we 
examined the introduction and conclusion sections of the papers. Next, a similar 

Fig. 2   Flow diagram of the literature mapping review
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type of review based on reading the paper’s introduction and conclusions was per-
formed for the articles containing abstracts.

As shown in Fig. 2, 332 unique articles survived the screening based on the inclu-
sions and exclusion criteria. Following the approach of Petersen et  al. (2008), we 
categorised these 332 articles into three broadly defined facets. The facets are based 
upon combinations of the major topics that are considered by our MRQs. Hence, we 
initially categorised the contributions according to the following facets:

1.	 Privacy and security with big data,
2.	 Big data and EAM and,
3.	 EAM and data privacy with a focus on the two European regulatory frameworks 

in a Big Data context.

3.5 � Constructing the classification scheme

The construction of our classification scheme follows the methodological approach 
presented in the paper by Petersen et al. 2008). This approach is based on extracting 
keywords from the papers, for which we used MAXQDA 2020,3 which is a CAQ-
DAS4 tool supporting qualitative and mixed-methods research. We fed the MAXQ-
DA’s database by the metadata and, where it was feasible,5 the pdf file of each article, 
which were stored in EndNote. The use of a qualitative data analysis tool enabled us 

Table 1   Exclusion criteria

Exclusion criterion Reason

Source language other than English Research contributions in peer-reviewed outlets are 
predominantly published in English

Contributions focusing solely on techniques, 
technologies, or tools

We are interested in general solutions or managerial 
approaches to address the issues of interest rather 
than the technical aspects of specific solution 
components. For example, papers discussing exclu-
sively technological data security solutions for big 
data ecosystems (e.g. Apache Hadoop) without 
addressing the more general issues related to big 
data security or GDPR requirements or EAM 
practices, were excluded

Grey literature including books, book chapters, 
articles in press, notes, etc.

To ensure that the reviewed works are peer-reviewed, 
which is required for research contributions to 
be considered as part of the state-of-the-art in a 
research field

Domain areas other than computer science, engi-
neering, business, management, and law

To exclude other perspectives than the ones men-
tioned (e.g., psychology, political sciences) to 
focus our survey eventually on studies that could 
potentially relate to EAM

3  https​://www.maxqd​a.com.
4  Computer-aided qualitative data analysis software.
5  This is due to access limitations imposed by some publishers.

https://www.maxqda.com


325

1 3

Enterprise architecture management as a solution for addressing…

to extract terms from the different articles and easily group them in thematic catego-
ries or themes. The resulting structure forms the desired classification scheme.

To do all this, we applied a flexible and highly iterative research technique, 
namely Template Analysis,6 which is a generic form of thematic analysis offering a 
structured approach to hierarchical data coding. Initially, we started with an a priori 
code structure consisting of the three above defined facets. We then assigned codes 
to segment the text of the examined articles. While progressing, we identified addi-
tional codes and subcodes corresponding to reoccurring themes. Lastly, we organ-
ised the discovered themes into meaningful clusters to produce the most general 
higher order themes which provided the classification dimensions of our schema.

We considered Template Analysis as more appropriate than Grounded Theory 
(Charmaz 2006) as our current was not to develop a theory of how EAM could 
help addressing GDPR challenges in a Big Data context, but rather assess whether 
researchers have explored this avenue. Template Analysis enabled us to use an easily 
adaptable, ‘lightweight’ approach with many similarities to the Grounded Theory 
coding processes (King et  al. 2018), whereby the research topics relevant to our 
study, including the connections between them, could be discovered and studied.

4 � Mapping results

In this section, we present the classification scheme and show the summary mapping 
results for each MRQ.

4.1 � Classification scheme

The application of Template Analysis revealed many dimensions for classifying the 
contributions. Whereas the three initial facets were based on the MRQs, the follow-
ing classification scheme emerged from the selected articles.

Considering that EAM is the central theme of our research, we adopted the sug-
gestion that, within its overarching context, both security and privacy as key ele-
ments in the big data lifecycle (Cagle 2015; Chen and Yan 2016) should put forward 
an enterprise-wide view (Bernard and Ho 2010). In this regard, EAM could play 
an important role in designing, implementing, and operating the necessary controls. 
Thus, the classification scheme makes use of key concepts that contribute to adher-
ing to such a view. It consists of the following five dimensions: (1) data security and 
privacy with a focus on the two European data protection regulatory frameworks, 
(2) the triad of data governance, data management, and privacy risks, (3) emerging 
trends with regard to the data security and protection of big data, (4) the funda-
mental principles behind the processing of personal data in a big data context, and 
(5) research type. The last dimension was added specifically to assess the maturity 
of the state-of-the-art, as is common in SMRs. Note that EAM is absent in these 
dimensions as only few studies were found (see sub-Sect. 4.2).

6  https​://resea​rch.hud.ac.uk/resea​rch-subje​cts/human​-healt​h/templ​ate-analy​sis/what-is-templ​ate-analy​
sis/.

https://research.hud.ac.uk/research-subjects/human-health/template-analysis/what-is-template-analysis/
https://research.hud.ac.uk/research-subjects/human-health/template-analysis/what-is-template-analysis/
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(1)	 Data security and privacy
	   The immeasurable mass of data available today will continue to grow expo-

nentially as time goes by. Seeking to address data security and privacy together 
and not apart is inevitable in the Big Data era (Kshetri 2014; Thuraisingham 
2015).

	   Both concepts deal with different types of data ‘protection’ and should be 
regarded as complementary. Data security through confidentiality, integrity, 
availability, authentication, authorisation, and accounting lays the foundation 
for implementing data protection. It is in fact one of the key enablers of data 
protection. Put simply, security is essential for protecting data assets.

	   Data protection is more about protecting the rights of individuals over the use 
of their personal data (i.e., data privacy) than it is about securing that data. The 
DPD and GDPR particularly maintain and expand the focus on data security 
and protection by underlying the need for processing data lawfully and securely. 
However, even if data is compliant with any of the regulatory frameworks, that 
does not necessarily mean data is secure as well.

(2)	 Governance and management of data and risks
	   Apart from volume, big data contains a complex mix of structured and 

unstructured fast changing data that cannot be managed by improvident and 
conventional methods. A fiduciary duty of C-level officers is therefore to ensure 
that their organisation has taken appropriate steps to comply with the relevant 
law. Data governance can assist with such objectives by offering processes for 
proper planning, oversight, and compliance control over the use and manage-
ment of all data-related resources (DAMA 2017). Apart from reinforcing proper 
handling of confidential information (Thompson et al. 2015), effective data gov-
ernance yields numerous benefits to an organisation, and its absence can lead 
to a massive overhaul to meet the various standards, such as those raised by the 
GDPR (Beckett 2017).

	   Data management, on the other hand, includes a wide range of activities from 
getting strategic value to the way data as assets are operationalised. It involves 
the activities surrounding the entire data lifecycle. In this regard, data govern-
ance is seen as a part of the overall practice of data management. By placing it 
at the centre of its framework (DAMA 2017) has argued that data governance 
indicates to data management what should be done to support the organisation 
(see Fig. 3). In other words, their co-existence is vital for an effective and legally 
compliant use of the organisation’s big data assets (Kemp 2014). The research 
study by (Aiken and Gorman 2013) revealed that most organisations suffer from 
poor data management implementation with more than 90% of CIOs not being 
‘data-knowledgeable’ (Aiken and Gorman 2013). Conversely, organisations that 
have achieved data management success and shaped an organisation-wide data 
lifecycle management culture were the ones to exploit strategic data advantage. 
In the context of data protection, personal data should properly be managed from 
the initial data acquisition to data archiving and deletion. Thereby, data must be 
managed as an asset rather than a liability, and an effective way to accomplish 
that is by adopting a proactive attitude. Moreover, the proliferation of digital 
technologies and the fact that businesses have started employing scientific meth-
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ods to benefit from the opportunities presented with collection and data mining 
for a large variety of data sources, notably data provenance and lineage, have 
increased the importance of data management and simultaneously turned into 
a difficult problem to address with big data (Bertot and Choi 2013; Demchenko 
et al. 2014; Kaisler et al. 2013).

	   In our analysis, we have considered data management and governance sepa-
rately and looked for their references in the literature under review. We avoided, 
however, doing the same for information governance and data governance 
because these are very often used interchangeably in the literature (Olaitan 
et al. 2016). Despite that part of the data management includes managing risks 
associated with data, we considered risk management separately as well. The 
combination of governance, risk management, and compliance can help organi-
sations employ an integrated and unified approach protecting them from the ill 
effects of (organisational) silos, reducing risk, and thus improving overall con-
trol effectiveness (ISACA 2013; Mansfield-Devine 2017). If data is not secure, 
organisations can end up in a non-compliant stage. A published report by the EU 
Parliament rapporteur Ana Gomez (Gomez 2017) stressed the fact that oppor-
tunities and prospects that big data brings to citizens, including in the private 
and public sectors as well as the academic community, can only be guaranteed 
when compliance with the EU data protection is ensured. Data compliance alone 
does not necessarily mean that data are also secure. To enforce proper compli-
ance with current EU data protection law, both security and risk management 

Fig. 3   DAMA-DMBOK2 Data Management Framework (DAMA 2017)
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are necessary (EU 2016; NIST 2013). In this context, the GDPR has adopted 
a rather uncompromising stance on risks through Privacy Impact Assessments 
(DPIA) mandating a risk-based approach of finding and mitigating compliance 
risks and not simply carrying out a ‘box-ticking exercise’ (Gellert 2018). Within 
the same context, the element of risk has a ‘dual nature’ (Fritsch and Abie 2008), 
considering that a breach can affect organisations and users—the persons whom 
the data are about—alike. In conclusion, the successful combination of data 
governance and management of data and risks will not only help organisations 
achieve legally compliant data use but will also bring competitive advantages 
to them (Kemp 2014).

(3)	 Emerging trends
	   The early published papers (before 2016) in our set point towards the increas-

ing use of technology trends led by the introduction of cloud computing and 
social media services for storing, exchanging, and analysing large quantities of 
high velocity, complex, and variable data.

	   Cloud computing encompasses various platforms where stored data are dif-
fused across a potentially large number of sites, which in turn can be located 
in jurisdictions with less strict data laws (Khajeh-Hosseini et al. 2010; Pearson 
and Benameur 2010). Social media networks (SMN) spearheaded by Facebook, 
YouTube, and Instagram can be regarded a subset of cloud computing, given 
that their data are stored in the cloud (Campisi et al. 2009). One of their notable 
features that has led to many privacy-related disputes is the automatic sharing of 
their data with third parties. This phenomenon has given rise to what is known 
as ‘data in wild’ (Campisi et al. 2009).

	   Users access their data in the SMN using an assortment of portable and sta-
tionary devices over the Internet, which is commonly referred to as Internet of 
Things (IoT) (Minerva et al. 2015). Despite offering considerable benefits, such 
as ease and ubiquitous data reach, the risks that they entail are also considerable. 
Adding the blurry line between professional and personal use to this, emerging 
trends of this kind can pose serious threats regarding the security and privacy 
of data.

	   A trend that has received a lot of attention over the last 2 years is the impact of 
Big Data on ethical and social values. Big Data can generate through inference 
new knowledge and perspectives. Although this can create new opportunities, 
there are raising concerns about the influence of those technologies on society 
and more specifically for issues related to data abuse, discrimination, fairness, 
privacy and security (EESC 2017). Some reasons that increase the importance 
of this trend are the existing mechanisms relying on privacy by policy, such 
as (informed and explicit) consent and privacy notices or ‘notice-and-consent’ 
models (Mantelero 2014), fall short of providing sufficient transparency and 
control for individuals to know how their data have been collected and used. In 
addition, the increasing risk of statistical discrimination (Favaretto et al. 2019), 
a by-product of BDA, may cause non-material damage to DSs in accordance 
with Recital 75 of the GDPR.

	   The integration of ethical insights into the day-to-day work and technological 
advancements centrally to Big Fata processing is something that has also been 
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strongly stressed and promoted by the EU’s independent data protection author-
ity, EDPS (EDPS 2018).

(4)	 Principles related to the processing of personal data
	   The GDPR lays down a set of six privacy principles to guide how organisa-

tions manage personal data. These principles show up as recurring themes in 
the set of selected articles.

(a)	 Lawfulness, fairness, and transparency
	   In clear terms, data processing must be legal, fair, and transparent in 

relation to the DSs. A known way to demonstrate how well this principle 
is embraced is when asking the DSs to give their consent for processing 
their data for one or several purposes.

(b)	 Purpose limitation
	   Data must be collected for specific, explicit, and legitimate purposes. 

In simple words, it is not allowed for entities to do more with data than 
stated. Among the few exceptions are when data is processed for archiving, 
scientific, and historical research purposes.

(c)	 Data minimisation
	   A common old practice to collect more data than that is needed is no 

longer lawful. It is therefore mandatory to collect the bare minimum of 
what is required for the purpose for which the data is processed.

(d)	 Accuracy
	   From a data privacy and protection perspective, data must be kept up 

to date and complete on the planned and performed data processing. Inac-
curacies must be rectified without delay, meaning the overall data quality 
of personal data must be ensured.

(e)	 Storage limitation
	   Data must be kept no longer that is necessary and only for the purposes 

for which the personal data are processed. As with the purpose limitation, 
the GDPR describes data processing purposes that do not apply to this 
principle.

(f)	 Integrity and confidentiality
	   Data must be kept safe while under processing. In other words, appro-

priate security measures must be put in place to ensure secure access to 
personal data and protection against unauthorised or unlawful processing, 
including accidental loss or destruction.

(5)	 Research technique
	   The research technique uses the classification scheme proposed by (Wieringa 

et al. 2006). It basically describes the research approach followed by the authors 
by mapping works to the following six classes:

•	 Validation Research
	   The paper reports on the validation of innovative techniques that have no 

real-world implementation (e.g., through experiments).
•	 Evaluation Research
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	   Contrary to validation research, the paper assesses existing, practical 
implementations.

•	 Solution Proposal
	   The paper presents improvements to existing techniques but without pro-

viding a tangible evidence (i.e., neither validation nor evaluation).
•	 Philosophical7 Paper
	   The paper provides an ideal and abstract view of how things might be 

examined.
•	 Opinion Paper
	   The paper airs the author’s opinion but without producing any proof from 

related work.
•	 Experience Paper
	   Instead of opinion, the paper is based on the experience of the author and 

the lessons learnt from having been involved in similar projects.

4.2 � Answering the mapping review questions

The answers to our MRQs were obtained from aggregating and summarizing the 
reviewed papers, as aided by our classification scheme (from MRQ3 onwards).

4.2.1 � MRQ1: How many studies on these topics were published over the years?

Figure 4 shows that out of the 332 selected papers, 99% of them were published from 
2013 onwards. Although our search queries have not imposed any date boundaries, 
almost no papers were found for the years prior to 2011. The graph indicates that the 
papers of interest to our survey had two sudden increases in 2014 and 2017, whereas 
their number on average has remained steady ever since. In this graph, we do not 
consider year 2020 as it takes some time for articles to appear in the databases.

The reason that virtually no papers were discovered for the years prior to 2011 
can be explained by the remark by Özköse et al. (2015) along with the findings by 
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Fig. 4   Distribution of articles according to the publication year

7  It is also referred to as ‘conceptual’ (Jalali and Wohlin 2012).
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Gandomi and Haider (2015) that the academic research on Big Data has only been 
noticeably active since 2012. This is reflected in the information depicted in the 
Google Trend Analysis graph in Fig. 5, which shows the overall popularity of online 
searches where the term ‘Big Data’ was used in the period between 2004 and middle 
2020.

What appears fairly interesting is the steep increase in 2017 of articles discuss-
ing matters directly related to the DPD or GDPR, as shown in Fig. 6 the tendency 
of producing papers about the GDPR has reduced slightly over the next 2 years but 
we believe will be growing, as future research will increasingly be focusing on dis-
cussing concerns and implications for businesses as well as the lives of individu-
als. A recent example is the outbreak of COVID-19 pandemic, which has created 
many new opportunities in using Big Data for combatting the disease as well as seri-
ous risks for applying intrusive measures that violate GDPR rules and fundamen-
tal rights to privacy given that the tracking of individuals tends to become a newly 
established norm (Deloitte 2020).

Fig. 5   Popularity of the search term ‘Big Data’ between 2004 and 2020 in Google Trends Analytics 
(https​://trend​s.googl​e.com/trend​s/explo​re?q=Big%20Dat​a&date=all#TIMES​ERIES​)
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Fig. 6   Distribution of articles addressing DPD or GDPR matters according to the publication year

https://trends.google.com/trends/explore?q=Big%20Data&date=all#TIMESERIES
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4.2.2 � MRQ2: What are the most frequently used publication outlets?

Table 5 in the Appendix, depicts the list of the publication venues and types of the 
selected papers. The 332 articles are distributed over 182 different publication ven-
ues. The leading venues are shown in the top rows of the table. Computer Law & 
Security Review (CLSR),8 a journal that addresses IT law and computer security is 
where most journal publications were found. The absolute number of papers in that 
journal is, however, still low (21) compared to the total number of articles. Next to 
CLSR, follows the IEEE’s Congress on Big Data that covers emerging theme-topics 
around Big Data and the ACM International Conference Proceeding Series (ICPS), 
which allows the easy publishing of proceedings from many conferences. Looking 
at the long list of conferences where IEEE is present, it is evident that it has made 
a significant contribution towards the Big Data domain, especially for advanced 
technology matters, such as analytics engines for processing and techniques for data 
protection.

It is, however, evident that the research surveyed is published in a wide variety 
of venues. Regarding the proportion of venue types, journals and conferences are 
the two main publication types, which account for 51.74% (164 out of 332 studies) 
and 40.06% (128 out of 332 studies) of the articles, respectively (see Fig. 7). Con-
gress papers constitute 6.31% or 20 out of 332 of the total selected studies with the 
remaining 1.58% (5 out of 332 studies) in forums and workshops.

40.38% 

6.31% 

0.32% 

51.74% 

1.26% 

Conference Congress Forum Journal Workshop

Fig. 7   Proportion of selected studies by venue type

8  https​://www.journ​als.elsev​ier.com/compu​ter-law-and-secur​ity-revie​w.

https://www.journals.elsevier.com/computer-law-and-security-review


333

1 3

Enterprise architecture management as a solution for addressing…

4.2.3 � MRQ3: What are the main issues and challenges with respect to data security, 
protection and privacy in Big Data?

Figure 8 was constructed based on the classification of papers according to the first 
three framework dimensions. The fact that data security and privacy have received 
the most attention is because we were favourably inclined towards papers that have 
them as the central theme. Only the third search string could deliver other papers, 
according to the second initial facet (i.e., EAM and Big Data). Figure 8 depicts how 
papers addressing data security and privacy in a Big Data context relate to data man-
agement, data governance and risk management (second dimension) and the major 
emerging trends discovered (third dimension).

While exploring for topics addressed by the subset of papers that address secu-
rity and privacy of Big Data (i.e., the first facet in our categorisation of papers), we 
note in Table 2 that data governance and risk management do not exceed 26% in the 
set of papers9 we analysed. These findings reveal that a relatively greater focus was 
given on exploiting data management in conjunction with ethical and societal issues 
and along with social networks and cloud computing at the expense of addressing 
issues and challenges that arise when data governance and risk management are not 
successfully established. Research in pertinent domains and examples from top con-
sultancy companies have shown that data governance is one of the most effective 
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Fig. 8   Number of articles for topics in the classification scheme where data security and privacy on Big 
Data are addressed

9  Some papers address more than a single topic.
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means for exerting control, especially for areas related to availability, integrity, con-
fidentiality, and data quality (Newman and Logan 2006; Thompson et al. 2015).

As discussed above, the management of data risks followed by the development 
and deployment of countermeasures to mitigate those risks is an element of long-
term prediction. It also offers reassurance whereby an organisation manifests that 
it takes the processing of its data assets seriously. Privacy protection and compli-
ance requirements add another dimension of risk to data processing activities. Data 
risks are not always privacy-related but can be entailed from the way data is pro-
cessed from ethical and social perspectives (EESC 2017; Mantelero 2017). On the 
other hand, lessons learnt from recent cyberattacks, like those targeting governments 
and international organisations working on the COVID-19 pandemic response, and 
the overall data handling of sensitive information during the same period, have put 
the management of risk in question (CSC 2020; Deloitte 2020). Hence, GDPR puts 
extra emphasis upon placing the appropriate security measures for mitigating risk at 
an acceptable level.

Another important observation is made from the information depicted in Fig. 9. It 
shows us that authors’ interest in data governance, data management and risk man-
agement have slightly increased over the years.10 On the other hand, the interest in 
cloud computing and social networks has progressively declined since 2014. Per-
haps the research on these two topics has become more mature and thus saturated. 
It could also be that they are more attractive to papers discussing technical mat-
ters such as the application of analytics algorithms, storage frameworks and pro-
gramming techniques. What we find impressive, however, is the rapid increase of 
papers discussing the impact of Big Data on ethical and societal values. As BDA 
is gradually used by public bodies (e.g. political parties and research groups), large 
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Fig. 9   Topics of interest throughout the publication years

10  We avoided to include the figures from 2020 because we believe that the number of papers discovered 
for this year are not yet representative.
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enterprises active in the area of healthcare, and governments, the ethical handing of 
personal data has raised many serious concerns for identifying the appropriate legal 
and organisational remedies all of which need to be carefully considered (Bertino 
et al. 2019; EC 2018; Jurkiewicz 2018; Saltz and Dewar 2019). The GDPR alone, 
for instance, does not adequately address that concern (Hijmans and Raab 2018; 
McMahon et al. 2020). Finally, the peak occurring in 2017 could be explained from 
the fact that GDPR was just introduced and had attracted the attention of several 
researchers.

4.2.4 � MRQ4: What does Big Data research show regarding the rising needs for DPD 
or GDPR?

As the number of papers where the two European data protection regulatory frame-
works are involved, has increased especially over the last 3  years, we decided to 
carry out a complementary qualitative content analysis through which an attempt 
was made to interpret how well authors of the selected papers have embodied the 
six data protection principles in their analysis (i.e. the fourth dimension of our clas-
sification framework). This resulted in the creation of Figs. 10 and 11 that show a 
progressive change to attention to all principles and not just some of them. Most 
studies still focus on the security, integrity, and confidentiality principles. A reason 
for that is because these are the most well perceived and researched principles, as 
they involve interdisciplinary techniques, including a manifold of advanced technol-
ogies by means of tools known as privacy and transparency enhancing tools or PETs 
(Gürses 2010) and TETs (Murmann and Fischer-Hübner 2017). These also happen 
to constitute the mass in the wide range of papers found in this study.

However, authors of recently published papers in years 2018 and 2019 have spe-
cifically addressed two of the most challenging GDPR concerns of storage limitation 
and purpose limitation, which in their turn can have profound effect in the precision 
and reliability of BDA.

Fig. 10   Literature coverage of the six data protection principles
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4.2.5 � MRQ5: Considering EAM, is there any approach or method for dealing with Big 
Data, and what is its perceived role regarding Big Data security and privacy 
aspects?

Table 3 lists the sixteen papers discovered during the literature review which pro-
pose EAM as a solution for dealing with a variety of Big Data and GDPR-related 
issues (i.e., the papers in the second and third facets of the initial categorisation).

Their relatively small number confirms the observed gap of research on the nexus 
of EAM and Big Data or GDPR. The papers address either the EAM—Big Data 
relationship or the EAM–GDPR relationship, but only one paper (i.e., (Chao 2018) 
simultaneously addresses all three areas). The fact that most of those papers are pub-
lished from 2018 onwards indicates that the research interests in applying EAM for 
big data protection and privacy compliance in environments with BDA applications, 
is quite recent.

Our insights obtained from these papers in relation to MRQ5 are summarized as 
follows: In an increasingly complex and changing business environment comprising 
highly integrated systems and information technologies with multifaceted interde-
pendencies, conventional management approaches lack strategic vision (Ahlemann 
et  al. 2012). Without a clearly defined strategic vision, negative consequences on 
performance and risks can ensue. Understanding the value that Big Data and BDA 
bring to the business along with the compliance risks imposed, multiple factors and 
perspectives must be considered (Vanauer et  al. 2015). It is only then possible to 
create or take advantage of opportunities that lie ahead and respond to new chal-
lenges like the urgent need for full compliance with the GDPR requirements.
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Fig. 11   Coverage all data protection principles for all years from 2011 to 2019
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The research conducted by Chao (2018; Gong and Janssen 2017, 2020; Lněnička 
et al. 2017) supports the idea that EAM is an effective means to address these needs, 
as it enables organisations to easily adapt and manage, to a certain degree, the com-
plexity of their corporate information systems, increase the business value of BDA 
besides developing the appropriate internal capabilities. In this regard (Kehrer et al. 
2016a, b) pointed out that many organisations endeavour to integrate Big Data tech-
nologies into existing IT and business architectures. On that basis, they argued that 
key challenges that arise in Big Data management, such as data privacy, data quality, 
governance, intellectual property, and data security, are implicitly related to EAM. 
They stressed that approaches and methods provided by the Big Data literature are 
making implicit use of EAM’s underlying principles. In this respect, they identified 
techniques that apply similarly within EAM. Contrary to expectation, they were not 
able to single out existing EAM approaches or methods that can be readily used to 
address all Big Data challenges. One reason for that could be the appearance of tech-
nologies, such as the BDA that introduce new types of architectural challenges. This 
also implies that EAM cannot be used straight out of the box as a fix-all solution. It 
requires proper institutionalisation and integration into existing processes (Kearny 
et al. 2016; Vanhoorelbeke et al. 2020).

As regards the compliance with the GDPR (Huth et al. 2020) argues that EAM 
allows to identify and address several regulatory concerns. Although their work 
is limited to organisations located in German-speaking areas, it provides valuable 
insights where EAM could be useful to ensure the protection of data subject rights 
and support organisation’s efforts for the digitalisation of business processes. For 
example, they show in Huth et al. (2019) how EAM models could be used for creat-
ing the Record of Processing Activities (RPA), which one of the strict legal obliga-
tions, as per Art.30 of the GDPR. The RPA includes significant information about 
data processing, data categories including the purpose of their processing and must 
be available to the authorities upon request (EU 2016). This obligation poses major 
challenges for companies and organisations that work with personal data as its accu-
racy and comprehensiveness are closely associated with the level of embracement of 
the data protection principles. Building on the same idea (Blanco-Lainé et al. 2020; 
Burmeister et  al. 2019, 2020) argue that EAM can play a key role in the GDPR 
implementation by addressing the privacy and security related concerns of various 
classes of stakeholders and by doing so to gain a better understanding of how an 
effective information governance could be implemented in the organisation. Refer-
ring to the size of the organisation, (Rozehnal and Novak 2018) argue that EAM can 
bring equal benefits to SMEs, where resources for the support of GDPR compliance 
processes are inheritably limited. Moreover, EAM can help with the development of 
a data strategy and can define and adopt the data-centric principles to guide the data 
strategy goals and objective criteria needed for assessing data leveraging, which is 
crucial as far as the proper management of Big Data is concerned.
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4.2.6 � MRQ6: Can we identify any topics within these areas that could be subjects 
for further research?

Throughout this study, we identified the following concerns and open questions, 
which merit further investigation:

(1)	 Adapting and applying Big Data technologies to existing application areas and 
the IT landscape, including the prediction of their effects, remains a daunting 
challenge (Gong and Janssen 2017). For example, through analytical techniques 
and tools, Big Data has increased the scope of personally identifiable informa-
tion or information that can be used alone or combined with other information 
to identify an individual (Crawford and Schultz 2014; Sampson 2014; Tene and 
Polonetsky 2011; Thuraisingham 2015). As a result, organisations are not yet 
capable of utilising Big Data to its fullest potential.

(2)	 The influence of Big Data transformation processes has exacerbated the prob-
lem of addressing needs in a holistic manner. The so-called ‘management by 
magazine’ is a phenomenon that emerged from this problem whereby decisions 
are taken without a prior adequate analysis of direct and indirect risks. As a 
consequence, consumers have little faith in companies for safeguarding their 
data (Chibba and Cavoukian 2015). It is therefore imperative that when Big 
Data value is assessed, it should be done in parallel with concerns related to data 
security and privacy (Suresh 2014).

(3)	 Certain domains like health care, and technologies like cloud computing, may 
be affected more than others by the adoption of Big Data. It would, however, be 
a wrong assumption that the same set of data security and privacy protection 
measures could be uniformly applicable. Hence, prior to any consideration, it 
is necessary to analyse them from different organisational perspectives (Holm 
and Ploug 2017; Kunz et al. 2014; Li and Guo 2014; Patil and Seshadri 2014; 
Tse et al. 2018).

(4)	 The increasing strategic role of Big Data in competitive environments requires 
the use of a thorough legal model to understand the legal rights and responsibili-
ties (Kemp 2014; Tene and Polonetsky 2012) and thus cope with legal uncer-
tainties that surround its management (Spiekermann et al. 2015). The existence 
of such a model can drive data governance and management and act as a key 
enabler of actively and effectively managing the privacy risks, a big part of 
which are posed by re-identification from the processing of large quantities of 
correlative non-personal data and inadequate security (Joo et al. 2017; Yu 2016).

(5)	 The impact of Big Data and BDA on ethical and societal values including 
pertinent concerns adds another dimension of complexity to data protection 
in terms of the GDPR (Cuquet and Fensel 2018). Notions like the personal 
consent on which regulatory frameworks have traditionally been based, do not 
offer adequate remedies for dealing with data subject rights and data protection 
principles. Hence, there are raising concerns about the influence of Big Data 
technologies on the society and more specifically for issues related to discrimi-
nation and fairness of data processing (Amalina et al. 2020; EESC 2017).
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(6)	 Allowing the analytics to produce useful insight while preserving anonymity 
and individual privacy is highly challenging and constitutes one of the mount-
ing concerns in Big Data (Basso et al. 2016; Gahi et al. 2016; Jensen 2013). 
Individuals can become widely vulnerable to security and privacy violations 
given that huge amounts of their behavioural data are being collected from online 
footprints, sensors, and sensory systems, notably without a pre-established goal 
(van der Sloot 2015), and are stored in dispersed databases thereby presenting 
an attractive target for attackers. Finally, data are also harnessed by analytics to 
acquire and infer inside knowledge (McKInsey 2016). Many of these processes 
often occur without the knowledge of individuals (Tan and Pivot 2015).

(7)	 Having analysed the selected papers against the research technique type clas-
sification that was first introduced by (Wieringa et al. 2006), another concern 
emerged. Although their classification scheme was originally made for evaluat-
ing requirement engineering research papers, (Wohlin et al. 2013) generalised it 
while stressing that the choice for the type is bit subjective. In their view, it could 
apply to different fields, as it can convey useful information about the research 
approach thus far. Figure 12 shows that a clear majority of authors preferred 
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Fig. 12   Number of articles classified as each research type

Table 2   Number of articles 
along with their percentages 
for topics in the classification 
scheme where data security 
and privacy on Big Data are 
addressed

Topics # Papers %

Social Networks 87 43.28%
Ethical & Social 86 42.79%
Data Management 76 37.81%
Cloud Computing 65 32.34%
Data Governance 52 25.87%
Risk Management 50 24.88%
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‘solution proposal’ and ‘evaluation research’ types. The former, corresponding to 
30% of the papers, is used to describe and discuss a research problem but without 
conducting any validation or evaluation, whereas the latter, corresponding to 
59% of the papers, investigates the outcome of techniques, methods, and tools 
in a practical context. The last 11% were classified as ‘opinion papers’. Papers 
of this type express the opinion of the authors who did not rely on any research 
methodology. The fact that zero papers were found in the other categories is 
because the validation type refers to the testing of solutions based on novel 
techniques that often takes place in a lab setting. In the context of our research, 
there are proposals of solutions, but independent validation is apparently lack-
ing. Moreover, this could be a sign of a research domain that is not yet mature, 
but gaining interest, which is confirmed by the increasing number of evaluation 
and solution related publications. The experience papers refer to author’s per-
sonal experiences and lessons learnt. We presume that this type of papers will 
appear in the future when the research involving GDPR, EAM in connection with 
Big Data and BDA become more mature and finds its way to practice. Finally, 
philosophical papers are less pertinent, but their number could increase once 
research moves towards questioning underlying ontological, epistemological and 
methodological foundations of a maturing research field.

5 � Discussion

In this section, we interpret the results. We discuss the main findings in terms of 
research gaps and future research.

5.1 � Extent of studies in the domain of data security and privacy of big data

During the analysis of the mapping results, we noticed that the papers where the 
DPD or GDPR are discussed had an increase since 2016 with a sharp peak on 2017. 
It is apparent that the profound effects on the GDPR along with all its uncertainties 
and confusion have introduced a new dynamic. In this regard, we expect that the 
central themes of future papers would be on examining its effects, while involving 
discussion over possible solutions and validating pertinent techniques, methods, and 
tools. Given that many of the legal terms used in the GDPR are hard to grasp, espe-
cially by actors with no law background, it could result in another stream of research 
attempts through which the different terms used are approached from a conceptual 
and empirical standpoint. Adding to that, are all considerations about ethical and 
societal values involved, directly or indirectly, in the processing of Big Data and 
BDA, which according to our mapping results have drawn a lot of attention over the 
last 2 years (i.e. 2018 and 2019).
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5.2 � Coverage of key issues and challenges

Our analysis has also revealed that both data governance and risk management have 
not received the appropriate level of attention despite their order of magnitude in 
addressing compliance matters with legitimate personal data processing. As already 
mentioned, the GDPR puts extra emphasis on the sound management of data risks. 
By having explicitly expressed the privacy-by-design approach (Rubinstein and 
Good 2013) as one of its legal requirements, it makes PIAs or DPIAs (in GDPR’s 
parlance) mandatory in certain circumstances. For example. a DPIA is required 
in situation where data processing is likely to result in high risk to individuals. Fail-
ing to conduct a DPIA where mandated constitutes a serious breach. In addition, it 
is suggested to expand the scope of DPIA to overcome limitations on existing risk 
assessment models to cover the impact from social and ethical values in Big Data or 
BDA project contexts. Our future research paper that employs SLR shall therefore 
aim at studying data governance alongside the adequate management of data protec-
tion risks including a representative set of pertinent (DPIA and PIA) methodologies.

5.3 � Considering EAM to employ an adaptive and integrated management 
approach

We noticed that EAM opens up an array of opportunities to engineering the appro-
priate Data Protection by Design-inspired technical and organisational measures by 
employing an adaptive and integrated management approach in Big Data contexts. 
The literature discovered for the purpose of this paper acknowledges the business 
value of EAM and its means for achieving such a goal. This includes the general 
adoption and integration of new technologies (Gong and Janssen 2017), the govern-
ing and undergoing of complex transformations on all layers from an as-is to a to-be 
state (Kehrer et  al. 2016a; Vanauer et  al. 2015), and solving technical challenges 
of Big Data management projects in mainstream sectors like banking, insurance, 
air transport industry, healthcare, and the public sector (Kemp 2014). Bearing in 
mind that Big Data problems are not solely an IT exercise but rather a strategic func-
tion, future research should therefore be enriched with papers discussing practical 
cases with the aim to assess the role of EAM in holistically addressing the adoption 
of DBA or Big Data while taking into consideration ethical and societal concerns 
and in the scope of conducting risk management operations with the use of a more 
improved version of the GDPR DPIA.

5.4 � Addressing different trends

The seven trends we have identified offer additional opportunities for research. 
Depending on the problem at hand, the ideas that stem from each trend could be 
combined or used alone.
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6 � Conclusion and outlook

For most organisations, data are regarded as an indispensable asset. The explosive 
growth of social media platforms and digital information devices have catapulted the 
data volume, resulting in an emerging area involving technology, people and organi-
sations and known as Big Data. The purpose of this paper was to conduct an SMR 
to study EAM’s general perception in managing the effect of the GDPR compliance 
requirements in a Big Data context. We searched four digital libraries through which 
we discovered and then analysed 332 pertinent articles. Our study has shown that 
Big Data has radically expanded the range of personally identifying an individual, 
leading to more risk and complexity. In sensitive sectors like health care, this has 
significantly increased security, privacy, and data protection concerns. Daunting 
challenges in the context of understanding and handling Big Data issues linked to 
security and data privacy concerns are somehow linked to the lack of holistic view. 
As a result, there are different approaches for Big Data adoption that introduced new 
frameworks, methods, and technologies but without considering problems in the 
long run and from a wider perspective.

We have identified seven trends that merit researchers’ attention regarding the 
effect of Big Data technology and the role of the different organisational levels. The 
vast body of existing literature focuses mainly on solutions for technical problems 
like the optimisation of existing BDA algorithms or implementation of Big Data 
frameworks (e.g. Apache Hadoop, NoSQL, etc.) and much less on pressing organi-
sational matters, such as risk management and data governance, which are barely 
addressed in the context of Big Data and BDA.

Finally, despite the existence of articles acknowledging the business value 
of EAM in a Big Data context and the positive effects of employing it during the 
implementation of GDPR to address several concerns or risks such as the manage-
ment of the creating of RPA ensuring organisation’s compliance with data subjects’ 
rights, there are still needs for additional research to address other data protection 
concerns like ensuring better protection of data subjects’ rights besides the ethical 
processing of their personal data.

Appendix

See Tables 4 and 5.
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