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Abstract We propose a simple and efficient deterministic extractor for an ordinary elliptic
curve E, defined over Fo», where n = 2¢ and ¢ is a positive integer. Our extractor, for a given
point P on E, outputs the first I, -coefficient of the abscissa of the point P. We also propose
a deterministic extractor for the main subgroup G of E, where E has minimal 2-torsion. We
show that if a point P is chosen uniformly at random in G, the bits extracted from the point
P are indistinguishable from a uniformly random bit-string of length £.
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1 Introduction

A deterministic extractor for an elliptic curve is a function that converts a random point on
the curve to a bit-string statistically close to uniformly random. In this paper, we propose a
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172 R.R. Farashabhi et al.

simple and efficient deterministic extractor for an ordinary elliptic curve E defined over Fax,
where n = 2€ and ¢ is an arbitrary positive integer. Our extractor, ext, for a given point
P on E, outputs the first [Fy¢-coefficient of the abscissa of the point P. Similarly one could
define an extractor that, for a given point P on the curve E, outputs a [F,¢-linear combination
of F,¢-coordinates of the abscissa of P. Provided that the point P is chosen uniformly at
random in E, the bits extracted from the point P are indistinguishable from a uniformly
random bit-string of length ¢.

The problem of converting random points of an elliptic curve into random bits has several
cryptographic applications. One such application is a class of key exchange protocols and
key derivation functions based on elliptic curves (e.g., the well-known Elliptic Curve Dif-
fie-Hellman protocol). By the end of the Elliptic Curve Diffie-Hellman protocol, the parties
agree on a common secret element of the group, which is indistinguishable from a uni-
formly random element under the decisional Diffie-Hellman assumption (denoted by DDH).
However the binary representation of the common secret element is distinguishable from a
uniformly random bit-string of the same length. Hence one has to convert this group element
into a random-looking bit-string. This can be done using a deterministic extractor. Another
application of extractors is the design of cryptographically secure pseudorandom generators.
An efficient pseudorandom generator based on elliptic curves is proposed by Barker and
Kelsey [1]. Unfortunately, their generator (called Dual Elliptic Curve generator) is insecure
the reason being that random bits are extracted from random points of the elliptic curve in
an improper way [4,8,29]. Replacing the extractor used by Barker and Kelsey with one of
our extractors yields a pseudorandom generator which is provably secure under the DDH
assumption and the x-logarithm assumption [4].

Note that the number of points of any ordinary elliptic curve defined over a finite field with
characteristic two is even. Therefore, DDH problem in the corresponding group is easy and
thus the group is not suitable for many cryptographic applications. In the case that the order
of E equals 2m for odd m, we propose a deterministic extractor Ext for the subgroup G of
order m. In particular, m can be chosen to be prime, so the DDH problem in the subgroup is
assumed to be intractable. The extractor Ext is a modified version of the extractor ext.

Sequences of x-coordinates of pseudorandom points on elliptic curves have been stud-
ied in [17,22,23,33]. Kaliski [19] shows that if a point is taken uniformly at random from
the union of an elliptic curve and its quadratic twist then the x-coordinate of this point is
uniformly distributed in the finite field. On the other hand, the x-coordinate of a uniformly
random point on an elliptic curve can be easily distinguished from uniformly random field
element since only about 50% of all field elements are x-coordinates of points of the curve.
Our extractors provide only part of the x-coordinate and thereby avoid the obvious problem;
the proof shows that actual uniformity is achieved. Our approach is somewhat similar to the
basic idea of pseudorandom generators proposed by Gong et al. [12] and Beelen and Doumen
[2] in that they use a function that maps the set of points on an elliptic curve to a set of smaller
cardinality. In the former case, this function outputs the trace map of the x-coordinate of the
point on a binary curve. So each point gives rise only to one bit. The latter studied more
general functions so that some more bits per point can be obtained. Our aim is to extract as
many bits as possible while keeping the output distribution statistically close to uniform.

At the moment, several deterministic randomness extractors for elliptic curves are known.
One of the extractors is proposed by Giirel [13]. Given a point P on the elliptic curve
E(F,2) defined over a quadratic extension of a prime field, it extracts half of the bits of the
abscissa of P.Provided that the point P is chosen uniformly at random, the statistical distance
between the extracted bits and uniformly random bits is shown to be negligible [13]. Then,
Farashahi and Pellikaan [7] define the similar extractor, yet more general, for hyperellip-
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tic curves defined over a quadratic extension of F,, where ¢ is a power of an odd prime.
Furthermore, their result for elliptic curves improve the result of [13]. Another extractor for
elliptic curves over prime fields is proposed by Giirel in the same paper. However, the latter
extracts essentially less than half of the bits of the abscissa of P. One more extractor for
elliptic curves over prime fields is the TAU technique of Chevassut et al. [5]. This technique
allows to extract almost all the bits of the abscissa of a point of the union of an elliptic curve
and its quadratic twist. Note that both techniques mentioned above can be applied only for
elliptic curves over odd prime fields and their extensions, although in many cases elliptic
curves over binary fields can be implemented more efficiently in hardware (see, e.g., [14]).
Till now, the problem of constructing an efficient deterministic extractor for elliptic curves
over binary fields remained open.

2 Preliminaries

Let us define the notations and recall the basic definitions that are used throughout the paper.

Notation. Denote by Ny the set of nonnegative integers and by Ry the set of nonnegative
real numbers. A field is denoted by F and its algebraic closure by . Denote by F* the set of
nonzero elements of F. The finite field with ¢ elements is denoted by [, and its algebraic
closure by Fq. Let C be a curve defined over F,, then the set of [F,-rational points on C is
denoted by C(F,). The cardinality of a finite set S is denoted by #S. We make a distinction
between a variable x and a specific value x in F.

2.1 Finite field notation

Let n = 2¢, where ¢ is an arbitrary positive integer. Consider Fo» as a quadratic extension
of F5¢. Then Fy« is a two-dimensional vector space over Fye. Let {or], a2} be a basis of Fon
over [Fy¢. So every element x in Fo» can be represented in the form x = xja1 4 x202, where
x1 and x; are in F,¢.. We recall that {o, aa} is a basis of Fon over F,¢ if and only if

ap oy
D=| 5, 4|#0.
oy &

Let ¢: Fpe —> Fye be the Frobenius map defined by ¢ (x) = x2°. Let
Tr: Fon — Fye

be the trace function. Then Tr(x) = x 4+ ¢ (x), for x € Fyn. Let
N: Fpr —> Fo

be the norm function. Then N(x) = x¢(x), for x € Fp:. For more information we refer
to [24].

Lemma 1 Let x € Fou. Then y*> + y = x, for some y € Fon, if and only if 2> + z = Tr(x),
for some z € Fye.

Proof Assume y® +y = x, for some y € Far. Let z = Tr(y). Hence z> 4 z = Tr(x). Now
assume that z2 4+ z = Tr(x), for some z € F,¢. Then

Trp, /F, (%) = Trg,, /m, (Tr(x)) = Trr,, /p, (2 +2) = 0.

Therefore x = y2 + vy, for some y € Fon (see Theorem 2.25 [24]). m]
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2.2 Binary elliptic curve

Let E be an ordinary elliptic curve defined over Fo». Define the set of I« -rational points on
E as

E(Fy) = {(x,y) € Fan x Fon : y> +xy = f(x)} U{OE},

where f(x) = x> +ax?+ b, such that @ and b are in Fo» and O denotes the point at infinity.
Note that b # 0, since the curve is nonsingular.

The reason why we consider ordinary elliptic curves is that solving the discrete logarithm
(DL) problem in the group of points of a supersingular elliptic curve is easier than that in a
ordinary elliptic curve (see [28]).

2.3 The Newton Polygon and the genus

Definition 1 Let IF be a field. Let
Fx,y)= > aixyl
(i,/))eT

be a bivariate polynomial, where 7 is a finite subset of N(Q) and g; ; € F* for all (i, j) € T.
Denote by I'(F) the convex hull of the points (i, j) € Z in R(Z). The set I'(F) is called the
Newton Polygon of F and the boundary of F is denoted by o' (F).

In the following theorem we recall Baker’s formula that gives an upper bound for the
genus of an irreducible plane curve.

Theorem 1 Let C be an irreducible curve defined by the equation F(x,y) = 0 over an
algebraic closed field. Then the genus of the nonsingular model of C satisfies

1 2
g < l+areal(F)— > [aF(F)ﬂNO].
The right hand side of the above is equal to the number of integral points in the interior of
['(F).
Proof See [3] or [21]. O

2.4 The number of points on a singular curve

Let C be an absolutely irreducible projective plane curve of degree d defined over the finite
field IF,. In case that C is a nonsingular curve with genus g, then the Hasse-Weil bound gives
the following well-known estimate for the number of F,-rational points on C.

[#C(Fg) = (g + D] = 284/
The sharper estimate by Serre is
[#C(Fg) — (¢ + D] = g2V/4]-

In case that C is a singular curve, denote by C, the nonsingular projective model of C. Then
there is a morphism ¢: C —> C, that is a local isomorphism on the nonsingular points on C,
and is called the resolution or normalization of C (see [9,15]). If P is a F ,-rational point on
C, we define ¢p as the number of IF,-rational points on C, laying over P in the map ¢. Then

#C(Fy) —#C(F) = D (p— ).
PeC(Fp)
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Let Cs(IF,) be the set of singular points of C(IF;). Since for a nonsingular points P, we have
9p = 1, then

#C(Fy) —#C(Fy) = D (Dp — 1.
PeCy(Fp)

2.5 Deterministic extractor

In our analysis we use the notion of a deterministic extractor, so let us recall it briefly. For
general definition of extractors we refer to [32,36].

Definition 2 Let X and Y be S-valued random variables, where S is a finite set. Then the
statistical distance A(X,Y) of X and Y is

AX,Y) = %ers |Pr[X = s] —Pr[Y = s]].
Let Us denote a random variable uniformly distributed on S. We say that a random variable
X on S is §-uniform, it A(X, Ug) <.
Note that if the random variable X is §-uniform, then no algorithm can distinguish X from
Us with advantage larger than §, that is, for all algorithms D: S — {0, 1}

[Pr[D(X) = 1] = Pr[D(Us) = 11| = 4.

See [25].
Definition 3 Let S be a finite set. Let Uy be a random variable uniformly distributed on

{0, 1}*. Consider the function Ext: § —> {0, 1}¥. We say that Ext is a 8-deterministic
extractor for S if Ext(Us) is §-uniform on {0, 1}¥.

3 Trace surface

The elliptic curve E is defined by the equation y> 4+ xy = f(x). The Artin-Schreier form of
E is defined by the equation y2 +y = g(x), where

_f® b

=7

g(x) =x+a+ .

X
Let Fzz (X1, X2) be the tield ofi fractions of the polynomial ring ﬁza [x1, x2]. We extend the
Frobenius map ¢ from F,e to Fye (X1, X2), such that ¢ (x;) = x;, fori = 1, 2. We define the
rational function F by

F(x1,x0) = g(Xj01 +X000) + ¢p(g(X1a1 + X2002)). (D
Then
D% (52X] + 51X2)?
F (X1, x2) = Tr(a1)x) + Tr(a)x2 + Tr(a) + e o
H=(x1,x2)
where

H(x1,x2) = (X101 + X200)¢ (X101 + X202)
= N(a1)x} + N(22)x3 + Dxix, )
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and Vb = s + spop. Let
F(x1,%2) = (Tr(a)x; + Tr(e2)x2 + Tr(@) H>(x1, %2) + (D(s2x1 +s1%2)>. (3
Definition 4 Let the affine surface 7 over [F,¢ be defined by the equation
2 + H(x1,x2)z = F(X1,X2).

Remark 1 Let P = (x,y) € E(Fyn), where x = x1o1 + x202, x1,x2 € Foe. If x = 0, we
have (0,0, 0) € 7 (F,). Assume x # 0. So (%)2 + 2 = g(x). Let w = Tr(). From Egq. 1
we have

w? +w = Tr(g(x)) = Fx1, x2).
Letz = wN(x) = wH (x1, x2). Then
2+ Hlxx)z = H (v, )W’ +w) = H (01, x2)F(x1, x2) = Flxi, x2).
Hence (x1, x2,z) € T (Fye).
Lemma 2 We define the projection map ng: E(Fon) \ {Og} — Az(Fzz) by
TE(x, y) = (X1, x2),
where x = xjo1 +x2002. Assume thatngl(xl, x2) #0.If x1 =x2 =0, then #ngl(xl, x2) =1,

otherwise #JTE_] (x1, x2) =2.

Proof Let P = (x,y) € ngl(xl,xz), where x = xjo; + xp0p. Clearly ngl(O, 0) =

{(0, \/l;)}. Ifx #0,then —P = (x,x +y) € nE_l(xo, x1) and —P # P. Since P, —P are

the only points on E (IFp»), with the fixed first coordinate x, then ngl (x0, x1) = {P, —P}.
[m}

Lemma 3 We define the projection map mwr: 7T (Fy) —> A? (Fye) by

(X1, x2,2) = (X1, x2).

Assume n%l(xl, x2) 0. If x1 =x2 =0, then #n%l(xl, x3) =1, otherwise #m}l(xl, x2)=2.

Proof Let(x1,x2,2) € rr}l(xl, x2).Letx = xja1+xp00. Werecall that H (xq, x2) = N(x).
So H(x1,x2) = 0if and only if x; = xp = 0. Clearly 72'7_—1(0, 0) = {(0,0,0)}. So assume
(x1,x2) # (0,0). Thus H(x1, x2) # 0. Then (x1, x2, z) and (x1, x2, z + H(x1, x2)) are the
only points on 7, with the first and second coordinates equal x; and x,. Therefore in this
case 77 (x1,x2) = {(x1, X2, 2), (x1, %2, 2 + H(x1, x2))}. D

Proposition 1 For all (x1, x2) € A? (Fy),
g (x1, x0) = #r (x1, x2).

Proof First assume that rrgl (x1,x2) # @. Then there exists a point (x, y) on E(Fo»), such
that x = xj] + xpap. If x = 0, let z = 0, otherwise let z = Tr(%)N(x). Then Remark 1
shows that (x1, x2, z) € 7 (F,¢). Therefore (x1, x2,2) € n}l (x1, x2) and n}l(xl,xz) 0.

Second assume that 71}1 (x1, x2) # . So there exists a point (x1, x2, z) on 7 (IF;). Thus
224 H(x1, x2)z = F(x1, x2).Letx = xja1+x000.Ifx = 0,lety = Vb.So (x,y) € E(Fan).
Now assume x # 0. Hence H(x, x2) # 0, since H(x1,x2) = N(x). Let w = m
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From Remark 1 we have, w? +w = Tr(g(x)). Lemma 1 implies that there exist # € Fx such
that u? +u = g(x). Let y = xu. Then (x, y) € E(F). That means (x, y) € ngl(xl, Xx2)
and nEl(xl, x3) £ 0.

Hence ﬂEl(xl, x2) # @ if and only if n}l (x1,x2) # 0. Furthermore Lemmas 2 and 3
conclude the proof of this proposition. O

Remark 2 In fact, from Proposition 1, one can show that

#E(Fyn) = #T (Fye) + 1.

4 The extractor for the elliptic curve £

In this section we introduce a new extractor for the ordinary elliptic curve E defined over
Fon. This extractor, for a given random point on E, outputs the first F,¢-coordinate of the
abscissa of the point. Then, we show that the output of this extractor, for a given uniformly
random point of E, is statistically close to a uniform random variable in Fye.

4.1 The extractor

We recall that Fa» is the quadratic extension of F,e. So every element x in Fo» is represented
in the form x = xja1 + X202, where x1 and x, are in [Fy¢. In particular Vb = sja1 + sran.

Definition 5 The extractor ext is defined as a function

ext 1 E(Fy) — Fy
ext(x,y) = x1,
ext(0Og) = 0.

Remark 3 Similarly one could define an extractor that, for a given point P on the curve, out-
puts a [Fy-linear combination of F,¢-coordinates of the x-coordinate of P. The analysis of
this extractor is exactly the same as our extractor ext, since one could interchange the basis
{orr, o} with a suitable one. So without loss of generality we consider the extractor ext.

The following theorem gives tight estimates for #ext ~!(x;), for all x; € F,¢. The result of
this theorem is used to analyse the extract ext.

Theorem 2 For all x| € F;i

[4+/2¢] if Tr(aa) # 0,

#ext™! —2Z‘<
‘ ext™ " (x1) = | 12v2¢1+ 1 otherwise.

and

[2v/20] if Tr(o) # 0 and 51 # 0,
‘#ext*‘(O)— @'+ 1)‘ <1201 i Te(a) =51 =0,
1 otherwise.

For the proof of this theorem we need several propositions and lemmas. Consider the
affine variety 7 over F,¢, by Definition 4. Fix the element x; in F,.. Then the points of 7°
that have the first coordinate equal to x| form a curve which we call 7, .
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Let x; € F,.. We define the affine curve 7, by the equation

Ty (%2, 2) = 2° + Hy, (x)z + Fy, (x2) =0, O]
where Fy, (x2) = F(x1,X2) and Hy, (x2) = H(x1, X2).
Proposition 2 For all x; in IF;,

#ext 1 (x1) = #T;, (Fyr)
and
#text 1(0) = 1 4+ #To(Fye).
Proof Letx; € F;K. Consider the projection maps ¢ and 7 4 from Lemmas 2 and 3. Then
H#T, (Fy) = > #r7' (x1,x2)
x2€Fy

and

#extfl(xl) = Z #nE_l(xl,xz).

XzEFzg
Proposition 1 shows that #n'le(xl, X2) = #ﬂ%l(xl, x2), for all x, x, € Fy¢. Furthermore

O € ext1(0). So the proof of this proposition is completed. O

The goal is now to estimate #7, (F,¢), for all x; € F,¢. First we discus this problem for all
x| € ]F’Z‘l. In Propositions 3 and 4 we show that 7, is an absolutely irreducible nonsingular
curve, for all x; € IF;Z. Then in Proposition 5 we give the bounds for #7;, (F,¢), for all
X] € Fzé.

Proposition 3 The affine curve Ty, is absolutely irreducible, for all x; € IF;E.

Proof The affine curve 7y, for x; € le, is defined by the Eq. 4. So we consider the poly-
nomial

Ty, (x2,2) = 2* + Hy, ()2 + Fy, (X2).

First suppose Tr(az) # 0. Then the leading terms of Hy, and Fy, are respectively N(az)x§
and Tr(az)(N(az))zxg. Hence deg(Hy,) = 2 and deg(Fy,) = 5. Clearly T, is absolutely
irreducible.

Now suppose Tr(«p) = 0. Then

Fy, (x2) = (Tr(an)x1 + Tr(a)) HE (x2) + (D(s1X2 + 52x1))*.
Let
Ry, (x2,7) = 22 + Hy, (x2)2 + (D(s1X2 + 52x1))°.

Then T, is absolutely irreducible if and only if Ry, is so. Suppose Ry, is reducible. So there
exists a bivariate polynomial M in [Fy¢[X7, z], which is a factor of R,,. We can consider

M(x2,2) =2+ m(x2) =z + mxXo + my.
We substitute z by m in the equation of Ry, . Then we have the reminder

r(xp) = r3x§ + rzxg + rixp + rop.
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Since r(xa) = 0, so we obtain the following equations.

r3 =mN(ap) =0

ry = m3 + Dmyx; +moN(a2) + (Ds1)? = 0
r = mlxlzN(ozl) + Dmox; =0

ro = m} + moxiN(ay) + (Dsyx1)* = 0.

Hence m; = 0. Since x; # 0, so mg = 0. Then s; = s = 0. Thus b = 0, which is
impossible. O
Proposition 4 The affine curve 1, is nonsingular, for all x| € F;z'

*

Proof Suppose the affine curve 7y, , for x1 € le’

is singular. Then the following system of
equations has a solution (x3, z) € Fpe x Fye.

Ty, (X2, 2) = 2> + Hy, (x2)Z + Fy, (x2) = 0

L, =H F! =0
% (x2,2) = Hy (x0)2+ F, (x2) = )
Ty,
(x2,2) = Hy, (x2) =0,
0z

where H;l (x») and F;l (x2) are respectively the derivatives of Hy, (x2) and Fy, (x2) with
respect to Xp. We recall that Hy, (x2) = H(x1, x2) and Fy, (x2) = F(x1, x2). Then from the
system (5) and Eq. 3 we obtain
7z = D(s2x1 + s1x2).
Because H)’Cl (x2) = Dx; and F;l (x2) = 0, from the second equation we have Dx1z = 0.
Since x1 # 0, so z = 0. Thus s2x1 + s1x2 = 0. Then
sle(xl, X)) = xle(sl, §7) = xlzN(\/E).

Hence N(+/b) = 0, since x| $ 0. Therefore b = 0, which is a contradiction, because E is
nonsingular. So the affine curve 7y, is nonsingular. O

Proposition 5 Forall x| € IF;[,

[4v/20] if Tr(e) # 0,

#T, (Fy) = 2| <
i (Far) - [ [2vV20]+1  otherwise.

Proof The affine curve 7y, is absolutely irreducible and nonsingular by Propositions 3 and
4, for x1 € F7,. Let 7y, be the nonsingular projective model of 7y, .

__ First suppose Tr(az) # 0. Then ’7}1 is an imaginary hyperelliptic curve of genus 2. Since
7Ty, has exactly one point at infinity, therefore

#T,, (Fpe) = #T, (Fyr) — 1.

Now suppose Tr(cz) = 0. If Tr(eey)x1 + Tr(a) # 0, then deg(Fy,) = 4. By means of the
Newton polygon of Ty, we see that the genus of the nonsingular model of 7, is at most 1 (see
Subsect. 2.3). The projective model of 7, has only one point at infinity which is a singular
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180 R.R. Farashabhi et al.

point. The number of F,¢-rational points on 7}1 , which are lying over the point at infinity in
the resolution map, is at most 2 (see Subsect. 2.4). Hence

W7o, (Fpe) — #7,, (Fp) + 1] < 1.

If Tr(ee)x1 + Tr(a) = 0, then deg(Fy,) < 2. The projective model of 7, has two points at
infinity which are nonsingular points. The genus of the projective model of 7, is 1, since
the degree of Ty, is 3. Hence

#T,, (Fyr) = #T,, (Fye) — 2.

By means of Hasse-Weil’s Theorem for 7,,, we obtain the estimates for #7;, (F,:), which
concludes the proof of this proposition. O

Now we consider the case that x; = 0. The curve 7y is defined by the equation
To(x2.2) = 2° + N(@2)x3z + Fo(x2) = 0,

where Fy(x2) = (Tr(ap)xp + Tr(a))(N(ocz))2X‘2‘ + (Ds1x2)2. Letw = é By means of this
transformation, we define the affine curve 7 by the equation

To(x2, W) = w? + N(@2)xow + Fo(x2) = 0, (6)
where Fy(x2) = (Tr(e2)x2 + Tr(a@)) (N(2))2X3 + (Ds1)2.
Lemma 4 #7)(Fy) = #To(Fo0).

Proof Let x € F;l. It is easy to see that (x, z) € Zo(Fy) if and only if (x, £) € ’j\b(IFzz).
Furthermore, the points (0, 0) and (0, Ds;) are the only points with x-coordinate equals 0
respectively on 7y and 7p. O

We discuss the irreducibility and nonsingularity of 7o in Propositions 6 and 7. Then in
Proposition 8 we give the bounds for #7¢(IFy¢ ).

Proposition 6 The curve ’ZAZ) is reducible if and only if Tr(az) = s1 = 0.

Proof "llle affine curve ’f[) is defined by the Eq. 6. If Tr(az) # 0, then deg(fo) = 3 and
clearly Ty is absolutely irreducible. Now assume Tr(as) = 0. Let

Ro(X2, W) = W2 + N(a2)xoW + (Ds1)>.

Then Ty is absolutely irreducible if and only if Ry is so. Furthermore Ry is absolutely irre-
ducible if and only if 51 # 0. O

Proposition 7 The affine curve Ty is singular if and only if s; = 0.

Proof ltis easy to see that the affine curve 70 has a singular point P if and only if P = (0, 0)
and s; = 0. O

Proposition 8 The number of Fyc-rational points on the affine curve T satisfies

R [2v20]  if Tr(az) # 0 and 51 # 0,
#To(Fy) —2° <120 =1 if Tr(an) = 51 =0,
1 otherwise.
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Proof Let Ty be the nonsingular projective model of 7o. First suppose s; # 0. From
Propositions 6 and 7, the curve 7y is absolutely irreducible and nonsingular. If Tr(e2) # 0,
the curve 7 is an elliptic curve. Hence

#T0(Fye) = #To(Fye) — 1.
If Tr(ap) = 0, the curve 7~E) has genus 0. Also it has two points at infinity. So
#T0(Fye) = #To(Fy) — 2.

Now suppose s1 = 0. If Tr(az) # 0, from Proposition 6, the curve 7o is absolutely irre-
ducible. But it has the singular point (0, 0). Hence the genus of the curve T equals 0. The
number of [F,¢-rational points on 7o, which are lying over the point (0, 0) in the resolution
map, is 0 or 2. Furthermore the point at infinity is ramified. Hence

#70(Fye) = #T0(Fye) + 2.

Then, from Hasse-Weil’s Theorem for the curve ’2~6, we obtain the estimates for #7\6 (Fye). If
Tr(ap) = 0, from Proposition 6, the curve 7y is reducible. So we have a trivial bound for
#70(Fye). ]

Proof of Theorem 2. Propositions 2 and 5 show the proof of Theorem 2, for x| € F;l.
Furthermore, Propositions 2, 8 and Lemma 4 show the proof of this theorem, for x; = 0.
[m}

4.2 Analysis of the extractor

In this subsection we show that provided the point P is chosen uniformly atrandomin E (F»),
the element extracted from the point P by ext is indistinguishable from a uniformly random
element in Fye.

Let X be a Fp¢-valued random variable that is defined as

X = ext(P), for P egr E(Fn).

Proposition 9 The random variables X is statistically close to the uniform random variable
Ur_,.
2t

1
A(X, UFZZ) = 0 (ﬁ)

Proof Let z € F,¢. Then, for the uniform random variable U]le in F5¢, we have Pr[U]Fzz =
z] = 1/2%. And for the Fy-valued random variable X,

#ext !
Pr[X = z] = fext™ (2)
#E (Far)
Then
1
AX, Ury) = B Z ’Pr[X =z] = PrUr, = z]’
ZE]FZ/K

1 #ext () 1
=2 2 | hEE) 2|

2 = #E[F) 2
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Hasse-Weil’s Theorem gives the bound for #E (IFo» ) and Theorem 2 gives the bound for the
cardinality of ext~l(z), forall z € Fye. Let g = 2 if Tr(ap) # 0, otherwise let g = 1. In
fact g is the maximum genus of curves 7, for all x; € Fo» (see proof of Proposition 5).
First assume s1 #% 0 or Tr(az) # 0. Then

1
A(X, Us,,) = > lzl#extfl(z) — BEFy)
. 2

2L+ E (Fon) 5
14

- 20+ /2 4 (4 — g)2t — 1 _gte®
= 2020 —1)2 St

where ¢ (¢) = $=02VIHVIN ndeed ¢(6) < 1. for € > 3.

Now assume Tr(cp) = s1 = 0. Theorem 2 gives a trivial bound for #ext~1(0). Then
2l4ext™(z) — #E(Fn)
2R E (Fon)

|2%#ext=1(0) — #E (F»)

AX, Ule) = 2K+1#E(]F2" Z
ze]F*

@ o p @ - DEFIV2E 32 - )

- Q=17
R R S 1 (O N ()
B @2t —1)? V2t V]
where €(£) = 242040t /ol . Furthermore €(¢) < 1, for £ > 4. O

@2'=1)?
Corollary 1 The extractor ext is an f—determlmsnc for E(Fan), forn > 8.

Proof See proof of Proposition 9. O

5 The extractor for a subgroup

In this section we introduce two extractors for the main subgroup of the elliptic curve E
defined over [F»», where E has minimal 2-torsion.

Let #E (Fon) = 2491, where m is odd. If d = 1, then E is said to have minimal 2-torsion.
Note that £ has minimal 2-torsion if and only if Trg,, /r, (@) = 1. That means half of the
elliptic curves defined over F,», have minimal 2-torsion. For more information see [20,30].

Assume that E has minimal 2-torsion. Hence #E (F2») = 2m. Let G be the subgroup of
E of odd order m. E has the point Py = (0, /b) of order 2. The point P = (x, y) is in the
subgroup G if and only if P = 2(Q, for some point Q € E(F»). Indeed for the point P in
E, P € G if and only if Trg,, /r, (x) = Trp,, /¥, (a) = 1 (see [31,35]).

Let g be a bit distinguishing P = (x, y) from —P = (x, x + y) satisfying

B: E(F) —> {0, 1}
B(P)=0, ifP=-P,
B(P) +B(—P) =1, if P #—P.

Note thatif P € G and P # Opg,then —P # P, since the order of G is odd. For example the
function B can be defined as the least significant bit of y/x, if we consider the polynomial
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basis for Fo» over F,. Furthermore the point P = (x, y) can be represented by (x, A), where
A = x + y/x, is the slope of the doubling. If we represent P = (x, y), by (x, A), then
—P = (x,x + y) is represented by (x, A + 1). Hence the function 8 can be defined as the
least significant bit of . Another way to define the function § is to define an order on the
representation of elements in F». Every element in Fy» is represented by a bit string. Hence
this order, for instance, can be the lexicographical order. Then this order distinguishes y from
x + yor P from —P.

We define the extractor Ext, as a modified version of the extractor ext presented in
Sect. 4. Recall that ext: E(F) —> Fy¢ is defined by

ext(x, y) = xi,
ext(0Og) =0.
We defined the extractor Ext as follows.
Ext: G —> Fy
Ext(P) = ext(P + B(P)Pp).
Let P = (x,y) € G.If B(P) = 0, then Ext(P) = ext(P).If B(P) = 1, then Ext(P) =

ext(P 4+ Py). Itis easy to see that the abscissa of the point P + Py is %. Hence

x1, if B(P) =0

ExeiP) = [ Ly, i BP) = 1.

The following proposition gives some bounds for #Ext ~!(z), for z € Foe.
Proposition 10 Let z be a fixed element of Fye. Then
#ext™!(z) = 2#Ext™ ! (2).
Proof Define the subset S, of ext~!(z) as
S.={Pecext '(z): B(P)=0, for P € G and B(P + Py) =1, for P & G}.

Let P € S;. Hence ext(P) = z. If P € G, then B(P) = 0. So Ext(P) = ext(P) = z.
Thus P € Ext1(z). And if P ¢ G,then P + Py € G and B(P + Py) = 1. Hence

Ext(P + Py) = ext(P + Py + (P + Py) Py) = ext(P) = z.
Thus P + Py € Ext ! (2). Let the function 7 : S, — Ext~!(z) be defined as

P, ifPeG
”(P)_[P—f—Po, ifP¢G

It is easy to see that the function 7 is injective. Let P € Ext~!(z). Hence P € G and
Ext(P) = ext(P + B(P)Py) = z. If B(P) = 0, then P € ext~!(z). So P € S, and
n(P)=P.If B(P)=1,then P + Py € ext ' (z). Since P + Py ¢ G and B(P) = 1, then
P+ Py € S; and 7 (P + Pp) = P. So the function 7 is surjective and then it is bijective.
Therefore #S, = #Ext ™! (z).

The points P and — P have the same x-coordinate. So by the definition of ext, in Sect. 4,
ext(P) = ext(—P). That means P € ext™!(z) if and only if — P € ext~!(z). For every
pair P and — P in ext~(z) \{OE, Po}, exactly one of them is in S;. And in case that z = 0,
both points O and Py are in ext~1(0), but only O € S;. Hence #ext () = 2#S.,
which concludes the proof of Proposition 10. O
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Proposition 11 Ext is an J%-deterministic extractor for G, forn > 8.

Proof We recall that X is a [F¢-valued random variable defined by
X = ext(P), for P eg E(Fpm).
Let X be a Fy¢-valued random variable that is defined by
Xc =Ext(P), for P erG.
Let z € F,¢. Then by Proposition 10 we have

#Ext1(z) 2#Ext™1(z) #ext l(2)
— — = =Pr[X = z].
#G 2#G #E (Fyn)
The rest of the proof follows from Corollary 1. O

Pr[X¢ =z]

6 Concluding remarks

In this section we suggest suitable parameters for the elliptic curves used by our extractors.
Also we discuss some implementation issues and open problems.

6.1 Parameters of the elliptic curves

The reason why elliptic curves are used in cryptography is that the discrete logarithm (DL)
problem in the group of points of an elliptic curve is believed to be intractable for rela-
tively small security parameter. The most efficient methods for solving the DL problem for
ordinary elliptic curve have exponential running time. For supersingular elliptic curves there
exist subexponential methods, (see [28]) so supersingular elliptic curves should be avoided.

In many cases, it is recommended to use elliptic curves over Fp», where n is a prime
number. Recall that in this paper we consider elliptic curves over E (IF2), where n = 2¢. To
the best of our knowledge, the DL problem for the latter curves is as hard as the one for the
former curves provided that the GGHS attack is infeasible, that is, £ is a prime number and
£ # 127 (for more details see [6,10,11,16,26,27]).

The finite fields F,i7s, Fy226, Fyi018 and Fyi1s6 are suggested for elliptic curve cryptogra-
phy in [6]. For these fields the GGHS attack is infeasible. Furthermore by ghost bit bases
technique, the arithmetic operations in these fields can be performed more efficiently than in
prime extension of F, of the same size (see [18,34]).

The Extractor Ext is defined in the subgroup G of E(F»2). For many cryptographic
applications m, the order of G, should be prime. Recall that E has minimal 2-torsion. Hence,
#E(an) =2m.

6.2 Experimental results

Our experiments with MAGMA for #ext ! (z), where z € Fy¢, show that the bounds in
Theorem 2 are tight.

Also the experiments suggest the following conjecture. Let E(IF») be an elliptic curve,
where n is a positive integer. In particular n can be prime. Let P = (x, y) € E(Fon). Letx €
Fon be represented by the bit-string (x1, x2, ..., x,). Consider the extractor ext for E (Fon)
as afunction ext : E(Fyn) —> {0, l}k, where 1 < k < n, such that the output of ext for the
point P is the k bits of the bit-string of x in fixed positions. For example ext can be defined
as ext(P) = (x1, X2, ..., xx). Let X be a {0, 1}¥-valued random variable that is defined as
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X = ext(P), for P egr E(Fn).

Conjecture 1 The random variable X is Jﬁj-uny‘orm on {0, 1}¥, where g is constant.
That is

8
AX,Up) < ﬁ

We leave the proof of this conjecture as an open problem. Similar to the definition of extrac-
tors Ext in Sect. 5, one can define an extractor for the main subgroup G of E (F»), where
E has minimal minimal 2-torsion.

6.3 Conclusion

We introduce a deterministic extractor ext for the ordinary elliptic curve E defined over
Fon, where n = 2¢ and £ is a positive integer. The extractor ext for a given point P on
E outputs the first F,¢-coordinate of the abscissa of P. The main part of the analysis of
this extractor is to estimate #ext 1 (z), for all z € F5e. That is to find the bound for the
number of F,-rational points on the curves 7; on the trace surface 7. Theorem 2 gives tight
estimates for #ext ~!(2). By means of the extractor ext, we construct the extractor Ext
for the main subgroup G of E, where E has minimal 2-torsion. We note that the order of
G is odd. In particular if the order of G is prime, then the DDH problem in G is assumed
to be intractable, which is crucial for many cryptographic applications. The analysis of the
extractor Ext shows that if the point P is chosen uniformly at random in G, then the bits
extracted from P are statistically close to a uniformly random bit string of length ¢.
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