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Abstract

Recently, a new concept called multiplicative differential was introduced
by Ellingsen et al. Inspired by this pioneering work, power functions
with low c-differential uniformity were constructed. Wang et al. defined
the c-differential spectrum of a power function [27]. In this paper, we
present some properties of the e-differential spectrum of a power function.
Then we apply these properties to investigate the c-differential spectra
of some power functions. A new class of APeN function is also obtained.
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1 Introduction

Differential cryptanalysis [7, 8] is the first statistical attack to decipher iterative
block ciphers. Substitution boxes (S-boxes for short) play an crucial role in the
field of symmetric block ciphers, which can be seen as cryptographic functions
over finite fields. Let I, be the finite fields with ¢ elements. For a function F(z)
from F, to itself, the main tools to handle F' regarding the differential attack
are the Difference Distribution Table (DDT for short) and the differential
uniformity Ap, introduced by Nyberg [25] in 1994. For any a,b € Fan, the
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2 On the c-differential spectrum of power functions over finite fields
DDT entry at point (a,b), denoted by dr(a,b), is defined as
or (a,b) ={x € Fy: F(z+a)— F(z) =b},

where |S| denotes the cardinality of a set S. The differential uniformity of the
function F'(z), denoted by Ap, is defined as

Ap = maxmaxdp(a,b),
a€F;: beF,

where F; = F, \ {0}. When F' is used as an S-box inside a cryptosystem,
the smaller the value Ap is, the better F' to the resistance against differential
attack. When Ap = 1, F is called perfect nonlinear (PN for short) function.
When Ap =2, F is called almost perfect nonlinear (APN for short) function.
Note that PN functions over even characteristic finite fields do not exist. PN
and APN functions play an important role in both theory and applications.
The recent progress can be found in [10, 13, 14, 16, 19, 20, 37, 38] and their
references. Power functions with low differential uniformity serve as good can-
didates for the design of S-boxes not only because of their strong resistance to
differential attacks but also for the usually low implementation cost in hard-
ware. When F(z) is a power function, i.e., F(z) = z? for an integer d, one
can easily see that 6p(a,b) = 6p(1,b/a?) for all a € F; and b € F,. That is to
say, the differential properties of F'(x) is completely determined by the values
of 67(1,b) as b runs through F,. Therefore, Blondeau, Canteaut and Charpin
first defined the difference spectrum of a power function in [2]. Denote

w;={beF,:dr(1,b) =i}, 0<i<Ap,

where A is the differential uniformity of F'. The differential spectrum of F' is
defined as the multi-set

Dsz{wi>O : OSZSAF}

The distribution of DDT of a power function can be deduced via its dif-
ferential spectrum. Moreover, the differential spectrum is also an important
notion for estimating its resistance against variants of differential cryptanalysis
([2], [1], [12]). However, it is difficult to completely determine the differential
spectrum of a power function. For a known results on differential spectrum of
power functions, the readers are referred to [2—4, 11, 15, 21, 22, 29-31, 34, 35].
The distribution of DDT of a power function can be deduced via its differential
spectrum.

In [9], the authors used a new type of differential, namely multiplicative
differential, that is quite useful from a practical perpective for ciphers that
utilize modular multiplication as a primitive operation. It is an extension of
differential cryptanalysis, and it cryptanalyzes some existing ciphers (like a
variant of the well-known IDEA cipher). The authors argue that one should
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look at other types of differential for a cryptographic function F', not only the
usual (F(z + a), F(x)) but (F(z + a),cF(x)). Moreover, they first introduced
the ¢-Differential Distribution Table (¢DDT for short) . For a function F' from
F, to itself and ¢ € Fy, the entry at point (a,b) of the ¢cDDT, denoted by
Or(a,b), is defined as

Or(a,b) =#{x € Fy: F(x + a) — cF(z) = b}.

The corresponding c-differential uniformity is defined as follows.

Definition 1 ([17]) Let Fq denote the finite field with g elements, where q is a prime
power. For a function F : Fq — Fq, and a,b,c € Fq, we call

cAp =max{cdF (a,b) : a,b € Fg,and a # 0 if ¢ =1}
the c-differential uniformity of F'.

If [Ap = ¢, then we say that F' is differentially (¢, d)-uniform. Similarly, the
smaller the value (Ap is, the better F' to the resistance against multiplicative
differential attack. If the c-differential uniformity of F’ equals 1, then F'is called
a perfect c-nonlinear (PcN) function. PcN function over odd characteristic
finite fields are also called c-planar functions. If the c-differential uniformity of
F is 2, then F is called an almost perfect c-nonlinear (APc¢N) function. It is
easy to conclude, for ¢ = 1 and a # 0, the c-differential uniformity becomes the
usual differential uniformity, and the PcN and AP¢N functions become PN and
APN functions respectively. It is know that APN functions over finite fields
of even characteristic have lowest differential uniformity. However, for the c-
differential uniformity, there exist PcN functions over even characteristic finite
fields. There are a few functions with low c-differential uniformity reported.
The readers can refer to [5, 6, 17, 18, 24, 26-28, 32, 36].

Similarly, when F(z) is a power function, one easily sees that
Op(a,b)=c0p(1,b/a) for all a € F; and b € F,. That is to say, the
c-differential spectrum of F(z) is completely determined by the values of
0r(1,b) as bruns through F,. Therefore, the c-differential spectrum of a power
function can be defined as follows.

Definition 2 (/27]) Let F (z) = 2 be a power function over Fq with c-differential
uniformity cAp. Denote by cw; = #{b € Fq : dp(1,b) = i.} for each 0 < i < Ap.
The c-differential spectrum of F' is defined to be the multi-set

S={cw; : 0 <i< Ap and cw; > 0}.

When ¢ = 1, the c-differential spectrum becomes the usual differential
spectrum. As far as we know, only two classes of power functions have known
c-differential spectra. In [27], the authors computed the c-differential spectrum
of Gold function. The c-differential spectrum of 2% over Fosm was determined
in [26], where d = 23™ + 22m 4 2™ — 1. We summarized the known results in
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Table 1 as well as the results obtained in this paper. The rest of this paper is
organized as follows. Section II introduces some notation and useful lemmas.
In Section III, we present the properties of c-differential spectrum. In Section
IV, we calculate the c-differential spectrum of several power functions with low
c-differential uniformity. In Section V, we construct an infinite family of APcN
power mappings over Fsn, and determine its c-differential spectrum. Section
VI concludes this paper.

Table 1 Power functions F(z) = 2% over Fpn with known c-differential spectrum

p d Condition Ar  Ref.
=4m, 0,1 € Fan,
2 Bmapmyomoy Tt #eer 2 [26]
n .
odd  pF 41 1#ceF gean.m and Zed(n k) S odd, 27]
or c ¢ F eca(n,k), n is even and k = 5
2 2" — 2 c#0, Trp(c) = Trp(c™1) =1 2 Thm 7
2 2" —2 c#0, Trn(c) =0 or Trp(c™1) =0 3 Thm 7
n _ c =4, 4_1, or
odd  p" =2 x(c? —4c) = —1 and x(1 — 4c) = —1 Thm 8
n o__ C# 07 4’ 4_1,
odd p 2 x(c? —4c)=1or x(1—4ec)=1 3 Thm 8
3 # c=—1, n even 2 Thm 9
3 3 -3 ¢ = —1, n = 0(mod4) 6 Thm 10
3 3n 3 c=—1, n # 0(mod4) 4 Thm 10
k
odd 2 c=—1, ged(n, k) = 1, k odd et Thm 11, 12
5 23 =-1 2 Thm 16

2

Try, (+) denotes the absolute trace mapping from Far to Fa.

X (+) denotes the quadratic multiplicative character on F;n.

2 Preliminaries

In this section, we first fix some notation and list some facts which will be
used in this paper unless otherwise stated.

Let F, denote the finite field with ¢ elements.
F: =Fy\ {0}, F# =F,\{0,-1}.
A (x) = (v +1)? — cx?, where c € F,.
Je (b) = #{zx € Fy : Ac (z) = b}.

X denotes the quadratic multiplicative character on F, i.e.,

if x a square ,
if z =0,

if  a nonsquare .

It is well-known that 3 cp x(z) =0.
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* Sij={ze F# : x(z) =i,x(z + 1) =j}, where i,j € {£1}.
L4 8171 U 5_17_1 U 817_1 U 5_171 = Fq#
Secondly, we introduce some lemmas which will be used in the sequel. To

determine the greatest common divisor of integers, the following lemma plays
an important role in the rest of this paper.

Lemma 1 let p, k,n be integers greater than or equal to 1. Then

2gcd(2k,n) 1

2ged(k,n) _ 1 ifp=2,
cd(k+1, "—1): 2 if — s odd
sea\p b ’ ! ged(n, k) 18 odd,
ngd(k’n) +1, if m is even.

The following lemma can be used in solving equations over finite fields.

Lemma 2 [23] Let n be a positive integer. We have:

(i) The equation 22+ ax+b=0, witha,b € Fan, a # 0, has two solutions in Fon if
Trn(;bz) =0, and zero solutions otherwise.

(ii) The equation > +ar+b=0, witha,b € Fpn, p odd, has (two, respectively, one)
solutions in Fpn if and only if the discriminant a’?—4bis a (nonzero, respectively,
zero) square in Fpn.

At last, we introduce the following result on the quadratic multiplicative
character sums.

Lemma 3 [23, Theorem 5.48] Let f(x) = agax® + a1z + ag € Fylz] with q odd and
ag #0. Put d= a% — 4dagaz and let x be the quadratic character of Fq. Then

~X(az),  ifd#0.
D x(f(@) = { (qX_ 12)x(a2)7 if d=0.

z€F,

3 The properties of the c-differential spectrum

The usual differential spectrum of a power function satisfies several identities
(see [2]). It is natural to wonder how it behaves with respect to the c-differential
spectrum of a power function. In this section, we give the following identities
of the c-differential spectrum.

Theorem 4 Let F (z) = 2% be a power function over Fq with c-differential unifor-
mity cAp for some 1 # ¢ € Fyq. Recall that cw; = #{b € Fq: Ap(1,b) =i.} for
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each 0 <1 < Ap. We have

cAF CAF
chizzi'cwi:q (1)
=0 =0

Moreover, we have

. Ny —1
> i ewy = e — ged(d,g — 1), (2)
where

Ty —x2+x3—24 =0
CN4 == # {(1'171'2,1]3,1]4) € (]FQ)4 : { (11 2 s : } (3)

xl—cxg—&—cxg—xff:()

Proof According to the definition of cw;, we have

AF AF
dewi=> #{beF:Ap(1,b)=i}=> 1=gq.
i=0 i=0 beF,

and

AFr Ar
Doirewi=y i-#{beFq:cAp(1,b) =1}
=0

i=0
=Y #oel: (@+1)! —ca’ = b}

bEF,
= Z 1
z€F,
=q.
Next we prove the last statement. For ¢ # 1, we define

en(a, B) = #{(w,w € (Fg)? : {w‘y i }

el — eyt =p

It is obvious that
Ni= Y (en(e,8))%.
a,BER,
Moreover, one can easily check that ¢n(0,0) = 1. For 8 # 0, n(0, 8) is equal to the
number of solutions y € Fq of the equation yd = 1i_c Let v be a primitive element
of Fy and 14( = ’yk for some integer k. Let e = ged(d,q — 1). Then n(0,8) = e if

e | k and ¢n(0,8) = 0 otherwise. For «a, 8 # 0, we have ¢n(a,8) = ¢n(1l 5 ). We

' ad
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immediately obtain the following.

Ni= > (en(a,B))”

a,B€F,
= (n(0,0)* + > (n(0.8)* + > > (en (e, §))?
BEF: acly BEF,
D SR D S AICR
1<k<q—1,clk a€F: BEF, @
1+ 121 Y (1)’
¢ a€F; bEF,
=1+ (g—1e+ >3 (6(0)?
Q€F; bEF,

cAfp
=14 (¢g—1e+(¢g—1) Ziz-cwi.
=0

The fourth identity holds since for fixed a # 0, when S runs through Fg, so does %.

‘We complete the proof. O

4 The c-differential spectrum of some power
functions

In this section, we investigate the c-differential spectra of some power functions
with low c-differential uniformity.

4.1 The c-differential spectrum of the inverse function

Since there has been quite a bit of effort to investigate the inverse function
over Fon as it is relevant in Rijndael and Advance Encryption Standard, it is
natural to wonder how it behaves with respect to the c-differential uniformity.
In [17], the c-differential uniformity of the inverse function z € Fyn, 2 + 2" ~2
has been studied. We have the following lemmas.

Lemma 5 ([17]) Let n be a positive integer, 1 # ¢ € Fon and F : Fan — Fan be the
inverse function defined by F(x) = 22" 2. We have:

(i) If c = 0, then F is PcN ;

(ii) If ¢ # 0 and Trn(c) = Trn(%) =1, the c-differential uniformity of F is 2;

(iii) If ¢ # 0 and Trn(c) =0 or Trn(%) = 0, the c-differential uniformity of F is 3.

Lemma 6 ([17]) Let p be an odd prime. n > 1 be a positive integer, 1 # ¢ € Fpn
and F : Fpn — Fpn be the inverse function defined by F(z) = 2" =2, We have:

(i) If ¢ =0, then F is PcN .

(i) If ¢ £ 0,4,471 x(c® —4c) = 1, or x(1 —4¢) = 1, the c-differential uniformity of
F s 3.

(iii) If c =4, 471 the c-differential uniformity of F is 2.
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(iv) If ¢ # 0, x(c? — 4c) = x(1 — 4¢) = —1, the c-differential uniformity of F is 2.

The c-differential spectrum of the inverse function is given in the following
theorem.

Theorem 7 Let F(z) = 2272 be a power function over Fon. When 0,1 # ¢ € Fan,
the inverse function is APcN with c-differential spectrum

S={ecwo=2""1—2 w1 =4, cwp =2""1 —2}

if Trn(c) = Trn(%) = 1. Moreover, the inverse function is differentially (c, 3)-uniform
with c-differential spectrum

S={ewo=2""" =1, e =3, cwp = 2" =3, cw3 = 1}

if Trn(c) = 1, Trn(%) =0 or Trn(c) =0, Trn(%) =1, and is differentially (c,3)-
uniform with c-differential spectrum

S = {CUJO - 27]’_17 cw1 = 27 cw2 = 2,’]’_1 - 47 cW3 = 2}
if Trn(c) = Tra(2) = 0.

Proof For b € Fan, we consider the c-differential equation
(z+1)2" 2+ 2 =0 (4)

In order to calculate the c-differential spectrum, we first determine the values of cwq
and cws3.

Case 1: b= 0. (4) has a unique solution z = 5.

Case 2: b =1. Then z = 0 is a solution of (4), and = 1 is not a solution of (4)
since ¢ # 1. Assume that = # 0,1, by multiplying z(xz + 1) on both sides of (4), we
get z2 + cx 4 ¢ = 0. By Lemma 2 (i), this equation has two solutions iff Trn(%) =0.
Consequently, dc(1) = 3 if Trn(2) = 0, and 6.(1) = 1 if Trn (L) = 1.

Case 3: b = c. In this case, x = 1 is a solution of (4), while z = 0 is not a solution.
Next we assume that = # 0, 1. Similarly, we get #?>+c¢ 'z +1=0. By Lemma 2 (1),
this equation has two solutions iff Try (c) = 0. Consequently, d.(c) = 3 if Trn(c) = 0,
and d¢c(c) =1 if Trp(c) = 1.

Case 4: b # 0,1,c. In this case, z # 0,1. Multiplying z(x + 1) on both sides of
(4), we obtain

be? + (1+b+ )z +c :0. (5)
When b = 1+ ¢, (5) has unique solution z = (T) 2" By Lemma 2 (i), (5) has
0 or 2 solutions if 1 + b+ ¢ # 0. We have 6.(1 + ¢) = 1, and 6¢(b) = 0 or 2 when
b#0,1,¢,1+c.
Summarizing the above, we obtain that

4, if Ten(c) = Tra(2) = 1,
C

1 1
cew1 = (3, if Trp(c) = 1,Trn(g) =0 or Try(c) =0, Trn(z) =1,

1
2, if Trp(c) = Trn(z) =0,
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and L
0, if Trp(c) = Trn(z) =1,

1 1
cw3 =11, if Trp(c) = 1,Trn(g) =0 or Trp(c) =0, Trn(z) =1,
1
2, if Trn(c) = Trn(z) =0.
By solving the equation system (1), the desired result follows.
O

Next, we calculate the c-differential spectrum of the inverse function over
Fp» when p is odd. We have the following results.

Theorem 8 Let p be any odd prime. F(zx) = " "2 be a power function over Fpn.
When 0,1,4,47" # ¢ € Fyn, the c-differential spectrum of it is given as the following
SIT cases: . .

() S = fewo = 52, cun = 3,cwn = Z52} if x(e? — 4¢) = x(1 — 4) = —1 and
X(C) = _1; n n

i) S = {owo = 52, et = 5,cwn = E52} if x(c? — 4e) = x(1 — 4¢) = —1 and
x(e) =1;

(iii) S = {cwo
and x(c) = —1;

(v)S = {cwp = 2 2_3,cw1 =4, cwy =1L 2_7,50.;3 =1} if x(c —4e)x(1 — 4c) = —1
and x(c) = 1;

(v)S={cwo = pTJ"l,cwl =1, cwy = 1’2—_7,50.;3 =2} if x(¢® —4c) = x(1 —4¢) = 1
and x(c) = —1;

(vi) S = {ewo = %,Cwl =3, cwy =L 2_9,Cw3 =2} if x(¢? —4¢) = x(1 —4¢) = 1
and x(c) = 1.

n n

—_1,Cw1 =2, cwo = p—2_5,cw3 =1} if )((c2 —4e)x(1 —4c) = -1

Il
DO

Proof For b € Fyn, we consider the c-diffferential equation
(z+1)P "2 —ca?" "% =, (6)

Similarly, we determine the values of cw; and cws.

Case 1: b= 0. It can be easily seen that + = 1= is the unique solution of (6),
ie. 6.(0) = 1.

Case 2: b = 1. Then = = 0 is a solution of (6), and x = —1 is not a solution
of (6). Assume that = # 0, —1, by multiplying z(xz 4+ 1) on both sides of (6), we get
22 + cx + ¢ = 0. The discriminant of this quadratic equation is 2 — 4c¢, which is not
zero since ¢ # 0, 4. By Lemma 2(ii), this equation has two solutions if x(c¢? —4c) = 1,
and no solution if y(¢? — 4¢) = —1. We obtain 6.(1) = 3 if x(c? —4¢) =1, 6(1) = 1
if x(c? —4c) = —1.

Case 3: b= c. Then x = —1 is a solution of (6), while z = 0 is not a solution.
Next we assume that z # 0, —1. By multiplying xz(z 4+ 1) on both sides of (6), we
get cx® + (2¢ — 1)x + ¢ = 0. The discriminant of this quadratic equation is 1 — 4c,
which is not zero since ¢ # 0,47 1. By Lemma 2(ii), this equation has two solutions if
x(1—4c) = 1, and no solution if x(1—4c) = —1. We obtain d.(c) = 1if x(1—4c) = —1
and d¢(c) = 3 if x(1 —4c) = 1.
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Case 4: Let b # 0,1,c. Then z # 0, 1. By multiplying x(x + 1) on both sides of

(6), we obtain
be? + (b+c— 1)z +c=0. (7)
The equation (7) has a unique solution if and only if the discriminant (b+ ¢ — 1)% —
4bc = 0. That is,
b> —2(c+ )b+ (c—1)*> =0.

The above equation on b is quadratic, and the discriminant is 16¢c. We assert that, if
x(c) = 1, there exist two b’s such that (7) has one solution, and if x(c¢) = —1, such b
do not exist.

By discussions as above, we summarize the values of cw; and cws in the following
table. By solving the equation system (1), the desired result follows.

Table 2 The values of cw; and w3

w1 w3z x(2—4c) x(1—4c) x(c)
3 2 1 1 1
1 2 1 1 -1
2 1 1 -1 -1
4 1 1 -1 1
4 1 1 1 1
2 1 -1 1 -1
3 0 1 -1 -1
5 0 -1 —1 1

d

4.2 The (—1)-differential spectra of some power functions

The case that ¢ = —1 is a special case. Sometimes the (—1)-differential uni-
formity of a power function is lower than its c-differential uniformity for other
c. In this subsection, we compute the (—1)-differential spectra of some power
functions. We begin this subsection with a simple result.

In [24], the authors reported that the power function 25 over F3n is
APcN if n is even. We have the following theorem.

3743

Theorem 9 Let G(z) =z~ 2 on F3n, n > 2. The (—1)-differential spectrum of

G(z) is
3" -1 3" -1
S:{—1w0:—7—1w1:17—1w2: }

2 2

3" +3

Proof To determine the (—1)-differential spectrum of z~ 2 , we consider the

equation
3" +3 3n +3

A_q(z)=(z+1)"2 +z 2 =D (8)
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for b € F3n. Note that z is a solution of (8) if and only if —z — 1 is a solution of (8).
When ¢ = —x — 1, then = 1 and the corresponding b = —1 satisfies that d_1(—1)
is odd. Then d_1(—1) = 1 since F(z) is APcN. We get _jwj = 1. Then by solving
the equation (1), we complete the proof. ]

It was shown that 23" 3 is an APN power mapping of Fs» when n > 1

is odd [19], is differentially 4-uniform when n = 2 (mod4) [31], and is differ-
entially 5-uniform when n = 0 (mod4) [31]. Moreover, [24] showed that this
power function has low (—1)-differential uniformity. In the following theorem,
we determine the (—1)-differential spectrum of z3" ~3 over Fzn.

Theorem 10 Let H (z) = 23" 73 be a power function over Fgn. Whenn = 0 (mod4),
H is differentially (—1, 6)-uniform with (—1)-differential spectrum

5.3" -3 3" +3 3" —17
S=q-1wo=—F5—,-1w1 =1, w2 = y—1wg = y—1we =1¢.

8 4 8

When n = 2(mod4), H is differentially (—1,4)-uniform with (—1)-differential
spectrum

s_ [ o531 3T 39
- —1wWo = 8 y —1W1 = 1, —1W2 = 4 y —1W4 = 8 .

When n = 1,3 (mod4), H is differentially (—1,4)-uniform with (—1)-differential
spectrum

5.3" -7
S= {710-10 =——F, w1 =1,_jw =

3" +1 3" —3
2 :

4 y —1W4 = S

Proof To determine the (—1)-differential spectrum of this power function, we
consider the equation

Ali(@)=(z+1)* P +2%" 3 =p (9)

for b € F3n. Firstly we consider b = 1. Note that = 0 and = —1 are both solutions
of (9). For & # 0, —1, we multiply both sides of (9) by z%(z + 1) and obtain

at a3 —trr—1=0. (10)
Let y =z — 1, then y # —1,1, and (10) becomes
yt—yP—1=0 (11)

Next we prove that the solutions of (11) are all in Fga \ F32. Obviously, the solutions
of (11) are in Fga. If y € F52 is a solution of (11), then y # 0 and y* = +1. If y* = 1
(respectively, yt=— ), we can obtain y?2 =0 by (11) (respectively, y? = 1), which
is a contradiction. By the discussion as above, we conclude that §_;(1) = 6 when
n = 0(mod4) and 0_1(1) = 2 otherwise.

For b # 1, we know that = 0 and = —1 are not solutions of (9). When b = 0,
the equation (9) becomes

?+z—1=0. (12)

It can be similarly proved that the solutions of (12) are in F32 \ F3. We conclude that
0-1(0) =2 if n is even, and 6_1(0) = 0 if n is odd.
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If b # 0,1, then x # 0, 1. The differential equation (9) can be deduced as

bet — b2 + b+ 1)2® +z—1=0. (13)
Let y = z — 1, then (13) becomes
by* + (b+ 1)y +b+1=0. (14)
We consider the solutions of equation (14). Let z = y2, then we have
b2’ + (b+1)z+b+1=0. (15)

Note that (15) is a quadratic equation on z, and the discriminant of this quadratic
equation is A = b+ 1. We discuss in the following three cases.
Case (i) b= —1. We get z =0, then y = 0 and = 1 consequently. So §_1(—1) = 1.
Case (ii) x (b+ 1) = 1. Herein, x denotes the quadratic character on F3n. We know
that (15) has two distinct nonzero solutions, namely z; and z3. Now we need to
determine whether 2 = z; (i = 1,2) has solutions over Fzn. If x (21) = x (22) = 1,
then (14) has four solutions. If x (z2122) = —1, (14) has two solutions. If x (21) =
X (z2) = —1, (14) has no solution.
Case (iii) x (b + 1) = —1. Obviously, (14) has no solution.

Summarizing the discussion as above, (9) cannot have 3 or 5 solutions. We have,
_1w3 =_1 ws = 0. Moreover, _jw; =1, _jwg = 1 if n = 0(mod4) and _jwg = 0
otherwise. By (1), we know that _jwp, —1ws and _jwy satisfy

_an _ q__
{ —1wot—1wat—_1wg =3 — 1—_jws, (16)

2_qwo +4_1wy =3" —1—6_1wg.

Denote by N = #{b € F3n \F3 : x(b+1) =1,x(b) = —1}. Then _jwy =N +1
when n =0, 1,3 (mod4), _jwz = N + 2 when n = 2 (mod4). By Lemma 3, we have

Y. (xb+1)+1)(1 - x(b)

beF3n \F3

(> (x(b+1)+1)(1 = x(b) = 3+ x(~1))

bEF3n
=2(= D) x(l+1)+ > xb+1) = > xb)+ Y, 1-3+x(-1))
bEFan bEFan bEFgn bEF3n
3" =24 x(-1)
—
Then by solving (16), the desired result follows. O

N =

1=

N N

In [24], the authors studied the (—1)-differential uniformity of the power

k
mapping z" 2“, where p is an odd prime. In the following two theorems, we

k41

determine the (—1)-differential spectrum of ™= with some conditions.

kg
Theorem 11 Let F(z) = 72 bea power function over Fpn, where p =1 (mod 4),

ged(n, k) =1, and % is even. The (—1)-differential spectrum of F(x) is given
by

s={ ju= D= P 89w = P
—1wWo 2(p+1) y —1W1 2 s —1 PT sy —1 PT p+1
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when n is odd, and is given by

(" =D(p-1) pt—1 pt—p—2
S=<_ = - = _ = 2. _ £ F =
{ 1wWo 2(p+ 1) , —1W1 D) 3 1WP1—3 5 1Wp21 p+ 1

when n is even.

Proof Since m is even and ged(n, k) = 1, then k is odd. We consider the (—1)-
differential function A_j (z) = (x + 1)d + 2% on Fyn. There exist a, 8 € Fp2n such

that z +1 = o2, z = B2. Let a—ﬁz@GF;%,thena—ﬁ—ﬁ:H*l,a:%(9+971),
2 n
B=-30-0"") andz = §(6-07")". We can obtain that 6> *1) = 1 or

02" =1 = 1 gince = € Fpn. Note that # = 0 if and only if 6% = 1, and 2 = —1 if
and only if 6% = —1. For 6 # +1, we can check that 16, +6~1 are pairwise distinct.
We mention that for 2 # 0, —1, each = corresponds to four distinct 0’s (£6, +071).
Moreover, we have

A_q(z) :aPk+1+Bpk+1
1 PR P+
71(9+0 ) +Z(9_9 )
1, ok ok
=507 g,

Although we can choose different 6, A_; (z) = %(ka"'l + 9_pk_1) always holds,
no matter which 6 is chosen. To determine the (—1)-differential spectrum of this
function, we need to investigate the image of the A_j(x). Let Im(A_1) |g denote
the image set of the differential function A_j(z) restricted on some set S, i.e.,
Im(A_y) |s= {A_1(z) : 2= 20— 071)2,0 € S}. We define

S = {0 L2+ 1},52 - {9 2" =) 1}.

Then we have

Slz{fﬁ;z‘:p j,0gjg2p”+1},52:{¢;¢:p+

where ~ is a generator of F;2n. Define
k
C; = {9" tlige Si},i: 1,2.

@ =1 @EF+1) 2n @ "+ @R+ 2n
Then, Cl — <7gcd(%’p —1)>7 02 _ <7gcd(%’p 71)> and Cl N

Co = {£1}. Let ¢ be a mapping defined on C1 U Cy with ¢(u) = %(u +uh). Tt is
easy to see that ¢ is a 2-to-1 mapping on (C7 U C2) \ {£1}, and

Im(¢) [\ {+13 NM(e) o\ {+13= 0
We consider the following two cases.

n k n
Case 1: n is odd. In this case we have gcd(%,pzn -1)= %

n k (" —1)( ) n
and gcd(_(P +1)2(P Jr1)7p2n—1) =p"+1. Then Cy = <’y%>, Co = <’yp +1>.

Then the function 67" *+1 is (p+ 1)-to-1 on S and 2-to-1 on Ss.
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For any b € Im(¢) |¢,\ {41}, there are two u’s in C7 \ {1} such that ¢(u) =b.

Each u corresponds (p+1) €’s in S7. Hence the (—1)-differential equation A_j(z) =b

has % solutions. The number of such b is p;:rll —1since #{Cy \ {£1}} = 2(p;f11 —

1). For b € Im(9) |\ {+1}, We can discuss it similarly.

For b = 1 (respectively, b = —1), there is a unique u = 1 (respectively, u = —1)
such that ¢(u) = b. Each u corresponds (p 4+ 1) #’s in S; and two s in Sy, i.e.
e{fPl=1:0e51U{0?=1:0¢ Sy} (respectively, § € {#**1 = —1:0 ¢
S1}U{0% = —1: 0 € So}). Note that four of them satisfy 0% = 1 (respectively,
62 = —1), the other (p — 1) 6’s do not satisfy #% = £1 since p = 1 (mod 4). Based
on the corresponding relation of x and 0, we conclude that A_j(z) = 1 has =Ll

Z
solutions. Summarizing the discussions as above, we have the following table.

Table 3

Set S #S #{z €Fpn : A_1(z) =b.},beES
In(@) oy ey B =S

Im(¢) lop\ (21} Zg 1
e s

{1} 1 =

Fpn\ the above % 0

n k
Case 2: n is even. In this case we have gcd(%,p% —-1)=p"-1

n k n n
and gcd(i(l7 +1)2(p +1) ,p2" — 1) = @+ e+l +12)(p+1), then C; = <'yp *1>, Cy =
@™+ (p+1) k
~ = > Then the function 67 1 is 2-to-1 on S; and (p+ 1)-to-1 on So. By
a similar discussion, we obtain the following table. We finish the proof. a
Table 4
Set S #S #{x €Fpn : A_1(z) =b.},bES
Im(¢) [oy\{+1} p;zg_l 1
m(9) lop\(21y B35 B
{1} 1 p+3
-1 ! s
Fpn\ the above % 0

k
Theorem 12 Let F(x) = z" 7 be a power function over Fpyn, where p > 7, p =
3 (mod 4), ged(n, k) = 1, and % is even. If n is odd, the (—1)-differential
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spectrum of F(x) is

n n
p"Bp—1)—(+5) p" -3
S=<_ = _ = _ =1
{ 1wWo 4(p+ 1) y—1W2 4 ’ 10\}1’1'1 )
—1Wp+s5 = 1 —1Wpt1 = pn —p .
I ’ pl p+1
If n is even, the (—1)-differential spectrum of F(x) is
" -1)Bp—-1) pr—1
= _qwg= P77 -1
S { 1wo ip+ D) —1w2 T )
s = 1 g = PP =21
1 ’ P} p+1

The proof is similar to that of Theorem 11 and we omit it.

5 A new class of APcN power permutations
and their c-differential spectra

Very recently, the usual differential properties of the power permutation

F(x) = 27 over F5» were studied in [33]. In this section, we prove that F'(z)
is APcN when ¢ = —1. The (—1)-differential spectrum of F(x) is also given.

5

First, we investigate the (—1)-differential uniformity of = 2. We introduce
the following lemma. The proof is very similar to that of Lemma 3 in [33] and
we omit it.

Lemma 13 Let b € Fyn\ {£1} be a nonzero nonsquare element. If both of the two
quadratic equations 22+2-b""=0 and y2 +y+ b~1 = 0 have solutions in Fsn,
then the solution z € Fsn of the quadratic equation

A2+ -2Yz—b"t=0
satisfies x(z(z+ 1)) = —1.

Based on the above lemma, we have the following theorem.

Theorem 14 Denote by _1Ap the (—1)-differential uniformity of F(z) = 2% over
F5n, where d = 5712—_3 We have _1Ap = 2.

Proof For b € Fsn, we consider the (—1)-differential equation
@+ +2% =0 (17)

over F5n. It is obvious that when b = 0, (17) has a unique solution z = —% since d is
odd and ged(d, 5" —1) = 1. In the following, we may assume that b # 0. Recall that x

denotes the quadratic multiplicative character of Fsn. For all x € an, (17) becomes

x@+D)(@+1)"  +x(@)z =b. (18)
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Table 5 Simplification of (18) in four cases

Case x(z) x(z+1) Equation T1,T2 T1To

I 1 1 224 (12 Vg bl =0 =ZU=2DEVIZDE

I 1 1 @2 4+z—b"1=0 SIESVAE L —p-1

moo-1 1 22 fa4bl=0 Ly idbT] —b!
—1 —

v -1 -1 R S N e s

Depending on the values of x(z) and x(x + 1), we have four quadratic equations. By
solving these four equations, we obtain Table 5.

Next we discuss the possible solutions of (18) for a given b # +1. Note that
x(=1) = 1, if b is a square element, then x(—b~!) = x(b~1) = 1. In both Cases
IT and III, if = is a solution, then x(z(x + 1)) = —1. So (18) has no solution in
—(1-2b" Y4152

2

S1,—1 and S_1,1. Now we consider Cases I and IV. Let x12 =
and w34 = _(1+2b71%i‘ 1202 e solutions of 22 + (1—20"Yz —b"! = 0 and
22+ (14202 + b~ =0, respectively. Then z3 = —(z2 4 1) and 24 = —(z1 + 1).
We assert that the number of solutions of (18) in Cases I and IV is at most two since
x(x1+1) = x(z2 +1) = 1 but x(x3) = x(x4) = —1. Then (18) has at most two
solutions when b is a square element.

If b is a nonsquare element, then x(—b~!) = x(b™!) = —1. We also consider the
solutions of (18) in each case. In Case I, the product of two solutions of equation
24+ (1—20 1z —b"1 =0is —b~!, which is a nonsquare element, this means (18)
has at most one solution in S7 1. Similarly, we can prove that (18) has at most one
solution in S_1,_1. Now we consider Case II. Let x5 and —z5 —1 be the two solutions
of the quadratic equation 224+zx—b"1 =0 Ttis easy to check that x5 € S1 1
if and only if —x5 — 1 € S1,—1. This implies that (18) has at most one solution in
S1,—1. Similarly, we can prove that (18) has at most one solution in S_q 1. If (18)
has solutions in Cases I and III simultaneously, then the discriminates of quadratic
euqations 2% 4 (1—2b" 1)z —b~! = 0 and 2% + 2+ b~ ! = 0 are both square elements,
ie, x(1 —b7%) = x(1+b"1) = 1. Then x(1 — b~ ') = 1, which implies that the
equation 224+ 2+b"1 = 0 has two solutions in F5n. This contradicts Lemma 13, since
the solution z in Case I satisfies x(z(z + 1)) = 1. Then (18) cannot have solutions in
Cases I and III simultaneously. Similarly, we can prove that (18) has no solution in
Cases IV and III simultaneously. Since Case II has solutions if and only if Case III
has solutions, we conclude that for b € Fsn\ {1} (17) has solutions in at most two
cases, i.e., 0_1(b) < 2.

For b =1, one can easy check that x = 0 is a solution of (17). Then we consider
(18) in the four cases. It is obvious that Cases II and IIT has no solution. In Case I,
(18) becomes z? —z—1=0. This quadratic equation has a ungiue solution z = —2.
We know that x(—2) = —1 for odd n and x(—2) = 1 for even n. Then Case I has one
solution when n is even and no solution when n is odd. In Case IV, (18) becomes
2?2 — 2z 4+ 1 = 0. This quadratic equation has a unique solution x = 1. Therefore
(18) has no solution in S_1, _1 when b = 1. We conclude that 6_1 (1) = 2 for even n
and d_1(1) =1 for odd n. For b = —1, we can similarly obtain that 6_;(—1) = 2 for
even n and d_1(—1) =1 for odd n. The proof is finished. O
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Next we will determine the (—1)-differential spectrum of F'(z) = 2

It is sufficient to determine _; N4, which denotes the number of solutions in

(Fsn)* of the equation system (3) when ¢ = —1. Moreover, we need the value
of the character sum

Tsn= Y x@@—1)(x+1)),

xEFsn

where x is the quadratic multiplicative character over Fs». It was proved in
[33] that

F5,n _ (_1)n+1 % (_1)k ( n>22k—|-17 (19)
— 2k

which is always an integer. We have the following lemma on the value of _1 Ny,
which is the number of the solutions (x1, 2,23, 24) € (F52)* of the equation
system

(20)

v+ af—xd—2{=0"

{$1—$2+$3—$4=0
Lemma 15 We have
T4+4(B" = 1)+ (5" —1) (—irs, + Z5521T) | if n is even,

_1N4 = n
1+2(5" —1)+ (5" = 1) (—4T5,n + Z5717) | if nis odd,

where I's , was given in (19).

Proof Since d is odd, the number of solutions (z1, 2, 3, T4) € (IF5n)4 of the equation
system

21
x(li—xg—xg—&—xifz() (21)

{xl +xo+a3+T4=0
is also _1 Ny4. For a solution (x1, 2, x3,x4) of (21), first we consider that there exists
z; = 0 for some 0 < ¢ < 4. It is easy to see that (0,0,0,0) is a solution of (21),
and (21) has no solution containing only three zeros. If there are only two zeros in
(z1,x2,x3,24), one can get that (z,0,0,—z) and (0,x,—x,0) are solutions of (21),
where z € F§.. That is, (21) has 2(5" — 1) solutions containing only two zeros. We
consider that there is only one zero in (z1,x2,z3,z4). If x4 = 0, then z1, x5 and x3
are nonzero and they satisfy

xr1+x0+23=0
d d d 0.

l‘l —_ l‘z —_ l‘3 =
Let y; = 2¢ for i = 1,2, we have y1 +y2+1=10 and y —yd —1 =0 with y1,y2 # 0.
Then y2 = —y; — 1 and (y1 + l)d + yf = 1. By the proof of Theorem 14, we know
that equation (y1 +1)% + y{ = 1 has 6_1(1) — 1 nonzero solutions in Fs». Similarly,
we can determine the number of solutions of (21) with only z; = 0, ¢ = 1,2 and 3.
Then (21) has 4(5™ —1)(6—1(1) — 1) solutions containing only one zero. We conclude
that (21) has 1+ (5™ — 1)(46—1(1) — 2) solutions containing zeros.
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Next we consider xz; # 0 for 1 <7 < 4. Let y; = ;_:; for s = 1,2,3. Then y; # 0
and satisfy
y1+y2+ys+1=0
22
{y?—yg—y§+1:0- @)
We denote by _1n4 the number of solutions of (22). It can be seen that
ANy =1+ (5" —1)(46-1(1) —=2) + (5" — 1) _1n4. (23)
Recall that yf = X(yi)yfl, we discuss (22) in the following cases.
Case 1. y1,y2 and ys3 are all square elements. Then (22) becomes
{ Y1 jyz +1y3 + 11: 0
Y1 —Yy —yz +1=0.
We denote by n(; 1,1y the number of solution of (24). Next, we determine n(q j 7).
If y3 = —1, then yo2 = —ys3, (—1,y2, —y2) is a solution of (24) when y2 is a square
element. If y1 # —1, then yays = (y2+u3)(ys " +v3 ) ' == +D(y; "+ 1)~ =
—y1. Combining with the first equation of (24), we obtain y3 = M since yo # 1.
y2(y2+1)
- 2y231 I (

(24)

(TI2+1)

Consequently, y; = Y1,Y2,y3) is a desired solutlon then x

X(y% —1) =1 and x(y2) = 1. The number of such ys is
I Y )+ D -1 +1)

y27#0,%1

=10" =6+ ¥ x@-w)+ X xw)+ X x@-1)
y2EFsn y2E€F5n y2E€F5n

=15, +5" = 7).

Note that there may exist y2 with x(y2) = x(y%—l) =1, such that y; = —112512’72:;1) =
—1, i.e., y2 = £2. Two solutions (—1,2,—2) and (-1, —2,2) should be subtracted,

this only occurs when n is even. We obtain

. 3 35—9_|_ 15,0, if nis odd.
(1,1,1) 35 17+ 105, if n is even.

Case 2. Two of y1,y2 and y3 are square element, the other one is a nonsquare
element. We first assume that x(y1) = x(y2) = 1 and x(y3) = —1. Then (22) becomes

{y1+y2+y3+1:0

— — - 25
i T G () (25)

We denote by n(1,1, 1) the number of solution of (25). Next, we determine n(1,1,-1)-
Note that (25) has no solution when yo = £1. If y3 # £1, we can obtain y; + y3 #

T A 1
0, moreover, y1y3 = (y1 +y3)(y11+y3 D=1 = (1+4yy) y2_1 — y2(2=) 74 g

y2—1
mentioned that X(g?_"i) = —1 since x(y1) = x(y2) = 1 and x(y3) = —1. Moreover,

y1 satisfies the following quadratic equation

+1
i+ (2 + Dy1 + % —0. (26)

-1
The discriminate of (26) is A = (y2 + 1)% + y2(y2ﬁ1) (y2+3111(_y§72)2. If (26) has

Y2 —
TI2+1

solutions in F5n, then yo must be 2 since X( 1) = —1. Consequently, y1 = y3 = 1.
Note that x(y3) = —1, we conclude that n(; 71’,1) = 0. Next we assume that x(y1) =

x(y3) =1 and x(y2) = —1. Then (22) becomes

y1+y2+ys+1=0
_ _ _ 27
{yllwzl_ygl“:o, (27)
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We denote by n(; _; 1) the number of solution of (27). Similarly, we can get that
n(1,-1,1) = 0. Next, we assume that x(y2) = x(y3) =1 and x(y1) = —1. Then (22)
becomes

y1+y2+ys+1=0

_ =z _ 28

(LS MR (28)

We denote by n(_y ;1) the number of solution of (28). Let 21 = %, 29 = g—; and

23 = 1/%, Then x(z1) = x(23) =1 and x(z2) = —1. From (28) we obtain
z21+22+23+1=0
2
{emtiiis, 29

The number of solutions of (29) is n _1 1y, i-e., n_1,1,1) = n(1,—1,1) = 0.
Case 3. Two of y1,y2 and y3 are nonsquare element, the other one is a square
element. We first assume that x(y1) = 1 and x(y2) = x(y3) = —1. Then (22) becomes

{y1+y2+y3+1:0

— _ _ 30
y11+y21+y31+1:0. ( )

We denote by n(; _; 1) the number of solution of (30). Next, we determine
n(1,—1,—1)- Note that y3 # —1, since x(y3) = —1. Then y1 + y2 # 0, moreover,
yiy2 = (1 +92) (1 '+ 95 )" = (=ys — 1)(~y3 ' — 1)~ = y3. Then we obtain
(y1 +1)(y2+1) = 0 from the first equation of (30). If (30) has solutions in Fgn, then
y1 must be —1 since x(y2) = —1. Equation system (30) has solutions with types
(—=1,y2, —y2), where x(y2) = —1. Then we have n(y _; _;) = 5n{1.

Then we assume that x(y2) = 1 and x(y1) = x(y3) = —1. Then (22) becomes

{y1+1yz+y:i+1:10
Y1 — Yy tys +1=0.

(31)

We denote by n(_; 1 _1) the number of solution of (31). Next, we determine

Y1+l

yr—T since

T(-1,1,~1)- It is similar to Case 1. We obtain y1y2 = —y3 and y2 =

y1 # 1. Consequently, y3 = —%. If (y1,y2,y3) is a desired solution, then

X(iﬁ—ﬂ) = x(¥? —1) =1 and x(y1) = —1. The number of such y; is

Y () - D -1)+1)

y17£0,+1
=Y x@-v)+ T xm)- X x@-1)-5"+2)
y1E€Fsn y1EFsn y1EFsn

=—3(T5n — 5" +3).
We obtain n(_y;,_1) = —%I’&n + 5714_3. Then we assume that x(y3) = 1 and
X(y1) = x(y2) = —1. Then (22) becomes

{y11%y2+1y3+11:0
Y, —Yy +yz; —1=0.

(32)

We denote by n(_; _1 1) the number of solution of (32). Similarly, we can get

that n(—1,-1,1) = —%F&n + 5%=3 473.

Case 4. y1,y2 and ys3 are all nonsquare elements, i.e., x(y1) = x(y2) = x(y3) =
—1. Then (22) becomes

{y1+y2+y3+1:0

Tt 33
—y st 1= (33)
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We denote by n(_; _1,_1) the number of solution of (33). Next, we determine
n(—1,—1,—1)- Note that y; # —1, since x(y1) = —1. It is similar to Case 2. Since
x(y1) = x(y2) = x(y3) = —1, we can get that (33) has no solution in Fzn.

By discussions as above, _1n4 = >. 7 k) and then _1 N, follows by (23)

i,j,ke{£1}
and the value of 6_1(1). O

Then we can determine the (—1)-differential spectrum of F(x) = 55

5" —3

Theorem 16 The power function F(x) = x~ 2 over Fsn when ¢ = —1 is APcN
with (—1)-differential spectrum

1 3-5" -5 1 5" +5
S= {_1w0 = _§F5,n + g = —I'sn + 1

4
1 3.-5" -5
—wg = —cl5 p + ——— } .

8 8

when n is even, and with (—1)-differential spectrum

1 3.5 —13 1 5™ +13
—J iwn=—-T 20 T =T o Y
S { 1wo 5 5,n + 3 —1w1 = 5n + Y
oo Lp 305713
—1wW2 = S 5,n ] .

when n is odd, where T's ,, is determined in (19).

Proof By (2) and Lemma 15, we obtian that the elements in the (—1)-differential
spectrum satisfy

A 5T . .
T s —%Fg)’n + 1 5% 5, if n is even.
Z R R + 5213 if iy is odd
i=0 -5 T :
Then by solving the equation (1) in Lemma 4. The proof is finished. O

6 concluding remarks

In this paper, we mainly studied the c-differential spectra of power functions
over finite fields. Some basic properties of the c-differential spectrum of a
power function were given. The c-differential spectra of some classes of power
functions were determined. Moreover, we proposed a class of APcN function
over F5» with ¢ = —1. Our future work is to find more power functions with
low c-differential uniformity and to determine their c-differential spectra. It is
worth finding applications of these functions in sequences, coding theory and
combinatorial designs.
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