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Abstract Signal temporal logic (STL) is a formalism used to rigorously specify require-
ments of cyberphysical systems (CPS), i.e., systems mixing digital or discrete components in
interaction with a continuous environment or analog components. STL is naturally equipped
with a quantitative semantics which can be used for various purposes: from assessing the
robustness of a specification to guiding searches over the input and parameter space with the
goal of falsifying the given property over system behaviors. Algorithms have been proposed
and implemented for offline computation of such quantitative semantics, but only few meth-
ods exist for an online setting, where one would want to monitor the satisfaction of a formula
during simulation. In this paper, we formalize a semantics for robust online monitoring of
partial traces, i.e., traces for which there might not be enough data to decide the Boolean
satisfaction (and to compute its quantitative counterpart). We propose an efficient algorithm
to compute it and demonstrate its usage on two large scale real-world case studies coming
from the automotive domain and from CPS education in a Massively Open Online Course
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setting. We show that savings in computationally expensive simulations far outweigh any
overheads incurred by an online approach.

Keywords Cyberphysical systems - Runtime verification - Online monitoring - Signal
temporal logic - Quantitative semantics

1 Introduction

Design engineers for embedded control software typically validate their designs by inspecting
concrete observations of system behavior. For instance, in the model-based development
(MBD) paradigm, designers have access to numerical simulation tools to obtain traces from
models of systems. An important problem is then to be able to efficiently test whether some
logical property ¢ holds for a given simulation trace. It is increasingly common [2,9,12,15,
17] to specify such properties using a real-time temporal logic such as Signal temporal logic
(STL) [7] or Metric Temporal Logic (MTL) [10]. An offline monitoring approach involves
performing an a posteriori analysis on complete simulation traces (i.e., traces starting at time
0, and lasting till a user-specified time horizon). Theoretical and practical results for offline
monitoring [5,7,10,19] focus on the efficiency of monitoring as a function of the length of
the trace, and the size of the formula representing the property ¢.

There are a number of situations where offline monitoring is unsuitable. Consider the
case where the monitor is to be deployed in an actual system to detect erroneous behavior.
As embedded software is typically resource constrained, offline monitoring—which requires
storing the entire observed trace—is impractical. Also, when a monitor is used in a simulation-
based validation tool, a single simulation may run for several minutes or even hours. If we
wish to monitor a safety property over the simulation, a better use of resources is to abort the
simulation whenever a violation is detected. Such situations demand an online monitoring
algorithm, which has markedly different requirements. In particular, a good online monitoring
algorithm must: (1) be able to generate intermediate estimates of property satisfaction based
on partial signals, (2) use minimal amount of data storage, and (3) be able to run fast enough
in a real-time setting.

Most works on online monitoring algorithms for logics such as Linear Temporal Logic
(LTL) or Metric Temporal Logic (MTL) have focussed on the Boolean satisfaction of
properties by partial signals [8,11,21]. However, recent work has shown that by assign-
ing quantitative semantics to real-time logics such as MTL and STL, problems such as
bug-finding, parameter synthesis, and robustness analysis can be solved using powerful off-
the-shelf optimization tools [1,4]. A robust satisfaction value is a function mapping a property
¢ and a trace x(7) to areal number. A large positive value suggests that x(¢) easily satisfies ¢,
a positive value close to zero suggests that x(¢) is close to violating ¢, and a negative value
indicates a violation of ¢. While the recursive definitions of quantitative semantics naturally
define offline monitoring algorithms to compute robust satisfaction values [5,7,10], there is
limited work on an online monitoring algorithm to do the same [3].

The main technical and theoretical challenge of online monitoring lies in the definition
of a practical semantics for a temporal logic formula over a partial signal, i.e., a signal trace
with incomplete data which cannot yet validate or invalidate ¢. Past work [8] has identified
three views for the satisfaction of a LTL property ¢ over a partial trace t: (1) a weak view
where the truth value of ¢ over t is assigned to true if there is some suffix of 7 that satisfies
¢, (2) a strong view when it is defined to be false when some suffix of ¢ does not satisfy ¢
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and (3) a neutral view when the truth value is defined using a truncated semantics of LTL
restricted to finite paths. In [11], the authors extend the truncated semantics to MTL, and in
[3], the authors introduce the notion of a predictor, which works as an oracle to complete
the partial trace and provide an estimated satisfaction value. However, such a value cannot
be formally trusted in general as long as the data is incomplete.

‘We now outline our major contributions in this paper. In Sect. 3, we present robust interval
semantics for an STL property ¢ on a partial trace t that unifies the different semantic views
of real-time logics on truncated paths. Informally, the robust interval semantics map a trace
x(t) and an STL property ¢ to an interval (¢, v), with the interpretation that for any suffix
u(t), £ is the greatest lower bound on the quantitative semantics of the trace x(¢), and v is the
corresponding lowest upper bound. There is a natural correspondence between the interval
semantics and three-valued semantics: (1) the truth value of ¢ is false according to the weak
view iff v is negative, and true otherwise; (2) the truth value is true according to the strong
view iff £ is positive, and false otherwise; and (3) a neutral semantics, e.g., based on some
predictor, can be defined when ¢ < 0 < v, i.e., when there exist both suffixes that can violate
or satisfy ¢.

In Sect. 4, we present an efficient online algorithm to compute the robust interval semantics
for bounded horizon formulas. Our approach is based on the offline algorithm of [5] extended
to work in a fashion similar to the incremental Boolean monitoring of STL implemented in the
tool AMT [21]. A key feature of our algorithm is that it imposes minimal runtime overhead
with respect to the offline algorithm, while being able to compute robust satisfaction intervals
on partial traces. In Sect. 5, we examine the case of unbounded horizon formulas, and present
a proof that we can always design a robust online monitor using only a bounded amount of
memory.

Finally, we present an implementation and illustrate it with a model of a fuel control
system for gasoline engines proposed as industrial benchmark for the verification of Cyber-
Physical Systems (CPS) in [14]. We then provide experimental results on two large-scale
case studies: (i) industrial-scale Simulink models from the automotive domain in Sect. 6, and
(i) an automatic grading system used in a massive online education initiative on CPS [16].
Since the online algorithm can abort simulation as soon as the truth value of the property
is determined, we see a consistent 10-20% savings in simulation time (which is typically
several hours) in a majority of experiments, with negligible overhead (<1%). In general, our
results indicate that the benefits of our online monitoring algorithm over the offline approach
far outweigh any overheads.

2 Background

2.1 Interval arithmetic

We make extensive use of simple interval arithmetic operations which we review next. An
interval [ is a convex subset of R. A singular interval [a, a] contains exactly one point.
Intervals (a, a), [a, a), (a, a], and ¥ denote empty intervals. We enumerate interval operations

below assuming open intervals. Similar operations can be defined for closed, open—closed,
and closed—open intervals. In what follows, let I; = (a;, b;).

— I = (=by, —ay)
c+ 1l = (c+ai,c+by)
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Iy ® I, = (a) +az, by + by)
LD = {@ if min(by, by) < max(ay, a»)

(max(ay, az), min(by, bp)) otherwise.
mjin(Ij) = (minj (aj), minj(bj))

m/;lx(lj) = (max;(a;), max;(b;)) 2.1

Definition 1 (Signal) A time domain T is a finite or infinite set of time instants such that
T CR2with0 e 7. A signal x is a function from 7 to X C R” where m is the dimension
of the signal. Given a time domain 7, a partial signal is any signal defined on a time domain
T CcT

We remark that we consider the signal-value domain X to be some compact (bounded and
closed) subset of R”. This is so because we assume that signals are obtained from simulations
of physical systems or sensor measurements from a real-world system. In either case, it is
reasonable to assume that the signal values come from a bounded set, as physical quantities
(e.g., temperature, pressure, velocity) are either inherently bounded, or are limited to the
resolution offered by the measurement systems.

Simulation frameworks typically provide signal values at discrete time instants, usually
this is a by-product of using a numerical technique to solve the differential equations in the
underlying system. These discrete-time solutions are assumed to be sampled versions of the
actual signal, which can be reconstructed using some form of interpolation. In this paper,
we assume constant interpolation to reconstruct the signal x(¢), i.e., given a sequence of
time-value pairs (7o, Xo), - - ., (ty, Xp), forall t € [tg, t,,), we define x(¢) = x; if t € [;, ti+1),
and x(#,) = X,,. Further, let 7, C 7 represent the finite subset of time instants at which the
signal values are given.

2.2 Signal temporal logic

We use signal temporal logic (STL) [7] to analyze time-varying behaviors of signals. We now
present its syntax and semantics. A signal predicate j is a formula of the form f(x) > 0,
where X is a variable that takes values from X, and f is a function from X" to R. The syntax
of an STL formula ¢ is defined as follows:
pu=pl-9lene Ul OrpleUip| pRig (2.2)
Quantitative semantics for timed-temporal logics have been proposed for STL in [7]; we
include the definition below.

Definition 2 (Robust satisfaction value) The robust satisfaction value is a function p map-
ping ¢, the signal x, and a time 7 € 7 as follows:

p (fx)>0,x,7) = f(x(1))
p(—p,x,7) = —p(¢,X, 1)
P (@1 A @2, X, T) = min (p(¢1, X, T), p(¢2, X, T))
pCig.x,7) = inf plp,x, )

p (Orp,x,7) = sup p(p, X, )

v'er+1

p(pUry,x, 1) = sup min(p(w,x,n), inf p(w,x,rz)>
Tiet+l nelrnl
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o (eR;Y,x,7) = inf maX<p(w,x,r1), sup p(<p,x,fz)> (2.3)
Tiet+/

neElr, ]

Here, the translation from quantitative semantics to the usual Boolean satisfaction seman-
tics is that a signal x satisfies an STL formula ¢ at a time t iff the robust satisfaction value
p(p, x, 7) > 0. We say a signal x satisfies ¢ iff p(¢, X) = p(p, x,0) > 0, i.e., it satisfies ¢
at time 0.

Remark 1 The semantics presented here and in [7,19] have a technical difference from the
ones used in the conventional definition used for Linear Temporal Logic and Metric Temporal
Logic (such as in [11]). The difference lies in the definition of U, where for the formula
oUvyr, we require ¢ to hold at the time-point at which 1 holds, while previous approaches
do require it. (Similarly for the R operator).

3 Robust interval semantics

In what follows, we assume that we wish to monitor the robust satisfaction value of a signal
over a finite time-horizon Ty . We assume that the signal is obtained by applying piecewise
constant interpolation to a sampled signal defined over time-instants {tg, #1, ..., ty}, such
thatt;y = Ty . In an online monitoring context, at any time #;, only the partial signal over time
instants {ro, ..., t;} is available, and the rest of the signal becomes available in discrete time
increments. We define robust satisfaction semantics of STL formulas over such partial signals
using an interval-based semantics. Such a robust satisfaction interval (RoSI) includes all
possible robust satisfaction values corresponding to the suffixes of the partial signal. In this
section, we formalize the recursive definitions for the robust satisfaction interval of an STL
formula with respect to a partial signal, and in the next section we will discuss an efficient
algorithm to compute and maintain these intervals.

Definition 3 (Prefix, completions) Let {1, ..., t;} be a finite set of time instants such that
t; < Ty, and let x| ;] be a partial signal over the time domain [z, #;]. We say that x|o ;] is a
prefix of a signal x if for all ¥ < #;, X(t) = X0,;)(¢). The set of completions of a partial signal
X[0,;] (denoted by C(x[0,;])) is defined as the set {X | X[o,;}is a prefix of x}.

Definition 4 (Robust satisfaction interval (RoST)) The robust satisfaction interval of an STL
formula ¢ on a partial signal x[o ;) at a time T € [fo, fy] is an interval I such that:

inf(I) = inf X, T
() Xec(x[o)”)p(w )
sup(/) = sup (¢, X, 7) 3.1)
X€C(X[Qy,‘])

Definition 5 We now define a recursive function [p] that maps a given formula ¢, a partial
signal xjo ;) and atime T € 7 to aninterval [0](@, X[0,i1, T). We use the notation finf and fsup
to respectively denote the infimal and supremal value of the function f(x) over the signal
domain X.
Lf X10,i1(7)), [ (X0,i1(T)] T € [10, 8]
[ fint, fsup] otherwise.

(o] (—¢. (0,11, T) = —[p1(¢. X[0,i1, T)
(o] (o1 A @2, X[0,i1, T) = min([p](@1, X[0,i}. 7). [p1(@2. X[0,i1, T))

(o] (f (x[0,iN=0, X[0,1], T) = {
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o] (Ore, x(0,i1, T) = r,ierlgrl (lo)(e, X(0,i1. 7))

[p] (019, X10,i1. T) = sup ([p1(@, X[0,i1. 7))

t'er+1
[ lp)(e2, X[0,i1, T1),
(1 (@1Urg2. %0, 7) = sup min | inf [p](gr, %041 72)
e+ nelr,T]
. [p1(¢2, X[0.i], T1)s
(o] (‘leI(/)L X[0,i]» T) = t]lel;l'f-‘&-l max SE,lp ] [o](e1, X[0,i1, T2) (3.2)
nelrnn

The following lemma shows that the interval obtained by applying the recursive definition
for [p] is indeed the robust satisfaction interval as defined in Definition 4.

Lemma 1 Forany STL formula ¢, the function [p](¢, X[0,i], T) defines the robust satisfaction
interval for the formula ¢ over the signal X|o ;] at time T.

Proof We prove by induction on the formula structure. The base case is when ¢ is . If
T € [to, ;] then [p](p,y, T) = [f(y(7)), f(y(r))]. Let x be any completion of y. If 7 €
[70, #;] then x(7) = y(7), and hence, infycc(y) 0 (@, X, T) (resp. sup) is equal to f(y(7)). If
T > t;, then [p](@, ¥, T) = [ fint, fsupl- By definition of fins and fsup, for any completion x,
fx(t)) € [fint, fsupl-

We proceed by structural induction on the formula structure. Assume [p](@,y, T) is
a RoSI, i.e., for any completion x of y, p(¢,X,7) € [pl(p,y, 7). As p(—¢,X,T) =
—p(p, x, 1), it follows that if p(¢, X, 7) € [p](p,y, 7), then —p(p, X, 1) € —[p](p, Yy, 7),
by interval arithmetic. For all the remaining operators, we can make a similar argument, and
the results follow by the properties of interval arithmetic. O

4 Online algorithm

Donzé et al. [5] present an offline algorithm for monitoring STL formulas over (piecewise)
linearly interpolated signals. A naive implementation of an online algorithm is as follows:
at time #;, use a modification of the offline monitoring algorithm to recursively compute the
robust satisfaction intervals as defined by Def. 5 to the signal x[¢ ;). We observe that such a
procedure does many repeated computations that can be avoided by maintaining the results
of intermediate computations. Furthermore, the naive procedure requires storing the signal
values over the entire time horizon, which makes it memory-intensive. In this section, we
present a basic online algorithm for a bounded-horizon fragment of STL.

As in the offline monitoring algorithm in [5], an essential ingredient of the online algorithm
is Lemire’s running maximum filter algorithm [18]. The problem this algorithm addresses is
the following: given a sequence of values ay, . . ., a,, find the maximum over all windows of
size w, i.e., for all j, max;e[;, j+w) a;. We briefly review an extension of Lemire’s algorithm
over piecewise-constant signals with variable time steps, given as Algorithm 1. The main
observation in Lemire’s algorithm is that it is sufficient to maintain a descending monotonic
edge (noted F in Algorithm 1) to compute the sliding maxima, in order to achieve an optimal
procedure, measured in terms of the number of comparisons between elements. The first
element of F at time 7 is the sliding maximum at time 7. As F slides forward in time and
the window hits a new value x; 11 (Line 6 in Algorithm 1), F is updated by removing every
element indexed by the tail of F that are smaller than x; 1 (Line 7-8), then i + 1 becomes
the tail. It can be shown that with this mechanism, the total number of comparisons between
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Algorithm 1: SlidingMax((zg, xo), . . ., (tN, Xn), [, b]).

Output: Sliding maximum y(¢) over times in [7, 5]
1 F:={0}// F is the set of times representing the monotonic edge
20:=0;s,t:=1ty—b
3 whiler +a <ty do

4 if F # ¢ then 7 := min(iminr) — @ fi+1 — b)
5 else 1 := ;11 —b

6 if t =141 — b then

7 while X; | > Xpaxr) A F # 0 do

8 F:=F — max(F)

9 F=FU{i+ 1} i:=i+1

10 else // Slide window to the right
11 if s > 19 then y(5) := Xpin(r)

12 else y(t) := Xmin(r)

13 F:=F —min(F),s := ¢

elements is linear in the total number of values. Algorithm 1 extends [18] in that it deals with
timed values (or piecewise constant signals) instead of a simple discrete array and is slightly
simpler than the one in [5] which considers piecewise linear signals, i.e., linear interpolation
between values.

4.1 Stipulation on time-step

As in the offline algorithm, we stipulate that the signal being monitored has finite variability.
We formalize this in terms of a minimum time-step in the signal. Given a signal x(¢) as a
sequence of time-value pairs (f, Xo), . - -, (ty, X, ), wWe require n to be a finite integer, and we
require that there exist a known A € R>9 such for anyi > 0,ti41 —t; > A.

We observe that the knowledge of such a “minimum time-step” A known a priori is
a reasonable assumption for most real-time monitoring scenarios. This is so because, it is
physically impossible for a monitoring routine to samples the actual dense-time signal at an
infinite resolution, i.e., some time must pass between consecutive samples in the signal.

We now present the algorithm for the fragment of STL where each temporal operator is
bounded by a time-interval / such that sup(/) is finite. The procedure for online monitoring
is an algorithm that maintains in memory the syntax tree of the formula ¢ to be monitored,
augmented with some book-keeping information. First, we formalize some notation. For a
given formula @, let 7,, represent the syntax tree of ¢, and let root(7,) denote the root of the
tree. Each node in the syntax tree (other than a leaf node) corresponds to an STL operator
=, V, A, Oj or {7. We omit the case of U; here for clarity of the presentation - simply note
that the rewriting approach of [5] can also be adapted and was implemented in our tool. We
will use H; to denote any temporal operator bounded by interval /. For a given node v, let
op(v) denote the operator for that node. For any node v in 7, (except the root node), let
parent(v) denote the unique parent of v.

Algorithm 2 does the online RoST computation. Like the offline algorithm, it is a dynamic
programming algorithm operating on the syntax tree of the given STL formula, i.e., com-
putation of the RoST of a formula combines the RoSTs for its constituent sub-formulas in
a bottom-up fashion. As computing the RoST at a node v requires the RoSTIs at the child-
nodes, this computation has to be delayed till the RoSTs at the children of v in a certain
time-interval are available. We call this time-interval the time horizon of v (denoted hor(v)),
and define it recursively in Eq. (4.1).

@ Springer
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Fig. 1 Syntax tree 7y, for ¢
[given in (4.2)] with each node v
annotated with hor(v)

[0] if v = root(7y)
hor(v) = { 1 ® hor(parent(v)) if v # root(7,) and op(parent(v)) = Hy 4.1)
hor(parent(v)) otherwise.

We illustrate the working of the algorithm using a small example then give a brief sketch of
the various steps in the algorithm.

Example 1 Consider formula (4.2). We show 7, and hor(v) for each node v in 7, in Fig. 1.
In rest of the paper, we use ¢ as a running example.!

@ = 0,01 (=0 > 0) V Oppey(x > 0)) 4.2)

The algorithm augments each node v of 7, with a double-ended queue, that we denote
worklist[v]. Let ¥ be the subformula denoted by the tree rooted at v. For the partial signal
X[0,] the algorithm maintains in worklist[v], the RoST [p](Y, X[0,;1, t) foreacht € hor(v)N
[70, t;]. We denote by worklist[v](r) the entry corresponding to time ¢ in worklist[v]. When
a new data-point X; 4| corresponding to the time 7; ] is available, the monitoring procedure
updates each [p](¥, X[0.i], ) in worklist[v] to [o](¥, X[0,i+1], 1) (Fig. 2).

In Fig. 3, we give an example of a run of the algorithm on the plots shown in Fig. 2. We
assume that the algorithm starts in a state where it has processed the partial signal x|¢ 2}, and
show the effect of receiving data at time-points 73, #4 and 5. The figure shows the states of the
worklists at each node of 7, at these times when monitoring the STL formula ¢ presented
in Eq. (4.2). Each row in the table adjacent to a node shows the state of the worklist after the
algorithm processes the value at the time indicated in the first column.

The first row of the table shows the snapshot of the worklists at time ;. Observe that in the
worklists for the subformula y > 0, =y > 0, because a < b, the data required to compute
the RoST at 1, #; and the time a, is available, and hence each of the RoSTs is singular. On
the other hand, for the subformula x > 0, the time horizon is [b, a + c], and no signal value
is available at any time in this interval. Thus, at time #,, all elements of worklist[v,¢] are
(Xinf, Xsup) corresponding to the greatest lower bound and lowest upper bound on x.

To compute the values of Opp 1(x > 0) at any time ¢, we take the supremum over values
from times ¢ 4 b to ¢ + c. As the time horizon for the node corresponding to Opp,¢(x > 0)
is [0, a], t ranges over [0, a]. In other words, we wish to perform the sliding maximum over
the interval [0 + b, a + c], with a window of length ¢ — b. We can use the algorithm for
computing the sliding window maximum as discussed earlier in this section. One caveat is
that we need to store separate monotonic edges for the upper and lower bounds of the RoSTs.
The algorithm then proceeds upward on the syntax tree, only updating the worklist of a node
only when there is an update to the worklists of its children.

The second row in each table is the effect of obtaining a new time point (at time f3)
for both signals. Note that this does not affect worklist[v,o] or worklist[v—,-¢], as all

! We remark that @ is equivalent to Ujo ¢ ((y >0) = Qp,e)(x > O)), which is a common formula used
to express a timed causal relation between two signals.
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t3 — b

% Yy

2 — — 2 —

1 1t

o a b c a + c o v a b ¢ a+c

to t1 to t3 ty tsio ot to L t2 t3 ta st
-1 8 —_— - -1
t3 —b H H

—21 ty—c — —27 ti—c

Fig. 2 These plots show the signals x(¢) and y(¢). Each signal begins at time 7y = 0, and we consider
three partial signals: x|, 3] (black + blue), and x[0 4] (x[0,3] + green), and x|q 5] (X[0,4] + red). (Color figure
online)

Hio.al
to =0 tsz-b t1 ta-c a
t2 [1, Xsup] - [=2, Xeup] = [—2, Xap]
v/ t3 [1, Xsup] [1, Xsup] [—2, Xsup] = [=2, Xsup]
ta (1,1] [1,1] [-2,-2] [2,2] [2, Xeup]
ts (1,1] [1,1] [2,-2] [2,2] ([2,2]
to =0 t3-b tyq-c a to=0 t1 a
2 (Xinf, Xsup) - = (Xinf, Xsup) ta [1,1] [2,-2] [-2,-2]
fo] Lxmn) (2] (kg Xaup) | ©lbee |- e neaEe
ta [-1,-1 [-2,-2] [2,2] [2,%sup) ta [1,1] [-2,-2] [-2,-2
P [2,5] 712829 PR T SR A
b ts  ta atec T % =0
ta (Xinf, Xsup) - == (Xinfy Xsup) - ‘ ’ ‘ t
>0 y>0] .2
ts. [1,-1] 2,2 - (Xinf, Xeup) 12
ta, L1 12,-2] 12, 2] (xinf, Xoup) ta [1,1] [2
ts [1,-1] [2,-2] [2,2] [2,2] ts [1,-1] [2,2] [2,2]

Fig. 3 We show a snapshot of the worklist[v] maintained by the algorithm for four different (incremental)
partial traces of the signals x(7) and y(¢). Each row indicates the state of worklist[v] at the time indicated in
the first column. An entry marked -- indicates that the corresponding element did not exist in worklist[v] at
that time. Each colored entry indicates that the entry was affected by availability of a signal fragment of the
corresponding color. (Color figure online)

RoSTs are already singular, but does update the RoST values for the node vy~q. The algo-
rithm then invokes Algorithm 1 on worklist[v,~¢] to update Worklist[vo[hyl,](po)]. Note
that in the invocation on the second row (corresponding to time f3), there is an addi-
tional value in the worklist, at time 73. This leads Algorithm 1 to produce a new value of
SlidingMax (worklist[vx=0], [P, c]) (t3 — b), which is then inserted in Worklist[vo[,}‘_]po].
This leads to additional points appearing in worklists at the ancestors of this node.

Finally, we remark that the run of this algorithm shows that at time #4, the RoST for the
formula ¢ is [—2, —2], which yields a negative upper bound, showing that the formula is not
satisfied irrespective of the suffixes of x and y. In other words, the satisfaction of ¢ is known
before we have all the data required by hor(g).

Algorithm 2 is essentially a procedure that recursively visits each node in the syntax tree
7, of the STL formula ¢ that we wish to monitor. Line 4 corresponds to the base case of
the recursion, i.e. when the algorithm visits a leaf of 7, or an atomic predicates of the form
f(x) > 0. Here, the algorithm inserts the pair (fi41, X;+1) in Worklist[v s x>0l if #;41 lies

@ Springer



14 Form Methods Syst Des (2017) 51:5-30

Algorithm 2: updateWorkList(vy,, #i 1, X;+1)

// vy is a node in the syntax tree, (fi+1,X;j+]) is a new signal
time-point

1 switch ¢ do

2 case f(x) >0

3 if ;41 € hor(vy,) then

s | worklistvy 1(ti4+1) == [f (Xi11). f(xi41)]

5 case —¢
updateWorkList(vyp, t; 41, Xj+1) ;

7 | worklist[vy ] := —worklist[vy]

8 case ¢| A ¢

9 updateWorkList(vyp, , i 11, Xj+1) 5

10 updateWorkList(vp, , i 11, Xj+1) ;

11 | worklist[vy ] := min(worklist[v,, ], worklist[vy, ])
12 case ;¢

13 updateWorkList(vy, t; 1, X;+1) ;

14 | worklist[vy, ] := —SlidingMax(—worklist[v,1, I)
15 case Q7¢

16 updateWorkList(vyp, #; 41, Xj+1) ;

17 | worklist[vy, ] := SlidingMax(worklist[vy], 1)

inside hor (v f(x)~0). In other words, it only tracks a value if it is useful for the computing the
robust satisfaction interval of some ancestor node.

For a node corresponding to a Boolean operation, the algorithm first updates the worklists
at the children, and then uses them to update the worklist at the node. If the current node
represents —¢ (Line 5), the algorithm flips the sign of each entry in worklist[v, ]; this operation
is denoted as —worklist[v,]. Consider the case where the current node vy, is a conjunction
@1 A ¢2. The sequence of upper bounds and the sequence of lower bounds of the entries
in worklist[v,, ] and worklist[v,, ] can be each thought of as a piecewise-constant signal
(likewise for worklist[vy,]). In Line 11, the algorithm computes a pointwise-minimum over
piecewise-constant signals representing the upper and lower bounds of the RoSIs of its
arguments. Note that for i = 1,2, if worklist[v,, ] has N; entries, then the pointwise-min
would have to be performed at most N1 + N, distinct time-points. Thus, worklist[vy, A, ]
has at most N1 + N, entries. A similar phenomenon can be seen in Fig. 3, where computing a
max over the worklists of v, .- and v—(y>0) leads to an increase in the number of entries
in the worklist of the disjunction.

For nodes corresponding to temporal operators, e.g., {;¢ or Ure, the algorithm
first updates worklist[v,]. It then applies Algorithm 1 to compute the sliding maximum
over worklist[v,] for ¢;. For (J;, the expression —SlidingMax(—worklist[v,], I) effec-
tively computes the sliding minimum by reusing the SlidingMax algorithm. Note that if
worklist[vy] contains N entries, so does worklist[ve,,] or worklist[vry,,]. We note that
the minimum time-step stipulation enforces that all the worklists have a finite number of
elements.

A further optimization can be implemented on top of this basic scheme. For a node v
corresponding to the subformula H; ¢, the first few entries of worklist[v] (say up to time
u) could become singular intervals once the required RoSTIs for worklist[v, ] are available.
The optimization is to only compute SlidingMax over worklist[v,] starting from u +inf (7).
We omit the pseudo-code for brevity. Finally, we remark that the robust satisfaction interval
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shrinks (or stays the same) with every new time-point in the signal that becomes available,
and never grows.

5 Nominal semantics and monitoring untimed formulas

In the previous section, we presented a monitoring algorithm for STL formulas with a bounded
time-horizon. In this section, we consider STL formulas that may have temporal operators
with an unbounded time-horizon. We first make the observation that the robust interval
semantics for a large class of unbounded-horizon STL formulas such as CIO(f (x) > 0), or
O = O) is trivially [ finf, fsupl-

Clearly, considering robust interval semantics for unbounded horizon STL formulas is
thus trivial and not useful, as it does not give any information. In this section, we define
nominal robust semantics for the purpose of online monitoring.

5.1 Nominal semantics

The nominal semantics of an STL formula can be described in terms of the recursive function
Pnom that maps a given formula ¢, a partial signal x[o,;) and a time T € 7 to a value
Pnom (@, X[0,i], T)-
Prom (f (X0,i7) > 0,X0,i1, T) = f (X[0,i1(7))
Pnom (79) = —Pnom (¢, X[0,i1, T)
Prom (€1 A @2, X[0,i1, T) = min(pPnom (@1, X[0,], T) Pnom (@2, X[0,i] T))

O, X0.i1, T) = inf X041, T
pnom( 19, X[0,i] ) e tIn0.sD ()Onom(w [0,i] ))
Prom (019, X(0,i1, T) = sup (Pnom (¢, X(0,11, 7))
t'e(t+I1N[0,4])
( U ) . Pnom (92, X[0,i]» ),
Pnom \P1VT192, X[0,i],T) = sup min inf )
et IN0.4]) . 61{1”2] Pnom (@1, X[0,i1> T1)
R - Pnom (2, X[0,i], T2), .
L X[0.i1,T) = in max . )
Pnom (¢1R192, X(0.i1, T) T S TIESEJTpTZ]pnom(wl,x[oy,],rl) 3.1

Observe that the nominal robust satisfaction value closely matches the usual definition for
the robust satisfaction value, except that for the unbounded temporal operators, the robustness
computation is restricted to the signal values available at time #;.

Note that the algorithm to compute robust interval satisfaction could be used to compute
the nominal robust satisfaction, but a direct application of Algorithm 2 requires every node
in the sub-tree rooted at the untimed operator to have a time horizon that is equal to the time
horizon for the trace. In other words, for all such nodes, the algorithm would have to keep
track of every value over arbitrarily long intervals. In what follows, we show that we can
monitor arbitrary STL formulas using amount of memory that is trace-length independent,
such that the bound is exponential in the size of the formula. We first establish this result for
a fragment of STL (denoted STL,,) that does not contain any bounded time-horizon temporal
operators, and then indicate how it can be generalized to entire STL.

In what follows, we assume that the domain of signals is a compact set, and replace inf
and sup by min and max respectively. The syntax of a formula ¢ in STL,, is as defined in
(5.2). Here, u indicates a predicate over signals, same as the one defined for STL in (2.2).
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Note that in STL,, we assume that all negations are pushed to the © atoms using standard
rewrite rules for STL.

pu=plengleVve|Up|Op | eUppRe (5.2)

Proposition 1 Fort; € [ty, t,—1], we can always rewrite the nominal robustness of a STL,,
formula as an expression of the following form:

a(n),

min (ﬁl (1), Pnom (¢1, X[0,n—1]s [i))
Pnom (P, X[0,n], 1;) = max . 5.3)

min (Bt (1), Pnom (k. X[0,n—1]. 1))

We prove this proposition using structural induction on STL,, formulas. We use the fol-
lowing expression as an abbrevication for the expression in Eq. (5.3):

E (1, an), (B1(n), ¢1), .., (Br(n), &) .

Note that the values o (n) or S¢(n), £ € [1, k], could be —oo or +o00. Further, if a 8¢ (n) value
is —oo, then this term can be dropped from the expression, and if an « (n) value is 400, then
the whole expression evaluates to +oo (possibly indicating that the formula being monitored
is a tautology).

5.2 Intuition for computing memory bounds

In the above expression, a(n) and B;(n) are meant to represent concrete numeric values
evaluate that are computed from the formula to be monitored using trace-values only for
time f,. The ¢; formulas are some STL, formulas related to the original formula. This
relation will become clearer from the proofs of the lemmata to follow. Each of the expression
Pnom (L¢, X[0,n—1], 1;) Tepresents a variable that stores the nominal robustness of the formula
¢ over the partial signal X0, ,—1]. In other words, each such formula represents a summary
of the computation till time #,_. Thus, for any given formula, the number of the ¢ terms
in the expression to compute the nominal robustness of that formula determines how many
variables required. Thus, if the number of ¢ terms is finite, i.e., dependent only on the length
of the formula, and independent of the trace-length, then we can monitor the robust nominal
robustness over unbounded horizon temporal formulas with finite memory.

5.3 Intuition for the inductive hypothesis

The main intuition for the inductive hypothesis is that for any STL,, formula, the expression
for the nominal robustness can always be rewritten as a “sum of products” form, i.e., as a
max of (1) a specific numeric value obtained only from the signal value at time #,, and (2)
expressions representing the min of a summary variable representing computation over the
signal values from time 7y to 7, with a specific numeric value computed only using the data
at time 1,,.

We now prove the validity of the proposition by structural induction over the formula
structure, i.e., assuming that the hypothesis holds for subformulas, we prove that the hypoth-
esis holds for the formula constructed using the subformulas. We start with the base case
where the STL,, formula is an atomic proposition, and show that the induction hypothesis is
valid for this case.
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Lemma 2 (Base Case) The nominal robustness for a formula p, where u = (f(x) > 0) at
time t; € [ty, t,—1] over the partial signal X[ ] can be written as an expression of the form
in Eq. (5.3).

Proof As the nominal robustness for u at time #; € [f, t,—1] is independent of x(#,), we
can see that pnom (4, X[0,1], #;) 1S equivalent to pnom (14, X[0,n—1], #; ), Which can be written as
max (—00, min(oo, pnom (K, X[0,n—11 1i))), i.e. E (t;, —00, (+00, w)). o

We now establish Proposition 1 inductively for other kinds of STL,, formulas.

Lemma 3 The nominal robustness of 1 A @ at time t; € [to, t,—1] over the partial signal
X[0,n] can be written as an expression of the form (5.3).

Proof By definition of nominal robustness,

Prom (@1 A 92, X[0,1], ti) = MiN(Pnom (@1, X[0,1] %i)> Pnom (P2, X[0,n], 1i))- 5.4

Using the induction hypothesis, we can replace each argument of the min as follows:

aln),
min (,31 (1), Pnom (§1 > X[0,n—1]» [z)) )
max . s
min mzl?ngﬂkl (1), Pnom <§k1 [0,n—1] Li )) (5.5
min (;812(")7 Pnom (;12! X[0,n—1]» ti)) ,
max |
min (/3]%2 (1), Pnom (é‘kzz’ X[0,n—1], ti))

Using the rule min(max(a, b), max(c,d)) = max(min(a, c¢), min(a, d), min(b, c¢),
min(b, d)), we can rewrite the above formula as follows:

min (a! (n), a?(n))
i (e 00, B2, pnom (62 X10.0-11:11))

min (a (n), B (1), Pom (§m7 0,111 1)) »

mell,ky]

Zel}lli,ll'clllmg[lligz] (min (ﬂz , .Bm, Pnom (Ce N {m» X[0,n—1]» ti)))

max (5.6)

Observe that the above formula is of the following form that preserves the induction
hypothesis:

min (ozl (n), ozz(n))

(min (¢! (n), B7(n)), ¢?).
(mm( 2(n) ﬁll(n)), ;12) R
( min (B} (). B (m)) . ¢ A ¢D))

min (ot (n), ,3/%2(”)) ’ {,(22>
min (otz(n), /3/:, (”)) ’ §k21)
( ) el

min ( B{(n), BE,(n)) . &}

NN

).

(min (BL 00 B3 &k Ac). (min (BLon.BE ). ¢ ned)
(5.7

We observe that if the expressions for ¢ and ¢, respectively have k1 4+ 1 and k> + 1 terms,
then the expression for ¢; A ¢ has (k1 + 1)(kp + 1) terms. O
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Lemma 4 The nominal robustness of @1 V ¢y at time t; € [ty, t,—1] over the partial signal
X[0,n] can be written as an expression of the form (5.3).

Proof By definition of nominal robustness,

Prom (@1 V 02, X[0,1], ti) = Max(Pnom (@1, X[0,1], 1) Pnom (92, X[0,1], 1i))- (5.8)
Using the induction hypothesis, we can replace each argument of the min as follows:

a'(n),

min (.311 (1), Pnom ({11, X[0,n—11» ti)) )

max ,

min (ﬂkl (1), Pnom (;‘kl X[0,n—1]» ﬁ))
a?(n),

min (:312(’1): Pnom (4-12’ X[0,n—11» ti)) )

max (5.9)

max

cey

min (ﬁfz (1), Prom (Ckzz, X[0,n—1] fi))

Observe that the above formula is of the following form that preserves the induction
hypothesis:
max (o (n), 2 (n)) ,

Ely Bl &), ..., (ﬂ,ﬁl(n), g ) (5.10)
(B, 7)o (B, 62

Observe that if ¢ and ¢ have k1 and k> summary variables respectively, g1 V ¢; requires
k1 + k> summary variables. m]

Lemma 5 The nominal robustness of Q¢ at time t; € [to, t,—1] over the partial signal X[g ]
can be written as an expression of the form (5.3).

Proof By definition of nominal robustness of Q¢,

Prnom (O@, X[0,n]> ) = lgbax Pnom (¢, X[0, n],lj)
ti€lti iyl

(5.11)

= max <§0(n)a max  Pnom (¢, X[0,n—1]s tj))
tj elti,th—1]

The above is obtained by splitting the outer max into a term over time points between #; and
t,—1 and a second term containing the evaluation of the nominal robustness of the formula ¢
at time #,,. Note that for any formula ¢, the nominal robustness at time ¢, is a concrete value
that can be computed using the recursive semantics. We call this value ¢ (n). We now use the
inductive hypothesis (Eq. (5.3)) for pnom (¢, X[0,x], ):

max (w(n), max (a(n) rr{?ﬁjmm(ﬁe(n) Pnom (£e» X[0,n— 1],t))>> (5.12)

tj€lti,tn-1]

Grouping the «(n) term,

= max (a(”l)vw(”) max ma)]‘{] (mln (,31(!1) Prom (§1, X[0,n— 1]7”)))) (5.13)

tj€lt; 1] Le[l
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Distributing the inner max over individual time points ¢; € [t;, ,,]:
max min n, S X0n—11, 1))
e[l.k] (Be(n), prom (Lo, X[0,0—11: 1))

max min (B¢ (1), Pnom (§es X[0,n—1], ti+1)) »
— max | a(n), p(n), max | ¢eiikl ( nom 8¢ Xi0.1-1) f+1)) . 514

cey

max min n), L X[0.1—11> In—
etk (ﬁk( ), Pnom (&e [0,n—1]5 In 1))

Observe that for each £ € [1, k], we can use the following rule to group expressions
containing f¢(n) terms: max(min(a, b), min(a, ¢)) =min(a, max(b, c)). Furthermore, based
on the definition of ¢, we can have that maxy; et 4,11 Prom (&e, X[0,n—1], ;) is equivalent to
Pnom (Oe, X[0,n—11, 1i)-

max(a(n), ¢(n))

— max min(B1(n), Pnom (OL1, X[0,n—1]s 1)), (5.15)

min(Bk (1), Pnom (OLk, X[0,n—11, 1))

The above expression is of the following form, which matches the inductive hypothesis

specified in Eq. (5.3): E (¢;, max(¢(n), a(n)), (B1(n), O¢1), ..., (Bk, O&)). Furthermore,
observe that if ¢ requires k£ summary variables, Q¢ also requires k summary variables. 0O

Lemma 6 The nominal robustness of Ug at time t; € [ty, t,—1] for the partial signal X[o
can be written as an expression of the form (5.3).

Proof By definition of nominal robustness of Ly,

Prom (0@, X[0,n1, ;) = min  pnom (@, X[0,n], 1})

tj€lti tn]
' ' (5.16)
= min ((p(n), min  Ppom (@, X[0,n], tj))

tj €lti th—1

As before, we use the inductive hypothesis for pnom (¢, X[0,n], 1;):

= min <ga(n), min ]max ((x(n), {nﬁn}({} min (ﬁg(n), Pnom (C¢, X[0,n—1] tj)))> (5.17)
ell,

tj€ltitn—1

Grouping the «(n) terms:

:min(w(n),max<a(n), min  max min(ﬂz(n),pnom(éz,xm,nll,fj))> (5.18)
tj€lti, ty] Le[1,k]

Let {Z be the shorthand for pnom (§¢, X[0,n—11, ;). We can rewrite the underlined term in
Eq. (5.18) as follows:

max (min (B, ¢}), ..., min (B, ¢f)).

] max ( min (ﬂl,ng),...,min (ﬂk,gi“)),
min

tj€lti,tn-1]

(5.19)
max (min (ﬂl, {1"71) ,...,min (ﬁka C}?il))

Since min and max are distributive over each other, we can now repeatedly apply the rule
min(max(a, b), max(c, d)) = max(min(a, c), min(a, d), min(b, c), min(b, d)) to the above
expression. Observe that this will lead to an expression representing a max over an exponential
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number of terms. What will these terms look like? There will be (11‘) terms of the form
min(Be, ¢}, ¢, ¢ "), This is equivalent to min(Be, prom (J(Ge), X0,0—11, 7). Then, there
will be (]5) terms of the form:

min | B¢, B, max  minA
A€ (¢] g}

In the above expression the set A is an element of the n —i-fold Cartesian product of { ;Z Ay

Note that there are 2"~' elements in the Cartesian product. The reader can verify that this

expression is actually equivalent to min(B¢, Bm, {nin , max (¢, ¢)). This in turn simpli-
jeli,n—

fies to min(Be, B, Pnom (e Vv Em), X[0,n—1], ti)). We can continue this process considering
terms that group three § values together, four 8 values, and so on. We can show that this results
in expression (5.20) below. In this expression, K denotes [1, k] (i.e., the set {1, ..., k}). For
convenience, let (1(( ) denote the set of all £ element combinations of the set K. E.g., if k = 3,

e, K =1{1,2,3), (5)=1{(1,2),2,3), 3, D).

may max min ((Igleig ﬂz) . Prom (D ((E\/L Q) X011, ti)) (5.20)

We can now substitute expression (5.20) in Eq. (5.18) and using the rule min(a, max(b, c))
= max(min(a, b), min(a, c¢)), we get an expression that is of the form specified in Eq. (5.3):

ti, min(g(n), «(n)),
E (rgg min(e(n), ﬂz(n)),> (rgg min(¢(n), ﬂz(n»,) (521)
O (\/ZEL Q) VLe(If) 7 \O (\/KEL Q) VLG(IE)

The total number of terms in the above expression is an:l (,1:1) ,i.e.,2%. Thus, if the expression
for ¢ has k summary variables, the expression for (g can require up to 2€ summary variables.
O

Example 2 As the formula for (g is hard to parse, consider the following example for
the expression corresponding to (5.20) for the case when k = 3, i.e., when the exression
representing the nominal robustness of ¢ has three (B, ¢) pairs:

min(B1 (1), pnom (C1, X[0,n—11, 1)),
min(B2(n), pnom (L2, X[0,n—1]» 1)),
min(B3(n), Pnom(LIC3, X[0,n—1], 1)),
max | min(min(B;(n), B2(n)), Pnom ([I(C1 V £2), X[0,n—1], 1i))» (5.22)
min(min (B (1), B3(1)), pnom (&1 V &3), X[0,n—1], 1)),
min(min(Bz(n), B3(n)), Pnom (3(2 V &3), X[0,n—1], 1)),
min(min (B (n), B2(n), B3(n)), Pnom (&1 V &2 V &3), X[0,n—1], 1i))

Lemma 7 The nominal robustness of 9Ugy at time t; € [ty, t,—1] for the partial signal X|o )
can be written as an expression of the form (5.3).

Proof By the definition of nominal robustness:

< min _ ppom (@1, X[0,n]» th), )

tn€lti ]
Pnom (©2, X[0,n]5 tj)

Prom (@1U@2, X[0,n], 1;) = max min (5.23)

ti€lti,ty]
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Separating the computation for time ¢, in the outermost max operation:

min <<ﬂ2(n),(ﬂ1(n), min pnom(wl,x[o,n],th)>,

[he[tiqtn—l] 5 24
= max : .
min _ pPpom (@1, X[0,n]» th), ( )
max min | e€li.1j]
tj€ltitn1] Pnom (¥2, X[0,n], 1})

Observe that the underlined term in the above expression, is equivalent to pnom (L1, X[0,n—1],
t;). We now analyze term in the second line of the above expression, i.e.,

[ Prom (P2, X015 1), (525)
max min ; ) .
tj€ltita—1] " 2[1,‘1,1},]_] Prom (@1, X[0.n], n)

From the inductive hypothesis, we can write pnom (91, X[0,n], th) = max(a!(n), Ay), where:

Ay = max_min (B} (1), pnom (¢¢'+ X[0.n—11 th))
Le[l,ky]

Similarly, we can write pnom (92, X[0,1], 1j) = max (a2 (n), Bj). Then, expression (5.25) can
be written as:

min (max (¢ (n), B;) , max (! (n), A;)) .
max | min (max (ozz(n), Bi+1) , max (ozl(n), A,-) , max (ozl(n), A1 ) s

min (max (¢ (n), By—1) , min (max (a'(n), A;), ..., max (a'(n), A,—1)))
(5.26)
We can rewrite the 4th row of expression (5.26) as follows:
min <max (¢?(n), B;) , max <a‘ (n), min_ A;,)) : (5.27)
€li,j

We use the equivalence hn}in‘] max (o', Ay) = max (a', min je(; ) Ap) for the above rewrit-
€li,j
ing. Distributing the min operation over the max operations in expression (5.27), we get:

min (a?(n), ' (n)), min <a2(n), min Ah>,
heli.j)

max (5.28)
min (Bj,oel(n)), min | Bj, min_Ay
heli,j]
Substituting the above in Eq. (5.26), and grouping similar terms together, we get:
min (a?(n), ! (n)), min (az(n), max  min Ah),
jelin—1]heli, j]
max (5.29)
min (al(n), max B,-), max min (B,, min Ah).
jelin—11 jelin—11 7 heli, j]

The underlined expression above is equivalent to A;. The expression with the squiggly under-
line reduces to the following expression:

max (min (o' 1), B2 1), pnom (052 Xt0.0-1:15)) )- (5.30)
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We are then left with the term that has the dashed underline. Substituting the expressions
for Bj and Ay, we get:

max min (ﬂi(n), an{j> )

“max _min | "€t 1 . (5.31)
Jeli,n—=1] min  max min (ﬂz (n), ¢y )
heli,jleell,k]

We can expand this formula over the outermost j index, and start grouping terms in a fashion
similar to the technique in the proof of Lemma (6). We can show that we get an expression
of the following form:

max min (B2 (1), B¢ (1), prom (& UL, Xi0.n-11,1i)) »
me[l,ky]
Le[l,ky]

,max min (B (). By, (n). By, (). pnom (27, v ¢/,) Ut Xi0.0—11: 1)) -
SK2
L1€[1,k1]
max | £re[l,k]

........

max min | B2,(2), min B} (), pom [ | \/ ¢/ | Utm: X001
me[l,k2] Lell,ky] e[l k]
SK1

(5.32)
We can now substitute expressions (5.30) and (5.32) in expression (5.29), and then substitute
the second term in Eq. (5.24) with the resulting expression, we get the following expression
for the nominal robustness for ¢ Ugs:

t;, min (o' (n), 2 (n)) ,

(p2(n), Ug1),

(min (B3 (). &' (1)) . OL3) ey 1) (5.33)
(min (B85, (n), minger B, (), (Ve ¢/) Ug"%){LE(K,I)Ireh},me[l,kz]

Observe that if ¢ and ¢, have respectively k| and k, summary variables, then the nominal
robustness for ¢ Uy, needs ky + ko - 2k summary variables. O

Lemma 8 The nominal robustness of 9Rey at time t; € [ty, t,—1] for the partial signal X|o, »)
can be written as an expression of the form (5.3).

Proof The proof for the R operator is very similar to that of the U and the [J operator. For
brevity, we omit the tedious steps required to show that the expression for nominal robustness
for ¢ R¢y can be written as:

t;, min (p2(n), a*(n)) ,
(min (cﬂz(n), min Bz (n)> s OV oen Cn%)) ,

(Vmﬁim), Op1 AD ( \V ;3,)) :

meM
min <n11rgﬁr;ﬁ?(n),rpeigﬂe‘(n),wz(n))’ (Veer )R (Vmem &) ) -

min (mM BE (n). min f; <n>) + 001 A (Vier 6) R (Vinew &n) ) -
(p2(n), 1), (00, Op1)

(5.34)
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In the above expression, for the second and third lines, M is an element of (1?) for every
r € K». For the fourth and fifth lines, M is an element of (Iiz), for every r in K3, and L
is an element of (Ii‘) for every r in K. Observe that if ¢; and ¢, have respectively k; and

ko summary variables, then the nominal robustness for ¢;R¢, requires 2Kk 4 2k 4]
summary variables. O

Theorem 1 The robust satisfaction interval for any formula ¢ belonging to the syntactic
fragment STL,, can be monitored in an online fashion using a fixed amount of memory that
depends on a function of |@| where |@| indicates the length of ¢, and independent of the trace
length.

Proof The proof follows from the proofs of Lemmata 2, 3, 4, 5, 6, 7 and 8. Substituting
t; = 0 in the expression for nominal robustness of the top-level formula. Note that any
subformula with top-level operators U or [J requires memory that is exponential in the
number of variables required to monitor its subformulae. However, the memory required is
independent of trace-length, and dependent only on the size of the formula. O

We now give a couple of examples to show how the lemmata in the above proof can be
applied to obtain an algorithmic procedure to monitor STL,, formulae.

Example 3 Consider the formula OO (x > 0). Applying Lemma 2, the nominal robustness
for x > O is:
E (t;, —00, (+00,x > 0)) (5.35)

From Lemma 5, the nominal robustness for {(x > 0) is:

E (t;, max(—o0, x(n)), (+00, O(x > 0)))
= E (t;, x(n), min(4o00, O(x > 0))) (5.36)

From Lemma 6, we can write the nominal robustness for (IO (x > 0):

E (n, max (x(n), x(n)), )

(min(x(n), +00), OO(x > 0)) (5.37)

We can see that above expression simplies to simply x (7). In other words, nominal robustness
of OO (x > 0) depends only on the value of x(¢) at time #,.

Example 4 Consider the formula [J ((x > 0) v ¢(y > 0)). Applying Lemma 2, the nominal
robustness for the formula (y > 0) is the following expression:

E (t;, —00, (+00,y > 0)) (5.38)
From Lemma 5, we can write the nominal robustness for formula {(y > 0) as follows:

E (i, max(—00, y(n)), (+00, O(y > 0)))
= E (i, y(n), min(+00, O(y > 0))) (5:39)

Similar to (5.38), the nominal robustness for (x > 0) is E (t;, —o0, (400, x))). From
Lemma 4, we can write the nominal robustness for (x > 0) v {(y > 0) as:

E (t;, max(—00, y(n)), (+00, x > 0), (+00, O(y > 0)))
= E(ti, y(n), (+00,x > 0), (+00, O(y > 0))) (5.40)
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Finally, using Lemma (6), the nominal robustness for J((x > 0) v {(y > 0)) at time 0 can
be written as:

0, min(max(x(n), y(n)), y(n)),

(min(+o00, max(x(n), y(n))), O(x > 0)),

(min (400, max(x(n), y(n))), OOy > 0))),
(min(4-00, max(x(n), y(n))), O > 0V Oy > 0)))

(5.41)

From Example 3, we can see that ppom ((O(y > 0)), X[0.5—13. 0) is y(n — 1), so the above
expression simplifies to:

y(n), min(max(x(n), y(n)), pnom (J(x > 0), X[0,n—1, 0)),
max | min(max(x(n), y(n)), y(n — 1)), (5.42)
min(max(x(n), y(n)), prnom(O(x > 0V Oy > 0)), X[0,n—11, 0))

This shows that we can monitor the nominal robustness of Cl(x > 0V {(y > 0))) using two
variables (one for [J(x > 0) and one for (J(x > 0 Vv {(y > 0))). In the case of this formula,
we can show that this can be further simplified to:

max (y(n), min(x (1), ppom (H(x > 0V O(y > 0)), X[0,n—11, 0))). (5.43)

This allows us to monitor the formula with just one variable.

Example 5 Consider the formula ¢((x > 0) A O(y > 0)). The expressions for nominal
robustness of ¢(y > 0) and x > 0 are as in (5.39) and (5.35) respectively. From Lemma (3),
the expression for (x > 0) A O(y > 0) is:

1, min(—o00, y(n)),

(min(—o00, +00), O(y > 0))
(min(y(n), +00), x > 0)

(min(4-00, +00), (x > 0) A O(y > 0))

(5.44)

We can drop the second line in the above expression, as it corresponds to a min with —oo as
an argument. The above expression then simplifies to:

E(t;, =00, (y(n), x >0), (+00, (x >0)AO(y >0))). (5.45)
Now, applying Lemma 5 again, we get the following expression:

0, —o0,
E| (y(n), O(x >0)), (5.46)
(00, O(x > 0A Oy > 0)))

This simplifies to the following expression:
max (min(y(n), prom (O (x > 0), X[0,a=17. 0)), Prom (O((x > 0) A O(y > 0)), X[0,4—17.0) ) -

Thus, the formula $(x > 0 A {O(y > 0)) can be monitored using two variables, one for the
value of {(x > 0) till time 7, and one for {((x > 0) A O(y > 0)) till time #,_;.

5.4 Extension to full STL

To extend the results from STL,, to STL, we need to perform certain steps. First, we recall a
result from [11], which shows that any Metric Temporal Logic formula can be rewritten as
a formula in which no unbounded time-horizon temporal operator appears in the scope of a
bounded horizon temporal operator.
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Example 6 Consider the formula {0,2j0(x > 0). Following the rewrite rules from [11],
we can rewrite this formula as: (Q[o,210[0,21(x > 0)) A O(x > 0), where X is the signal x
delayed by 2 time units.

We can now extend Theorem 1 to allow subformulae that are not just atomic predicates,
but timed temporal operators. The key idea is to use a syntax tree similar to that for online
monitoring of the bounded horizon STL formulae as in Sect. 4. For formulas containing
unbounded horizon STL formulas, a naive version of the algorithm would require an infinite
number of elements to be stored in the worklists at each node in the tree. However, by
observing that we can summarize computation on partial signals in variables, we can monitor
STL formulas using a finite amount of memory.

For any unbounded horizon temporal formula, suppose the maximum time horizon of the
bounded horizon subformulas is 4. Given a partial signal from time 7y to t,, we can use the
techniques from Theorem 1 without modification to monitor the nominal robustness till time
t, —h. For the last & time units, we cannot compute the exact robustness values of the bounded
horizon temporal formulas. For each time-point in the interval [#, — &, #,,], we can maintain a
tree with worklists similar to Algorithm 2 to monitor the bounded horizon subformula. Note
that due to the minimum time-step stipulation, we need to maintain only a finite number of
such trees. Thus, unlike the case for STL, where the computation of nominal robustness over
the partial signal x[o ) can be expressed in terms of a summary value over the partial signal
X[0,n—1], and the signal value at time #,, in case of full STL, the computation is expressed
as computation over the partial signal over [0, #, — h], and a finite number of trees for the
bounded horizon subformulae (which contain the signal values in [#, — A, t,]. We omit the
precise details for brevity.

6 Experimental results

We implemented Algorithm 2 as part of two independant tools: Breach [4], and CPSGrader
[16]. Breach is a Matlab toolbox with a strong focus on monitoring and analysis of Simulink
models [20], though simple wrappers can be used to make it usable with other simulators or
real time measured data. CPSGrader is a C++ library. Both tools support full STL specifica-
tions. In the following, we illustrate the use of online monitoring with the benchmark model
proposed in [14], then evaluate it on two case studies. We considered the following criteria:
(1) On an average, what fraction of simulation time can be saved by online monitoring?
(2) How much overhead does online monitoring add, and how does it compare to a naive
implementation that at each step recomputes everything using an offline algorithm?

6.1 Fuel control model

The model presented in Fig. 4 is a subsystem of gasoline engine implemented in Simulink.
Its purpose is to control the engine air-fuel (AF) ratio so as to meet emissions targets, an
important control functionality in a gasoline engine. The model contains the air-fuel controller
and a mean value model of the engine dynamics, such as the throttle and intake manifold
air dynamics. Inputs of this system model are Pedal Angle and EngineSpeed. Outputs are
AF, AFref and controller Mode. Typical properties to verify and monitor are overshoot and
settling time.

To illustrate the use of online monitoring in Simulink, we augmented the test harness with
an STL monitoring block available in Breach. The block, depicted in Fig. 5, accepts arbitrary
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double
T (D
double B AF
throttle input (deg) AF
Pedal Angle
Pedal Angle
»|AFref
doubl i y
airbyfuel_ref j oo, Online STL Monitor
»( 1
AFref
double
engine speed (rpm)
e S Engine Speed double
ngine Spee controller_mode »(3

ed Range (rpm):

controller_mode

Air Fuel Control Model

Powertrain Control Benchmark Model
Toyota Technial Center

This is an air-fuel control model, and an implementation of the 1st model that appears in
"Powertrain Control Verification Benchmark", 2014 Hybrid Systems: Computation and Control,
X. din, J. V. Deshmukh, J.Kapinski, K. Ueda, and K. Butts

Fig. 4 Abstract Fuel Control model test harness augmented with an online monitoring block. Details of the
model can be found in the given reference [14]

alw_[10, 30] ( (not (abs(AF[t]-AFref[t]) > 0.1)) or (ev_[0, 5] (abs(AF[t]-AFref[t]) < 0.1))) double

STL Monitor

¢ double . boolean
oo <=rob_up_lim

Stop when rob below

Subtract Stops when diff below

Fig. 5 Details of the online monitoring block for the Abstract Fuel Control model and formula 6.1

STL formulas on its input signals and outputs a two dimensional signals computing the
robust interval. It can be configured to stop simulation whenever the robust interval becomes
positive, negative or singular,i.e., when no uncertainty remain in the eventual value of robust
satisfaction.

We ran the model with the following formula:

YAFC = D[10,30](|AF — AFref| > 0.1 — (<>[Q5]|AF — AFref| < 01)) (61)

The resulting signals, AF, AFref and lower and upper robustness are depicted on Fig. 6. It
shows the reduction of robust interval as time advances, until the full determination of its
sign and value, before the expected horizon of the formula.

Next, we proceed with a more systematic evaluation of online monitoring performance
on two case studies.
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alw_[10, 30] ( (not (abs(AF[t]-AFref[t]) > 0.1)) or (ev_[0, 5] (abs(AF[t]-AFref[t]) < 0.1)))

e AF
e AFrEf

16 -

15 R R A\ -

14 1 1 1 1 1 1 1
0

0.5

-Upper robustness
0.4} | Oower robustness
Upper == Lower:
02r " \
0.1}

Robustness becomes positive

-05 L 1 1 1 ] 1 1
0 5 10 15 20 25 30 35 40

Fig. 6 Output of a simulation and online computation of lower and upper bounds of robustness for the fuel
control model. Note that in this example, we set the maximum interval robustness to [—0.5, 0.5]. In this run,
simulation could have been stopped early shortly after t = 30 s, when interval robustness becomes positive,
or at t = 33.5 s when the interval becomes singular, i.e., robust satisfaction is deterministically known. Note
that the horizon of the formula is 35 s. (Color figure online)

6.2 Diesel engine model (DEM)

The first case study is an industrial-sized Simulink®model of a prototype airpath system
in a diesel engine. The closed-loop model consists of a plant model describing the airpath
dynamics, and a controller implementing a proprietary control scheme. The model has more
than 3000 blocks, with more than 20 lookup tables approximating high-dimensional nonlinear
functions. Due to the significant model complexity, the speed of simulation is about 5 times
slower, i.e., simulating 1 s of operation takes 5 s in Simulink®. As it is important to simulate
this model over a long time-horizon to characterize the airpath behavior over extended periods
of time, savings in simulation-time by early detection of requirement violations is very
beneficial. We selected two parameterized safety requirements after discussions with the
control designers, (shown in Eq. (6.2)—(6.3)). Due to proprietary concerns, we suppress the
actual values of the parameters used in the requirements.

Yovershoot (P1) = |:’[a,b] (x <o) (6.2)
(ptrunsient(pZ) = D[u,b](|x| > = (<>[O,d]|x| < 6)) (63)
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Table 1 Experimental results on

DEM Requirement Num. Early Simulation time (h)
Traces Termination Offline Online

Yovershoot (V1) 1000 801 33.3803 26.1643

Dovershoot (V2) 1000 239 33.3805 30.5923

@overshoot(v3) 1000 0 33.3808  33.4369

Otransient (V4) 1000 595 33.3822 27.0405

Orransient (V5) 1000 417 33.3823 30.6134

Property @overshoor With parameters p1 = (a, b, ¢) specifies that in the interval [a, b],
the overshoot on the signal x should remain below a certain threshold c. Property ¢y ansient
with parameters p» = (a, b, ¢, d, e) is a specification on the settling time of the signal x. It
specifies that in the time interval [a, b] if at some time 7, |[X| exceeds c then it settles to a
small region (|x| < e) before ¢ 4 d. In Table 1, we consider three different valuations vy, vs,
v3 for py in the requirement @,yershoor (P1), and two different valuations vy, vs for p2 in the
requirement Qansiens (P2)-

The main reason for the better performance of the online algorithm is that simulations
are time-consuming for this model. The online algorithm can terminate a simulation earlier
(either because it detected a violation or obtained a concrete robust satisfaction interval), thus
obtaining significant savings. For @,yershoor (V3), we choose the parameter values for a and
b such that the online algorithm has to process the entire signal trace, and is thus unable to
terminate earlier. Here we see that the total overhead (in terms of runtime) incurred by the
extra book-keeping by Algorithm 2 is negligible (about 0.1%).

6.3 CPSGrader

CPSGrader [6,16] is a publicly-available automatic grading and feedback generation tool
for online virtual labs in cyber-physical systems. It employs temporal logic based testers to
check for common fault patterns in student solutions for lab assignments. CPSGrader uses
the National Instruments Robotics Environment Simulator to generate traces from student
solutions and monitors STL properties (each corresponding to a particular faulty behavior)
on them. In the published version of CPSGrader [16], this is done in an offline fashion by
first running the complete simulation until a pre-defined cut-off and then monitoring the STL
properties on offline traces. At a step-size of 5 ms, simulating 6 s of real-world operation of the
system takes 1 s for the simulator. When students use CPSGrader for active feedback genera-
tion and debugging, simulation constitutes the major chunk of the application response time.
Online monitoring helps in reducing the response time by avoiding unnecessary simulations,
giving the students feedback as soon as faulty behavior is detected.

‘We evaluated our online monitoring algorithm, on the traces and STL properties used in the
published version of CPSGrader [6,16]. These traces are the result of running actual student
submissions on a battery of tests. For lack of space, we refer the reader to [16] for details
about the tests and STL properties. As an illustrative example, we show the keep_bump
property in Eq. 6.4:

Pxreep_bump = Q10,60100,5) loump_right(¢) Vv bump_left(r)) (6.4)

This formula encodes the behavior that less than 60 s from the beginning of the simulation,
either the right bump sensor or the left bump sensor stays on for at least 5 s, which indicates
that the robot is likely stuck against an obstacle.
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Table 2 Evaluation of online monitoring for CPSGrader

STL test bench Num. Early Sim. time (mins) Overhead (s)

Traces Termination Offline Online Naive Algorithm 2
avoid_front 1776 466 296 258 553 9
avoid_left 1778 471 296 246 1347 30
avoid_right 1778 583 296 226 1355 30
hill climbg 1777 19 395 394 919 11
hill climby 1556 176 259 238 423
hill climbg 1556 124 259 248 397
filter 1451 78 242 236 336
keep_bump 1775 468 296 240 1.2 x 10* 268
what_hill 1556 71 259 253 1L9x10*  15x10°

Each STL test bench has an associated STL property

For each STL property, Table 2 compares the total simulation time needed for both the
online and offline approaches, summed over all traces. For the offline approach, a suitable
simulation cut-off time of 60 s is chosen. At a step-size of 5 ms, each trace is roughly
of length 1000. For the online algorithm, simulation terminates before this cut-off if the
truth value of the property becomes known, otherwise it terminates at the cut-off. Table 2
also shows the monitoring overhead incurred by a naive online algorithm that performs
complete recomputation at every step against the overhead incurred by Algorithm 2. Table 2
demonstrates that online monitoring ends up saving up to 24% simulation time (>10% in a
majority of cases). The monitoring overhead of Algorithm 2 is negligible (< 1%) as compared
to the simulation time and it is less than the overhead of the naive online approach consistently
by a factor of 40-80x.

7 Conclusion

STL is aconvenient and versatile specification language for monitoring complex requirements
or specifications for CPS. Its robust semantics provides information complementing the usual
Boolean Yes/No satisfaction answer that can be instrumental at the design, verification or
runtime phase. Being able to compute it online, i.e., as simulations or the actual system run, is
thus a highly desirable feature, for which this paper proposes an efficient and sound solution.
The key idea is the concept of interval robustness, which provides conservative bounds for
the robust satisfaction of a formula by a behavior at all time instants. We showed how robust
intervals can be computed efficiently and using only bounded memory. As future work, we
will propose and implement new algorithms for monitoring piecewise linear signals specified
and investigate other quantitative semantics, e.g., as in [22], and possible efficient hardware
implementations based on FPGA, in the spirit of [13].
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