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This special Issue of Information Systems Frontiers, dedicated
to the memory of H. Jeff Smith (Keil et al. 2019), contains a
selection of manuscripts originally accepted for the ICIS 2018
track on Cyber Security, Privacy and Ethics of IS. Authors of
all manuscripts accepted into the ICIS track were invited to
submit revised versions of their manuscripts for peer-review at
the journal. Six manuscripts were eventually chosen for this
issue. The manuscripts encompass multiple methodologies
(including meta-analysis, expert interviews, and
experiments) and a plurality of topics (from information secu-
rity compliance to the impact of data regulation on innovation;
from identity theft to consumers’ perceptions of information
security). Together, they encapsulate and showcase the rich-
ness and variety of contemporary IS research at the intersec-
tion of security, privacy, trust, and ethics.

Three of the manuscripts focus on consumers’ attitudes,
behaviors, or reactions to privacy, security, and ethical issues
in digital environments.

Ayaburi et al. (2019) present a study on individuals’ self-
regulation and habitual use of technology in unknown wire-
less networks use contexts. Their study asserts that regular use
of' wireless networks under deficient self-regulation (DSR) has
created many negative outcomes, and few studies have expli-
cated factors leading to such outcomes. To address this, the
authors develop a conceptual self-regulation model that ex-
plains the antecedents and consequences of DSR and test the
model using a survey instrument. Their findings suggest that
DSR is a good predictor of individuals’ habits (routine and
automatic) of using technology in the wireless context. DSR
increases the propensity to consciously or unconsciously con-
nect to wireless networks habitually.
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In a related work, Mohr and Walter (2019) shed light on
how consumers form their perceptions of information security
while buying goods online. Existing research has mainly fo-
cused on how information security concerns affect online be-
havior and online shopping. Using an Elaboration Likelihood
model (ELM), the authors perform an exploratory and
experimental study, dissecting the paradoxical security
behavior and transfer of trust attitude that customers exhibit
while shopping online. Their findings indicate that customers
form their trusting beliefs towards a previously unknown
retailer through the peripheral route of ELM based on
technology or website sophistication, and that they transfer
their trusting beliefs from the retailer to the trust expectation
that their information will be secure.

Finally, Walsh et al. (2019) study consumers’ fear of online
identity theft (FOIT). Their study validates a previous scale
(developed for the German context) in a cross-cultural setting,
and also proposes an abbreviated version of the scale. The
manuscript addresses two important issues. One is to better
understand consumers’ fear of online identity theft - a psycho-
logical barrier that can affect consumers’ online decisions. A
second issue is methodological: as cross-cultural analyses are
of increasing importance in contemporary privacy and securi-
ty research, the authors’ efforts to test and increase the reli-
ability, validity, and cross-national applicability of a measure-
ment scale (namely, the FOIT scale) are of particular
significance.

Three other manuscripts concentrate instead on firms’ be-
havior, focusing on security compliance behavior, the security
divide between SME and large companies, and the impact of
privacy regulation on innovation.

Trang and Brendel (2019) examine the applicability of
deterrence theory in information security policy compliance
research. Their study echoes the concerns of information
security mangers in enforcing information security policy
(ISP) in relation to both employee negligence and intentional
insider breaches. The authors indicate the inconsistences sur-
rounding the support of deterrence theory for predicting ISP
compliance behavior. The paper focuses on insiders’
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compliance with information security policies and performs
a meta-analysis of correlated literature on deterrence theory
and ISP compliance behavior. Per the results of their
analyses two aspects stand out. First, sanction severity and
sanction certainty have significant influence while sanction
celerity exhibits low effect on security compliance behavior.
Secondly, in malicious contexts, cultures with a high degree
of power distance, and cultures with a high uncertainty
avoidance, deterrence theory is a suitable predictor of
deviant behavior.

Heidt et al. (2019) investigate the security divide between
SME and large companies. Given the significant relevance of
SME for both the economy and society, the authors advocate
that organizational IT security research needs to take the
characteristics of SME into cognizance. The study proposes
a framework that captures how internal SME-specific firm
characteristics or external pressures and barriers affect their
IT security investments. Based on 25 expert interviews and
analyses of interview transcripts the authors find that limited
resources, management style and personality of the manag-
ing director have profound effects on IT security decisions.
The manuscript offers relevant discussions on trust-based
relationships and the impactful role of affective and experi-
ential factors in decision-making processes of potential
customers.

Martin et al. (2019) embark on an analysis into the timely
debate over the impact of privacy regulation on innovation.
Against the backdrop of repeated claims that stricter regula-
tion penalizes firms, the authors point out a relative lack of
empirical evidence investigating the actual impact of data
regulation on firms. Their study focuses on the introduction
of the EU General Data Protection Regulation (GDPR). The
authors use a multiple-stage semi-structured interviews ap-
proach (interviewing lawyers, senior managers in start-ups,
and other intermediaries). Their findings paint a complex and
nuanced picture: the authors identify and distill a set of likely
responses of firms to GDPR, some of them positive and
some negative from the standpoint of innovation. In essence,
data regulation can simultaneously stimulate and constrain
innovation.

We thank the various AEs (listed below) and referees who
have given much of their time to comment on the papers and
have shepherded the papers in this special issue towards pub-
lication. We also thank Angela Sasse, Ruhr University
Bochum in Germany, who was a co-Track chair of the
Cyber Security, Privacy and Ethics track for ICIS 2018 and
who had to step out of the guest editor role for personal rea-
sons. H. Raghav Rao, of the University of Texas at San
Antonio, another co-Track chair at ICIS 2018 in San
Francisco rendered invaluable help in bringing the special
issue to fruition. Finally we thank Heng Xu of American
University who was involved in this issue from the very start
and was the igniting force behind it.
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