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Editorial:

Mobile networks and applications are currently developing at
a rapid pace due to the increasing relevance of mobile IoT in
strategic scenarios such as Smart Cities, Intelligent
Transportation and Industry 4.0. Novel digital technologies will
enable cities and industry to streamline their infrastructures,
which will improve the inhabitants’ well-being, boost their pro-
duction processes, and provide efficient and scalable logistics
while maintaining the ever increasing demand for green and
eco-friendly technological standards. However, this rapid growth
of distributed connected mobile systems will pose a challenge on
how to protect mobile devices and preserve the privacy of the
users. Preventing malware attacks, remote hijacking, DDoS at-
tacks, or traffic analysis and user profiling will be of paramount
importance to protect applications and platforms functionality
and preserve user privacy. This special issue focuses on novel
security and privacy solutions for mobile applications and plat-
forms addressing the important challenges in the Smart City
scenario and presenting novel research or experimental results.
The selected papers focus on different topics covered under the
umbrella of Smart City concept such as: Lightweight security
mechanisms for IoT; Blockchain-based IoT security; Physical-
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layer security; Security and privacy for mobile devices;
Cybersecurity for Cyber Physical Production Systems (CPPSs);
among others.

This special issue features seven selected papers with high
quality. The first article, “Reliable Data Analysis through
Blockchain based Crowdsourcing in Mobile Ad-hoc Cloud”,
authored by Saqib Rasool, proposed a blockchain based reputa-
tion system for detection of malicious nodes in crowdsourcing,
and provides a comprehensive analysis of this technical challenge
together with experimental results of the proposed approach.

The second article titled “An Autonomous Host-based
Intrusion Detection System for Android Mobile Devices”,
authored by Jose Ribeiro, presented a novel approach based on
machine learning and statistical analysis for the detection of ma-
licious software in mobile devices, and caters for its Android
implementation. In the fourth article, “AdDroid: Rule based
Machine Learning Framework for Android Malware Analysis”
also focuses on the same problem of malware detection and
propose machine learning leveraged by feature selection and ex-
traction techniques to improve performance, with a low-complex
implementation that enables real-time analysis.

In the third article with the title “A Physical-Layer Key
Distribution Mechanism for IoT Networks”, the authors focus
on constrained IoT networks and propose physical layer security
as a lightweight approach for key distribution mechanisms.
Although physical layer security has been widely studied as a
lightweight approach to transmit confidential information, au-
thors in this article propose physical layer security for symmetric
key agreement between multiple entities. In the fifth article,
“Secrecy Performance in the Internet of Things: Optimal
Energy Harvesting Time Under Constraints of Sensors and
Eavesdroppers”, authors also focus on physical layer security
for [oT networks, namely wireless sensor networks powered with
energy harvesting technologies. This paper focuses on the wire-
less communication between power transfer units and sensing
nodes, and the influence of passive attacks performed by mali-
cious nodes eavesdropping the communications.

The articles “Cryptanalysis of Merkle-Hellman cipher using
parallel genetic algorithm”, authored by Nedjmeddine Kantour
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and “IBEET-RSA: Identity-Based Encryption with Equality Test
over RSA for Wireless Body Area Network” by Mohammed
Ramadan provide novel cryptographic schemes to enable data
confidentiality using public key cryptography and identity-based
cryptography respectively.
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