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Which verification qubits perform best for secure communication in noisy channel?
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In secure quantum communication protocols, a set of single qubits prepared using 2 or more mutu-
ally unbiased bases or a set of n-qubit (n ≥ 2) entangled states of a particular form are usually used
to form a verification string which is subsequently used to detect traces of eavesdropping. The qubits
that form a verification string are referred to as decoy qubits, and there exists a large set of different
quantum states that can be used as decoy qubits. In the absence of noise, any choice of decoy qubits
provides equivalent security. In this paper, we examine such equivalence for noisy environment (e.g.,
in amplitude damping, phase damping, collective dephasing and collective rotation noise channels)
by comparing the decoy-qubit assisted schemes of secure quantum communication that use single
qubit states as decoy qubits with the schemes that use entangled states as decoy qubits. Our study
reveals that the single qubit assisted scheme perform better in some noisy environments, while some
entangled qubits assisted schemes perform better in other noisy environments. Specifically, single
qubits assisted schemes perform better in amplitude damping and phase damping noisy channels,
whereas a few Bell-state-based decoy schemes are found to perform better in the presence of the
collective noise. Thus, if the kind of noise present in a communication channel (i.e., the charac-
teristics of the channel) is known or measured, then the present study can provide the best choice
of decoy qubits required for implementation of schemes of secure quantum communication through
that channel.

I. INTRODUCTION

In 1984, Bennett and Brassard first proposed an indigenous quantum key distribution (QKD) protocol [1] (BB84
protocol) that can provide unconditional security, a feature which is considered to be unachievable in classical cryp-
tography. Since this pioneering work of Bennett and Brassard, the issue of unconditionally secure communication
using the principles of quantum mechanics has been extensively studied both theoretically and experimentally [1–4].
Initial proposals for secure quantum communication were limited to QKD [1–4]. However, later on several schemes
for secure quantum communication tasks other than QKD have been proposed. For example, schemes were proposed
for quantum secret sharing [5], quantum key agreement [6], quantum secure direct communication (QSDC) [7–10],
deterministic secure quantum communication (DSQC) [11–18]. All these schemes of secure quantum communication
can be broadly divided in two classes:

Class 1: Conjugate-coding-based schemes or BB84 type schemes, where 2 or more mutually unbiased bases (MUBs)
are used to provide security. Specifically, these schemes provide security by utilizing the inability of the eavesdropper
to perform simultaneous measurement in two or more MUBs. However, this is not a unique way to achieve the
unconditional security, which can also be achieved using a single basis for both eavesdropping checking and encoding-
decoding of information. This point was first noted by Goldenberg-Vaidman (GV) [4] who proposed first orthogonal-
state-based protocol for QKD, which is now known as GV protocol, leading to a second class of communication
protocols.

Class 2: Orthogonal-state-based protocols invoke a single basis for encoding, decoding and eavesdropping check.
An excellent example of orthogonal-state-based protocol is GV protocol. In this protocol, the security is obtained
from duality, i.e., by making the special basis unavailable to Eve, so that, her measurements will leave a detectable
trace [19–21]. Here, by special basis, we mean a basis set that includes the initial quantum state or the state to
be measured as a basis element (basis set used to prepare the initial state) as any measurement using this basis
will lead to a deterministic result. Some of the present authors had shown in the recent past that the security of
the orthogonal-state-based protocols with multipartite state arises due to monogamy of entanglement [19–21]. The
security of these schemes does not depend on conjugate coding and thus these protocols establish that conjugate
coding is not essential for secure quantum communication. Due to this fact, these schemes are extremely appealing
from the perspective of the foundational aspects of quantum mechanics.

We wish to note that in the schemes of both the classes, a set of qubits (that constitute the verification string) are
measured by the authorized users to detect the presence of Eve. These qubits which are only used for eavesdropping
check and thus cannot be employed for communication of a message and/or key distribution. Such qubits often
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referred to as decoy qubits or extra qubits as they are not directly used for communication of a message. Originally,
the concept of decoy qubit (in context of QKD) was introduced with a slightly different purpose. In fact, it was
introduced as a set of extra (in the sense that they are not used for communication of message or generation of keys)
qubits which are intentionally prepared as multi-photon pulses and randomly mixed with single photon pulses (some
of which will be used for communication or key generation) to differentiate between eavesdropping and channel noise
and to circumvent photon number splitting (PNS) attack [22]. Such decoy-qubit-based schemes of secure quantum
communication have been experimentally realized by various groups [23–27]. Specifically, the first experimental
realization was reported in 2006 [23]. Subsequently, a long distance QKD scheme in optical fiber [24] and free-space
[25] has also been implemented. Apart from weak coherent lights QKD schemes using polarization-based [26] and
parametric down conversion-based [27] decoy states have also been experimentally implemented. A modified notion
of decoy qubits [19, 20, 28–32] was later used in DSQC and QSDC protocols, where the decoy qubits were viewed as
(extra) qubits that were used only to detect the presence of Eve. This modified notion of decoy qubit is used in this
work.

Various quantum states have been used to form verification strings for eavesdropping checking in schemes of secure
quantum communication. For example, in BB84 protocol and in a large class of BB84-type protocols (such as Ping-
pong protocol in original form [8], LM05 protocol [10], DLL protocol [28], CL [33], etc.), a random sequence of single
qubit states prepared in {|0〉, |1〉} and {|+〉, |−〉} bases is used as decoy qubits. If Eve measures all the travel qubits
then she will choose half of the time wrong basis, which would lead to detectable (25 percent) errors if the receiver
compares his measurement outcomes with the state prepared by the sender for those cases where the same basis set
is used by the sender and the receiver. Recently, some of us were involved in a few works where we have established
that the original GV protocol can be generalized to multipartite cases, and Bell states can be used as decoy qubits
[19, 20, 31]. To be precise, n copies of a specific bell state (say, |ψ+〉) are used as decoy qubits and Alice (the
sender) uses permutation of particles (PoP) technique to spatially separate the entangled particles. This geographical
separation makes the special basis unavailable to Eve. Consequently, an attempt for eavesdropping will leave enough
detectable traces at the receiver’s end. Specifically, an eavesdropping effort will cause entanglement swapping in the
travel qubits, which will give other Bell states (other than |ψ+〉) as well in the Bell measurement at the receiver’s end
[34–36]. Further, entanglement swapping is not a characteristic of Bell states only, but can also be observed in all the
entangled states. Recently, a similar strategy has been proposed using cluster state [37, 38], which the authors claimed
to be an improved scheme. As the security of the schemes that uses cluster state as decoy qubits is also achieved using
entanglement swapping, the idea can be extended to use other multiqubit entangled states as verification qubits. In
fact, all these eavesdropping checking techniques are equivalent, in the sense that they can be replaced by one another
without affecting the security of the protocol [19–21].

It is already established that to achieve the unconditional security for a decoy-qubit-based scheme, half of the qubits
that travel through the channel accessible to Eve are required to be checked for eavesdropping [39]. So, ideally, in
QKD protocols, if the sender (Alice) wishes to make a key of n bits she will have to use 2n qubits, out of which n
qubits are decoy qubits, i.e., n qubits are required to be measured for eavesdropping checking. The number of decoy
qubits will further increase with the number of parties involved in a quantum key agreement protocol due to increase
in the number of communication channels. Thus, in secure quantum communication protocols, the same number of
decoy qubits are used as the number of message encoded qubits in each step of quantum communication.

In the ideal conditions, in QKD and other schemes of secure quantum communication protocols, if the calculated
error rate in eavesdropping checking step is below a tolerable limit, the parties taking part in the protocol proceed to
the next step. Otherwise, they discard the protocol and start afresh. Hence, the decoy qubits play an important role
in secure quantum communication. It is known that in the ideal situation, when communication channel is not noisy,

any set of allowed decoy qubits provides an equivalent amount of security. However, in a practical situation, the decoy
qubits may interact with the environment, which may lead to decoherence, and thus the decoy qubits obtained at the
receiver’s end may not be exactly what were expected in the absence of noise. In such a scenario, it will be difficult
to distinguish between the disturbance induced due to eavesdropping and the noise present in the channel. It would
then be very interesting to examine the aforementioned equivalence of security irrespective of the choice of the decoy
qubits when the communication channel is noisy. This simply made the motivation of the present work.

In this paper, we study the effects of different kinds of noise models, such as, amplitude damping (AD), phase
damping (PD), collective dephasing (CD) and collective rotation (CR) noise models, on different kind of decoy qubits
that are proposed to be used to form verification string for eavesdropping detection. This specific choice of the noise
models is reasonable as both amplitude damping and phase damping noise models are extremely relevant in quantum
optics and quantum communication. Further, these two noise models have also been experimentally verified in the
recent past [40]. Moreover, the collective noise model considers a coherent effect of noise on the travel qubits if the
time delay between the photons is smaller than the variation of noise. The collective noise models (i.e., CD and
CR) are important in those situations where we can consider that all the decoy qubits almost simultaneously travel
through a noisy channel [41]. Here, we have compared the effects of noise on decoy qubits in terms of the fidelity
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of the decoy qubits prepared at the sender’s end and the decoy qubits obtained at the receiver’s end by considering
various noisy quantum channels through which the decoy qubits travel, if no eavesdropping has been attempted.

This paper is organized as follows. In Section II, we summarize the various decoy-qubit-based strategies adopted
so far in the literature. We studied and compared the effect of various kinds of noises on the decoy qubits in Section
III and plotted the fidelities obtained for different choices of decoy qubits with the noise parameters. We summarize
and conclude our results in Section IV.

II. VARIOUS STRATEGIES FOR DETECTION OF EAVESDROPPING USING DECOY QUBITS

The security in different quantum cryptographic protocols arises from information versus disturbance trade-off
which, in turn, determines the tolerable error limit for the sender and receiver [30]. In this section, we briefly discuss
three types of strategies (usually referred to as subroutines) for detection of eavesdropping. These strategies differ
from each other mainly on the choice of decoy qubits. Specifically, in what follows, we discuss (i) BB84 subroutine,
(ii) GV subroutine, and (iii) cluster-state-based subroutine.

In BB84 subroutine, the sender uses two or more MUBs (say, {|0〉, |1〉} and {|+〉, |−〉}), i.e., uses conjugate coding to
prepare the decoy qubits randomly in {|0〉, |1〉} or {|+〉, |−〉} basis. After an authentic acknowledgment of the receipt
of all the particles from the receiver, the sender announces the relevant positions of the decoy qubits. Subsequently,
the receiver measures all the decoy qubits randomly in either of the basis they were prepared and finally announces
the basis chosen for the measurements and the obtained outcomes along with the positions of the respective decoy
qubits. The sender now compares the initial state of the decoy qubits with the receiver’s outcomes only in those cases
where the receiver chooses the same basis as the sender had chosen to prepare that particular decoy qubit. Ideally,
only in the absence of eavesdropping the outcomes of the sender and receiver should match. Thus, by choosing two
or more non-orthogonal states as decoy qubits, the disturbance induced due to Eve’s measurements can be detected.
This form of security can also be attributed to no-cloning theorem along with the indistinguishability of the two
non-orthogonal states [20, 30].

In GV subroutine, instead of MUBs used in BB84 subroutine, one of the Bell states is used as decoy qubits.
This subroutine runs as follows; once the receiver acknowledges the receipt of both the message and the decoy
qubits, the sender discloses the positions of the decoy qubits, so that, the receiver can perform Bell measurements
on them which can detect the presence of Eve. Precisely, the disturbance at the receiver’s end will be detected
due to entanglement swapping caused by Eve’s measurement. This is because, Eve has no knowledge about which
two particles are entangled, and this ignorance may lead her to perform Bell measurement on the wrong pair of
particles, causing entanglement swapping. Consequently, at the receiver’s end, Bell measurement on the right pair
of entangled decoy qubits will result in the Bell states other than the one prepared by the sender as decoy qubits.
Unlike BB84 subroutine, the security arises due to geographical or temporal separation of individual particles, which
makes the special basis unavailable to Eve. It would be apt to mention here that the security based on the detection
of Eve due to entanglement swapping caused by her measurement can also be achieved for multi-qubit entangled
states. The security for the schemes involving two or multi-qubit entangled states as decoy qubits is obtained by
the monogamy of quantum entanglement [19, 21]. However, the generation of Bell states is relatively easier than
multipartite entanglement, which has made Bell-state-based GV subroutine widely accepted.

In the cluster-state-based subroutine, the cluster states are used as decoy qubits. In Refs. [37, 38], it is claimed
that the cluster-state-based scheme for eavesdropping detection is more efficient than others. The cluster state is a
four qubit entangled state given by

|ψ〉cluster =
1

2
(|0000〉+ |0011〉+ |1100〉 − |1111〉) . (1)

It is evident that the security of protocols that use cluster-state-based subroutine rely on the same principle as is
used in GV subroutine. A nice technique to achieve this geographical separation of the entangled particles is PoP
introduced by Deng and Long [42] in 2003. Since then many PoP-based protocols have been proposed, where the
security is achieved using Bell or cluster states as decoy qubits ([19, 21, 29, 31, 32] and references therein). In fact, any
entangled state could have been used in this technique to facilitate the security, but the generation and maintenance of
multi-qubit entangled states is certainly more difficult than that of the Bell states or single qubit states. Further, the
generation of single qubit states is easier than that of the Bell states. This fact is the prime reason for the prominent
use of the single-qubit-based BB84 subroutine.

We have already mentioned that the security of the protocols for secure quantum communication remains unchanged
even if one switches between different subroutines - a fact, that has been established in Refs. [20, 30], where different
versions of quantum communication protocols are discussed using both BB84 and GV subroutine. It is further
established that the qubit efficiency remains unchanged even if we change the subroutine adopted for security.



4

Note that, in an ideal communication channel, the security in all the decoy qubit assisted schemes lies in the fact
that any attempt of eavesdropping will leave detectable trace at the receiver’s end. However, the presence of noise
can also lead to a mismatch at the receiver’s end. It is then of deep interest to study the range of decoy qubit
assisted protocols in the presence of noisy channels. This simply sets the motivation to study systematically the effect
of different noise models on the various quantum states that have been used to form verification strings in various
protocols of quantum communication.

III. THE EFFECT OF VARIOUS KIND OF NOISES ON DECOY QUBITS

We now study the effect of the interaction of the decoy qubits with the environment using different noise models.
For this purpose, we consider a few specific noise models, such as, the AD, PD channels and two kinds of collective
noise channels, viz., the CD and CR noise channels. In order to study the effect of noise on various strategies of
decoy qubits, we employ a method recently adopted in the works of some of the present authors [32, 43]. Let us first
summarize the method that was used in Refs. [32, 43] for various noise models. In order to this, let us consider the
density matrix for the initial quantum state ρ = |ψ〉〈ψ|, where |ψ〉 is an n qubit pure quantum state. Now, to study
the effect of AD and PD noises, the transformed density matrix in the presence of AD or PD channels can be written
as

ρk =
∑

ij

Ek
i1
⊗ Ek

i2
⊗ · · · ⊗ Ek

ij
⊗ · · · ⊗ Ek

in
ρ
(

Ek
i1
⊗ Ek

i2
⊗ · · · ⊗ Ek

ij
⊗ · · · ⊗ Ek

in

)†
, (2)

where Ek
ij

are the suitable Kraus operators for AD or PD channels which will be explicitly mentioned later and k
denotes A or P for AD or PD channels, respectively. However, while considering collective noise models, the evolution
of the density matrix of an n qubit pure quantum state ρ = |ψ〉〈ψ| can be expressed as

ρk = U⊗n
i ρU †⊗n

i , (3)

where the subscript k denotes D or R for CD or CR noise channels, and Ui is a 2× 2 unitary matrix (which operates
on a single qubit) for either CD or CR noise channels.

Since, in the absence of any noise and eavesdropping, the expected quantum state at the receiver’s end is same as
that at the sender’s end, i.e., ρ = |ψ〉〈ψ|, the effect of noise can be determined by comparing it with the quantum
state ρk obtained in the presence of noisy channels. For this comparison, we can use fidelity, which is defined as [44]

F = 〈ψ|ρk|ψ〉. (4)

Here, it would be apt to mention that the expression of fidelity considered in Eq. (4) is slightly different from the

conventional expression. Conventionally, fidelity of two quantum states ρ and σ is defined as Fc(σ, ρ) = Tr

[

√

σ
1

2 ρσ
1

2

]

.

Here, we have introduced a subscript c to distinguish the conventional definition of fidelity from the one that is used
in this paper. Clearly, for an ideal channel, the value of the F should be unity. In what follows, we shall examine the
effect of different kinds of noises in the communication channels using fidelity.

As mentioned earlier, in this paper, we consider the AD, PD channels and two kinds of collective noise channels, viz.,
the CD and CR noise channels. We know that BB84 subroutine uses random strings of {|0〉 , |1〉 , |+〉 , |−〉} as decoy
qubits, while the same task in GV and cluster-state-based subroutines is performed using one of the Bell states and
four qubit cluster state, respectively. So, we can easily infer that we require at least four qubits in BB84 subroutine
and two Bell states in GV subroutine to compare the BB84 and GV subroutines with the four-qubit cluster-state-based
subroutine. Further, as in the BB84 subroutine random strings of {|0〉 , |1〉 , |+〉 , |−〉} are used, to compare it with the
other two subroutines the average of all possible 256 cases is obtained. The fidelity for various types of decoy qubits,
when they are subjected to different noise models, are obtained and summarized in Table I. The detailed analysis of
the results obtained is discussed in following subsections.

A. Effect of amplitude damping (AD) noise

We first consider the effect of AD noise in the quantum state ρ. In the AD noise, a dissipative interaction between
a system and its environment is considered. Specifically, the environment is considered as a vacuum bath, i.e., a bath
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Type of Decoy Fidelity

subroutine qubits In AD channel (FA) In PD channel
(FP )

In CD channel
(FD)

In CR channel
(FR)

BB84
subroutine

Average
of

{|0〉 , |1〉 ,
|+〉 , |−〉}

1

256
(3 +

√
1− ηA − ηA)

4 1

256
(−4 + ηP )

4 1

256
(3 + cos φ)4 cos8 θ

∣

∣ψ+ψ+
〉

1

4

(

2− 2ηA + η2A
)2

cos4 φ 1
GV

∣

∣ψ−ψ−
〉

cos4 2θ
subroutine

∣

∣φ+φ+
〉

(−1 + ηA)
2 1

∣

∣φ−φ−
〉

1

4

(

2− 2ηP + η2P
)2

1
Cluster-

state-based
subroutine

|ψ〉
cluster

in Eq.
(1)

1

4
(4− 8ηA + 6η2A − 2η3A + η4A) cos4 φ cos8 θ

Table I: The expressions of the fidelities in various noise channels for different subroutines adopted for security checking. Here,
the subscript J in the fidelity FJ denotes the noisy channels corresponding to AD, PD, CD, and CR noises.

at zero temperature without any squeezing, and the interaction causes loss of energy (photon) [39, 45, 46]. Such a
noise is characterized by the following Kraus operators [39, 45, 46]

EA
0 =

[

1 0
0

√
1− ηA

]

, EA
1 =

[

0
√
ηA

0 0

]

, (5)

where ηA (0 ≤ ηA ≤ 1) is the decoherence rate and describes the probability of error due to AD channel. In quantum
optics and quantum communication, effect of AD noise is investigated very frequently ([32, 40, 43, 44, 47–50] and
references therein). For example, recently the effect of AD channels is studied in the context of nonclassical behavior
of spin systems with open quantum system effects [47], controlled secure and insecure quantum communication
[32, 43, 44], entanglement sudden death [48], and protecting remote bipartite entanglement subjected to this noise
[49]. It is interesting to note that a spin chain acts as an AD channel for quantum communication through it [51].
Further, a set of experiments related to AD noise has also been carried out [40]. These works [32, 40, 43, 47–50] have
clearly established the importance of AD noise and justifies our effort to study the effect of AD noise on decoy qubits.
A similar logic is applicable to the other noise models studied here.

The effect of AD noise on different types of decoy qubits is calculated here by using the fidelity formula given in
Eq. (4) and the computed analytic expressions of the fidelities that are summarized in Table I. We find that while
using GV subroutine the fidelity for same parity states is the same, i.e., the fidelity remains the same whether one

uses |ψ+〉 or |ψ−〉 (|φ+〉 or |φ−〉) Bell states, where |ψ±〉 = |00〉±|11〉√
2

and |φ±〉 = |01〉±|10〉√
2

.

The variation of the fidelities with decoherence rate (ηA) for various decoy qubits when subjected to the AD noise
are illustrated in Fig. 1. It can be observed from the figure that for ηA ≤ 0.5, BB84 subroutine produces the
maximum fidelity and hence is preferable. It can also be seen that fidelity for |ψ±〉 (|φ±〉) decoy qubits is always
greater (less) than the same for the cluster state. Following a similar approach, the interaction of the decoy qubits
with a thermal bath, i.e., finite temperature bath, can also be investigated using generalized amplitude damping noise
model [39, 46, 47], which can further be extended to the interaction with non-zero squeezing bath called squeezed
thermal bath, and can be studied as decoy qubits exposed to squeezed generalized amplitude damping channel [46, 47].

B. Effect of phase damping (PD) noise

Let us now consider the effect of PD channel on different kinds of decoy qubits. In the PD noise, an interaction
without loss of energy is considered between a system and its environment. Specifically, the effect of the environment
is considered to vanish the off-diagonal terms of the density matrix, which leads to mixedness of the state. This is
considered as a most natural kind of noise model [39, 45] and is rigorously studied in contexts of various protocols of
quantum communication ([32, 43, 44, 48, 52] and references therein) and models of quantum optics ([40, 48, 53] and
references therein). The PD noise model is characterized by the following Kraus operators [39, 45]

EP
0 =

√

1− ηP

[

1 0
0 1

]

, EP
1 =

√
ηP

[

1 0
0 0

]

, EP
2 =

√
ηP

[

0 0
0 1

]

, (6)
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Figure 1: (Color online) The fidelity FA for various types of decoy qubits in the presence of AD noise are plotted with the
decoherence rate ηA. The smooth (blue), dotted (red), dashed (magenta), and dot-dashed (cyan) lines correspond to the
fidelities for BB84 subroutine,

∣

∣ψ±
〉

,
∣

∣φ±
〉

and cluster state decoy-qubits-based subroutines, respectively.

where ηP (0 ≤ ηP ≤ 1) is the decoherence rate for the PD channels.
The effect of PD noise on different types of decoy qubits is computed by using the same strategy as was adopted

for the AD noise. The analytic expressions of the fidelities that are computed here are listed in Table I. Interestingly,
it can be seen that the fidelities obtained for GV and cluster-state-based subroutines are the same. This can be
attributed to the fact that in the presence of PD noise, both |0〉 and |1〉 states are affected in the same manner (cf.
matrix form of EP

1 amd EP
2 ). A similar nature can also be observed in the average fidelity with BB84 subroutine

where the fidelity obtained for all the choices of states in both computational and diagonal basis are found to match
exactly.

The variation of the fidelity for different kinds of decoy qubits with decoherence rate (ηP ) are depicted in Fig. 2.
It is observed that BB84 subroutine has larger fidelity than GV and cluster-state-based subroutines. Hence, BB84
subroutine is preferable in the PD noisy environment. Thus, we may note that although entanglement is a costly
resource it does not necessarily help, since in independent (non-collective) noise, the single qubits perfrom better than
entangled decoys.

Figure 2: (Color online) The variation of fidelity FP for various types of decoy qubits in the presence of PD noise are plotted
with the decoherence rate ηP . The smooth blue and dashed red lines correspond to the BB84 subroutine and the rest of the
cases respectively.
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C. Effect of collective dephasing (CD) noise

We now consider the collective noise models to calculate the fidelity for various subroutines. Let us consider a scheme
of secure quantum communication in which all the decoy qubits are transmitted almost simultaneously. In such a
situation, the collective noise assumption [41] is satisfied. An arbitrary collective noise is considered as a situation
in which all the qubits are coupled with the same environment. Interestingly, an arbitrary collective noise channel
has been shown advantageous for entanglement distribution [54]. Further, it is also shown that the singlet state is
decoherence free in an arbitrary collective noise [55]. Let us first consider a CD noise model which is characterized
by [56]

Up |0〉 = |0〉 , Up |1〉 = exp (iφ) |1〉 , (7)

where Up is just a phase gate given by

[

1 0
0 exp (iφ)

]

and φ is the noise parameter that can change with time but is

same at an instant for all the qubits traveling through a noisy channel.
In CD noise, the parity-1 Bell states (|φ±〉) are decoherence free as decoy qubits (cf. Table I). Interestingly, this

result is consistent with the results reported by Li et al. [56], where the authors claimed that these anti-parallel
Bell states form a decoherence free subspace under this particular noise. This fact establishes that the parity-1 Bell
states are best choices of decoy qubits with GV subroutine in CD noisy environment1. As collective noise is one of the
predominant causes of decoherence in the experimental implementation of quantum communication, it is important to
find decoherence-free states, which can protect quantum information from collective noise. Interestingly, decoherence
free nature of a four qubit quantum state used for encoding of a qubit has been experimentally verified by Bourennane
et al. [57] using quantum state tomography. Similar techniques may be adopted to verify the findings of the present
work.

Figure 3: (Color online) The dependence of the fidelity FD on the CD noise parameter, i.e., the phase angle φ, is illustrated
for various types of decoy qubits exposed to CD noise channel. The smooth blue curve and the dashed red line correspond the
BB84 subroutine and

∣

∣ψ±
〉

or cluster state respectively.

For the remaining choices of decoy qubits, the variation of fidelity with phase angle is shown in Fig. 3. Interestingly,
we can observe that when |ψ±〉 are taken as decoy qubits (as in GV subroutine) and in cluster-state-based subroutine,
the fidelity becomes unity for phase angle φ = nπ/2, and it becomes zero for φ = (2n+ 1)π/2. However, the average
fidelity in BB84 subroutine do not show this kind of behavior.

1 Except the parity-1 Bell states, W state is also observed to be decoherence free in CD noise. Here, we restrict our discussion only up to

Bell states. However, we note that W state is also found to be an excellent choice as decoy qubits for a channel with CD noise.
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D. Effect of collective rotation (CR) noise

Now, we consider another collective noise model: the CR noise model, which can be characterized as [56]

Ur |0〉 = cos θ |0〉+ sin θ |1〉 , Ur |1〉 = − sin θ |0〉+ cos θ |1〉 , (8)

where Ur is a unitary rotation given by

[

cos θ − sin θ
sin θ cos θ

]

and θ is the noise parameter that fluctuates with time, similar

to φ in the case of CD noise, but remains the same for all the qubits traveling simultaneously through a noisy channel.
The calculated fidelity expressions for various decoy qubits when subjected to CR noise channels are summarized

in Table I. It can be seen that |ψ+〉 and |φ−〉 states are decoherence free. This is consistent with the results of Ref.
[56]. A detailed analysis of the remaining cases reveals that the average fidelity in BB84 subroutine matches exactly
with the fidelity obtained using cluster states. Similarly, the fidelity of |ψ−〉 and |φ+〉 states are the same. These
two expressions of fidelities are graphically shown in Fig. 4, where we can see that for θ ∈

[

π
3 ,

2π
3

]

average fidelity in
BB84 subroutine approaches to zero, and thus GV subroutine is preferable with |ψ−〉 and |φ+〉 states as decoy qubits.
In contrary, the BB84 subroutine yields higher fidelity in the regions beyond this particular region, i.e., θ ≤ π

3 and

θ ≥ 2π
3 . However, our investigation reveals that GV subroutine with |ψ+〉 or |φ−〉 as the decoy qubits provide us the

best choice for decoy qubits for a channel with CR noise. This is so as the states |ψ+〉 and |φ−〉 are decoherence free
in CR noise.

Figure 4: (Color online) The variation of fidelity with rotation angle θ has been illustrated, when decoy qubits are subjected
to CR noise. The smooth (blue) line represents the BB84 and cluster-state-based subroutine, while the dashed (red) line
corresponds to the GV subroutine with

∣

∣ψ−
〉

and
∣

∣φ+
〉

decoy qubits.

IV. CONCLUSIONS

It is known that in the absence of noise in the communication channels, all the decoy-qubit-based techniques
available for detection of eavesdropping are equivalent. However, in the realistic situations various types of noises
present in the communication channel may challenge this equivalence and thus lead to a preferred decoy state for
a specific type of noise. Keeping that in mind, in this paper, we have investigated the effect of various kinds of
noise models on a set of quantum states that can be used as decoy qubits. Specifically, here, we have developed a
clear strategy for comparison of securities provided by BB84, GV and cluster-state-based subroutines in various types
of noisy environments. The investigation performed using our strategy has yielded several interesting results. For
example, we have observed that the single qubit decoy states used in BB84 subroutine usually perform better in noisy
environments if the nature of interaction between the decoy qubits and the surrounding is not known. However, the
same is not true in general (i.e., if the suitable noise model has been characterized). Specifically, in the presence
of AD noise, the BB84 subroutine is observed to yield largest fidelity up to moderate decoherence rate (ηA < 0.6),
while |ψ±〉 performs better when the decoherence rate becomes very high and get saturated to a value FA = 0.3.
In PD noise model as well, the BB84 subroutine is found to perform much better than the other decoy-qubit-based
subroutines implemented using various entangled states. In fact, all the other schemes investigated here are observed
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to provide the same fidelity in the PD channel. Similarly, for all the cases, where fidelity in the presence of CD noise
depends on the noise parameter (phase angle), all the other schemes except BB84 subroutine are found to provide
the same fidelity. But, no protocol is found to be advantageous in comparison to the other as the expressions of
fidelity are found to be funtion of the parameter φ, unlike |φ±〉 which is a decoherence free state in a CD channel.

For example, for φ = (2n+1)
2 π, BB84 subroutine is found to perform relatively better than the remaining cases, but

for φ = nπ all other subroutines provide maximum fidelity. A similar study in context of CR noise model reveals

that GV subroutine (when fidelity is rotation angle dependent) have maximum fidelity for θ = (2n+1)
2 π whereas both

BB84 and cluster-state-based subroutines provide ideal results only for θ = nπ.
In the above, we have observed that an appropriate choice of quantum state to be used as decoy qubit depends

on the character of the channel (i.e., on which noise is present in the system). This point is illustrated clearly in
the context of GV subroutine, where we have seen that in the presence of AD noise worst choice for decoy qubits
is the states |φ±〉. However, |φ−〉 provides us the best choice for decoy qubits in a noisy channel with CD noise,
CR noise or both the noises. To recognize this interesting fact, we may note that we have observed that in the
presence of CD noise, a decoherence free subspace is formed by the quantum states {|φ±〉}. Thus, in presence of
CD noise, it is clearly beneficial to use one of the states from the set {|φ±〉} as decoy qubits. If Alice and Bob
use one of these Bell states as decoy qubits and the receiver is found to obtain another Bell state on his/her Bell
measurement on the partner particles, that would certainly imply the presence of Eve in the channel. Similarly, we
have observed that for CR noise, a decoherence free subspace is formed by the quantum states {|ψ+〉 , |φ−〉}. Thus,
if the communication channel contains both CD and CR noise, then the best choice for decoy qubits is the singlet
state |φ−〉 state. Specifically, in such a situation we should form a verification string by applying PoP on an initial

string formed as |φ−〉⊗n
. Interestingly, no such preferred state can be found for PD noise as we have observed that in

PD noise, all the entangled states-based subroutines show the same effect on the qubits traveling through the noisy
channel.

The present study also shows that in presence of CR noise, the BB84 subroutine would fail for most of the values
of rotation angle θ (specifically, for π

3 < θ < 2π
3 ) as it yields negligibly small fidelity at the receiver’s end. A similar

behavior is observed with |ψ−〉 and |φ+〉 states for some other values of rotation angle θ. In brief, the present
work provides a clear prescription on how to choose suitable decoy qubits for the preparation of verification string
for performing a secure quantum task through a noisy channel whose characteristics are known. In some cases,
specific types of noise may also be introduced intentionally to improve the security. We conclude the article with an
expectation that experimentalists will find this work useful in designing environment-specific (depending upon which
kind of noisy channel is present) schemes of secure quantum communication.
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