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A set of schemes for secure quantum communication are athlyader the influence of non-Markovian
channels. By comparing with the corresponding Markoviasesait is seen that the average fidelity in all
these schemes can be maintained for relatively longer geid6 time. The effects of non-Markovian noise
on a number of facets of quantum cryptography, such as ques#cure direct communication, deterministic
secure quantum communication and their controlled copatés, quantum dialogue, quantum key distribution,
guantum key agreement, etc., have been extensively igegsti. Specifically, a scheme for controlled quantum
dialogue (CQD) is analyzed over damping, dephasing andlaégiog non-Markovian channels, and subse-
quently, the effect of these non-Markovian channels on thercsschemes of secure quantum communication
is deduced from the results obtained for CQD. The dampedMtkovian channel causes, a periodic revival
in the fidelity; while fidelity is observed to be sustained enthe influence of the dephasing non-Markovian
channel. The depolarizing channel, as well as the othetarkovian channels discussed here, show that the
obtained average fidelity subjected to noisy environmepéedds on the strength of coupling between the quan-
tum system with its surroundings and the number of roundsiahtym communication involved in a particular
scheme.
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I. INTRODUCTION cal quantum communication schemes are aimed to deal with
these problems, when either only single sender holds all the

Quantum cryptography, after its inception in 1984 [1], hasinformation [16] or it is distributed among two of thefn [17].
been flourishing over the last decade. The prime reason i4/¢ May consider another important scenario, where a con-
the possibility of unconditional security, a task unachige  (roller supervises the communication among all the remain-
in the domain of classical physics. This fact and alreadyNd Users, and he can maintain his control by making sure
available marketable products based on quantum cryptogr hat the communication is not accomplished without his con-
phy have motivated further research in this field. To name®€nt [11[18[19]. Further, a scheme for quantum controlled
a few, apart from the initial interest in quantum key disiib COMMunication based on a quantum cryptographic switch has
tion (QKD) [15], various schemes concerning direct commuX€en proposed recently,_ which qllows the_ supervisor to con-
nication (secure communication circumventing the need of /0! éven the amount of information he wishes to share with
prior shared key] [6=1 1], quantum key agreement (QKA) [12],th€ other users in a continuously varying degree([18, 19].
quantum secret sharirlg [13], have been proposed in thetrecen It would be worth s_ummanzmg_that the security ach!eved
past (se€ [14] for details). Specifically, in the direct coumin 1N 2ll the cryptographic schemes is based on the principle of
cation, the receiver may or may not require an additionak-cla SPlitting the whole information in many pieces, and the venol
sical information to decode the message sent by the senddpformation can only be extracted if all the pieces are avalil
depending upon this, the protocol falls under the categbry oable simultaneously. Usually, one of the parties prepanes a
deterministic secure quantum communication (DS [ ntgngled state to _be l_Jsed as a quantum channel and shares
and quantum secure direct communication (QSDI) [6-9], relt with all other parties in a secure way. By secure, we mean
spectively. There is another novel technique of direct comm that @ proper eavesdropping checking technique is employed
nication, quantum dialogue (QD) [15], where both the useréfter inserting the decoy qubits with the entangled quinits t

can send their information simultaneously, with no need of £nSure the absence of Eve. Once this channel is shared the
prior shared key. legitimate parties can securely share their secrets, reithe

All these schemes for secure direct quantum communicat-eleportatlon or encoding their information using Paulap

tion, provide us a vast potential for extension and modificat tions and sending the qubits to the receiver again in a secure

to design protocols required in various real life scenai@se ~ MaNNer- An interesting observation, we would like to exploi

such important facet of quantum cryptography provides—soluhce:re[’) IS tr;]at if we start W'tz a cqtntrolle ql:an”tuth dlalr?gue
tions for maintaining the hierarchy in offices or government( QD) scheme, we can reduce it to aimost all the schemes

in terms of the information accessible to each user. Hi@rarc of secure quantum cqmmunipation. This pointis discussed in
detail in the forthcoming sections.

The feasibility of implementation of various quantum com-
munication schemes when subjected to noisy environment has
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trolled bidirectional remote state preparatior [22], amoth-  protocol (in Sectiofi IITT), a DSQC and QSDC protocols (in
ers, have been considered under the influence of both purefyectior1lI0), a QKA protocol (in SectionIITE), and finally,
dephasing and damping noises. Most of these investigatiorta/o well known QKD protocols (in Sectidn IIF). The QKD
(cf. [18421]) were restricted to the domain of Markovian en-protocols discussed here are well known as BE84 [1] and
vironments|[28,_24], though, some attempts have been mad&BM [5] protocols. The feasibility of all these schemes un-
to study the effects of non-Markovian environments on quanéer the action of non-Markovian channels are also analyzed.
tum communication schemes, such as teleportaltion [25, 26Finally, we conclude the paper in Sect[of IV.
densecodind [26] and entanglement swapping [[27, 28]. The
security of a QKD protocol has also been analyzed over non-
Markovian depolarizing channel [29]. All these attempts-(e I1.  NON-MARKOVIAN NOISE MODELS
cept Ref. [29]) to examine the usefulness of entangledsstate
under the influence of non-Markovian environments were re- We briefly discuss below, a few non-Markovian models that
stricted to insecure quantum communication, where sgcuritare subsequently used to study the performance of various
is not requwed._ However, in the secure guantum communicaguantum cryptographic schemes. The dynamics of a system
tion protocols, it becomes relevant to differentiate th&iutt  interacting with its surroundings can be expressed in terims
bance caused due to eavesdropping and the effects of noiseraus operators as
This sets the motivation for this work, where we wish to an-
alyze the effect of non-Markovian noisy environment con- p(t) = ZKl (t) p(0) K:r (t) 1)
sidering the scenario when no eavesdropping has been at- i
tempted. This would provide a threshold of error due to dis- . .
. : i (see [48] for a review). Here, we use this approach to de-
turbance from a non-Markovian environment; errors exceed: . T Lo o
. . . scribe the dissipative and purely dephasing interactioitts w
ing this could be attributed to the presence of an eavesdrop- : ;
o . . -~ 'hon-Markovian environments. The Kraus operators for the
per. Specifically, we would consider pure dephasing, dagpin . . : .
S . . . : damping noise under non-Markovian effects are given by [31]
and depolarizing interactions with a non-Markovian resgrv

Though entanglement can only be maintained for ﬁltively

longer time due to dephasing non-Markovian interactiof},[30 Ko = 0)(0] + /p[1)(1], Ky =+/1-p0)1], (2

it can show revival under dissipative interactions [31]. wes VP

are essentially using entangled states and entanglement figherep = p (t) = exp (—I't) {cos (L) + Lsin (%)}2 with
vival could be an interesting feature to affect the feasibil d — /24T —T2. Here,T is the line width which depends
of quantum cryptographic schemes, we would like to addres8n the reservoir correla’tion time ~ I'~L; and~ is the cou-

the problem here. pling strength related to qubit relaxation timg ~ v~'. In
Non-Markovian noise has been attracting a lot of interesthe domain of large reservoir correlation time in compariso

from both quantum optics and quantum information commuto qubit relaxation time, memory effects come into play. The

nities, theoretically as well as experimentally. A paralig memory effects are characteristic of non-Markovian nagdire

for studying non-Markovian evolution is the quantum Brown- dissipation. Interestingly, taking = 1 — 7, the results ob-

ian motion [32534]. Specifically, degradation of purity and tained for amplitude damping noise under Markovian regime

nonclassicality of Gaussian states have been studied undgsn be deduced, with being the decoherence rate of ampli-

the effect of non-Markovian channels [35]. Dynamics of en-tude damping channel.

tanglement has been discussed in both discrelel [31, B6-38] Similarly, the Kraus operators for purely dephasing non-

and continuous [39] variable channels. Recently, dynamicfarkovian noise areL_[_$0]

of multipartite entanglement and its protection have bakn a

dressed [40]. The additional problems due to non-Markovian

noise in quantum error correctidn [41] and dynamical deocu- Ko = [0)(0] + p|1)(1], Ky =+/1=p21)(1], (3)

pling [42,[43] have also been discussed in the past. The

non-Markovianity was also characterized from an informa-Wherep = p(t) = exp 3 {t+1 (exp (=I't) — 1. Al ]

tion theoretic approach in terms of quantum Fisher informathe parameters have the same meaning as above. As in the

tion flow [44]. A number of beautiful experiments depict- case qf dissipative noise, the r_esult for the well known pr_las

ing non-Markovian nature of the system-reservoir intéeact damping channel can be obtained from Eg. (3) by consider-

have been performed [45247]. ingp = /1 —n. In what follows, we consider an indepen-

First, the Kraus operators of non-Markovian dissipativé an dent environment for each qubit as it travels through défér
' : P . ; P channels; a similar assumption has been made jni [49, 50].
dephasing noise models are discussed in a concise manner,

(in Sectior(D). In SectiofiTll, we introduce, briefly, a CQD Finally, a non-Markovian depolarizing channel can be de-

. scribed by the Kraus operatofs, = /P;o;, whereoy = 1
scheme[(ll[A) using Bell states and based on the quanturgndois are the three Pauli matrices. TRes should remain

cryptographic switch. Then, we study the effect of non-__ .. o .
Mgfkosiar? noise on the feasibility of th)(/a COD scheme Toposmve to ensure the complete positivity for all value%éf
' nd are given by [51]

qguantify the effect of noise, a distance-based measure know?
as fidelity has been calculated. Next, we reduce the scheme 1
of CQD to design a CDSQC protocol (in Sectionlll B), a QD Pi=7 1+ — Q2 — Q3]
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Py = 1 [1—Q +Q— Q). message by using Pauli operatiqns on the qubits _in sﬁ’j{_lg
4 Subsequently, Bob sends; to Alice, who returns it to him
after encoding her secret message as Bob did. Itis pre-eficid
1 that Pauli operations, X, :Y, andZ correspond to encoded
Ps =7 11— — Q2+ Q] bit values 00, 01, 10, and 11, respectively. Finally, Clearli
discloses the permutation operator, and using this infooma
and Bob performs a Bell measurement on the partner qubits (Bell
pairs). When Bob announces the measurement outcome, both
P, = i (1401 + Qo + Q). Alice and Bob can extract each other's message using their
own encoding information and the knowledge of initial Bell
state prepared by Charlie. If the choice of Bell state preghar
Here, Q; = exp(—L) {COS (H42) + £ sin (%)} with  py Charlie is made public, it leads to some leakage, which

R S is often considered to be an inherent characteristic ofraelse
di = \/16 (1"_]? + ﬁ) —1fori # j # k [6I]. Further,y  for QD and its variants. However, such leakage can be circum-
is the coupling strength of the system dni the noise band- vented if Charlie chooses the Bell state randomly and sends
width parameter. It should be noted that the Markovian caséiS choice to Alice and Bob by using a scheme of DSQC or
can be deduced from the above by taking= exp (_th) QSDC [21]. In fact, the schemes of QD are the most efficient
ith v, = 4 (2 2\ fori £ i 4k ' protocols W|th0ut_|nvoIV|ng prior key generation.
with 5; = 1 (7 + ) fori 7 7 # [51] Suppose Charlie started with the initial state= |4)(¢],
where|y) € {[oF), %)}, and|y*) = LOZL k) —
1. EFFECT OF NON-MARKOVIANITY ON THE M. The transformed density matrix over the noisy

SECURE QUANTUM COMMUNICATION SCHEMES
channel would become

In what follows, we consider a set of quantum crypto- po= A% ”ZI:” (Ki(ps) © 1) Ua, (K (p3) © ) Us,
graphic protocols and analyze the feasibility of their igpl x (K; (p1) ® K; (p2) p (K (p1) © K (pz)))T

mentation over the above discussed non-Markovian channels
For all the one-way schemes for quantum cryptography that
are discussed here, we consider Alice as the sender and Bot?1 e (4) .
as the receiver, unless stated otherwise; whereas, Clerlie "V erex,;s are the Kral.JS operators for a specific kind O.f noise
the third party supervising the protocol and referred tohas t dlsc_ussed in t_he Previous se_ctpn "mfb are the Paull op-
controller. However, for two-way schemes (e.g., QD, CQD),erations by Alice and Bob withi € {joo, jor, jio, j11} for
both Alice and Bob are considered to play dual roles of re-{I’ X, ’Y.’ Z}. Here, we ha\{e used different valueses cor-
ceiver and sender. responding to each operation of the Kraus operator (from Eq.
(@), (3) or the depolarizing channel) on the initial quantum
state as the coupling strength during various rounds of the
guantum communication is assumed to be different. It may
be noted that the second summation in the right hand side of
Eq. (4) ensures that the map is positive while the first summa-
tion corresponds to the average over all the possible engodi
. ; : operations that Alice and Bob are allowed to perform. Thus,
hicate simultaneously under the contrc_)l of_athlrd partydCh thpe fidelity that we are discussing here, and ir? the rest of the
1), infct all th contoled commurication roccolom paper,is e average flelty. Furhe,here we have azsume
. ; i that the qubits not traveling through a quantum channel are
erwise, Alice and Bob can share a quantum state of their oW atected by noise. There are various distance-based mea
a_md circumvent Cha_lrlles control. In I!terature, this iste® ¢ resto quantify the effect of noise on the quantum stati, su
times viewed as Alice and Bob lacking resources for state ¢ {.5ce distance, fidelity, and the Bures distahck [53]. The

preparation, and consequently, they do not set up a quantufye|ity of the transformed density matrix with the quantum
channel between them, rather they rely on Charlie to prepargaie in, the ideal situation (i.e., in the absence of noisjlev
it for them. be ]

To begin with, we consider a CQD scheme recently pro-
posed by some of the present authbrs [18]. Charlie prepares F=@'p'W", (5)
copies of a Bell state and makes two stritgsand.Sg of all o
the first and second qubits. Subsequently, he sends both trv]\éhere the expected quantum staté) = Ux, Us, [¢)).
strings to Bob, only after permutingz®. Bob will encode his

x ((K; (pa) @ I)Ua, (K (p3) © 1) Ug, )",

A. CQD

Let us start with a three party protocol for quantum cryp-
tography, where two parties (Alice and Bob) wish to commu-

an equal number of decoy qubits are inserted randomly inriiginal se-

quence of the travel qubits, and subsequently, these dednis@re mea-

1 Here, and in what follows, all the qubits traveling from oretg to other sured to check the existence of eavesdropper(s). Variaiseshof decoy
are sent in a secure manner, i.e., to send a sequenaerafel qubits, qubits and the corresponding principles of security areusised in[[52].
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The fidelity of the quantum state transformed under thecoupling regimes are possible, one for eagh, we have re-
damping effect of non-Markovian environment is stricted ourselves, for simplicity, to the scenario of Cieao
Bob quantum channel having the same coupling strength for

F =7 [1+2Vp1p2pspa + pipspa (2p2 — 1) + pspa (L = p2)] both the travel qubits. Similarly, Bob to Alice quantum chan
(6) nel has the same coupling strength as that for the other way

I " round. We explicitly mention the two choices of regimes in
when the initial quantum state prepared by Charlig/is). . i .
As the choice of initial state is solely a decision of Chardie Fig. . Specifically, Fig.L11 (a) and (b) show the effect of

independent choice of the initial state, i.g), would lead damping quantified by fidelity on the CQD scheme for differ-

) : o ent choices of initial Bell states, i.g:)*) and|¢*), respec-
to the following expression of fidelity tively. It is interesting to observe that when both the gsibit

1 undergo damping, either in Markovian or in strong coupling
F=7 (1 + 2y/P1p2pspa + p1pspa + pspa (P2 — 1)]. (7)  non-Markovian regimes, the choice of initial Bell states be

comes irrelevant (see red (dashed) and orange (large dashed
If the state prepared by Charlie were subjected to a noneurves in Fig[L (a) and (b)). However, this initial choice be

Markovian dephasing noise, the fidelity would be comes considerably important for all the remaining cases, a
1 |yT) states are seen to be preferable as these states are less af-
F =~ [1+ pipap3p4] . (8) fected by non-Markovian damping noise thaf¥). Further, it
2 is seen that, due to non-Markovian effects, the fidelity can b

It is interesting to see that the obtained fidelity is indefesrt ~ Maintained for arelatively larger period of time (i.e., thean-
of the choice of the initial Bell state by Charlie. This isals tum state decoheres slowly in non-Markovian environments i
seen in analogous scenarios of Markovian dephasing noise f2mparison to the corresponding Markovian environments),
[17,[18]20] 211, 52] and references therein. If we now comsided feature that depends on the coupling strength (cf. Elg. 1
that the system has evolved under the effect of a depolgrizin(@) and (b)). Another interesting characteristic of thisckof
channel, then following the above prescription, the anzayt Nnon-Markovian noise is periodicity [31] and the kinks presse

expression for fidelity can be obtained as in Fig. [ (a) and (b) are its signature. In Ref.[[20] it was
shown that the dilapidating influence of decoherence, due to

1 4 4 4 Markovian damping, can be checked using squeezing. Here,
F=g 1400+ + 9] ©) it is seen that the same task can also be achieved by exploitin

2
_ . non-Markovianity.
It is interesting to observe the appearance of fourth order y . : . -
The effect of noisy environment is independent of the ini-

terms in all the non-Markovian fidelities, a signature ofrfou . ) L
9 tial Bell state over dephasing channel and the fidelity is ob-

noisy channels acting on the, four, different rounds of quan dioi qually with Markovi e q
tum communication. It should be mentioned here that insteag®'Ved 10 Improve gradually with non-Markovian effects an
oupling strength (cf. Fig[]1 (c)). Periodicity in the time

of sending both the strings to Bob, Charlie could have sentOUP!l e . .
S to Alice andSs to Bob. Subsequently, Alice would have variation Of. f'del'ty’. \_/vher_1 all Interactions are (strong)mo
sentS, to Bob after encoding her message and Bob Would\/larkowan is not visible in the time scale of Fig] 1 (a) and

have encoded his message before performing the measu d). Fhor Iafr_ge:_ time scsler?,;hiz can_be obdszrver(]j in_ Eig. 1
ment. The obtained fidelity expressions in this case turms o ), where fidelity over both the damping and dephasing non-

to be the same as that of the CDSQC protocol, discussed arkovian channels is shown together. It can be seen that the
the next subsection. The effect of noise in the case disdussd'delity under the effect of the damping noise decays faster

here is more than that in the case of CDSQC. Making use ofan t_hat over dephasing channel. At times, the fidelity over
this observation, we analyze the scheme of CQD, describe mping channel is obse_rved to pe much larger than that over
above, in detail as the results obtained in the following subd€Phasing channels, which remains constant at 1/2.
sections can be reduced from it. To analyze the effect of the coupling strength with varying
Now, we will discuss the fidelities for different scenar- time, we depict, in Fid.12, a contour and a 3 dimensional plots
ios depicted in Eqs. [16]9), for both Markovian and non-The ripple like plot (cf. the blue-colored surface plot irgFi
Markovian noises. The case of the non-Markovian damp@ (b)) shows that with decreasing coupling strength the am-
ing/dephasing channels are also considered for strong arRiitudes of the revived fidelity gradually become smalleteT
weak coupling regimes. Specifically, we obtain results inSame fact is also illustrated through a contour plqt shown in
the strong and weak coupling regimes over non-Markoviarti9-[2 (), where we can see that the area of the light-colored
damping channel§ = 0.01y andI' = 0.1y, whereas for ~region reduces as we move from bottom to top. PhyS|ca_IIy,
very high values, such & = 5, it is found to reduce to this corresponds to a transition from strong to weak cogplin
Markovian case. In the following figures, we have used the'on-Markovian regime and finally into Markovian regime.
notation NM, M, andNMsg, which correspond to the non- A similar analysis of the fidelity expression for the depo-
Markovian, Markovian, and non-Markovian (under stronglarizing channel is illustrated in Fid.] 3. In Figl 3 (a), homo
coupling strengths) regimes of interactions, respedgtivel geneous depolarizing noise is assumee- Vi € {1,2, 3},
) A comparative analysis of the effects of non-Markovian (for, which 4 < ‘\/W to ensure that the dynamical
oth strong and weak couplings) and Markovian noise can 32
be seen from Figs[J-4. In this case, though four differenmap is completely positive [29, 51]. Interestingly, it caa b
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Figure 1. (Color online) The variation of the average figetibtained for CQD protocol with respect to the dimensioslgaantity~t is
depicted when the travel qubits undergo a damping or depiasieraction with its surroundings. In (a) and (b), boté tfavel qubits may
have different coupling strengths during their varioushasiof travels under damping effects, which are charae@tiyp; : i € {1,2,3,4}.
The values of coupling strength for strong (weak) regime ai-Markovian effect is chosen @ = 0.01y (I' = 0.1v), andT" = 5~ for
Markovian regime. In (a) and (b), the choice of initial Bethies by Charlie ig)™*) and|¢i>, respectively. (c) Shows similar cases over the
dephasing channels. In (d), both purely dephasing and dengfiects are shown together for strong non-Markovian aadkbvian regimes.

seen from Fig[B (a) that the fidelity falls gradually with the A similar comparison of the effect of non-Markovian and
paramete#:, which determines the fluctuation due to the de-Markovian depolarizing channels shows that the fidelity sus
polarizing channel. However, it can be noted that for all thetains for a longer period of time under the influence of a
cases, the fidelity under non-Markovian environment is al-non-Markovian depolarizing channel, and is more sensitive
ways greater than that for the corresponding Markovian,casesmall changes in the noise parameter, which controls the fluc
till all the plots merge, with time, to a single value. Funtifer ~ tuation. For higher values of noise parameter, the vanatio
the case of inhomogeneous fluctuatidé [29, 51], we obsernvdue to small changes in noise parameters becomes negligible
revival in the fidelity in Fig.[B (b). From Fig[13, it can be in both Markovian and non-Markovian depolarizing channels
summarized that non-Markovian depolarizing channel &fec  In the following subsections, we will deduce corresponding
the system less than the corresponding Markovian channel. results for the remaining cryptographic tasks from theltesu
The change in coupling strength controls the transitiomfro obtained in Fhis section for th_e fidelity (for the CQD scheme)
non-Markovian to Markovian regime for both damping and ©Ver the various non-Markovian channels.
depolarizing channels. This dependence has been illedtrat
in Fig. [4. Initial small changes in the value of coupling
strength changes considerably the nature of the obtained fi- B. CDSQC
delity, i.e., the periodicity and maximum value of fidelitf a
ter revival show ample changes for even a small change of A protocol of CDSQC, based on quantum cryptographic
coupling strength. However, for small values of the couplin switch, can be obtained from the CQD scheme discussed in
strength, this change becomes less sensitive as refledtes in the previous subsection, i.e., when only a single party éeso
dense black lines corresponding to smaller values of cogpli and sends his/her message in a secure manner via the quantum
strengths. channel, which is decoded by the other party [11]. To be pre-
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Figure 2: (Color online) The dependence of the obtainedifidaler Figure 3: (Color online) (a) The effect of non-Markovian dég-

the damping channel on the coupling strength and rescatezlis  izing channel on the CQD scheme has been illustrated foereliff
illustrated through a contour plot in (a). (b) depicts theation of ent values of the dimensionless quantityindicated in the plot. (a)
the fidelity for varying coupling strength and time for bottrely shows the case of homogeneous non-Markovian depolaritiag-c
dephasing and damping non-Markovian channels in lightdywgl  nel (i.e.,”—j = Vi € {1,2,3}). (b) illustrates a comparison be-
and dark (blue) colored surface plots, respectively. tween inhomogeneous case of non-Markovian and Markovian de

[14(r/ 10g 3)2
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cise, Charlie initially follows the same steps as in Sedfib] ~ Which is the maximum value ensuring completely positive rfap
but rather sends the two strings and.S to Alice and Bob, 2” times :‘?r the homogeneous case; in (b), the noise pasamate
respectively. Alice encodes her message as usual and sends= > T = 0-2fori € {1,2}.

the encoded qubit to Bob, who decodes the secret by perform-

ing Bell stat t t i ith the help of . .
Igga”?e € measurement on pariner pairs wi e nelp 0affected by the non-Markovian noise, for the CDSQC scheme

an be obtained from the corresponding CQD expressions by
akingps = 1, in Eqgs. [6)I®). Interestingly, for the case of
the depolarizing channel, the fidelity can be shown to be

polarizing channels. In (a), the constant= T'

The CDSQC scheme and the effect of noise can be summ
rized as follows

plo= 223 (Ki(pa) ® I)Ua, (K (p1) ® K; (p2)) p 1
Anijil F=_-[14+9+03+03], (11)
X ((Ki(ps) @ D) Ua, (K: (1) ® K (p2))), 2
(10)  where the presence of cubic terms manifests the fact that the
where all the parameters have the same meaning as in Sectinoomber of rounds of quantum communication involved in this
It is interesting to observe that the transformed dgns scheme is less than that for the scheme discussed in the previ
matrix in Eq. [I0) can be obtained from E] (4) just by con-ous subsection. Specifically, the scheme for CDSQC requires
sideringps = 1 andUp, = I. The fidelity can be calculated three rounds of quantum communication, while the scheme
with the quantum state expected in the ideal situation, i.efor CQD requires four rounds.
[") = Ua, |[¥b). The qubit traveling through the noisy channel may have dif-
Due to this observation, the fidelity of the quantum statederent coupling strength during each round of travel. Here,



low the corresponding Markovian value, under the influence
of the non-Markovian depolarizing channel, when all three
noise parameters have different values (cf. [Elg. 5 (d))sThi
nature can be attributed to the presence of cubic terms in the

fidelity, Eq. [T2).

C. QD

A CQD scheme can be viewed as a QD scheme under the
supervision of a controller. Therefore, a QD scheme can be
easily derived from the CQD scheme if we consider the sce-
nario that one of the two communicating parties (i.e., eithe
Alice or Bob) prepares and measures the quantum state, while
(a) both the parties encode their secret on the same qubits. This

] QD scheme, which is obtained as a result of reduction from
the CQD scheme described above, can be easily recognized to
be equivalent to the first QD protocol proposed by BalAn [15].
The effect of noise on this scheme for QD can be obtained
by consideringp; = p2 = 1 in all the expressions of Sec-
tion[[ITA] This would imply that the initial state is prepate
by one of the communicating parties (say, Bob). Then the
transformed density matrix and the fidelity expressions ove
non-Markovian channels can be deduced from EQk. [(4)-(8).
Here, it is important to note that the effect of noise is inde-

: 1 pendent of the choice of initial Bell state by Charlie/Bolaih
e the schemes other than CQD and CDSQC. Similarly, under

0 10 20 30 40 50 .. . o
the effect of depolarizing channels, the expression ofifidel
" turns out to be
(b)
Figure 4: The effect of a change in the coupling strength enfith F= 1 [1 + Q2+ 02+ Qg} , (12)
delity is illustrated here with a set of plots for damping alephas- 2

ing non-Markovian noise in (a) and (b), respectively. Sfeaily, L
the parameter of the coupling strengtfty varies from 0.001 to 0.03 due to two rounds of quantum communication of a travel
in steps of 0.001 in both the plots. qubit.

we wish to emphasize this point with the help of three possi-
ble coupling strengths for three noisy channels acting en th
travel qubits. The observations made above for the extreme ] ] )
cases, i.e., the qubits traveling through either non-Maieko As mentioned beforehand in Sectign TIIB, a CDSQC
channels with strong coupling or Markovian channels all theScheme can be viewed as a CQD scheme, where only one
time, remain valid here as well. Nevertheless, it cannot b@arty is allowed to encode. In the same way, a QSDC scheme
conjectured that the more the number of non-Markovian chan(Sy. & Ping Pong protocol [6]) can be viewed as a scheme for
nels, the higher the fidelity. In particular, the large dasded QD [15], where one party (say Bob) is restricted to encode
(purple) curve in Figll5 (a) and (b) establishes that everetow Identity only. Therefore, all the expressions of the figedr
fidelity is observed with lesser number of Markovian chan-& QSDC scheme are exactly the same as those for the scheme
nels acting on the travel qubits. In fact, Fig. 5 (b) shows thaof QD.

the obtained fidelity for parity 1 Bell states (i.@5%))isless A DSQC scheme can be reduced from the above men-
for all the cases when various noise channels had differerftoned protocols if Bob incorporates information spligim
coupling strengths than that for the case of the travel gubittWo quantum pieces and sends them one after the other in two
subjected to noisy channels with the same coupling strengtilifferent rounds of Bob to Alice communicatian [14]. Specif
However, no such nature is visible in Fig. 5 (c) for dephasingCally, Bob prepares two strings as in Section Il C and sends
channels. It is worth stressing here that out of the three poghe first string to Alice. He subsequently sends the second
sible choices for different coupling regimes correspogdn ~ String to Alice only if the first quantum part is received by
mentioned them accordingly in Figl 5. ronment on this DSQC scheme can be obtained from the cor-

Interestingly, the fidelity in the CDSQC protocol falls be- responding expressions for the CQD scheme obtained in Sec.

D. QSDC/DSQC
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Figure 5: (Color online) The dependence of the average tiydattained for the CDSQC protocol on the coupling strengjihiistrated through
its variation with the dimensionless quantity, when the travel qubits undergo damping (in (a) and (b)) phdsing (in (c)) interaction with
their ambient surroundings. In (a) and (b), the initialsigtiosen by Charlie was*) and|¢™), respectively. Here, we have chosen different
values of all the coupling constants in various regimes, n@n-Markovian with strong and weak couplings as well asife Markovian case.
All the values of coupling strengths corresponding to wsicegimes are the same as used in the previous plots. Ininjd)yvariation of the
fidelity for the CDSQC protocol over a depolarizing chansedtiown corresponding to the values used in[Hig. 3 (b).

[TA] if we considerp; = py = 1 andpy = p} in Egs. [6)- decide the final key. Here, we consider a completely orthog-
(8). Here p} is used to show the effect of noise on the secondnal QKA scheme proposed in [12]. In this QKA protocol, a
qubit traveling from Bob to Alice in the first round. In fact, party (say Alice) sends her raw key to another party (say Bob)
it turns out to be exactly similar to what is obtained for the by using a QSDC protocol, while the other party publicly an-
QSDC scheme. Interestingly, in case of depolarizing naiée, nounces his key. The security of the final key is achieved
the expressions for fidelity are found to be the same for QDby the unconditional security of Alice’s transmission ofvra
QSDC and DSQC schemes. For the convenience of discussidey using quantum resources (i.e., from the security of the
for the DSQC scheme, we have chosen Bob (Alice) as th@SDC/DSQC scheme used by Alice and Bob for Alice to
sender (receiver). Bob communication). Specifically, Alice transmits a key
So far, we have discussed quantum communicationo Bob in a secure manner, whereas Bob announces his key
schemes where prior key generation is circumvented by s, publicly, and for all future communication they use a key
proper use of quantum resources. We may now proceed thap = ka @ kg, whered denotes a bitwise XOR operation.
key generation schemes and investigate the effect of norAlthough, Eve knows: s, she cannot obtain any information
Markovian environment on them. aboutk 4 5 as she knows nothing abatui. Thus, the security
of k4 depends on the security bf;. In other words, uncon-
ditional security of the QSDC scheme involved here would
E. QKA ensure the security of the protocol for QKA. Interestingty,
Ref. [20], the present authors had already shown that the ef-
A QKA scheme provides equal power to all the parties tak-€ct of noise on this scheme is identical to the QSDC scheme
ing part in the key generation process, and does not allowiscussed in the previous SectionTll D. Since the obserwati
members of a proper subset of the set of all users to soIeIV‘ade there remain valid here, we do not discuss it in further
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detail. Additionally, the present results can also be used to deduce
the fidelity for a few other quantum cryptographic schemes,
which will reflect quantitatively the effect of non-Markan
F. QKD channels on the corresponding scheme. For example, the ef-
fect of noise on Ekert's QKD protocal[2] can also be deduced
Any discussion on quantum cryptography remains incomfrom the results in Sed._TIlA, by takings = ps = 1 as the
plete without discussing a protocol that changed the coursgource of entanglement is between both the parties, and both
of cryptography by establishing the feasibility of uncondi the entangled qubits travel to Alice and Bob from there. Sim-
tional security. In this section, we discuss two QKD proto-ilarly, the feasibility of the B92 protocol [3] can also be-an
cols, which can be viewed as the variants of the same schemalyzed over the non-Markovian channels in analogy with the
differing only in the measurement procedure. Specificéilly,  study for BB84 protocol by only considering two of the four
BB84 é] and BBM [5] QKD protocols are discussed here.single qubit states (one each chosen from computational and
Before we proceed further, it would be apt to note that indiagonal basis).
contrast to the fidelity expressions obtained in the easher
tions (which were average over all the encoding operatjons) Finally, we perform a comparative study for the fidelity
for QKD protocols, the average fidelity is obtained over all obtained in each cryptographic scheme to reveal the general
possible equally probable measurement outcomes. nature of the effect of non-Markovian channels on all these
In the BBM protocol [5], Alice prepares Bell states and  schemes (shown in Fid] 6). Interestingly, the effect of @ois
sends all the first qubits to Bob, and both of them measuréepends on the number of rounds a qubit is required to travel
the qubits of the shared Bell states randomly in computation through the noisy channel. This fact is consistent with the r
({0),[1)}) and diagonal{|+), |—)}) basis. Using the out- centobservations on a set of Markovian chantels [20]. $peci
come of these measurements, they finally obtain an uncondieally, in the CQD scheme, one qubit travels from Charlie
tionally secure quantum key for those cases where both Alices Bob, while another qubit travels from Charlie-Bob-Alice
and Bob perform measurement using the same basis. Bob. Therefore, the maximum number of rounds of travels in
The BB84 protocol can also be viewed along the same lineshe set of secure quantum communication schemes discussed
where Alice first measures her qubit (i.e., second qubit) ohere is four for CQD scheme, which decreases to three for
each Bell state randomly either in computational or diafjonaCDSQC. It further reduces to two for QD, QSDC, DSQC,
basis and then sends the other qubit to Bob. Finally, they caand QKA schemes. The same fidelity for all these schemes
obtain a key by using the measurement outcomes of half dfurther establish this point. Finally, BBM and BB84 QKD
those cases, where they have chosen the same basis. The otptocols require only one round of quantum communication.
half of the cases should be used for eavesdropping checla fact, BBM and BB84 protocols use entangled and single
Specifically, when Alice and Bob have performed measurequbit states, respectively, to accomplish the same taskoOu
ment in the same basis, in the absence of Eve, their measungrese two schemes, the BB84 QKD scheme is least affected
ment outcomes should match and a mismatch would indicatgy noise as it uses single qubit states, which were shown to be

the presence of Eve. less affected due to Markovian channeld.ir [20].
Interestingly, for the BBM protocol, the effect of noise can

be considered by taking, = p; = ps = 1in Egs. [6)- In Fig. [@ (a) and (b), the fidelity variation over non-

@). Similarly, the effect of depolarizing channel reduttes  \jarkovian channels due to the strong coupling of the travel

fidelity to qubits with the environment is depicted. Similarly, theeeff

of different noise parameters corresponding to depotegizi
channel is shown in Figl]16 (c). Also shown is the effect of
Markovian environment on the fidelity in all three cases, de-
picted by thin smooth (black) lines. For all cases of Markovi
dynamics, the observation that the effect of noise depends o
the rounds of quantum communication remains valid.

1
F:§[1+91+QQ+QB]. (13)

A similar study for the BB84 protocol results in the followgin
fidelity over damping non-Markovian channels

F = 1 24 /3 + 3], (14) From Fig. [® (a), the revival in the fidelity over non-
4 Markovian damping channel is seen to decrease with an in-
while, for the dephasing channel the fidelity is crease in the number of travel qubits. Similarly, the figelit
falls with increasing rounds of quantum communication when
1 subjected to dephasing non-Markovian channel, as shown in
F = 1 [3 + p3]. (15)  Fig. [@ (b). Out of the set of fidelities, over the depolarizing

channel, those having odd power terms, such as for the CD-
Further, the fidelity when the travel qubit is subjected to aSQC and QKD protocols, show fidelity less than that for the
depolarizing channel is corresponding Markovian case. Otherwise, in all the remain

ing cases, the fidelity over non-Markovian channels is more

1 than that for the corresponding Markovian channels (cf. Fig
F=g2+ %+ ). (16) @ (c)).
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Figure 6: (Color online) A comparative analysis of all theagu
tum cryptographic schemes discussed so far over the nokeMian
channels. Each line in all three plots corresponds to therdift
cryptographic scheme mentioned in the plot legend at thteimoof
the figure. The light black lines in all three plots represtiet cor-
responding Markovian cases, and the black lines from bottotop
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IV. CONCLUSION

The present study on the effect of a set of non-Markovian
channels on various schemes for secure quantum communi-
cation tasks led to a number of interesting results. Specifi-
cally, we have considered here a damping, a purely dephas-
ing and a depolarizing non-Markovian channel to analyze the
feasibility of some quantum cryptographic schemes evglvin
under the influence of the non-Markovian environments. We
have started with a CQD scheme, based on a quantum crypto-
graphic switch that uses Bell states. Later, this schemed m
ified to deduce the results for other quantum cryptographic
tasks, such as, CDSQC, QSDC, DSQC. Apart from these
direct communication schemes, the effect of non-Markovian
noise on some protocols of QKD and QKA is also analyzed.

It has been established that the effect of non-Markovian
noise depends on the number of rounds of the travel qubits.
We have observed that the BB84 QKD scheme is least affected
due to non-Markovian channels, while the CQD scheme
shows a maximum fall in the fidelity. In fact, from the re-
sults obtained here one can also show that the AQD scheme
[21] will have the same effect as that on the QD protocol if
the number of travel qubits is kept unchanged. This fact is
consistent with the results obtained here, that the fid&ity
QSDC, DSQC, and QKA schemes are exactly the same as that
for the QD protocol. In the recent past, we have established
that squeezing is a useful quantum resource for quantura cryp
tography as it can help to stop decoherence. Here, we have
shown that non-Markovianity can also be used to accomplish
a similar task.

Interestingly, the effect of noise on the CQD and CDSQC
schemes is found to depend on Chalie’s initial choice of the
Bell state, while it is independent of this in all the remami
schemes. Finally, our analysis has also revealed that the fi-
delity obtained in the case of damping and dephasing chan-
nels depends on the coupling strength. We hope these re-
sults would bring out the importance and utility of the non-
Markovian behavior in the understanding of quantum crypto-
graphic protocols from the perspective of their practioa i
plementation.
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