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Abstract We propose a quantum k-means algorithm based on quantum cloud computing
that effectively solves the problem that the client can not afford to execute the same quan-
tum subroutine repeatedly in the face of large training samples. In the quantum k-means
algorithm, the core subroutine is the Quantum minimization algorithm (GroverOptim), the
client needs to repeat several Grover searches to find the minimum value in each iteration
to find a new clustering center, so we use quantum homomorphic encryption scheme (QHE)
to encrypt the data and upload it to the cloud for computing. After calculation, the server
returns the calculation result to the client. The client uses the key to decrypt to get the plain-
text result. It reduces the computing pressure for the client to repeat the same operation. In
addition, when executing in the cloud, the key update of T-gate in the server is inevitable and
complex. Therefore, this paper also proposes a T'-gate update scheme based on trusted server
in quantum ciphertext environment. In this scheme, the server is divided into trusted server
and semi-trusted server. The semi-trusted server completes the calculation operation, and
when the T-gate is executed in the circuit, the trusted server assists the semi-trusted server
to calculate the T-gate, and then randomly generates a key and uploads it to the semi-trusted
server. The trusted server assists the client to complete the key update operation, which once
again reduces the pressure on the client and improves the efficiency of the quantum homo-
morphic encryption scheme. And on the basis of this scheme, the experiment of calculating
the similarity between ciphertext quantum states (SwapTest) and retrieving the minimum
ciphertext (GroverOptim) is given by using IBM Qiskit to give the subroutine of quantum
k-means. The experimental results show that the scheme can realize the corresponding com-
puting function on the premise of ensuring security.
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1 Introduction

Both quantum computing and cloud computing are technologies that can change the way
computing in the future. Quantum computing uses the coherence and entanglement proper-
ties of quantum physics to create some high-speed computing models and accelerate classi-
cal algorithms. Cloud computing can provide computing power as a service to clients. The
combination of the two to realize a new kind of quantum cloud computing will be the focus
of future computing services.[1]

In recent years, with the gradual development of quantum computing, some very impor-
tant quantum algorithms have been proposed. e.g. Shor[2] proposed a quantum algorithm
for finding discrete logarithms and prime factorization. In 1996, Grover’s quantum search
algorithm[3] proposed to solve the search problem in disordered data database, and this al-
gorithm is faster than all known search algorithms. Aimeur et al[4] proposed a quantum
subroutine SwapTest which uses probability to reveal the similarity of two quantum states.
Based on the proposals of these algorithms, some scholars have widely used them as subrou-
tines in various quantum machine learning algorithms. Anguita[5] used the Grover quantum
search algorithm to improve the training efficiency in the support vector machine (SVM)
to achieve the effect of optimizing the SVM. Ruan et al.[6] proposed a quantum principal
component analysis algorithm QPCA applied to face recognition, and used quantum states
to encode facial features, and used Grover quantum search algorithm to achieve a secondary
acceleration effect on face recognition. In Ref[7],Rebentrost et al. proposed a quantum sup-
port vector machine QSVM, which uses quantum computing to solve the inner product
calculation of training data, that is, uses quantum computing to solve the deviation of the
matrix to obtain the normalized kernel matrix of the training data. Lu et al.[8] proposed a
quantum decision tree algorithm, which uses the SwapTest subroutine to calculate the fi-
delity between quantum states instead of the similarity between training data, according to
which the training set is divided into subclasses, and quantum information entropy is intro-
duced as the basis for selecting decision nodes to establish a quantum decision tree. Durr
and Hoyer proposed the quantum minimum algorithm[9], which is widely used in various
quantum machine learning algorithms as an extension of the Grover algorithm as known as
GroverOptim. The algorithm uses the Quantum Oracles in the Grover search to mark those
elements below an arbitrary threshold until it converges to the global minimum.

As a classic clustering algorithm, k-means has been widely used in image recognition,
medical health, data prediction, etc. since its proposal[10,11,12]. However, in the era of
big data, through the strong parallel computing power of quantum computing, Aimeur([13]
proposed the quantum k-means algorithm, which uses SwapTest to calculate the similarity
between the training vector and the cluster center, and GroverOptim assigns the vector to
the nearest The centroid of the cluster. But when the client does not have strong quantum
computing capabilities, repeated calculation of GroverOptim will still put a lot of pressure
on the client.

On the other hand, quantum computing will be realized in the near future, providing
quantum computing services to clients through quantum cloud. In order to ensure the secu-
rity of quantum cloud computing, when Rohde et al.[14] studied the quantum walk on en-
crypted data in 2012, they proposed a restricted symmetric homomorphic encryption scheme
based on the boson sampling model and the quantum walk model. In 2013, Liang[15]
first proposed quantum homomorphic encryption (QHE) based on Quantum one-time pad
(QOTP)[16], which is mainly composed of key generation algorithm, encryption algorithm,
evaluation algorithm and decryption algorithm. While researchers propose a quantum homo-
morphic encryption scheme, they also pay attention to the research of key update algorithm.
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As early as 2005, there was no concept of quantum homomorphic encryption, Ref[17] gave
the key update algorithm of related quantum gates when studying security-assisted quantum
computing, and considered its security in detail. When there is a T gate in the circuit, the
solution requires a two-way quantum interaction process, and the client needs to have the
ability to execute a quantum swap gate. In 2014, Fisher et al.[18] gave a key update algorithm
for quantum computing on encrypted data. In this scheme, when the T gate is to be executed,
the scheme no longer requires two-way quantum interaction, but one-way Quantum inter-
action and two-way classical interaction. In addition, Fisher et al. also made experiments
on real quantum devices of the scheme, verifying the correctness of the scheme. In 2015,
Liang gave a quantum fully homomorphic encryption scheme based on general-purpose cir-
cuits by studying general-purpose quantum circuits[19], which is similar to Fisher et al.’s
scheme, except that the key update algorithm of this scheme only relies on general-purpose
quantum circuits. The structure of the circuit has nothing to do with the algorithm of the
server. but in Fisher’s solution, the client needs to know the operation done by the server
to complete the key update. In the subsequent research, Liang et al. construct a symmetric
quantum homomorphic encryption scheme and an asymmetric quantum full-homomorphic
encryption scheme based on quantum fault-tolerant[20]. In the symmetric quantum homo-
morphic encryption scheme, the private key is a quantum error-correcting code, and the
client needs to provide some auxiliary qubits. In the asymmetric quantum homomorphic en-
cryption scheme, there is a periodic interaction between the client and the server. In 2020,
Liang[21] proposed a quantum homomorphism encryption scheme based on gate teleporta-
tion by studying the teleportation of quantum gates and combining the quantum one-time
pad scheme (QOTP). In this scheme, the key update process of T-gate does not need inter-
active process, and it is perfectly secure.

Recently, some scholars have gradually paid attention to the problem of ciphertext com-
puting in quantum cloud computing. In 2017, a quantum homomorphic encryption experi-
ment was proposed based on IBM cloud quantum computing platform[22]. The experiment
encrypts the input of the matrix inversion algorithm (HHL algorithm) by introducing a key,
and decrypts the results after cloud computing. However, the process does not use any ho-
momorphic encryption scheme, and its security can not be guaranteed. In the same year,
Sun et al.[23] proposed a symmetric quantum partial homomorphic encryption scheme , in
which the evaluation function is independent of the key. Based on this quantum homomor-
phic encryption scheme, an effective symmetric searchable encryption scheme is given and
proved to be secure. However, the search algorithm given in this scheme is linear search, and
the efficiency will be very low when the search space is very large. In 2020, Zhou et al.[24]
proposed a search scheme on encrypted data based on quantum homomorphic encryption.
In this scheme, Grover algorithm is applied to ciphertext data, which realizes parallel search
and improves the retrieval efficiency. However, when there is a T-gate in the circuit, the
process is tedious.

So far, quantum cloud computing based on quantum homomorphism are mainly cipher-
text retrieval schemes, but other computing for ciphertext are very rare. Therefore, in order
to improve the shortcomings of the current research situation, this paper proposes a quantum
k-means algorithm based on trusted server in quantum cloud.

e In order to solve the problem that T-gate update is too tedious in the current quantum
homomorphic encryption scheme[21], a T-gate update scheme based on trusted server
is proposed. In this scheme, a trusted quantum trusted server is introduced to assist the
semi-trusted server to update the T-gate. At the same time, the trusted server also needs
to help the client complete the key update operation to reduce the pressure on the client
again.
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Fig. 1 Quantum circuit representation of Toffoli gate and its combined realization.
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e Combined with the improved quantum homomorphic encryption scheme, the quantum
k-means algorithm is improved, and the core subprograms that need to be executed re-
peatedly are executed in the quantum cloud. When the amount of data is large, the client
only needs to measure the results, and uses the decryption key to decrypt the returned
results, which does not need additional quantum computing power, which reduces the
pressure on the client. The efficiency of the key updata algorithm is improved.

e We prove the quantum subroutines SwapTest and GroverOptim on ciphertext based on
IBM Qiskit. The experimental results show that the improved quantum k-means algo-
rithm based on trusted server is feasible, but there are noise and imperfect gates in the
experimental environment, which will cause errors to the experimental results.

The rest of this article is organized as follows. We summarize preliminaries knowl-
edge of quantum computing in Sect.2. In the section3, we propose a T-gate update scheme
based on trusted server. In Sect.4, using the improved quantum homomorphism encryption
scheme, a quantum K-means algorithm based on quantum cloud computing is proposed.
Experimental verification of the quantum core subroutines executed in the quantum cloud
server based on IBM Qiskit in Sect.5 and6. In Sect.7, the proposed scheme is analyzed in
terms of safety and time efficiency. Finally, the conclusion and future work are given in
Sect.8.

2 Preliminaries
2.1 Quantum gate

The basic unit of the quantum computing model is the qubit gate. The specific mathemat-
ical form of the basic single qubit gate G = {X,Y,Z,H,S,T} can refer to Ref[25]. This
section introduces some complex multi-qubit gates used in this article. First, the two-qubit
controlled NOT gate (CNOT or written as CX), switch gate (SWAP), and controlled Z gate
(CZ) can be expressed as:

1000 1000 100 0
0100 0010 0100
CNOT = 0001 SWAP = 1000 cz= 0010
0010 0010 000 -1

The three-qubit controlled-controlled NOT gate (Toffoli) is also a quantum gate commonly
used in quantum computing. It can be implemented by a combination of H gate, S gate,
CNOT gate and T gate. The circuit diagram is shown in the Fig.1. The Toffoli gate includes
three qubits, two control qubits and one target qubit. Its function is to flip the target qubit
when the two control qubits are |1) at the same time.

The quantum circuit of the other three qubit gate controlled swap gate (C-SWAP) is
shown in Fig.2. The C-SWAP gate also requires three qubits, of which the first register is
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Fig. 2 Quantum Circuit representation of C-SWAP Gate and its Combinatorial implementation.

the control bit and the other two are controlled bits. Its function is to exchange the quantum
state between the second register and the third register when the first register is |1).

2.2 Quantum key update algorithm based on Quantum One-time Pad (QOTP)

Boykin and Roychowdhury proposed Quantum one-time pad algorithm (QOTP)[16], in this
scheme, the client uses the combination of Pauli X and pauli Z to encrypt the plaintext | @)
to get the ciphertext X*Z” |@), where a, b is randomly selected in {0,1}.

For encrypted nqubit data, the encryption key is the ek = (ap,bo) and decryption key
dk = (am,bm). Quantum computation U can be regarded as composed of quantum gate
(0XS] {H,I,X,Y,Z,S, CNOT,T, TT}. We define that when the N gate is applied to the m-th
qubit (or the m-th qubit and /-th qubit), the p-th key update can be expressed as

GIN]X (m)Z" (m) |@) =X “r*1 (m) Z°7+! (m) G[N] | @) M

According to the relationship of the encryption door used in encryption, the following key
update rules are established:
o If G[N] is not applied to the qubits of the quantum circuit, then (ap4+1 (m) ,bp41 (m)) =
(ap(m),bp(m)).
o I G[N] € {Hy}. then (ap 1 (m) bye1 (m)) = (b
o If G[N] € {Ln, X, Y, Zn }.then (ap+1 (m),
o If G[N] € {Si}, then (apr1 (m),bps1 (m)) = (ap (m
bpy1(m)) = (ap(m),bp (
« I6G[N] € {CNOT,,, }. then (@1 (™) bpi1 p )5
| ] (ONOTu ) then (1) by (1)) = (ay () (1) .y (1)
e IfG[N {7}", T' m} At this point, the client needs to perform a rotation measurement
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o] (S“P 1(m )) on G[N], and the measurement result is (r, (m),r, (m)). The key update

rule at this time is as follows:

— When G [N] = Ty, then (ay-1 (m) b1 (m)) = (ay (m) & 1 (1) a1 (m) &b, (m) &y (1)):
= When G[N] =T, then (ap41 (m),bp+1 (m)) = (ap (m) ©ra(l),bp (m) @1y (1)).

In addition, through the corresponding relationship between CZ gate and Pauli X and Z

gate, we derive the key update formula corresponding to CZ gate. The key update rule

B (a1 (m) by (m) = (@ (m) by (m) 9., (1)

apy+1(m),bpr1(m)) = (ap(m),bp,(m)Qap
* WOV € {CZn}then B0 1) et (D) = (ap (1) by (1) .2, ()

Quantum gate: I gate, X gate, Z gate, H gate and S gate, and double qubit CNOT gate
all belong to Clifford gate. When the server needs to execute Clifford gate on ciphertext
data, it does not need any additional resources, only the transformation of Pauli matrix X
and Z. When non-Clifford gates act on encrypted data, such as 7 and T gates, S gates are
used. i.e.TX9Zl |@) = X*Z%“P ST | ). Therefore, in order to remove the S-gate error caused
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by T-gate key update, this paper presents a new T-gate processing method based on trusted
server-assisted scheme. Compared with the previous work, this scheme is more clear to deal
with T-gate, and it is suitable for the case of high T-gate complexity.

3 T-gate update scheme based on trusted server in quantum cloud

In the quantum homomorphic encryption scheme (QHE)[21], the complexity of the update
process of T-gates is based on the number of T-gates, the client needs to prepare the same
number of bell states and measure them. When the complexity of the 7T-gate in the quantum
circuit is high, the operation that needs to be performed will take more time. In order to
solve this problem, we propose a T-gate update scheme based on trusted server. Our scheme
architecture is divided into three parts, client, semi-trusted server and trusted server. The
framework of the update scheme is shown in the Fig.3.

The client uploads the prepared quantum ciphertext data to the semi-trusted server and
sends the key to the trusted server at the same time. The semi-trusted server builds the
quantum circuit according to the requirements of the client. When there is a 7T-gate in the
computing operation circuit, the quantum state of the 7-gate to be executed is sent to the
trusted server, and the trusted server decrypts the quantum state, then execute the T-gate on
the plaintext state. Then a key is randomly generated to encrypt the quantum state, and the
ciphertext is sent to the semi-trusted server, and the semi-trusted server continues to perform
the calculation process. The specific processed quantum circuit is shown in the Fig.4.

The trusted server performs the corresponding key update process. When the calculation
is completed, the semi-trusted server performs the measurement operation and returns the
result to the client. After the trusted server is updated, it sends a new key to the client safely,
and the client uses the key to decrypt the measurement result to obtain the real result.
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Fig. 5 The process of quantum k-means algorithm based on quantum cloud computing.

4 Quantum k-means algorithm based on quantum cloud computing

The classic k-means algorithm has been widely used in various fields since its appearance.
In the era of big data, in order to solve the computational efficiency problem of the data
clustering process when the data volume of the k-means algorithm is large, the quantum
k-means algorithm changes some steps in the classical algorithm into a quantum version
to accelerate. i.e. Use SwapTest to calculate the fidelity between quantum information, and
replace the similarity between data points in classical k-means with the fidelity of quantum
information; In addition, use GroverOptim to find the minimum value of the saved similar-
ity information as the cluster center. For clients with weak quantum computing power, the
iterative calculation of SwapTest and GroverOptim still has a serious burden. Therefore, we
designed the quantum k-means algorithm based on quantum cloud computing as shown in
Fig.5.

The data is encrypted at the client, the ciphertext is sent to the semi-trusted server,
and the key is sent to the trusted server. The semi-trusted server executes SwapTest and
GroverOptim operations, and the trusted server performs corresponding key updates accord-
ing to the calculation process. When the calculation is completed, the semi-trusted server
sends the calculated ciphertext result to the client. The trusted server sends the updated key
to the client, and the client decrypts the calculation result and judges whether it has con-
verged. The detailed steps of the algorithm are as follows:

Suppose that a set of M training data x;,i € {1,..., M} is divided into k sets, and the
cluster centroid @, @, ..., 0 are randomly selected.

Quantum k-means algorithm based on quantum cloud computing

1.Initialize

Training data x;,i € {1,...,M} are prepared into quantum state |x;), And initialize clus-
ter centroids w;, j € {1,...,k} to prepare a quantum state ‘a)j>

2.Encryption

The client uses the H gate to prepare the training data |x;) and the cluster centroid
}wj> into a superposition state. Then randomly generate a 2n-bit key ek = (ag,bp)"
from {0, 1}, and use the key ek to encrypt the plaintext superposition state to obtain the
ciphertext superposition state |x;),., a)j>c. And send the ciphertext superposition state
to the semi-trusted server, and send the key to the trusted server.

3.Choose closest cluster centroid (Calculate i times in the server loop)




8 Changging Gong' et al.

e Calculate the value of Hxi — a)j||: The similarity between the i th quantum state
|xi), and the k cluster centroids |a)j>c is calculated by SwapTest and stored in the
quantum state | Q).

e Use GroverOptim to mark the similarity quantum state |@) and find the nearest
cluster centroid |a)j>c of the training data |x;)., And put |x;), into the set C;.

Cj= {argmin\|xi—wk||2} 2)
k

The semi-trusted server returns the ciphertext result to the client, and the trusted

server sends the updated decryption key dk = (a b f) € {0,1}" to the client.
4.Calculate new cluster centroids (The client needs to repeat the calculation j times)
After decryption at the client, recalculate the new cluster center @;’ for the already
allocated set C;.

;' = ! Y x 3)
N jec;

Where n is the number of elements in set C;. e.g. Suppose there are five ele-
ments {x,x3,%g,X7,xg} in set Cs3. The new cluster centroid is calculated as ;' =
% (%2 + x3+x6+x7+x3).
5.Convergence
The client sets the convergence threshold 7 and calculates the difference between the
centroid @;’ of the s iteration and the centroid ®; of the s — 1 iteration. When

g — a1 <= @)

is satisfied, the loop is terminated. Otherwise, the client repeats steps 3 and 4.

As can be seen from the description, if the data scale i is very large, it will put a lot of
pressure on the client. In this paper, through the quantum homomorphic encryption scheme,
the complex steps are uploaded to the server for calculation, and through the new T-gate
update scheme to simplify the 7'-gate update process in the cloud. Next, we will verify the
correctness of the calculation process in the quantum cloud.

5 Experiment of quantum subroutine SwapTest based on improved QHE scheme

As a practical subroutine, the quantum subroutine SwapTest is widely used in all kinds of
quantum machine learning to calculate the similarity between two quantum states instead of
the linear distance between two quantum states. In this chapter, we will give the experiments
of SwapTest in plaintext and ciphertext to verify the correctness.

In Step3, calculate the similarity between the two quantum states of |x;). and |a)j>C
through the quantum subroutine SwapTest to indicate the distance Hx; - a)jH between the
data point and the cluster centroid. This method in Ref[4] represents the similarity between
quantum states by measuring the probability P (]|0)) that the control bit is |0), instead of the

distance between the classical vectors. The quantum circuit can be as shown in Fig.6.
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Fig. 6 Quantum circuit of quantum subroutine SwapTest.
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Fig. 7 The result of measuring the similarity between |1) ,|0) in plaintext.

In the quantum circuit, g is the control bit, g1, g is the input qubit, and the system state
is |v1) =10, @, y) at the time of input, and the state of the circuit becomes

[02) = 310} (I, w) + 1w, 0)) + 3 1) (19.9) ~ [w.9)) ©

after the circuit is executed. At this time, the probability P (|0)) when g is |0) is measured.

P(|0))

1240(0) (|9, W) + [y, 0)) + 1 (01 (|9, w) — v, )|
(e w)+ v, o)) (6)
=1+ 1lelw))?

It can be seen from Eq.5 that the greater the similarity between |@) and |y), the closer
the probability P (|0)) is to 1. On the contrary, the probability P (]0)) is closer to 0.5. Suppose
we want to measure the similarity between |0) and |1). Obviously |0) and |1) are orthogonal,
and the probability is P(]0)) = 0.5. The circuit in Fig.6 is executed 8192 times on IBM
Qiskit, and the measurement results obtained in the environment containing noise are shown
in Fig.7.

Because of the noise and imperfect quantum gates in the circuit, the results we measured
P(]0)) = 0.038+0.234 + 0.22440.012 = 0.508 = 0.5. So it can be proved that they are



10 Changging Gong' et al.

S
O
(]

R R i N E FH
c &

LY H

@ &P Hf?ﬂ

a H f’j
o HA ZI

4, 2 1 vo

c

Fig. 8 The server ciphertext executes the quantum circuit of measuring |1), |0) similarity by SwapTest.

orthogonal. In the case of encryption, we design the specific quantum circuit of the quantum
subroutine SwapTest in the server. Consider the situation under ciphertext according to the
improved homomorphic encryption scheme in Sect.3, and replace the Toffoli gate with the
combination of H gate, S gate, T gate and CNOT gate, and use the key update process of
each door to update the key. The specific circuit is shown in Fig.8.

In the quantum circuit, go,q1,g> is the quantum register that executes SwapTest in ci-
phertext on the semi-trusted server. The encryption key of gi,q2 is {1,1},{0,0} respec-
tively, and g is the auxiliary qubit to be measured to store the value of similarity, so there
is no need for encryption. g3 is the trusted server used to assist the semi-trusted server to
perform T-gate key update operation and update the key. The circuit is also executed on IBM
Qiskit for 8192 times, and the measurement results are shown in the following Fig.9.

In this result, we can see the probability that g¢ is 0 under the ciphertext. P (|0))=0.055+
0.209+0.201+0.042=0.507 ~ 0.5. Comparing the results of the similarity between SwapTest
in the ciphertext and it in the plaintext, we can clearly see that when we encrypt the input
qubits in, the similarity results obtained are approximately equal.

Therefore our scheme is correct and effective. In addition, we didn’t update the key here
to get the result, because the result we finally need is not encrypted in the register. But for
the client and server, as long as the quantum state measured in ¢y, q> is encrypted, security
can be guaranteed.

Finally, we store the calculated k values ||x,- - a)jH in the quantum state |A) through
phase estimation for the next calculation.

6 Experiment of Quantum minimization algorithm based on improved QHE scheme

Quantum minimization algorithm[9] as an extension of the Grover algorithm is widely used
in various quantum machine learning algorithms, also known as GroverOptim, and is one
of the core steps of the quantum k-means algorithm.

In this algorithm, the quantum state |1 ) calculated by SwapTest is regarded as a search of
disordered database by using Grover search algorithm. Through the parallelism of quantum
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Fig. 9 The server ciphertext executes the quantum circuit of measuring |1),|0) similarity by SwapTest.
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computing, the optimal solution of the problem can always be found after several iterations,
which is very important for classical machine learning which is always easy to fall into local
optimun. However, these operations need to be repeated in the actual computing process,
which is very cumbersome for the client, so we can achieve it in the quantum cloud comput-
ing. This section will focus on the implementation of the algorithm in the ciphertext state of
the improved quantum homomorphic encryption (QHE) scheme.

We will briefly describe the specific steps of GroverOptim, which requires m registers to
store the input qubit |0) (where 2™ = k), n qubit storage threshold |b;). The quantum circuit
of the algorithm is shown in Fig.10.

Quantum minimization algorithm based on quantum cloud computing

1.Initialize

Define the a-th value in the similarity quantum state |A) as f (a) (in this case, both a
and f (a) are expressed in binary form). And randomly select a; and b; = f (a;) as the
threshold for the first iteration.

2.Apply Hadamard gate

Apply the Hadamard gate to the first register, so that the quantum states in the register
are superimposed to represent all possible states in a;.

3.Apply Grover search algorithm

Apply Quantum Oracle to mark all states with a value less than b;. Choose one as the
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Fig. 11 Correspondence of unordered databases f (a).

output |a j> of the algorithm and convert it to the input a; to calculate the value of
bi=f (aj).
4.Update threshold
Compare the result b; with the threshold b;. If b; > b;, then seta; | = a; and b; | = b;.
Otherwise, set a; 11 = a;,bj+1 = b;.

When the algorithm iterates to /2 times, the algorithm is terminated. Measure
the state |apmy) in the register and calculate the minimum value by;,.

Obviously, the parallelism of the algorithm is mainly attributed to the Grover search al-
gorithm, which applies the gate operation to the superposition state of all possible inputs.
Because of this, the quantum minimization algorithm can always find the global optimal
solution. The number of iterations x of the algorithm is calculated accurately in[9,26]. As m
increases, the speed of the algorithm increases. Similarly, when the client’s quantum com-
puting power is limited, the larger m means the larger the number of registers required.
Therefore, it is very necessary to use GroverOptim in quantum cloud computing. Next, an
example is used to verify the correctness of GroverOptim algorithm on ciphertext.

Suppose there is an unordered database f (a), which contains 8 data, and the correspond-
ing relationship is shown in Fig.11.

Then part of the data in the database can be expressed as

1 a=000
3 a=001
fa=32 a=1n
otherwise

For instance, we randomly select the starting threshold value b; = 3,a; = 001, so we
design a quantum Oracle to mark those less than the threshold b;.

Ola) = (~1)"“a), h(x)= {? ;8 2

At this point, the quantum Oracle O3 marks the value a = |000),a = |111) of all a; of
f(a) < by, and the matrix form of the O3 is shown in the Fig.12.

The circuit that uses Grover search algorithm to search for |000),|111) in plaintext can
be realized by the quantum circuit in Fig.13.

The measurement results of the quantum circuit performed 8192 times in the IBM Qiskit
simulation environment are shown in Fig.14.

According to the experimental results, it can be seen that the state |000),[111) is ob-
tained with a very high probability, indicating that the circuit can correctly search the cor-
responding quantum state in plaintext. In the case of encryption, assuming that the client’s
initial encryption key is {1,1},{0,1} and {0, 1},The key means the first qubit uses X'Z' to
encrypt, and the second qubit uses X°Z! to encrypt, the third qubit uses X°Z! to encrypt.
The Toffoli gate also uses the combination of H gate, S gate, T gate and CNOT gate to

@)
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[000) 001) |010) |011) [100) [101) [110) [101)

lo)[=1 0 0 0 0 0 0 O]
oy 0 1 0 0 0 O O O
iy 0 0O 1 0 0 0 0 O
oyl 0 0 01 0 0 0 0
Tl 0 000100 0
0 00001 0 0
myfo 00 000 1 0
[0 00000 0 —1]

Fig. 12 The Matrix form of Quantum Oracle O3.
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Fig. 13 Searching for quantum circuits of [000),|111) on Plaintext.
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Fig. 14 Searching for quantum circuits of [000),|111) on Plaintext.

replace the form. we give the specific circuit and operation process. The circuit is shown in
Fig.15.

The difference between the execution of the SwapTest circuit under the ciphertext to
find the similarity is that the client needs to decrypt the results after the search is executed,
and the key update process is completed by the trusted server and return the final key to
the client. In order to verify that we found the desired result. According to the previous key
update rule, we give the key update process of Grover searching for |000), |111). As shown
in the tablel.

The final key {ay, bf}3 ={1,0},{0,1},{0, 1} is calculated according to the key update
rule. The key update process in the above table omits the update process of the X gate and the
Z gate, but the update process includes them and only represents the key at that time when
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Fig. 15 Searching for quantum circuits of [000),|111) on Plaintext.

Table 1 The server searches for the key update process on the ciphertext

Initial key CZ, CZy, CZi, Ho 12 H, H, CNOT; »
q0 {171} {170} {170} {01}
q1 {170} {11} 171 {171} {Ll}
o {0,1} {0,0} {01 {10} {o,1}  {1,0}  {0,0}
T, CNOTy, T CNOTi, T, CNOT,, T, CNOT,
q0 {070} {07 1} {Oa 1}
q1 {11} {r,o0p {10}
T T CNOTy, H, T 5 H, Ho12
40 {070} {07 1} {170}
q1 {171} {171} {170} {071}

it reaches a certain quantum gate. For a single quantum bit gate, the subscript indicates the
register to which the quantum gate is applied. e.g. Hy 1> indicates that the quantum gate
apply on the qo,q1,g> quantum registers respectively. For the double qubit CZ gate, the
subscript represents the qubits of the gate. e.g. CZyp; means that the CZ gate is applied to
the go,q1 quantum registers, and the control bit and the target bit are not distinguished. For
the double qubit gates-CNOT gates, we need to distinguish between the control qubit and
the target qubit. CNOT; > indicates that the CNOT gate acts on the first and second quantum
registers, where the first qubit is the control qubit and the second qubit is the target qubit.
The quantum circuit is executed 8192 times in the IBM Qiskit simulation environment, and
the result is shown in Fig.16.

According to the results, it can be seen that the two quantum states of |100) and |011)

are obtained with a higher probability after the circuit is executed. Use the key {a b f}3
derived from the previous calculation to decrypt the two quantum states according to the
decryption formula.

i), = XU 2" |xi), ap,by€{0,1} ®)
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Then the two quantum states are decrypted as

) {1,0},{0,1},{0,1} > {1,0},{0,1},{0,1}

1100 1000), |011 I111) )

The result of decryption on ciphertext is the same as the result of plaintext search for
|000), |111) two quantum states, It can prove that the plan under our ciphertext is correct.

Because we searched for |000),|111) two states that are less than the threshold b; = 3.
According to the algorithm we designed, we randomly select a state @; = |111) and update
the threshold b;y1 = f (a;) = 2 for the next iterative calculation.

7 Analysis

This section will analyze our algorithm scheme in terms of the security of the quantum
homomorphic encryption scheme based on the trusted server and the operational efficiency
of the quantum algorithm. The influence of the noise in the experiment on the experiment
will also be analyzed.

When the classical k-means algorithm needs to iterate ¢ times when calculating k clus-
tering centers, n-dimensional data vectors and the scale of M. The time complexity of
the algorithm is O (Mnkt). While quantum k-means calculates the distance between the
n-dimensional data vector and the clustering center @, the time complexity is reduced to
O (log(n)) by subtly calculating the similarity of two high-dimensional vectors instead of
the distance. In addition, in the quantum minimum search algorithm, when the number of
clustering centers k is very large. We represent all k input (/2" = k) by using m quantum

states. Reduce the time complexity of searching for the minimum value to O (\/l;) . There is
a secondary acceleration in the algorithm. In summary, the time complexity of the quantum
algorithm can be expressed as O (M log (n) \/I;t) . And when the value of k and n are larger,

the importance of the client’s use of quantum cloud computing due to its own weak quantum
power becomes more prominent, and the acceleration effect of quantum algorithms becomes
more prominent. In the case of client encryption and decryption, the operation performed
by the client is related to the number of quantum states m required. But for the overall
algorithm, the operation performed by the client is polynomial.
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On the other hand, the ciphertext search scheme based on trusted server is secure. From
the overall point of view, our scheme is compact, and the decryption process of the scheme is
independent of the evaluation quantum circuit QC that performs the quantum computation.
From the point of view of the scheme steps, first of all, in the encryption process, the client
randomly generates the key and uses the quantum method to encrypt the plaintext, because
our encryption and evaluation (SwapTest, GroverOptim) and other operations are applied
to the totally mixed state, Therefore, this solution satisfies.
arsb —bya _ 12
= Y XZ(;ZX:Z7 (10)

2
2% a,be{0,1}"

Where 122—,',‘ represents the totally mixed state, and o represents the density matrix form of the
plaintext. It is completely consistent with the quantum one-time pad (QOTP)[16] scheme,
which has been verified to be correct. When executing to the T-gate, the semi-trusted server
needs to send the quantum state to the trusted server, which is decrypted by the trusted
server, and then directly performs the T-gate operation on the plaintext. Then the semi-
trusted server generates the key randomly and encrypts it and uploads it to the semi-trusted
server. The semi-trusted server will not get any information about the plaintext or the key,

so the process is secure. It can be proved that our scheme satisfies the existence of quantum
! .
state p£ so that all quantum states satisfy y=U.

HQHE.Enc(wEU)—pE'@@wUH =0 (1)

QHE .Enc is the encryption algorithm executed on the encryption part of the input quantum
state |y), and WY is the evaluation process of executing the search circuit. QHE is the set
of quantum states formed by the probability distribution of the key and the randomness
of the quantum state when performing the computing. It satisfies the definition of perfect
security in QHE scheme[21]. In summary, the ciphertext calculation scheme we researched
guarantees security.

It is worth noting that the experiment in this article is based on the IBM real quantum
computing platform to simulate the noise environment in ibmg_16_melbourne. We will dis-
cuss the impact of noise on this scheme. In the first experiment, we measure the quantum
register go in the quantum circuit of SwapTest in plaintext and ciphertext respectively, and
the probability of |0) is obtained.

P, (0)) =0.038+0.234 +0.2244-0.012 = 0.508
P.(|0)) =0.055-+0.209-+0.201+0.042=0.507

Obviously, both of them are approximately equal to 0.5, but there are some error in the
experiment. The main reason for this error (considering that there is no reading error) is the
incompleteness of the 7T-gate. According to the matrix form of the basic quantum 7-gate

1 0 - . . - .
T = 0 it/ | it is obvious that every time we execute the T-gate, it is an approximate

estimation operation. Therefore, when there is a certain scale of 7T-gates in the quantum
circuit, the experiment has certain errors.

In addition, in the results after executing the quantum circuit in Fig.7 and Fig.9, we can
see the probability that there are eight quantum states in both the plaintext and the ciphertext.
According to Eq.5, it can be known that after the quantum circuit is executed, the output
quantum state | ;) should only have four quantum states {010,011,100, 101} at this time.
This phenomenon is due to the fact that in the calculation process of the quantum system,
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the superposition state is generated to operate the entire system. As time progresses, it leads
to decoherence, and the calculation information degrades over time. The phenomenon of bit
flip occurs, and some quantum states are transformed into undesired quantum states. But for
this kind of bit flip, the probability is the same, and the influence on the final experimental
result is limited. Of course, the factors that affect the error are far more than these. As a
complex quantum system, we cannot completely eliminate these factors.

In the second experiment, the same noise also exists. We simply verify the quantum
circuits in Fig.13 and Fig.15 in a noise-free quantum simulation environment. The results
only contain the expected quantum states [000) and |111). But the difference from the quan-
tum circuit that executed SwapTest in the first experiment is that the multi-value Grover
quantum search executed in GroverOpitm only needs to display the results we expect with
a significantly high probability. The emergence of the quantum state has a limited impact on
the experimental results, and the error can be reduced by performing the amplitude amplifi-
cation process multiple times.

8 Conclusion and future works

This paper proposes a quantum k-means algorithm based on trusted servers in quantum
cloud computing. The core subroutines SwapTest and GroverOptim are encrypted by a
quantum homomorphic encryption scheme and uploaded to the quantum cloud for calcula-
tion. Using a trusted server in the quantum cloud to simplify the tedious 7-gate update steps.
Reduce the overall computing efficiency and simplify the key update steps on the cloud. The
client only needs to complete the encryption, decryption and update threshold operations,
and other operations are handed over to the server to complete, which greatly reduces the
workload of the client.

Compared with the classical k-means algorithm, the quantum k-means algorithm re-

duces the time complexity from O (Mnkt) to O (M log (n) \/E) The time complexity of

client encryption and decryption is polynomial, depending on the number of quantum states
m required. In addition, the quantum homomorphic encryption scheme based on trusted
server is proposed in this paper, which ensures the security by using quantum one-time
pad (QOTP) scheme. In addition, the quantum homomorphic encryption scheme based on
trusted server is proposed in this paper, which ensures the security by using quantum one
secret at a time. This scheme is not only suitable for quantum k-means algorithm, but also
suitable for entrusted quantum computing, which is easy to describe, but complex computa-
tional process.

We use IBM Qiskit to design and execute quantum circuits to verify the correctness of
the scheme. The experimental results show that there is noise in the experimental environ-
ment. When the number of H and T gates in the circuit increases, the quantum state de-
coherently interacts with the environment, which leads to the degradation of computational
information over time, making our experimental probability and accuracy both decline.

The core idea of this paper is to complete the subroutine of the quantum machine learn-
ing algorithm by the quantum cloud server, and to ensure the security through the quantum
homomorphic encryption scheme. In addition, the idea can be used as a model for various
commissioned quantum calculations that are easy to describe but have a long and compli-
cated calculation process.

Therefore, how to improve the scheme to reduce the complexity of the 7-gate and reduce
the number of times the system state is superimposed and de-superimposed and how to
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optimize the model to make the ciphertext computing operation based on quantum cloud
computing meet more quantum machine learning algorithms is used will become our next
research focus.
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