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Measurement-device-independent quantum key distribution with classical Bob and no

joint measurement

Guang Ping He∗

School of Physics, Sun Yat-sen University, Guangzhou 510275, China

Measurement-device-independent quantum key distribution (MDI-QKD) provides a method for
secret communication whose security does not rely on trusted measurement devices. In all exist-
ing MDI-QKD protocols, the participant Charlie has to perform the Bell state measurement or
other joint measurements. Here we propose an MDI-QKD protocol which requires individual mea-
surements only. Meanwhile, all operations of the receiver Bob are classical, without the need for
preparing and measuring quantum systems. Thus the implementation of the protocol has a lower
technical requirement on Bob and Charlie.

I. INTRODUCTION

Quantum key distribution (QKD) is known to be a
method for two parties Alice and Bob to exchange clas-
sical secret information by transmitting quantum states,
usually encoded using photons [1]. In principle, the secu-
rity of QKD against eavesdropping can be based solely on
the validity of the axioms of quantum mechanics. But in
practice, such an unconditional security is much harder
to achieve, due to the imperfection of the actual devices
used in the implementation schemes [2]. Especially, the
theory-practice deviation of photon detectors could leave
room for side-channel attacks and blinding attacks [3–5].

Then came the measurement-device-independent
(MDI)-QKD [6] as a solution. It allows the detectors
to be handled by a third party Charlie, who cannot
learn the secret information of Alice and Bob even if
he himself is the eavesdropper. That is, the security
of MDI-QKD does not need to rely on the assumption
that the detectors are controlled by honest parties. Note
that it does not necessarily mean that MDI-QKD has to
be a three-party cryptography. Instead, when there are
only Alice and Bob, and the latter owns the detectors,
then “Charlie” can be understood as the backdoor or
spyware built into the detectors, which can communicate
with or be controlled remotely by the eavesdropper.
The existence of unconditionally secure MDI-QKD
protocols mean that Bob can use the detectors from
any manufacturer, even those from his enemy, while
his secret information will remain secure. On the other
hand, comparing with full device-independent QKD
(see Refs. [7–12] and the references therein) which is
secure even when the eavesdropper can access to not
only the detectors but also other devices, MDI-QKD is
much more feasible and the key rate can be very high.
Therefore, it immediately caught great interests [13–19].

But the measurements in MDI-QKD are more compli-
cated than those in previous conventional ones. In some
of the conventional QKD such as the Bennett-Brassard84
(BB84) protocol [1], Bob can simply perform individual
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measurements on every single photon from Alice one by
one. In MDI-QKD such as the protocol in Ref. [6],
however, both Alice and Bob send photons to Charlie,
and Charlie needs to perform the Bell state measure-
ment on both photons simultaneously. In a recent varia-
tion of MDI-QKD called the twin-field (TF) MDI-QKD
[20–22], both Alice and Bob send weak coherent pulses
and Charlie measures the interference when they com-
bine on a beam splitter. Either way, Charlie’s operations
are joint measurements. There was an MDI-QKD pro-
tocol claimed to be free from joint measurements [23],
but its measurement for Charlie is actually a joint mea-
surement on two pulses sent to him at different times.
While all the above joint measurements are experimen-
tally available with state-of-the-art technology, they are
undoubtedly less efficient and convenient than individual
measurements. Also, as pointed out in Ref. [23], most
MDI-QKD protocols have to deal with the difficulty of
the synchronization of the arrival times and phases of the
photons or pulses from Alice and Bob.
In this paper, we will propose an MDI-QKD basing

on a completely different route, so that strictly no joint
measurement is needed. This makes it possible to enjoy
the advantage of MDI (i.e., the protocol remains secure
even when the measurement devices are controlled by
the eavesdropper) using conventional optical detectors
for individual measurements, which are generally more
efficient than those for joint measurements. Moreover,
our protocol also has an intriguing feature that the op-
erations of Bob can all be considered classical.
The structure of the rest of this paper is as follows.

In the next section, the general theoretical description of
our protocol will be given, with its security discussed in
section III. Then in section IV, we study a possible prac-
tical implementation of the protocol. The reason why
Bob can be classical is elaborated in section V. Finally
we summarize the result and compare its pros and cons
with existing MDI-QKD protocols.

II. THE THEORETICAL SCHEME

Unlike previous MDI-QKD protocols where Alice and
Bob both send photons or coherent pulses for Charlie
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to measure, in our proposal only Alice sends photons to
Charlie, while Bob performs some secret operations on
these photons in the middle. To make the theoretical
security analysis more explicit, here we first give a gen-
eral description of our MDI-QKD protocol without going
into the details on the implementation of the carriers of
the quantum states and how they are transmitted, and
consider the ideal case where the transmissions and de-
tections are free from any loss and error.
Our protocol:

(1) For i = 1 to n:
(1.1) Alice sends Bob a batch of m quantum reg-

isters ψ
(i)
1 , ψ

(i)
2 , ..., ψ

(i)
m where m is an even number

and m ≥ 8 is recommended. Each register is a two-

level system, whose state
∣

∣

∣
ψ
(i)
j

〉

(j = 1, ...,m) is ran-

domly chosen from {|0〉 , |1〉 , |+〉 , |−〉}. Here |0〉 and |1〉
are two orthogonal states of the two-level system, and
|±〉 ≡ (|0〉 ± |1〉)/

√
2.

(1.2) Bob rearranges the order of the quantum
registers. That is, he chooses randomly a permutation

operation Pi and applies it on ψ
(i)
1 , ψ

(i)
2 , ..., ψ

(i)
m to

obtain
∣

∣

∣
φ
(i)
1 φ

(i)
2 ...φ

(i)
m

〉

= Pi

∣

∣

∣
ψ
(i)
1 ψ

(i)
2 ...ψ

(i)
m

〉

. Bob keeps

his choice of Pi secret, which will never be announced

throughout the entire protocol. Then he sends φ
(i)
1 , φ

(i)
2 ,

..., φ
(i)
m to Charlie, who is in charge of the measurement

devices.
(1.3) Charlie is supposed to measure each of φ

(i)
1 ,

..., φ
(i)
m/2 in the rectilinear basis {|0〉 , |1〉}, and measure

each of φ
(i)
m/2+1, ..., φ

(i)
m in the diagonal basis {|+〉 , |−〉}.

Then he announces the measurement results to Bob.
(1.4) Since Bob himself knows the permutation Pi,

he deduces the measurement result of each of ψ
(i)
1 , ψ

(i)
2 ,

..., ψ
(i)
m from Charlie’s announced information. Then

they repeat steps (1.1)-(1.4) for the next i, where Bob
should choose a different Pi in step (1.2).
(2) Alice announces the bases (but not the exact state

information) of all the n ×m registers ψ
(i)
j (i = 1, ..., n,

j = 1, ...,m).
(3) The security check: Bob picks a portion of the

registers and asks Alice to announce their exact states.
Then he checks whether Charlie’s measurement results
matches Alice’s announced states whenever Charlie has
measured the corresponding registers in the correct basis
(i.e., he has measured |0〉, |1〉 (|+〉, |−〉) in the rectilin-
ear basis (the diagonal basis)), or the two states in the
same basis occur with approximately equal probabilities
whenever Charlie has measured the registers in the wrong
basis.
(4) If no suspicious result is found, among the rest reg-

isters which were not picked for the security check, Bob
keeps those which Charlie has measured in the correct
basis, and announces their indices i, j to Alice. Since
both Alice and Bob know the exact state of this portion
of registers, they take |0〉, |+〉 as the bit 0 and |1〉, |−〉 as
the bit 1, and thus obtain the raw secret key.

III. SECURITY ANALYSIS

We have to admit that at the present moment, we are
unable to give a rigorous mathematical security proof of
the protocol which could be sufficiently general to cover
any cheating strategy that may potentially exist, like the
proofs in Refs. [24, 25] for the BB84 protocol. And we
wish that, like the case of the original MDI-QKD protocol
[6], related rigorous proofs can be eventually completed
by successive studies from various contributors [26–32].
But for now, at least we can obtain the following conclu-
sions in a heuristic way.
Theorem 1. Without knowing Bob’s permutation op-

erations, Charlie’s announcing the measurement result
dishonestly will be discovered with a non-trivial proba-
bility.
Proof: In our protocol, Charlie is required to announce

the measurement result in step (1.3), before Alice an-
nounces the bases of the quantum states in step (2).
Therefore, he cannot delay his announcement until he
learns the basis information. For each i, there are totally
m! possible choices for the m-body permutation opera-
tion Pi. When Charlie does not know Pi, for each specific

φ
(i)
j , form his point of view it could be any of ψ

(i)
1 , ψ

(i)
2 ,

..., ψ
(i)
m . Even if he intercepted so that he owns or has

owned all ψ
(i)
1 , ψ

(i)
2 , ..., ψ

(i)
m , there is no measurement

on ψ
(i)
1 , ψ

(i)
2 , ..., ψ

(i)
m that can help him know the cor-

rect basis for φ
(i)
j . Consequently, no matter he measures

φ
(i)
j as required by the protocol or delays his measure-

ment while announcing a random measurement result,
his announced basis stands probability 1/2 to be correct.
In this case, if he announces a result opposite to what
is obtained in his measurement (or announces a random
result without actually performing the measurement) as

the state of φ
(i)
j , there is probability εij = 1 (εij = 1/2)

that it will conflict with the actual state prepared by Al-

ice. Once this φ
(i)
j is picked for the security check in step

(3), Bob will discover such a cheating. If Charlie totally
did this for k registers, then the probability for him to
pass the security check will be at the order of magnitude
of (1− ε/2)λk, which drops exponentially as k increases.
Here ε ∈ [1/2, 1] and λ marks the portion of the regis-
ters that are picked for the security check and Charlie’s
announced measurement bases happen to be correct.

The above theorem guarantees that the performance
of the measurement devices in the protocol is checkable,
so that Alice and Bob can arrive at the same raw key
correctly.
Meanwhile, the result below also holds.
Theorem 2. Without knowing Bob’s permutation op-

erations, the eavesdropper (including Charlie) cannot ob-
tain a non-trivial amount of information on the secret key
of Alice and Bob.
Proof: According to step (4), to learn a single bit of the

raw key, the eavesdropper must know whether the state
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of Alice’s corresponding quantum register ψ
(i)
j belongs to

{|0〉 , |+〉} or {|1〉 , |−〉}. Theorem 1 ensures that Bob can

deduce the correct measurement result of ψ
(i)
j . So if we

treat Bob and all measurement results as a whole party,
then the situation between Alice and Bob is actually the
same as that of the BB84 protocol. As a result, it is
not hard to see that any intercept-resend attack on the
quantum transmission channel between Alice and Bob
cannot pass the security check with a non-trivial proba-
bility. That is, the eavesdropper (no matter he is Charlie
himself or someone else) cannot intercept and measure
Alice’s state before it enters Bob’s site. On the other
hand, it is indeed possible to eavesdrop the measurement

result of φ
(i)
j (by either intercept the state at Bob’s out-

put or get the information directly from Charlie). But
as long as Bob’s permutation Pi is kept secret, the rela-

tionship between ψ
(i)
j and φ

(i)
j cannot be deduced. That

is, eavesdropping at Bob’s output and/or Charlie’s site
is insufficient for deducing the secret bits either.

Putting theorems 1 and 2 together, we can see that
the hinge to the security of the protocol is to keep Bob’s
permutations Pi unknown to the eavesdropper. Accord-
ing to the protocol, Bob chooses every Pi by himself,
and applies it locally in his own site without announcing
anything about it throughout the protocol. Therefore, it
seems easy to meet this requirement in principle.
Nevertheless, in practice it is more complicated. The

implementation details of how the quantum states are
transmitted may leave rooms for the eavesdropping. To
be precise, when the eavesdropper takes control on both
the input and output of Bob’s site and is able to replace
Alice’s states with something else he prepared himself,
it is possible for him to learn what operation is applied
within Bob’s site. Note that each Pi is an m-qubit per-
mutation operation. When describing Alice’s m-qubit
state as a 2m-dimensional vector, Pi is corresponding to
a 2m × 2m matrix. As there are m! possible choices for
Pi, its matrix hasm! independent elements. Denote

∣

∣η(i)
〉

as the state that the eavesdropper inputs to Bob’s site.
Then the output state is Pi

∣

∣η(i)
〉

. The eavesdropper’s

task is to deduce Pi by measuring Pi

∣

∣η(i)
〉

. To deter-

mine Pi unambiguously, Pi

∣

∣η(i)
〉

should be orthogonal

to Pi′

∣

∣

∣
η(i

′)
〉

for any i′ 6= i, i.e.,

〈

η(i
′)
∣

∣

∣
P †
i′Pi

∣

∣

∣
η(i)

〉

= 0. (1)

But as long as m ≥ 4, there is

m! > 2m. (2)

Thus it is clear that using a 2m-dimensional system as
∣

∣η(i)
〉

(which has 2m orthogonal states only) is insuffi-
cient for determining Pi unambiguously from all the m!
possible choices. Instead, the eavesdropper has to use
a higher-dimensional quantum system. Consequently,

there is a difference in the dimension of the physical sys-
tems between the eavesdropper’s

∣

∣η(i)
〉

and Alice’s actual
∣

∣

∣
ψ
(i)
1 ψ

(i)
2 ...ψ

(i)
m

〉

to Bob’s input. The question is whether

Bob can tell the difference in practice.
A safe bet is to use the “teleportation trick”: Bob does

not allow the physical carriers of Alice’s states to enter
his site directly. Instead, he uses quantum teleportation
[33] to transfer the quantum information of Alice’s states
to his own physical systems, whose dimension is com-
pletely under his control. With this method, he can be
sure that the eavesdropper cannot fake Alice’s physical
systems with other systems and use them as a Trojan
horse device to learn the information on his operation
Pi (see Ref. [6] of Ref. [6] for details). So we can in-
deed achieve an unconditionally secure implementation
of our protocol in practice. However, the quantum tele-
portation procedure requires Bob to perform additional
measurements, making the implementation more incon-
venient. Moreover, handing these measurement tasks to
Charlie may cause extra security problems, while letting
Bob himself to perform the measurements will make the
protocol no longer an MDI one. Thus, to achieve both
unconditional security and the MDI property simultane-
ously, we must take extra care on how the protocol is
actually implemented in practice.

IV. A POSSIBLE PRACTICAL

IMPLEMENTATION

In Fig.1, we illustrate a possible implementation
scheme of our protocol, where Alice’s single-photon
sources, Bob’s optical delays and Charlie’s detectors are

CharlieCharlie

BobBob

AliceAlice

SourcesSources DetectorsDetectors

Random Random 

Optical Optical 

DelaysDelays

Output
Ports

Input
Ports
InputInput
PortsPorts

OutputOutput
PortsPorts

FIG. 1: Diagram of a practical implementation scheme of our
MDI-QKD protocol with m = 8. All green lines stand for
optical fibers. The combination of the optical fibers inside
Bob’s site should be arranged differently in each ith (i =
1, ..., n) round of the protocol.
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all connected via optical fibers. The whole duration of
the quantum communication in the protocol is divided
into n time slots. In each ith slot (i = 1, ..., n), Alice
sends a photon from each of the m sources, with the po-
larization direction prepared randomly as 0◦, 90◦, 45◦ or
135◦, which stand for the states |0〉 , |1〉 , |+〉 or |−〉, re-
spectively. She does not need to send these m photons
at exactly the same moment. As long as their sending
times belong to the same time slot then it will be fine.
All photons then pass through Bob’s site and finally reach
Charlie’s detectors. Bob should choose a different combi-
nation of the optical fibers between his input and output
ports for each time slot, which serves as choosing a dif-
ferent permutation operation Pi on the m photons. For
easy analysis and understanding on the security, we drew
m = 8 pairs of optical sources and detectors in Fig.1. But
in practice, by using the time division multiplexing tech-
nique [34, 35], only one source and one detector will be
sufficient.
Like many other practical QKD systems, Bob should

also use single-mode optical fibers, wavelength filters and
single-photon filters [36] right after his input ports, to en-
sure that photons with extra dimensions or other char-
acterizing information cannot enter his site [5], and the
eavesdropper cannot input many photons to a single port
simultaneously. Otherwise, in every time slot the eaves-
dropper can simply prepare and send different numbers
of photons into different input ports of Bob. For ex-
ample, he sends 1 photon to the first input port, and 2
photons to the second input port ... . Then by measur-
ing the photon number at each of Bob’s output port, he
can deduce Bob’s permutation Pi. Meanwhile, he inter-
cepts all Alice’s photons, applies Pi on them and resends
them to Charlie. As long as all these operations can be
completed fast enough, he can hack the protocol without
being revealed.
Nevertheless, though the use of the above filters can

prevent the eavesdropper from inputting many photons
to one input port simultaneously, he can still send these
photons one by one. To avoid such a cheating, Bob should
shut down all input ports before and after each time slot.
Meanwhile, it is recommended to use low speed optical
fibers in Bob’s site (or at least use a short length of them
after each input port) instead of better ones, to serve
as a time-based photon number filter. Suppose that his
optical fibers can transmit x bits per second, while the
duration of each time slot is τ seconds. Then Bob should
better choose optical fibers with speed

x << m/τ. (3)

In the most ideal case, when there is x < 2/τ , we can
be sure that no eavesdropper can input more than one
photon to an input port during a time slot. This may
seem technically challenging, because it means that the
duration of each time slot should be as short as

τ < 2/x, (4)

which implies that Bob needs very high speed switches to

toggle the input ports on and off. But if the time division
multiplexing technique is used for the implementation of
our protocol, a single time slot will be shared by all the
m ports. Then Eq. (4) will be replaced by

τ < 2m/x. (5)

We can see that it becomes possible to find suitable
switches for the implementation when m is high.
For simplicity, the aforementioned filters and shutters

are not shown in Fig.1. Other than that, when compar-
ing with the above theoretical description of our protocol,
the most distinct feature of Fig.1 is the presence of the
optical delays in Bob’s site. They are adopted against
eavesdropping too. This is because, when these opti-
cal delays are not present and Bob connects the input
ports to the output ports in random order using optical
fibers directly, the eavesdropper (regardless he is Charlie
or not) can still learn Bob’s Pi using the following strat-
egy. In each time slot, though Bob’s filters and shutters
limit the eavesdropper to input a single photon to each
port only, each photon can be input at a slightly different
time. That is, the eavesdropper can send a photon into
Bob’s first input port at time t1, another photon into
Bob’s second input port at time t2, a third photon into
Bob’s third input port at time t3, ... , and a photon into
Bob’smth input port at time tm. Here t1 < t2 < ... < tm
and they are all within the same time slot, while their dif-
ference is much smaller than the duration time τ . The
eavesdropper then performs measurements at Bob’s out-
put ports to see when will a photon be detected at each
port. Through the time order of the photon detection, he
can deduce Bob’s permutation Pi even though he sends
only one photon to each port.
To defeat this attack strategy, we need the optical de-

lays shown in the dashed box of Fig.1. The number of
these delays should be larger than m, and each of them
is set to a different delay time. Then Bob’s randomiz-
ing the connection between these optical delays and the
input ports is equivalent to introducing a random delay
time to the photon from each port. In this case, if the
eavesdropper applies the above attack by sending m pho-
tons in sequence, these photons will leave Bob’s output
ports in a randomized time order, so that the eavesdrop-
per can no longer deduce which is the input port that
each photon was sent from, making the attack futile.

V. CLASSICALITY OF BOB

The concept “QKD with classical Bob” was previously
proposed by Boyer, Kenigsberg and Mor [37]. In their
protocol, Bob’s technical capability is limited to the fol-
lowing three operations: (1) measuring the qubit from
Alice in the computational basis {|0〉 , |1〉}, (2) preparing
a (fresh) qubit in the computational basis and sending
it, and (3) reflecting the qubit from Alice back undis-
turbed. The authors elaborated that such operations can
be considered classical, because unlike conventional QKD
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(e.g., the BB84 protocol) that uses both the measure-
ment bases {|0〉 , |1〉} and {|+〉 , |−〉}, the receiver Bob in
their protocol does not involve any nonorthogonal states
nor noncommuting operations, even though his opera-
tions are actually performed on quantum systems. Such
a usage of the term “classical Bob” is also adopted later
in Ref. [38].
Similarly, in our protocol Bob’s permutations Pi are a

group of commutable operations which also exist in clas-
sical world. When using the practical implementation
scheme in the previous section, we can see that Pi can be
realized simply by arranging the connection of the optical
fibers between the input ports, output ports and optical
delays. Choosing different Pi is basically the same as re-
setting the jumpers in a classical telephone switchboard,
and Bob’s role is very similar to a classical telephone op-
erator. In a more practical setting, instead of plugging
and unplugging the optical fibers manually, rearranging
the connection between the input ports, output ports and
optical delays can be implemented efficiently using mi-
croelectromechanical systems (MEMS) [39, 40] or other
optical cross-connect (OXC) devices [41, 42]. Still, OXC
devices are also widely used in classical information op-
tics, so that they should be considered as classical despite
that they can handle photons carrying quantum informa-
tion as well. Therefore, our protocol also takes a “classi-
cal Bob” only. Furthermore, our Bob does not need the
sources and detectors for preparing and measuring quan-
tum systems. In this sense, it is somehow more classical
than the “classical Bob” in Refs. [37, 38].

VI. DISCUSSIONS

In summary, we proposed an MDI-QKD protocol and
considered its possible implementation in practice. Com-

paring with previous proposals, we should note that the
original MDI-QKD protocol [6] has two distinctive ad-
vantages: (i) all detector side channels are removed so
that its security does not need to rely on trusted mea-
surement devices, and (ii) the secure distance with con-
ventional lasers can be twice as that of conventional QKD
while the key rate remains high in practice.

Ours does not have the advantage (ii) because in prac-
tical QKD nowadays, the secure distance is limited by
the distance between the optical sources and the detec-
tors. In our protocol (or conventional QKD such as the
BB84 protocol), it means the distance between Alice and
Charlie (or Bob), while in the original MDI-QKD, both
Alice and Bob send photons or coherent pulses to Charlie
so that the secure distance is the distance from Alice to
Charlie plus the distance from Charlie to Bob.

But the advantage (i) remains in our protocol, and it
also has two more advantages. First, it no longer needs
joint measurements, and second, Bob can be classical. It
is worth studying whether there can be other practical
implementation schemes of our theoretical protocol so
that Bob’s filters and shutters can be further simplified,
enabling more users with low technical capacity to enjoy
the advantages of quantum cryptography in practice.
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