arXiv:1909.11465v1 [cs.CR] 25 Sep 2019

On the linear structures of Balanced functions and quadratic

APN functions

A. Musukwa and M. Sala

University of Trento, Via Sommarive, 14, 38123 Povo, Trento, Italy
{augustinemusukwa, maxsalacodes}@gmail.com

Abstract

The set of linear structures of most known balanced Boolean functions is non-
trivial. In this paper, some balanced Boolean functions whose set of linear structures
is trivial are constructed. We show that any APN function in even dimension must
have a component whose set of linear structures is trivial. We determine a general form
for the number of bent components in quadratic APN functions in even dimension and
some bounds on the number are produced. We also count bent components in any
quadratic power functions.
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1 Introduction

Balancedness is an important property which is sometimes required in Boolean functions
since it is often desirable for cryptographic primitives to be unbiased in output. By recog-
nising such importance, a lot of papers have been written on construction of balanced
functions with cryptographic properties (see for example [7, 10, 12l 17]). One crypto-
graphic property which is mostly considered in constructing such functions is nonlinearity.
However, in this study we are interested in something different. We would like to consider
the set of linear structures of balanced functions. In this paper, the set of linear struc-
tures of a Boolean function is called linear space. We believe that most known balanced
functions do have non-trivial linear space. A typical example of a balanced function with
non-trivial linear space is g(z1, ..., Tn—1)+x,, where n is positive integer. It is a well-known
balanced function and its linear space clearly includes the nonzero vector (0, ...,0,1). In
this paper we construct some balanced functions whose linear spaces are trivial and in
some cases we give a lower bound on their nonlinearities.

The nonlinearity and differential uniformity of a vectorial Boolean function (a mapping
from F% to FY) are properties which are used to measure the resistance of a function to-
wards linear and differential attacks, respectively. APN and AB functions provide optimal
resistance against the said attacks. This gives a justification as to why there are many
studies regarding APN and also AB functions. In this paper, we show that the linear
spaces of some components of an APN function in even dimension must be trivial. In
particular, we show that the dimension of the linear space of any component in APN per-
mutation is at most 1. Some results on properties of quadratic APN functions are studied.
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It is well-known that in any quadratic APN functions there are some bent components.
So we provide a general form of the number of bent components in quadratic APN. From
[15], we know that there are at most 2" — 2"/2 bent components in any function from F}
to itself. This motivated the authors to count bent components for any quadratic power
function and so a comparison with quadratic power APN is made.

This paper is organised as follows. In Section 2, known results are reported. In Section
[Bl some balanced functions are constructed and in Section 4 we provide conditions which
help to determine whether the balanced functions constructed in Section [3] have trivial
linear space. In Section Bl we show that there is component in any APN function in
even dimension whose linear space is trivial and we also present a general form for the
number of bent components in any quadratic APN functions. In Section [, we count bent
components in any quadratic power functions.

2 Preliminaries

In this section, some definitions and well-known results are reported and for details, the
reader is referred to [II, 5} 8, 13| [1§].

The field of two elements, 0 and 1, is denoted by F. A vector in the vector space F" is
denoted by v. A vector whose ith coordinate is 1 and 0 elsewhere is denoted by e;. We
use ordinary addition + instead of XOR @. For any set A, its size is denoted by |A].

A Boolean function (B.f.) is any function f from F™ to F and a vectorial Boolean function
(v.B.f.) is any function F' from F" to F™, with n,m € N. However, in this paper we
consider v.B.f.’s from F" to F"™. The B.f.’s in algebraic normal form, which is the n-
variable polynomial representation over F, is given by f(x1,...,2n) = > ;cpar (Hiel :EZ) ,
where P = {1,...,n} and a;y € F. The algebraic degree or simply degree of f (denoted by
deg(f)) is maxscp{|I| | ar # 0}. The set of all B.f.’s on n variables is denoted by B,,.

A B.f. fis linear if deg(f) = 1 and f(0) = 0, affine if deg(f) < 1, quadratic if deg(f) = 2
and cubic if deg(f) = 3. The set of all affine functions is denoted by A,. Given a v.B.f.
F = (f1,..., fn), the functions f1, ..., f, are called coordinate functions and the functions
A-F, with A # 0 € F” and “” denoting dot product, are called a components of F' and we
denote \- F' by F). A v.B.f. F issaid to be a permutation if and only if all its components
are balanced. The degree of a v.B.f. F'is given by deg(F') = maxy.ocr»{deg(Fy)}. If all
components of a v.B.f. I’ are quadratic, we say that F' is pure quadratic.

The Hamming weight of f is given by w(f) = |{x € F* | f(z) = 1}|. A function f is
balanced if w(f) = 2"~!. The distance between f and g is d(f,g) = w(f + g) and the
nonlinearity of f is N(f) = ming,eca, d(f,w).

For m < n, if f is in B, but depends only on m variables, then its restriction to these m
variables is denoted by fipm. Clearly, figm € By,.

The next result can be found in [I3] on page 372.

Proposition 1. If g(z1,...,2y,—1) is an arbitrary B.f.on n — 1 variables, with a positive
integer n > 1, then f = g(x1,...,xn—1) + Ty, is balanced.

The Walsh transform of a B.f. f is defined as the function W; from F" to Z:

Wi(a) = ) (=1)/@rer,

zelfn



for all a € F". The set {W¢(a) | a € F"} is called the Walsh spectrum of a B.f. f. The
Walsh spectrum of a v.B.f F is given by {Wr, (a) | a € F*, X # 0 € F"}. Define F(f) as

F(H=wr0)= Y (-1 =2" —2w(f).

zelfn?

Note that f is balanced if and only if F(f) = 0.

The nonlinearity of a function f can be written in terms of Walsh transform as

1
N(f) = 2" = 5 max|Wy(a)].

The nonlinearity of a v.B.f F' is defined as

N(F)= min N(F)).

AAOEF™

It well-known that for every B.f. f € By, with n even, N(f) < 2*~! — 23~ A function
f € B, is said to be bent if N(f) = 2*~1 — 227! and this can happen only in even
dimension. Note that the lowest possible value for Wy(a), with a € F", is 2% and this
bound is achieved only for bent functions.

For n odd, a B.f. f is called semi-bent if N'(f) = 2"~} — 2"7". Tn other words, f is
semi-bent if, for all a € F", Wy(a) € {0, j:2%}. Semi-bent functions are sometimes
defined in even dimension. For n even, we say a function f is semi-bent if, for all a € F",
We(a) € {0, :|:2nzﬁ}. A v.B.f. F in odd dimension is almost-bent (AB) if all its components
are semi-bent.

A B.f. is called plateaued if its Walsh transform takes at most three values: 0 and +pu
where p is some positive integer, called the amplitude of the plateaued function. So clearly
bent and semi-bent functions are plateaued.

We define the (first-order) derivative of f at a by D, f(x) = f(x+a)+ f(z). A derivative
of f at 0 is the trivial derivative and at any other point, a # 0 € F", we simply say a
derivative. An element a € F" is called a linear structure of f if D,f is constant, and
we denote the set of all linear structures of f by V(f). The set V(f) is called the linear
space of f. We say the linear space is trivial if it contains zero vector only and non-trial
otherwise.

Theorem 2. A B.f. f onn variables is bent if and only if D, f is balanced for any nonzero
a €.

Two B.f.’s f,g : F" — F are said to be affine equivalent if there exist an affinity ¢ : F* — F”
such that f = go . This relation is denoted by ~4 and written as f ~4 g. Observe that
the relation ~ 4 is equivalence relation. For ¢ € {1,...,n} and | € A,,_1, a basic affinity of
F™ maps z; — x; + (21, ..., Ti—1, Tit1, ..., Tp) and fixes all other coordinates.

Proposition 3. Let f,g € B, be such that f ~4 g. Then w(f) = w(g) and so f is
balanced if and only if g is balanced.

Remark 4. From Proposition [3 and applying the fact that F(f) = 2™ —2w(f), we can
easily deduce that if f ~4 g then F(f) = F(g), that is, F(f) is invariant under affine
equivalence.

Theorem 5. Let f € B, be quadratic. Then



(i) f~ax129 + -+ + Top_1Tok + Togr1, with k < L”T_lj if [ is balanced,
1) f~ax1x0+ -+ Top_1xo + ¢, with k < |Z] and c € F if f is unbalanced.
2

Remark 6. By Theorem [3, it can be easily deduced that if n is even then the dimension
of the linear space of any quadratic function is even, and if n is odd then its dimension is
also odd.

The following corollary can be easily proved.

Corollary 7. Let f be a quadratic B.f. on n variables and ¢ € F. Then
1. for even n, f is bent if and only if
fr~amime+ -+ T, +C

2. for even n, f is semi-bent if and only if f ~a T1x2 + -+ + Tp_3Tp_9 + Tp_1 or
fr~axiza+ -+ Tp_3Tn_o+c.

3. for odd n, [ is semi-bent if and only if f ~a x1x2o 4+ - + Tp_oTp_1+ Ty or f ~4
r1xo + -+ Tp—9Tp—1 +C.

Lemma 8 ([9]). Two unbalanced quadratic B.f. g and h on n variables are affine equivalent

if and only if w(g) = w(h) and N'(g) = N(h).
Theorem 9 ([6]). Let f € B, be a quadratic function. Then, for a € F", we have

We(a) € {0,12#} and N'(f) =271 — 9"~ , where k = dim V().

Definition 10. Define dp(a,b) = [{x € F" | D F(x) = b}|, for a,b € F" and v.B.f.
F. The differential uniformity of F' is 6(#) = maxa.opern 6r(a,b) and always satisfies
O(F) > 2. We call a function with 6(F) = 2 Almost Perfect Nonlinear (APN).

Next we look at another representation of v.B.f., known as univariate polynomial repre-
sentation, which will be used in some sections. Consider the finite field Fon consisting of
2" elements. It is well-known that the set F5, = Fan \ {0} is a cyclic group which has
2" — 1 elements. An element in Fon which is a generator of the multiplicative group 5,
is called a primitive element. It is well explained in [5] that the vector space F™ can be
endowed with the structure of the finite field Fon. So any function F' from For into Fon
admits a unique univariate polynomial representation over Fon, given as:

2"—1

F(z) =Y &a', (2.1)
=0

where §; € Fon and the degree of F' is at most 2" — 1. Given the binary expansion
i= E?;& i52%, define wy(i) = E?;& is. So I is a v.B.f. whose algebraic degree is given

by max{wy(i) | 0 <7 < 2" —1,6; # 0} (see [3]).
The (absolute) trace function T : Fan — Fy is defined as

2n71

Tr(x):x+x2+x22+---+x ,

where z € Fon. For a € Fan, a component F, of F is defined as F,(z) = Tr(aF).

We call any function of the form F(z) = z?, for some non negative integer d, a power
function and if d = 2* 4+ 27, for some non negative integers ¢ and j, with ¢ # j, we say it
is quadratic power function.



3 Balanced Boolean functions

In this section we determine some conditions for B.f.’s to be balanced and we also construct
some balanced functions.

If a B.f. is expressed in some particular form, its weight can be obtained from the weights
of other B.f.’s on vector spaces with lower dimension as we explain below. First, observe
that any B.f. f on n 4 1 variables can be expressed in the form

f:xn+lg(x17"'7$n)+h($17"'7xn)' (31)

We show that if the weights of the functions g and h on n variables are known, then the
weight of a B.f. on n + 1 variables is obtained.

Theorem 11. Let f = zpi19(x1, ..., xp) + h(21, ..., xy), with f € Byy1 and
g,h € B,,. Then

(i) w(f) =w((g + h)n) + w(hpn),
(i) f is balanced if both g + h and h are balanced,
(iii) f is unbalanced if one in {g + h,h} is balanced and the other is not.

Proof. In this proof we view h, g and g + h as functions in B,,.

(i) Let X = (x1,...,z5,). We have

F(f) = Z (_1):vn+1g(X)+h(X)

(X, xnﬂ)emnxm
_ X)+h(X) | 1)k
= F(g + h) + F(h) (3-2)
So
1
w(f)=2" - LF(f)
= 9"~ L [Flg +h) + F(h)] (3.3)

1
=2"— 3 [2" —2w(g + h) + 2" — 2w(h)]
=w(g+h)+w(h).
(ii) Observe that if g + h and h are balanced, we have F(g+ h) = F(h) = 0 which implies
that w(f) = 2", by Equation (B3]).

(iii) Without loss of generality, suppose that g+h is balanced While h not. Then F(g+h)
0 and F(h) # 0. So, by Equation (3.3), we have w(f) = 2" — 5F(h) # 2" since F(h) #
and so f is unbalanced.

o=

Our first two constructions of balanced B.f.’s are based on the well-known fact in the
Proposition [l and Theorem [I11

Proposition 12. Let f ~4 xn+1g(x1,...,a:n) + h(z1,...,xpn_1), where
g=9(1,....;tn-1) + Ty and h = h(x1, ..., xn—2) + Tn_1. Then f is balanced.



Proof. By Proposition [Il both g + h and h are balanced and so, applying Theorem [I1l f
is balanced. O

Notice that the result which we present in the following proposition is partly an extension
of Proposition

Proposition 13. Let g; = §i(Tit1, -, Tn—i) + Tn—it1 be a B.f. on n — 2i + 1 variables,
with integer n > 2 and 1 <i < |5, and define the two functions on n variables as:

-1
fora Y wigi+ge (34)
i=1
and
¢
fora ) wigi+e (3.5)
i=1

with £ < |%] and c € F. Then fy is balanced and f; is unbalanced.

Proof. For a positive integer ¢t < ¢ — 1, define
{—1 l
he =Y wigi + g and he = wigi+c,
1=t =t

with ¢ € F. Since F(fy) is invariant under affine equivalence (see Remark []) then, by
Equation 3.2] we obtain

-2
F(fo) = F(gi + hi1) + F(ge—1 + 90) + F(ge) (3.6)
=1
and
-1
F(Jo) =Y Flgi+ hip1) + Flge + ©) + F(e). (3.7)
=1

We conclude by Proposition lthat g; +hi+1, g; +7L,~+1, ge—1+ge and gy + c are all balanced.
So it implies that

F(ge+ ¢) = F(ge—1 + g¢) = F(gi + his1) = F(gi + hiy1) = 0.

It follows that Equation (B;ﬁl) becomes F(fy) = 0, implying that f; is balanced and
Equation ([3.7)) becomes F(f;) = F(c) # 0 which implies that f, is unbalanced. O

Remark 14. All the quadratic B.f.’s are a special case of the functions constructed in
Proposition since if we let g; = 0, for all 1 < i < £, we obtain their classification via
affine equivalence as given in Theorem [3.

Any B.f. can also be expressed in the form

f=xpp19(x1, .y xpn) + (1 + xpp1)h(x, ..y Tp)- (3.8)
We call this form the convolutional product of g and h.

Next we completely classify the balanced cubic functions of the class f = x,,119(x1, ..., T )+
(1 + xpt1)h(xq, ..., zy), with deg(h),deg(g) < 2.



Theorem 15. Let f = xp119(21, ..y n) + (1 + 2pp1) (21, ...y xy) on n+ 1 variables, with
deg(h),deg(g) < 2, be cubic. Then f is balanced if and only if either both g and h are
balanced or g = hop+ 1, for some affinity ¢ and with both g and h unbalanced quadratic.

Proof. Recall that F(g) = 2" — 2w(g) and by Equation (B3.2]), we have F(f) = F(gp~) +
F(hipn). So f is balanced <= F(f) =0 < F(gpr) = —F(hpr) = 2" —
2w(gpn) = —2" 4+ 2w(hpn) <= w(gpr) + w(hpn) = 2" <= w(ggpr) = 2" —
w(hipn) <= w(gipn) = w(hpn +1) <= either both g and h are balanced or both g and
h unbalanced quadratics related by g = h o ¢ + 1, for some affinity ¢ (see Lemma[8). O

Observe that the forward direction of Theorem [I5l holds in general but its converse might
not be necessarily always true.

In the next result we construct balanced functions based on bent functions.

Proposition 16. Let f = xp119(x1, ...y 2p) +(1+xpp1)R(21, ...y ), with n even, be a B.f.
on F"*1 such that g and h are both bent. Then f is balanced if and only if w(g) # w(h).

Proof. Since F(g) = W,(0) = £22, so any bent function on F” has the weight 2"~ 142271,
Since w(f) = w(gn) + w(hign), so w(f) = 2" + 2% if w(gipe) = w(hpn) and w(f) = 2"
if w(gpn) # w(hjpn). Hence f is balanced if and only if w(g) # w(h). O

Next we show that the balanced function in Proposition [I6] [also for the unbalanced, that
is, if w(g) = w(h)] are in fact plateaued.

Proposition 17. Let f = zp119(x1, ..y xn) + (1 + zpg1) (21, ..oy 2p), with n even, be a
B.f. on F**1 such that g and h are both bent. Then f is a plateaued function.

Proof. Let a = (a,ap41) € F" x F and 2z = (X, z,41) € F* x F, where X = (1, ..., zy).
Then we have

Wila)= Y (~pfertes

zeFntl1

= Z (_1)x7l+1g(X)+(1+mn+1)h(X)+[l'X+an+1'-'En+1
(xn+1,X)€IF><IF”

— Z ( —i—a:c + Z g(X +a- X+an+1
XelFn XelFn

= Whygn (@) + (=1)"" " Wy, (@) (3.9)

Since g and h are bent then, for any a € F", the only possible values for W}, ., (a) and
Wy e (@) are +23. So, for any a = (a, ans1) € F* x T, W (o) takes one of the values 0 or
+23 1. Hence f is plateaued. O

4 Linear space of balanced Boolean functions

We present some conditions which help to determine whether a derivative of a B.f. is
constant and we utilise them to check the balanced B.f.’s, constructed in Section [B, whose
linear space is trivial.



Proposition 18. Let f = zp19(21, ..., 2n) + (21, ..., xy), where g,h € By, and f € By
Let A = (a,an4+1) € F* x F. Then

Dyf ~a xpy1Dag + any19 + Dgh.

Proof. Let X = (z1,...,2,) € F". Thus, we have f = z,119(X) + h(X). Let A =
(a,any1) € F* x F. So

Dyf = (zns1 + an+1)9(X +a) + h(X + a) + zn419(X) + h(X)
= Tpt1[9(X + a) + g(X)] + ant19(X + a) + (X + a) + h(X)
= Tn41Da9(X) + ang1[Dag(X) + g(X)] + Doh(X)
~A Tpt1Dag(X) + an+19(X) + Dgh(X). (apply pi1 — Tyt + ap1) O

For f € B, we define the set which contains all a € F™ such that D,f is balanced by
[(f), that is, I'(f) = {a € F" | D, f is balanced} (see [4]).

We next show that the linear space of B.f. f and I'(f) are both invariant under affine
equivalence.

Lemma 19. Let g1, 92 € By, be such that g1 ~a g2. Then |V (g1)| = |V (g2)| and [T'(g1)| =
IC(g2)]-

Proof. Let ¢ be the affinity of F” associated with invertible M € GL,(F) and w € F",
that is, p(y) = M -y + w, for all y € F". For a € F", we have

Dagi(z) = Dy(g2 0 ) ()
= g2(p(z + a)) + g2(p(2))
= g2(M - (z 4+ a) + w) + g2(p(2))
=go(M -z + M-a+w)+ga(p(x))
= g2(M - a+ ¢(x)) + g2((z))
= Du1.a92((2)) = (Dr-ag2 © 9) (@) (4.1)

So it implies that D,g1 = (Dar.q92) © ¢ ~a Dpr.agz. It follows by Proposition 3] that
w(Dag1) = w(Dar.ag2), so we conclude that D,g; is balanced if and only if Dps.qgo is
balanced, D,g1 = 0 if and only if Dps.q92 ~4 0, and D,g7 = 1 if and only if Dys.ag2 ~4 1.
Hence we have |V (g1)| = |V (g2)| and |T'(g1)| = |T'(g2)]. O

Proposition 20. Let f = zp19(21, ..., 2n) + (21, ..., ), where g,h € By, and f € By
Let A = (a,an41) € F* x F. Then Dyf = ¢, with ¢ € F (i.e., Dy f is constant) if and only
if Dog =0 and Doh = ant19 + c.

Proof. Dyf = ¢, with ¢ € F (i.e., Dy f is constant) if and only if
xn—i—lDag + an+19 + Dah =c
(see Proposition [I8)) if and only if D,g = 0 and Dyh = ap419 + c. O

We can deduce from Proposition 201 that the following result holds.

Corollary 21. Let f = zpi19(21, ..., xpn) + h(x1, ..., x,), where g, h € B, are non-constant
and f € Bpy1. Let A = (a,an4+1) € F™" x F. Then D) f is non-constant if and only if one
of the following happens:



(i) Dag # 0,
(ii) Dog =0 and Dyh # apt19 + ¢, with ¢ € F.

Proposition 22. If f = z,119(x1, ..., x0) + h(21, ..., x,), with n even and g bent, then f
has a trivial linear space.

Proof. Suppose that g is a bent function and let A = (a,ap+1) € F* x F. By Proposition
I8 we have Dy)f ~4 xp+1Dag + an+19 + Dgh. Observe that when A = (0,1) we have
Dy f ~4 g which is a non-constant function since g is bent. If we show that D) f is non-
constant, for all A = (a,a,41) € (F" x {0}) x F, then we are done. Since g is bent then
D,g is balanced (i.e. nonzero), for any a € F™\ {0}, and so we conclude by Corollary 211(i)
that D) f is non-constant, for all A = (a,a,+1) € (F" x {0}) x F. O

In the next result, we apply Corollary 2Ito show that some balanced functions constructed
in Proposition [[2] have trivial linear space.

Proposition 23. Let f be as constructed in Proposition 12 If n > 3 is odd and § with
restriction to F"~1 is bent, then the linear space of f is trivial.

Proof. Assume that §, with restriction to F*~!, is bent and let A = (a,a,41) € F* x F.
We know, by Proposition I8 that Dyf ~4 xp+1Dag + an+19 + Dgh. Observe that when
A = (0,1) we have Dyf ~4 g which is clearly non-constant as g is bent. Now we remain
to show that D f is non-constant, for all A\ = (a,a,4+1) € (F™\ {0}) x F. We know from
Corollary 21] that if D,g is nonzero then D, f is non-constant. So we can simply show
that D,g is nonzero, for all a € F™ \ {0}.

Let a = (@,a,) € F*""! x F, where @ = (a1,...,an_1). If @ = (0,...,0) and a, = 1,
then we have D,g = 1 which is nonzero. If a = (@,1), with @ € F*~1\ {0}, we have
D,g = Dzg+ 1 which must be nonzero as D;g is balanced because g is bent. If a = (a,0),
with @ € F*~1\ {0}, we have D,g = D;§ which is balanced as § is bent. Thus, D,g is
nonzero, for all a € F" \ {0}. Hence the linear space of f is trivial. O

Notice that we can apply similar arguments as in the proof of Proposition 23] to show
that the linear space for any function of the form given in Proposition [[3] with §; bent, is
trivial.

Example 24. For any positive odd integer n > 3, a function of the form:
f = xn+1(x1x2 + -+ Tpn—2Tn—1 + a:n) + h(l’l, vy xn_g) + Tn—1

is balanced and its linear space is trivial.

Next we determine whether the linear space of any balanced cubic function of the form
B3) [i-e., f = xny19(z1, ..oy 2n) +(L+xpy1) (21, ..., Ty ), with deg(g), deg(h) < 2] is trivial.
From Theorem [[5, we know that such functions are balanced if and only if either both
g and h are balanced or g = h o ¢ 4+ 1, for some unbalanced quadratics g and h, and an
affinity .

Proposition 25. Let f = 2, 19(21, ..., )+ (1 +2py1) (21, ..., 2) on F"H with n even,
be cubic such that g and h are quadratic bent related by g = how+ 1, for some affinity ¢.
Then the linear space of f is trivial.



Proof. Suppose that both g and h, with restrictions to F", are bent. Let A = (a,a,41) €
F™ x F. Observe that f = x,+1(9 + h) + h, and so f is cubic if and only if g + h is a
quadratic function. So we assume that g + h is quadratic. By Proposition [I8, we have
Dyf ~a xn41Do(g + h) + ant1(g + h) + Dyh. Observe that when A = (1,0) we have
Dy f ~4 g+ h which is non-constant as we assumed that g + h is quadratic.

Next we prove that D) f is non-constant, for all A = (a,an4+1) € (F" \ {0}) x F. By
Corollary 21[(i), we know that if D,(g + h) # 0, then D) f is non-constant. Now we show
that Dy f is still non-constant if D4(g + h) = 0, for some a € F" \ {0}. Assume that
D,(g + h) = 0, for some a € F" \ {0}. Then we have Dyf ~4 ant1(g + h) + Dyh. If
an+1 = 0 then D)y f ~4 Dyh, and so it is non-constant since D,h has to be balanced as h
is bent. If a1 =1 then Dyf ~4 g+ h+ Dyh which is also non-constant since g + h is a
quadratic and Dgh has degree 1 as it is balanced. O

Remark 26. Since the convolutional product of g and h can be reduced to f = xn11(g +
h) + h, so either deg(f) = deg(h) [this happens when deg(g + h) < deg(h)] or deg(f) =
max{deg(g),deg(h)} + 1. Moreover, we can use Theorem [I1l, to deduce that w(f) =
w(gipn) + w(hypn) and f is balanced if g and h are balanced.

Finally, we determine some balanced functions constructed in Proposition e, f =
Tp+19(21,s ooy Tn) + (L 4+ 2pg1) (21, ..., ), where g and h are both bent and w(g) # w(h)]
which have trivial linear space.

Proposition 27. Let f = zp119(x1, ..y 2n) + (1 + 2pg1) (21, ..oy 2p), with n even, be a
B.f. on n + 1 variables such that g and h are both bent. Then the linear space of f is
trivial if deg(f) = max{deg(g),deg(h)} + 1.

Proof. Recall that Dyf ~4 p+1Do(g+h) 4+ ans1(g+h)+ Dgh, for A = (a,an41) € F" x F
(see Proposition 25). Observe that f = z,11(9 + h) + h. We are given that deg(f) =
max{deg(g),deg(h)} + 1. So it follows that deg(g + h) = max{deg(g),deg(h)}, implying
that g+ h is non-constant since g and h are bent. When A = (0,1), we have Dyf ~4 g+h
which is non-constant.

Now we prove that Dyf, for all A = (a,ap4+1) € (F"\ {0}) x F, is non-constant. If
D,(g+h) # 0, then D, f is non-constant, by Corollary 21}i). Suppose that Dy(g+h) = 0,
for some b € F™\ {0}. We need to show that D, f is still non-constant, for A = (b, an+1) €
(F™\ {0}) x F. In this case we have Dy f ~4 an+1(g9+ h) + Dyh. If a,41 = 0 then we have
Dy f ~a Dyh which is non-constant since Dyh has to be balanced as h is bent. If 41 =1
then we have Dy f ~4 g+ h + Dyh. Since deg(g + h) = max{deg(g),deg(h)}, so we have
deg(g + h) = max{deg(g),deg(h)} > deg(Dyh), implying that deg(Dyf) = deg(g + h) >
deg(Dyh). So D) f must be non-constant. Hence the linear space of f is trivial. O

Let a = (a,an4+1) € F" x F. Observe that, from Equation (33)), we obtain |[Wy(a)| <
[Wpen | + [Whygn |- So it follow that the nonlinearity of f in Propositions and [27] is

1
i n_ _
N(f)=2" =5 max, [Wy(a)
1 W
=25 agﬁ}il( Wopen | + [Wiygn 1)
) 1
- no1 1 n—1_ —
el 2 2 ag%t%z}fd |W9HF”| +2 2 aIEIIlF'E}I}J{rl |Wh[]F”|
= N(gppn) + N (hysn) 2
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This suggests a way of constructing B.f.’s with high nonlinearity. For instance, from the
relation (4.2), we deduce that the nonlinearity of the balanced function f constructed in

Propositions 25 and 27 is N'(f) > 2V~ — 2¥, with N =n+ 1.

Example 28. Let g = x1x9 + 2324 + 1 and h = x1x4 + x20x3. The cubic function f =
x59 + (1 + x5)h is balanced and its linear space is trivial. It can be easily verified that
N(f) = 12, implying that f is semi-bent. Note that both g and h, with restriction to F4,
are bent related by g = ho o+ 1, where ¢ = A(x1, 29,73, 24)" , with

10 00
0 0 01
A= 0 010
0100

5 APN functions in even dimension

In this section we study the linear spaces of components of APN functions in even dimen-
sion. We show that, for any APN function, there must be a component with trivial linear
space. We also provide a general form for the number of bent components in quadratic
APN function and show bounds on their number.

5.1 Linear space for components of APN functions in even dimension

We first give some definitions and results which are crucial in studying the linear spaces
of components of APN functions in even dimension.

Definition 29. A B.f. f on n variables is called a splitting function if we have f ~4
g(x1, ., i) + h(®iy1, ..., ), for some positive integer i, g € B; and h € B,,—;. We say
that i is a splitting number of f and S(f) denotes the set of all splitting numbers of f.
We define a splitting index of f as the number o(f) = min S(f).

Remark 30. Let f € By, be a splitting function. Then

1. i is a splitting number <= n — i is a splitting number,

2. clearly, o(f) € {1,...,|n/2]}.
Lemma 31. Let f € B,,. Then o(f) =1 if and only if dim V (f) > 1.

Proof. Suppose that o(f) = 1, that is, f ~a f = g(z1) + h(x2,...,2,). So we have
f = f o, where ¢(y) = My + w, for some w € F" and invertible M € GL,(F). Clearly
D,, f is constant. By Equation (1)) in the proof Lemma 9 we have D,, f = (Dare, f) o
and since w(D,, f) = w(Dase, f) (see Proposition3), so (Djye, f) o must also be constant.
Note that Me; # 0 since M is a linear isomorphism. Thus both 0 and Me; are in V(f)
which implies that dim V(f) > 1.

Conversely, suppose that dim V(f) > 1, that is, Ja # 0 € V(f) such that D,f = ¢, with
c€eF. VVNe can take the F-linear isomorphism FE of F” that sends e; — Fe; = a so that
we have f = f o E and thus,

Dmf: (Dgeyf)oE=(Dof)oE=(c)oE=c
which implies that D, f is constant. Since we have D, f = ¢, SO wWe can write f =

cx1 4 h(xa, ..., xn). Hence o(f) =1 as f ~4 f. O

11



Remark 32. If g(x1, ..., zs), with a positive integer s < n, is in B, then we have w(g) =
2n—sw(gms)_

The preceding remark is useful in the following.

Lemma 33. Let f € B,,, with n even. If o(f) =1, then |I'(f)| < 2" —4.

Proof. Suppose f € F™ has o(f) = 1, that is, f ~4 f=cm +h(xg,...,xn), with ¢ € F. By
Lemma I3, we have [I'(f)| = [T(f)|, so we can simply consider [I'(f)|. It is clear that 0
and ej are both not in F(f) since Dof = 0 and Delf = ¢. Suppose that these are the only
ones, that is, |T'(f)| = 2" — 2. This implies that, for all a € F"\ {0,e;}, Dof is balanced.

Let W =< eq, ..., e, > and denote W* = W\ {0}. Clearly, W* is contained in F"\ {0, e; },
that is, W* C F(f) So, for all a € W*, D,f is balanced. It is clear that W ~ Fn~1.
Observe that, for any a = (0,b) € {0} x (F*~'\ {0}) = W*, we have D,f = Dyh as the
first coordinate of a is 0. Since D, f does not depend on z7 then, by Remark B2l we have
"1 = w(Dof) = w(Dyh) = 2w(Dphpn-1) = w(Dphpn-1) = 2772, that is, Dyhpn-1 is
balanced, for all b € F*~1\ {0}. This implies that h, with restriction to F*~1, is bent (see
Theorem [2]).

But n—1is odd as n is even, so it implies that we have a bent function on F-vector space
of odd dimension, which is impossible. Thus, the assumption that |I'(f)| = 2" — 2 is false,
and so we can say |I'(f)| < 2" — 3.

Suppose that d € F" \ {0,e1} is the other nonzero element such that Dy f is unbalanced.
S0 Dy, f(x) = De, f(z)+Dgf(x+e1) = c+Dqf(x+e1) = (c+Dqgf(x))oyp, for c € F and
©(y) = Iy+eq, with I as an identity in GL,(F). That is, Dd+elf(x) ~A Dgf(z)+ec. Since
Dqyf(z) is unbalanced then Dgf(x) 4 ¢ must be unbalanced, implying that Dy, f(z) is
also unbalanced. That is, {0,e1,d,d + e1} ¢ T'(f). Hence we have |T'(f)] < 2" — 4. O

Next we state a well-known result for characterization of APN function.

Theorem 34 ([I]). Let F be a v.B.f. from F™ into F". Then

Do Y FADa(F) 2 22" - 1), (5.1)

NA0EF" a€Fn

Moreover, F is APN if and only if equality holds.

In the next results we discuss about the linear space for components of an APN function
in even dimension.

Theorem 35. Let a v.B.f. F from F" to itself, with n even, be APN. Then there is
A # 0 € F" such that the linear space of F is trivial.

Proof. Since, by Lemma[3]] a B.f. has a nonzero linear structure if and only if its splitting
index is 1, so we simply show that for any APN function F' it is impossible to have
o(Fy\) =1, for all A #£0 € F".

Suppose, by contradiction, that F' is APN and o(F)) = 1, for all A # 0 € F". By
Lemma B3] we can suppose that, for any A # 0 € F", there are nonzero v, u and w not
['(F)) such that D,F)y is constant, D,F)\ and D, F) are both unbalanced. So we have

12



F2(DoFy) = F?(D,Fy) = 2**, and both F?(D,F)) and F?(D,F)) are nonzero positive
integers (recall that, for any B.f. f, F(f) = 0 if and only if f is balanced). Thus, we have

> " FADGF)) = FADoF)) + FX(DyF)) + FA(Dy Fy) + F*(Dy F))
a€cfFn
= 27" + 27"  F*(DyFy) + F*(DyFy) > 22"

from which we deduce that

> Y FADLFy) > 2220 — 1),

AA0EF™ a€Fn

Thus, by Theorem [34] it impossible for F' to be an APN function. So it follows that if
F is an APN function in even dimension then there is a component whose linear space is
trivial. n

Proposition 36 ([4]). Let F be an APN permutation over F™, with n even. If there are
A#£0,a #0€F" such that D, Fy, is constant, then D, Fy = 1.

In the next result we talk about the maximum possible dimension for linear spaces of
components of APN permutation.

Theorem 37. If F' is an APN permutation over F™, with n even, then
dim V(Fy) <1, for all A # 0 € F™.

Proof. Suppose, by contradiction, that there is u # 0 € F” such that dim V(F),) > 1.
It follows that V(F),) contains at least three nonzero elements. Let a,b € V(F},) be
nonzero and distinct. Then, by Proposition B6l, we have D,F\ = DyF), = 1. Clearly,
a+ b is also a nonzero element in V(F),) different from a and b. Note that Dq F),(v) =
DoF,(x)+ DyFj(x+a), x € F". By Equation (@) in the proof LemmaBl DyF),(x+a) =
(DipFy) o ¢ ~a DyF),, with ¢(x) = Iz + a and I being the identity matrix of GLy(F).
Since DyF,, = 1, so we must have DyF,(x + a) = 1. Thus, D, F,,(x) = 0, which is
impossible by Proposition Thus, we must have dim V(F)) <1, forall A # 0 € F*. O

5.2 Quadratic APN functions

A quadratic v.B.f. from F™ to itself is denoted by @, the linear space V(Q)) of a component
Q) is denoted by V) and we let V' =V, \ {0}. It is well-known that any APN function
cannot contain linear components, so we assume that () is pure quadratic. For quadratic
functions, it is clear from Theorem [l that we have trivial linear space if and only if the
function is bent. So, by Theorem B3, any quadratic APN functions must have some bent
components. In this subsection we are mainly counting how many bent components are
in quadratic APN functions.

First we prove a result which relate the dimensions of linear spaces for components of ()
to quadratic APN functions.

Proposition 38. For any quadratic @ : F* — F", we have

PCAEE S I o (5.2)
A£0EF™

Moreover, equality holds if and only if QQ is APN.
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Proof. Since F2(DoQ),) = 22", so we have

ST Y FP0.00) = Y] [FADoQa) + Y. FHDLQN)]

MAOEFn geFn AA£0EF™ a£0€Fn
= 2 2"+ D D)
AA£OEF? a#£0€Fn

=272 1)+ > Y FHD.QN). (5.3)

A#£0,EF™ q£0€Fn

By Theorem [34] and Equation (5.3), we deduce that

S FAD.Qy) =272 1) (5.4)

A£0,EF" a£0EFn
and equality holds if and only if @) is APN.

For any quadratic @, deg(D,Qy) =0 if a € V) and deg(D,Q,) = 1 if a ¢ V). So we have
FA(DyQy) = 22" if a € Vy, and F2(DyQ)) = 0 if a ¢ V). Thus, we have

YD FPD.Qy) = D> D FAD.Q)

A£0EF” a£0cF™ AAOEF™ acVy
= D 2"
A#£0€Fn
=22 Y (24mho), (5.5)

AAOEF ™

We deduce, from the relation (5.4]) and Equation (5.5), that

Z (2dimV>\ _ 1) 2 2TL _ 1

A£OEFn

and equality holds if and only if @) is APN. O

It can be easily shown that for any quadratic B.f. f in odd dimension we have dim V (f) > 1
and equality holds when f is a semi-bent. This implies that the equality in the rela-
tion (5.2) happens when @ is an AB function. Since in odd dimension all quadratic
functions have non-trivial linear space, then all components of any quadratic APN func-
tion in odd dimension have non-trivial linear space. Thus, it implies that the result in
Theorem [35] cannot be extended to APN function in odd dimension.

Now we focus on quadratic v.B.f. in even dimension. From Theorem B it is clear that any
quadratic B.f. in even dimension has a splitting index 1 or 2. By Corollary [7, we deduce
that quadratic is bent if and only if the splitting index is 2.

Definition 39. For any quadratic QQ, define
Ai:{)\EFn’)\#O,U(Q)\):i}, N:’Aﬂ and BZ’AQ’.

Remark 40. From Definition[39, N is the number of non-bent compoments and B is the
number of bent components in ) and so we have N + B =2" — 1.

Nyberg in [14], proved that bent functions exist only from F™ to F™, with m < n/2, so it
well-known that no v.B.f. from F” to itself is bent.
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Remark 41. The mazimum number of bent components in any v.B.f. from F™ to itself
is 2" — 2% (see [15]). So 0 < B < 2" —22. In [I6], no plateaued APN function has
the mazximum number of bent components. It is well-known that quadratic functions are
plateaued.

In the next result we wish to determine B when @ is an APN function and contains only
bent and semi-bent components.

Proposition 42. Let a quadratic Q : F™ — F" with n even, be such that Qy, with A # 0,
is bent or semi-bent. Then @ is APN if and only if there are exactly %(2" — 1) bent
components.

Proof. For any quadratic APN @, by Theorem [35] we conclude that B > 0, that is, some
components of (Q must be bent (as we require that the linear space of some components
must be trivial). Since n is even, so dim V), is even (see Remark [f]). From Theorem [ and
Corollary [1, we can deduce that dim V), = 0 if and only if @y is bent. That is, dim V) # 0
if A € Ay and dimV), = 0 if A € Ay. For any quadratic APN @, by Proposition B8 we
must have

> o =21 (5.6)

AA£OEF ™

Since dim V) = 0 if A € Ay, then Equation (5.6]) can be reduced to

S o =2"—1. (5.7)

AEAL

That is, @ is APN if and only if Equation (5.7]) holds.

If @ is such that @, with A #£ 0, is bent or semi-bent, then N is the number of semi-bent
(i.e., dim V) = 2, for any A € A;). Thus, Equation (5.7)) is true if and only if (22 —1)|A| =
BN=2"—1 <= N=(2"—1)/3. Since N+ B =2"—1,s0 B =2(2"—1)/3. O

It follows from Proposition 2] that any quadratic APN function in even dimension with
n n+2
the set {0, £22, i2%} as its Walsh spectrum has 2(2" —1)/3 bent components . It is well-

known that the Walsh spectrum of any Gold function in even dimension is {0, +27, +9"5* 1,
so any Gold function has 2(2"™ — 1)/3 bent components.

Theorem 43. Let a quadratic Q : F* — F™, with n even, be APN. Then
22" —1)/3 < B<2"—2"2 -2,

where B = 2(2" —1)/3 + 4t, for some integer t > 0.

Proof. Suppose that ) is APN. Since the dimension of the linear space of any quadratic
in even dimension is even (see Remark [A]), so it follows that for any @y, with A € Aq, we
have dim V), > 2. If, for any A € A1, Q) is semi-bent then we are in Proposition d2] that
is, B = 2(2" —1)/3. If some components are neither bent nor semi-bent, then we must
have B > 2(2" — 1)/3 for Equation (5.7)) to be satisfied.
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If @ has a component @, with © € Ay, which is not semi-bent, then dimV,, = 2k, for
some k > 2. So, for Equation (5.7)) to be satisfied, the presence of @, in @ has to increase
the number of bent components by

22k_1 _22k_4_4<22k—2_1>
B 3

22 -1 3

which clearly is divisible by 4. So it follows that B = 2(2"™ — 1)/3 + 4¢, for some integer
t>0.

By Remark @Il we have B < 2™ — 27/2. Now we show that it not possible to have
B = 2" — 22, For some t > 0, we have B = 2(2" — 1)/3 + 4t = 2[(2" — 1)/3 +2t] # 0
(mod 4) since (2" — 1)/3 + 2t is odd. Thus, B # 2" — 2™/2 since 2" — 2"/2 = 0 (mod 4).
Hence we must have B < 27 — 27/2 _ 9, O

For any quadratic APN () in demension 4, by Theorem [43] we only have one possibility,
that is, B = 10 (this satisfies Proposition [42]). We state this result in following.

Corollary 44. A pure quadratic Q : F* — F* is APN if and only if B = 10.

Not long time ago, only quadratic APN functions with B = 2(2" — 1)/3 were known.
From Proposition 2] such functions contain only bent and semi-bent components. As
noted earlier Gold functions are example of such functions. It had been conjectured
that all quadratic APN functions are equivalent to Gold functions (i.e., all quadratic
APN functions have the same number of bent components) until Dillon in 2006 gave an
example of quadratic APN with different number of bent components and inequivalent to
Gold functions. The Dillon’s Example:

T)=2x A zZx x zZr x
F 3+115+139+17+1133+48

is defined over g6, with z primitive. Using MAGMA, we found that F' has 46 bent
components. That is, it is an example of quadratic APN with B =2(2" —1)/3 4+ 4 (i.e.,
t =1 by Theorem M3]). Also by computer search, we found the function:

G(Z’) — x3 + 2531,10 + 241$18 + 2591,33 + 243$34 + 2311,48

over Fqos, with z primitive, which has the same number of bent components as F, the
Dillon’s Example. From Theorem 3], we deduce that, in dimension 6, all the possibilities
for the number of bent components in any quadratic APN function are: 42, 46, 50 and 54.
So far we only know the existence of quadratic APN functions with 42 (Gold functions and
others) and 46 (Dillon’s example) bent components but we are uncertain whether those
with 50 and 54 exists.

In [I9], some quadratic APN functions in dimension 8 with Walsh spectrum
{—64,—-32,-16,0,16, 32,64} (which is different from the Walsh spectrum of Gold function)
are found. These functions are further classified in terms of their distribution of Walsh
coefficients and two classes are found. One class has 487 functions and the other one has
12 functions. In a class of 487 functions, we considered the function:
G (x) = ,249,192 | 24,160 | 210,144 | 69,136 | 46,132 | 164,130 | 43,129
431,96 4 30,80 | 115,72 | 228,68 , 16,66 y 228,65 217,48
19,40 4,251,386 4 151,34 | 77,33 | 180,24 4 100,20 4 191,18

+ Z249:E17 + Z175:E12 + zlSOJElO + z91x9 + 2592176 + 260:E5 + Z121:E3
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and by checking with MAGMA, we found that it contains 2(2% —1)/3 + 4 = 174 bent
components (i.e., t = 1 by Theorem [43]) and in the other class, we considered the function:

G”(az) — 2130x192 4 21601,160 + 2117$144 4 2230$136 4 22281,132 4 2162$130

+ 225x129 + 279x96 + 2204x80 + 2831,72 + 21591,68 + 22341,66 + 236x65

+ 267$48 + Z151$40 + Z173336 + 281$34 + Z523333 + Z9$24 + Z116$20

+ 21021,18 + 297x17 + 2741,12 + 248x10 + 2144x9 + 2581,6 + 2146x5 + 21231,3

which was found to have 2(28 —1)/34-8 = 178 bent components (i.e., ¢ = 2 by Theorem A3)).
Thus, in dimension 8, we only know the existence of quadratic APN functions with 170,
174 and 178 bent components and it is yet to be known whether quadratic APN functions
having B = 2(28% — 1)/3 + 4t, with 3 < ¢ < 17, bent components exist.

Proposition 45. Let Q : F" — F" be APN with B = 2(2" — 1)/3 + 4t, for some positive
integer t, as described in Theorem[{3 Then

N(Q) = on—1 _ 9gn/2 ift=0,n>4
T ) gn—1 _ gn/2+1 if1<t<4,n>6

Proof. We first need to recall from Remark [0 that for any quadratic B.f. on n vari-

ables, with even n, the dimension k of its linear space is even and the Walsh spectrum is
{0, 2(n+k)/2}

If £ = 0 then, by Proposition B2 all components of @} are bent and semi-bent, that is,

the Walsh spectrum of Q is {0, £2("*2)/2 £97/21 S0 clearly, by Corollary @ N (Q) =
gn—1 _ 2n/2

To prove that N(Q) = 271 — 27/2+1 if 1 <t < 4, we need to show that for this range
of t we have dim V) € {0,2,4}, for all A # 0 € F", that is, Walsh spectrum of @ is
{07 i2(n+4)/27i2(n+2)/27izn/2}'

It is clear from Theorem @3] that for ¢ > 1, we have B > 2(2" —1)/3, and so Proposition 2]
allows us to conclude that there must be A # 0 € F” such that dim V), > 2. We claim that
if 1 <t <4, then we have dim V) € {0,2,4}, for A # 0 € F". Suppose, by contradiction,
that thereis 1 # 0 € F" such that dim V,, = 6. Then, as noted in the proof of Theorem (43},
the presence of @), increases the number of bent components by

()

implying that B > 2(2" — 1)/3 + 4(5). So it follows that if, for some A # 0 € F",
dim V), = 6, then we have t > 5. This implies that, if 1 < ¢t < 4, then we must have
dim V) € {0,2,4}, for all A # 0 € F". So in this case the Walsh spectrum of @ is
{0, £2(0+40/2 490 +2)/2 497/2} from which we deduce that N'(Q) =27~ —27/2+1 O

From Proposition M5l it seems like the nonlinearity of any quadratic APN function de-
creases as the number of bent components increases and it is the highest when the number
of bent components is at the lowest possible.
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6 Quadratic power functions

Pott et al. in [I5] say that the question to determine all monomial bent functions Tr(ax?)
on [Fon, with a € F3, and n even, has attracted quite a lot of research interest. In this
section we study the Walsh spectrum and enumerate bent components for any quadratic
power functions. Recall that a function F' = 2¢ is a quadratic power functions if d = 27427,
with i # j and j > i > 0. It is well-known that a function with the power d = 2¢(2/7¢ 4 1)
is affine equivalent to the one with power d’ = 2/~% + 1. So we simply consider the power
2k 4+ 1, for some positive integer k. For a function F, we denote its image by Im(F).

We denote the greatest common divisor integers m and m’ by (m, m’). We begin with the

following well-known result which can be found in [I1].

Lemma 46. For any positive integers n and k, we have
(a) (2" —1,2F — 1) = 20mk) _ 1,

1ifn/(n, k) is odd,

b) 2n—1,2F +1) =
) ) {2("’k) + 1 ifn/(n, k) is even.

Theorem 47. Let F(x) = 221 be a function in Fon[z], with even n and some integer
kE>1. Let m = (n,k), s = (n,2k) and e =1 if n/m is odd and e = 2™ + 1 if n/m is
even. Then

(a) F is an e-to-1 function,

(b) F, is bent if and only if o ¢ Im(F).

(e—l)(2"—l)’
(d) the Walsh spectrum of F is {0,£209)/2} if ¢ = 1, and {0,42"+5)/2 £2n/2} 4f
e=2"+1.

(¢) the number of bent components for F is

Proof. Let S = Im(F) \ {0} = {¢2"* | ¢ € F4.}. It can be easily shown that S is a
multiplicative subgroup of F5,.

(a) Clearly, F maps 5, onto S. So we only need to show that S has the order (2" —1)/e.
Now we need to find the order of S. First observe that every element ( in S satisfies
¢@"=D/e = 1, where e = (2" — 1,2% +1). By Lemma 6], ¢ = 1 if n/m is odd and
e=2"+1if n/m is even. If v is a primitive element in Fon, then the order of p2 1

is ord(¥?' 1) = ord(v®) = (2" — 1)/e. Clearly, 2"+ has the highest order in S. It

is well-known that F3, is cyclic group, so S being a subgroup must be cyclic with
v2+1 as a generator. Thus, it follows that the order of S is (2" —1)/e, implying
that F' is an e-to-1 function.

(b) It is equivalent to show that F,, is non-bent if and only if a € Im(F'). F, is bent if
its linear space is trivial, so we need to prove that the dimension of the linear space
of F, is non-trivial, that is, dimV, > 1 if and only if o € Im(F).

A component F,,, with o € Fan, is non-bent if there exists § in F5, such that DgF,
is constant. Suppose that F,, with a € F3., is non-bent and DgF,, is constant, with
B € Fan. So we have
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(
’ <a$2k+1) LTy <a($2k+1 n 6x2k i ﬁzk:E n 52k+1))
r <aﬂx2k> +Tr <a52kx) +Tr (a52k+1)

<(0z6 +a? 622k) > +Tr <o¢62k+1) . (6.1)
Observe that DgF, is constant if and only if, in Equation (61), we have

Tr ((aﬁ + a2k522k):172k> = 0.
This happens if and only if
af+ a2 g% = ap <1 +a2k—162%—1) —0.

So either 8 =0 or

a2k—1622k—1 _ (a56)2’“—1 —1, (6.2)

22k:

with ¢ = = 2F + 1. Suppose that ¢ is a primitive element in Fon. Then we can

write o = CT’ and B = ¢!, for some integers r and t. So it follows that Equation (6.2))
becomes ¢+ =1) = 1 which implies that
(r+t0)(2F —1) =r2F —1) +t(2%* —1) = ¢(2" - 1),

for some integer c¢. Thus, we have

T =

c(2n—1)  t(22k—1) _ ¢(27-1) N c(2n—1)  t(2F+1)
o~ e = et ) =e <e(2k—1) I ) :

Recall that e = (2" — 1,2% + 1). So all o’s which satisfy (a8%)?"~! = 1 must be
those which satisfy a(2"~1/¢ = 1. These are elements whose orders are divisors
of (2" —1)/e. It implies that @ € S. Including a@ = 0, it follows that F, has a
non-trivial linear space if and only if o € Im(F).

By part (b), we deduce that the number of bent components is 2" — [Im(F')|. Since
Im(F)| =14 |S] =1+ (2" — 1)/e, then the number of bent components is

~ () = DY

We first determine V,,, for any o € F5,., and then use Theorem [ to deduce the
Walsh spectrum of F. In part (b), we showed that V,, = {0} if o ¢ Im(F') (i.e., Fy,
is bent) and |V, | > 1 if @ € Im(F'). For any o € S = Im(F)\ {0}, we also showed, in
part (b), that DgFy, is constant if either 3 is equal to 0 or satisfies (a52k+1)2k_1 =1.
Thus, we have 52%_1 = (a‘l)Qk_l. If o« =1, then g € F,, with s = (2k,n) and if
a # 1, then 8 € uF},, where u is (-th root of a~t. So it follows that |V, | = 2.
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Given that m = (n, k), by Lemma [0l we have e =1 if n/m is odd and e = 2™ + 1
if n/m is even. If e = 1 then, by part (a), F' is a permutation which implies that
it has no bent components and so we have |V, | = 2%, for all @ € F3,. This implies
that its Walsh spectrum of F is {0, 42("*5)/2} (see Theorem [). If e = 2™ + 1,
then F' contains bent components and as shown above, all the linear spaces of non-

bent components have the same order 2°, implying that the Walsh spectrum of F' is
{0, £2(n+s)/2 on/2},

O

Corollary 48. Let F(z) = 22+ be q power polynomial in Fan x|, with positive integers
n and k> 1 and let e = (2" — 1,28 + 1) and s = (n,2k). Then F is APN if and only if
e =3 and s = 2. FEquivalently, F' is APN if and only if there are exactly 2(2™ — 1)/3 bent
components and the rest semi-bent.

Proof. By Theorem [T, there are (2" — 1)/e (non-trivial) non-bent components for F' and
their linear spaces have the same order 2°. Since n is even then s = 2¢, where t = (k,n/2).
Thus, by Proposition B8, F' is APN if and only if

<2n_1>(28—1)=2"—1. (6.3)

(&

Since Equation (6.3]) holds if and only if e = 2 — 1, then we conclude that (2° —1)|(2¥ +1).
Since t|s then (2 — 1)|(2® — 1), implying that (2! —1)|(2% +1). But also (2! — 1)|(2¥ — 1)
(recall that t|k), so it implies that we must have t = 1 as clearly 2¥ — 1 and 2F + 1 are
relatively prime. Observe that t = 1 implies s = 2, so it follows that F'is APN if and only
if s =2 and e =2% — 1 = 3. In other words, F' is APN if and only if the number of bent
components is exactly 2(2" — 1)/3 and the other components are semi-bent. O

From Theorem 7], we observe that a quadratic power function has some bent components
if e > 3 and equality gives the lowest number of bent components we can get and also
when F'is APN. So we state this in the following.

Corollary 49. If a quadratic power function, in even dimension, has some bent compo-
nents, then they are at least 2(2" —1)/3.
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