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Abstract

The fractional-order functions show better performance than their corresponding integer-order functions in various image pro-
cessing applications. In this paper, the authors propose a novel utilization of fractional-order chaotic systems in color image
encryption. The 4D hyperchaotic Chen system of fractional-order combined with the Fibonacci Q-matrix. The proposed
encryption algorithm consists of three steps: in step#1, the input image decomposed into the primary color channels, R, G,
& B. The confusion and diffusion operations are performed for each channel independently. In step#2, the 4D hyperchaotic
Chen system of fractional orders generates random numbers to permit pixel positions. In step#3, we split the permitted image
into 2 X 2 blocks where the Fibonacci Q-matrix diffused each of them. Experiments performed where the obtained results
ensure the efficiency of the proposed encryption algorithm and its ability to resist attacks.

Keywords Color image encryption - Fractional-order chaotic system - 4D hyperchaotic Chen system - Fibonacci Q-matrix -

Entropy

1 Introduction

Users of the Internet and other networks share and trans-
mit millions of color images every day; these images are
used in different applications such as telemedicine, distance
learning, business, and military. Securing digital images is
extremely important to prevent image content loss during
transmission and hide image information from attackers.
Different techniques such as watermarking (Hosny et al.
2018; Hosny et al. 2019; Hosny et al. 2021a, b), image
steganography (Zhou et al. 2019; Kadhim et al. 2020), and
image encryption (Naskar et al. 2020) are frequently used
for securing digital images. Image encryption technique is
based on two main stages: encryption and decryption. In
the encryption stage, the input image is converted into an
unreadable image using a secret key. In the decryption stage,
the contents are retrieved by using the same key. One main
advantage of using encryption over other methods is that
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the image is retrieved without losing information. The RGB
color space is commonly used in color image encryption
algorithms. Each pixel in the color image consists of three
values, one in each channel. Most color image encryption
algorithms encrypt each channel independently.

Scientists proposed different techniques of color image
encryption. These techniques depend on a chaotic system
(Wang et al. 2019a, b; Parvaz and Zarebnia 2018; Wang
et al. 2019a, b; Xian et al. 2020; Liu et al. 2019a, b), DNA
computing (Jithin and Sankar 2020; Nematzadeh et al.
2020), and compressive sensing (Yao et al. 2019). Also, deep
learning approaches are applied in image encryption, (Abro
et al. 2020; Ali et al. 2020; Chen et al. 2019), to increase the
robustness of 2D/3D image encryption. This technique uti-
lizes a fast and effective CNN denoiser based on the princi-
ple of deep learning. In Ding et al. (2020), the authors utilize
the Cycle-GAN network as the primary learning network to
encrypt and decrypt the medical image. Ding et al. (2021)
proposed a new deep learning-based stream cipher genera-
tor, DeepKeyGen, designed to generate the private key to
encrypt medical images.

Generally, color image encryption techniques involved
confusion and diffusion of pixels. Confusion is the process
of changing pixels' arrangement without changing the pixel
value. This step individually does not give satisfactory
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results in encryption. For improved security, the confusion
step is usually combined with the diffusion step, in which the
values of pixels are changed based on specific mathematical
operations.

Chaotic systems are divided into two main classes (low
and high dimensions). These systems have many valuable
characteristics, such as randomness, ergodicity, complex
behavior, and sensitivity to control parameters and their
initial conditions. Also, the keyspace generated by most of
the chaotic systems is very large. Based on their ability to
improve encryption algorithms' efficiency, various chaotic
systems are utilized in color image encryption (Li et al.
2018; Li et al. 2019a, b; Yang and Liao 2018).

Pak and Huang (2017) show that low-dimensional (LD)
chaotic systems contain a combination of one-dimensional
chaotic maps. Teng et al. (2018) converted the color image
to one bit-level image by combining the three primary chan-
nels, Red, Green, and Blue. Then, the combined image was
scrambled using a skew tent map. Irani et al. (2019) designed
the chaotic coupled-Sine map. This new map is used for
scrambling color images. Despite the simple structure of
low-dimensional systems, the keyspace is small, achieving
a lower security level. Essaid et al. (2019) proposed a new
method for encrypting both color and grey images using a
secure variant of Hill cipher and an improved 1D chaotic
maps (logistic map, sine map, and Chebyshev map). Wu
et al. (2015) presented a color image encryption algorithm
by combining DNA sequences with multiple improved 1D
chaotic maps. Kamal et al. (2021) proposed a new algorithm
for encrypting grey and color medical images. This algo-
rithm is based on image blocks and a chaotic logistic map.

The high-dimension (HD) chaotic systems are charac-
terized by having complex structures and multiple param-
eters. These properties enable HD systems to overcome the
weaknesses of LD systems. Liu et al. (2019a, b) encrypted
color images using dynamic DNA and the 4-D memristive
hyper-chaos. Zhang and Han (2021) proposed a new color
image encryption scheme based on dynamic DNA coding,
six-dimensional (6D) hyperchaotic system, and image hash-
ing. Kaur et al. (2020) presented minimax differential evolu-
tion-based 7D hyperchaotic map that is used for encrypting
color images. Sahari and Boukemara (2018) combined two
chaotic maps, piecewise and logistic, to design a 3D chaotic
map. This 3D map is used in information security applica-
tions. Wu et al. (2016) proposed a new color image encryp-
tion method by combining the discrete wavelet transform
with a 6D hyperchaotic system. Zhou et al. (2018) proposed
quantum-based encryption of color images using quantum
cross-exchange with a 5D hyperchaotic system.

The fractional-order polynomials and functions show
better performance than the corresponding integer-order
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ones in color image analysis Hosny et al. (2020a), pattern
recognition Hosny et al. (2020b), Image-based Diagno-
sis of COVID-19 Abd Elaziz et al. (2020), Plant disease
recognition Kaur et al. (2019), and improved recognition
of bacterial species Chen et al. (2018). Generally, the chaotic
systems of fractional orders are more complex and more
accurate than the integer-orders chaotic systems. Accord-
ingly, recent fractional-orders chaotic systems-based image
encryption methods were proposed (Yang et al. 2019; Yang
et al. 2020a, b; Yang et al. 2020a, b). These encryption algo-
rithms are limited to encrypting gray-scale images.

Color images contain more information than grey images.
So, encrypting color images with high efficiency in consid-
erable time is a great challenge. Some recent color image
encryption techniques have shortcomings, such as small
keyspace; the key does not depend on the original image,
making it weak against differential attacks. Other algorithms
cannot resist different kinds of attacks. There is not much
previous work that used fractional-order chaotic systems
in encrypting color images. These shortages motivate the
authors to propose a novel utilization of chaotic systems of
fractional orders in the encryption of color images. The main
contributions of this paper are:

1. A 4D fractional-order hyperchaotic Chen system is
applied to generate the secret key used for scrambling
the plain image, where the system's initial conditions are
based on the plain image.

2. The diffusion step is based on the Fibonacci Q-matrix.

3. Integration between the 4D fractional-order hypercha-
otic Chen system and Fibonacci Q-matrix assures a high
level of security and can resist different kinds of attacks.

A new three-stage encryption algorithm for color images
was proposed. In this algorithm, the 4D hyperchaotic Chen
system of fractional orders is combined with the Fibonacci
Q-matrix. Step#1: the input image decomposed into the
primary color channels, R, G, & B. Step#2: the confusion
and diffusion operations are performed independently for
each channel, where the 4D hyperchaotic Chen system frac-
tional-orders used to generate random numbers to permit
pixel positions. Step#3: the permitted image is divided into
small blocks where each of them is diffused by applying the
Fibonacci Q-matrix. Various experiments were performed
to demonstrate the efficiency and its ability to resist attacks.

The following subsections are: Sect. 2 includes the pre-
liminaries of the 4D hyperchaotic Chen system of fractional-
orders and the Fibonacci Q-matrix. The proposed method
for color images is described in Sect. 3. The experiments,
results, and discussion are presented in Sect. 4. The conclu-
sion is presented in Sect. 5.



Novel encryption for color images using fractional-order hyperchaotic system

2 Preliminaries

2.1 4D hyperchaotic Chen system
of Fractional-order

Li et al. (2005) defined the hyperchaotic Chen system of
integer-order, while Hegazi and Matouk (2011) used the
principles of fractional calculus to derive the hyperchaotic
Chen system of fractional-order.

D*x=a(y—x)+u

D%y =yx—xz+cy

D% =y—-bz @)
Dy =yz+du

where «a is the fractional-order, a, b, ¢, d, y are constants and
X, Y, z, u represent the state variable of the system. A chaotic
system is hyperchaotic when the number of positive Lya-
punov exponents is > 1. Fora =35,b =3,c=12,d = 0.3,
y =7, and a = 0.97, the system possesses two positive Lya-
punov exponents, which means that it is hyperchaotic of
fractional-order.

2.2 Fibonacci Q-matrix
The Fibonacci sequence is defined by:
Fn:Fn_1+Fn_2,n>2 (2)

where F, is Fibonacci number and F| = F, = 1. The
Fibonacci Q matrix is a square matrix with size 2 X 2 that
is given by:

11
0= [ | 0] 3
The nth power of the Q matrix is defined by:
no__ Fn+1 Fn
Q"= [ F. F,, ] “
The inverse matrix Q" has the following form:
F,_, —F
Q—n — [ n—1 n] 5
_Fn Fn+1 ( )

All symbols used in this section are defined in Table 1.

3 The proposed encryption algorithm

The input color image of size, M X N X 3, decomposed into
three channels of the uni-size, M X N, and then we encrypt
each channel independently. Our encryption algorithm
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Table 1 Symbols descriptions
Symbol Description
a fractional-order of the system
a,b,c,d,y Constants
X,Y¥,Z, U Initial conditions of the system
F, Fibonacci number
0 Fibonacci matrix

depends on three main steps. First: the fractional-order
hyperchaotic sequence is generated. Second: the input color
image is scrambled, and then diffusion of scrambled image
is performed.

The scrambling and diffusion processes were executed
twice to get the encrypted image. Figure 1 shows a visu-
alized flowchart for one round. In this figure, the input
color image “Lena” is decomposed into three grey images.
Then, the fractional sequences are computed based on these
images. After that, each grey image is scrambled by the gen-
erated sequence and diffused using the Fibonacci Q matrix.
Finally, the three encrypted images are combined to obtain
the encrypted color image. Also, the decryption process is
illustrated in this section to retrieve the original image.

Figure 2 shows one round of the decryption process where
the encrypted image is converted into three grey images.
First, the diffusion steps using the Fibonacci Q matrix are
applied. Then the same sequence (S) generated in encryption
is used in the scrambling step.

3.1 Generating a fractional hyperchaotic sequence

Step#1: the initial condition of the Chen hyperchaotic
system of fractional-order, as defined in Eq. (1), is image-
dependent. The image is converted into vector P, and then
the initial condition is calculated by:

U P(i) + (M xN) ©
T TN T MxN)
x; = mod(x;_; x 10°,1)i =2,3,4 (7

where x4, X,, X3, X, refer to the initial conditions of the frac-
tional hyperchaotic system, MN is the length of the image
vector P, and the mod is the modulo operation.

Step#2: get the sequence L by iterating the system in (1)
N,y + MN/4 and then discard N,,.

Step#3: sort the sequence L in ascending order and return
sorted pixels position in vector S with size MN.
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Generating fractional hyper chaotic sequence (S)

|
! !
‘L

Image scrambling using the vector (S)

|
"
p! !

Image diffusion using Fibonacci Q' matrix

Fig. 1 Flow chart of one round of color image encryption
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Image diffusion using Fibonacci Q'° matrix
Image scrambling using the vector (S) generated in encryption

O

"

X
y

Fig.2 Flow chart of one round of color image decryption

3.2 Image scrambling R =P(S;),i=1:MN 8)

Image scrambling is the process of changing the position of ~ where R is the scrambled vector obtained from changing the
the pixels without changing their value. In our algorithm, the ~ pixel's position in P using the values in the vector S.
image vector P scrambled by the sequence S that is defined by:
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3.3 Diffusion Step#3: obtain the encrypted image E by multiplying
each sub-block in the scrambled image R’ with the Fibo-
In diffusion, the Fibonacci Q-matrix is used to change image nacci Q matrix (Q'?) defined in Eq. (4) as follows:
pixels value as follows: , ,
Step#1: reshape scrambled vector R into the matrix R [ Eij  Eijn ] = [ RE Rl ] [89 SS]mod 256
with size M x N. Einij E Rl Rliprjen ] ]55 34
Step#2: divide the matrix R’ into sub-blocks of sizes 2 x 2 ©
wherei=1: M, j=1 : N with a unified step 2.

i+1j Lit1j+1

Algorithm 1. The proposed algorithm for one round of color image encryption
Input: The color image [ with size M X N X 3, constant of the fractional system
a,b,c,d,y,aand N,

1. Read the plain image I, then divided it into three channels (I, I, I5) each with size

M X N.
2. Do the following steps for each channel:
1. Convert the matrix I into vector P
2. Calculate the first initial condition of the fractional system by
3y, = Zim Pit(MxN)
"1 2234+ (MxN)
4.Fori=2:4do
5.x; = mod(x;_; X 10°,1)

6. End for
7. Iterate the system in (1) Ny + MN/4 and then discard N, to obtain the
sequence L.
8. [t, S]=sort(L)
9.Fori =1:MN do
11. End for
12. Convert R into the 2D matrix R’
13.Fori=1:2:M

14.Forj =1:2:N

Eij  Eija Riyj  Rije |89 55
15. Eiri: Eiiq: ]: R R 5t 34 mod 256
i+1,) i+1,j+1 i+1,j i+1,j+1
16. End for
17. End for
3. Combine the three encrypted channels to obtain the encrypted image C
Output: The encrypted image C
3.4 Decryption wherei=1: M, j=1: N with a unified step 2.
Also, the sequence S that generated in Sect. 3.1 used to
The inverse process of encryption is decryption. This pro-  retrieve the original image by replacing Eq. (8) in the scram-
cess aims to retrieve the input image from the encrypted one.  bling process with the following equation:
In the proposed algorithm, the diffusion Eq. (9) changed: p (S,-) _R.i=1:MN ()

[ Rij Ry ]= [ Eij Eipn H 34 _Ss]mod 256
Riy1j Rigijn Eivrj Eprjen 155 89

10)
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Table 2 Standard color images
Image name Size Image name Size Original image
Lena 256 x 256 House 512 X 512
Couple 256 X 256 AirPlane | 512 x 512
Tree 256 x 256 Splash 512 X 512
Female 256 X 256 Baboon 512 x 512
Table 3 Entropy for different color images in three channels Table 4 Comparison of entropy of Lena
Test Image R G B Method R G B Average
Lena 7.9974 7.9971 7.9973 Proposed 7.9974 7.9971 7.9973 7.9973
Couple 7.9967 7.9966 7.9977 Chai et al.(2019) 7.9973  7.9969 7.9971 7.9971
Tree 7.9971 7.9972 7.9971 Li et al. (2019a, b) 7.9991 7.9973 7.9967 7.9977
Female 7.9969 7.9968 7.9968 Rehman et al.(2018) 7.9966 7.9972  7.9967  7.9968
House 7.9993 7.9993 7.9993 Wu et al. (2018) 7.9892 7.9898 7.9899  7.9896
Airplane 7.9992 7.9993 7.9993 Zhang et.al (2020) 7.9917 7.9912 79918 7.9916
Splash 7.9992 7.9991 7.9993 Hosny et al. (2021a, b) 7.9974 79976 7.9974  7.9975
Baboon 7.9993 7.9992 7.9993 Xuejing and Zihui (2020)  7.9980 7.9979  7.9978  7.9979

4 Experiments and results

Various experiments were conducted to show the efficiency
of the proposed method in color image encryption. These
experiments are based on computing information entropy
and the correlation between adjacent pixels to show the
high randomness of the image encrypted using our proposed
algorithm.

Also, the efficiency of our algorithm in resisting differen-
tial attacks, brute force attacks, noise, and data attacks is pre-
sented. In these experiments, the authors used standard color
images that are available in SIPI datasets. The experiments
were performed using MATLAB (R2015a) with a Laptop
computer equipped with Core i5-2430 M 2.4GH CPU and
4 GB RAM. Table 2 shows all test images used for evaluat-
ing our algorithm. In Table 2, there is an eight-color test

@ Springer



980

K. M. Hosny et al.

image with two sizes (256 x 256 and 512 x 512). Also, the
names of all the test images are stated in Table 2.

4.1 Information entropy

Image randomness is usually measured using the informa-
tion entropy, where a successful image encryption method
can generate an encrypted image with high randomness. The
entropy is computed for each primary color channel, R, G,
and B in color images. If the entropy for each channel is near
8, this means the high randomness of the color image. The
mathematical formulation for entropy is:

k
H(s) == ) P(s))log,P(s,) (12)
i=1

where k refers to the total number of pixels in the image,
P(s;) refers to the probability of s;. The entropy is computed
for eight standard color images in the three channels, where
the three primary channels of these images are encrypted
using the proposed method. Obtained values are shown in
Table 3. The values of entropy for all color images in all
channels are almost identical to the optimum value.

In another experiment, the color image of Lena was
encrypted by using our method and the recent algorithms

Table 5 Correlation coefficients for a different color image in three
directions

Images Directions R G B
Couple \% —0.0318 0.0115 0.0243
H —0.0056 3.1995¢— 04 0.0219
D —0.0012 0.0111 — 0.0046
Tree \% —0.0161 0.0307 0.0110
H 0.0124 0.0081 0.0278
D 0.0058 —0.0039 0.0035
Female \% —0.0011 0.0147 0.0037
H 0.0176 0.0024 —0.0033
D —0.0046 0.0074 —0.0147
House \% —0.0046 0.0140 0.0229
H —0.0067 —0.0024 0.0234
D 0.0129 0.0044 0.0341
Airplane \% 0.0238 —0.0068 —0.0044
H 0.0020 0.0096 —0.0133
D —0.0038 —0.0047 0.0106
Splash \Y% 0.0032 0.0152 0.0195
H 0.0012 0.0415 —0.0199
D —0.0019 - 0.0027 0.0099
Baboon \% 0.0191 —0.0070 0.0076
H 0.0064 0.0110 0.0056
D 0.0132 0.0056 0.0190

(Chai et al. 2019; Li et al. 2019a, b; Rehman et al. 2018;
Wu et al. 2018; Zhang et.al 2020; Hosny et al. 2021a, b;
Xuejing and Zihui 2020). The values of the entropy are cal-
culated and shown in Table 4. Generally, the average entropy
(encrypted image) using our technique outperforms the
methods (Rehman et al. 2018; Wu et al. 2018; Zhang et.al
2020) and is very similar to the results of the methods (Chai
et al. 2019; Li et al. 2019a, b; Hosny et al. 2021a, b; Xuejing
and Zihui 2020). The results indicate that our algorithm can
produce an encrypted image with high randomness as all
values are near 8.

4.2 Correlation analysis

Typically original image has a high correlation between
adjacent pixels. A good encryption algorithm should remove
this correlation between neighboring pixels. In successfully
encrypted images, the correlation between adjacent pixels in
the encrypted image should 0. For any two adjacent pixels x
and y, their correlation is:

Table 6 Comparison of correlation coefficients for lena

Methods Directions R G B

—0.0154 —-0.0096 - 0.0030
—0.0102 0.0027  0.0117
0.0159  —-0.0162 -0.0026
—0.0029 -0.0032 0.0040
0.0013 —0.0032 -0.0018
—0.0026 -0.0039 0.0012
—0.0025 0.0058  —0.0058

Proposed

Chai et al.(2019)

Li et al.(2019a, b)

0.0913  —0.0372 0.0036
0.0011  —0.0014 2.1180e— 04
Rehman et al. —0.0073 0.0011 —0.0061
(2018) 0.0010  —0.002 0.0058
—0.0013 0.0078  —0.0003
Wu et al. (2018) 0.0137 —0.0246 —0.0137

—0.0237 -0.0170 0.0023

< IZIUKIZU<KITUKIZTUCITUCIU<S<TUOU<LHT

0.0109  —0.0133 —0.0013
Zhang et al. (2020) 0.0014  0.0033  0.0021
0.0048  —0.0006 0.0002
0.0002  0.0048  —0.0040
Hosny et al. (2021a, 0.0064  0.0009  0.0091
b) 0.0160  0.0034  —0.0045
—0.0026 0.0125 —0.0090
Xuejing and Zihui 0.0092  0.0002  0.0076
(2020) 0.0203  —0.0025 0.0006

o

-0.0073 -0.0131 0.0111

V Vertical, H Horizontal, D Diagonal
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Vertical Horizontal Diagonal
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Fig.3. Correlation analysis of Lena in three directions for the three channels

_ B = EW)0 = EO)

" JDGDG) (13)
where

| < | <
E() =~ ;xi,D(x) =3 ; (x; — E(x))? (14)

The correlation in diagonal, horizontal, & vertical is com-
puted for each primary channel. Table 5 shows the obtained
results. All correlation values of the different color images
are near 0, indicating that our algorithm broke the strong
correlation.

Additional experiments were performed to calculate the
correlation coefficients of the novel encryption methods

(Chai et al. 2019; Li et al. 2019a, b; Rehman et al. 2018; Wu
et al. 2018; Zhang et.al 2020; Hosny et al. 2021a, b; Xue-
jing and Zihui 2020)., where the obtained results are shown
in Table 6. As displayed in Fig. 3, a visualized correlation
analysis proves the concept of a strong correlation between
adjacent pixels as all pixels clustered in the diagonal direc-
tion. However, in Fig. 4, the selected adjacent pixels from
the encrypted image occupied the whole space, indicating
a weak correlation.

4.3 Differential attack
The efficiency of image encryption algorithms depends on

their high sensitivity to minimal image changes. The algo-
rithm is considered more efficient when a minimal input
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Vertical

Horizontal

Fig. 4. Correlation analysis of encrypted image Lena in three directions for the three channels

Diagonal

Table 7 NPCR and UACI for

. X Images NPCR UACI
different color images
R G B R G B
Couple 99.5926 99.6170 99.6094 33.4336 33.4296 335116
Tree 99.6490 99.6231 99.6155 33.4965 33.4607 33.4270
Female 99.6170 99.6353 99.5926 33.4380 33.4572 33.4994
House 99.6006 99.6071 99.6124 33.4563 33.4374 33.4559
Airplan 99.6128 99.6071 99.6124 33.4356 33.4988 33.4658
Splash 99.5949 99.5987 99.6399 33.4530 33.4741 33.4589
Baboon 99.6048 99.6162 99.5937 33.4024 33.4443 33.4964

image change produces a distinguishable encrypted image.
Attackers try to trace differences between two images, which
are encrypted using the exact encryption method from the
input images with only a one-pixel difference. This process
enables attackers to find a relation between the input and

@ Springer

encrypted image to guess the secret key. This kind of attack
is known as a differential attack. The higher efficiency of
an algorithm makes it more difficult for attackers to guess
image information. The resistance to this attack was meas-
ured quantitively using NPCR and UACI:
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Table 8 .NPC.R and UACI for Method NPCR UACIT

Lena using different methods

R G B Average R G B Average

Proposed 99.6017 99.6063 99.6368 99.6149 33.4128 33.4980 33.4974 33.4694
Chai et al. (2019) 99.60  99.61 99.61  99.61 3356 3345 3349 35
Liet al. (2019a, b) 99.6016 99.6205 99.6095 99.6105 33.2483 33.4977 33.3877 33.3779
Rehman et al. (2018) 99.6078 99.6088 99.6081 99.6082 33.4291 33.4252 33.4219 33.4254
Wau et al. (2018) 99.6137 99.6053 99.6079 99.609 33.4655 33.4781 33.4746 33.4727
Zhang et al. (2020) 99.6243 99.6185 99.6281 99.6236 33.4224 33.4362 33.4604 33.4397
Hosny et al. (2021a, b) 99.6094 99.6124 99.6307 99.6215 33.4666 33.4241 33.4212 33.4373
Xuejing and Zihui (2020) 99.6531 99.6522 99.6518 99.6524 33.4572 33.4715 33.4384 33.4557

M
NPCR = — ' D DG, j) x 100(%)

MxN pr i

as)

where NPCR is the number of pixels change rate while
NPCR is the unified average Change intensity.

Hosny et al. 2021a, b; Xuejing and Zihui 2020). The aver-
age values of NPCR and UACI are ideal. Thus, encrypted
images produced using our algorithm are secured against
differential attacks.

4.4 Histogram analysis

.o _ ) OfE L)) = Ey(Q)),
b= { Lif EyGi ) # Byl . (16
UACT = 1 N Z |E,(i.)) — Ey(i.))| < 100%) (17
" MxN & 255 ) an

i=1 j=I

where E, and E, refer to encrypted images from the same
input image by changing a single pixel.

In the literature of image encryption, 99.6094 %, 33.4635
% are the typical values of NPCR and UACI. An experiment
was performed where we randomly changed on pixels in the
input image then encrypted both the original input image
and the modified one using our algorithm. The NPCR and
UACI were computed for both encrypted images. As shown
in Table 7, the obtained results show that all NPCR and
UACI for the three primary channels are almost equal to
the typical values. Also, Table 8 compares the results of our
algorithm and the methods (Chai et al. 2019; Li et al. 2019a,
b; Rehman et al. 2018; Wu et al. 2018; Zhang et.al 2020;

The histogram for each grey level of the color image shows
its pixel value distribution. The histogram of both origi-
nal and encrypted images must be entirely different. Also,
the histogram of the original image is usually distributed
randomly. However, the histogram of an encrypted image
should be uniform. Mathematically, the variances of histo-
grams are calculated by:

Var(y) = == 30 3 2%, - 17

i=1 j=1

(18)

The variance of the histogram reflects the histogram uni-
form distribution for the encrypted image, where both are
inversely proportional. Low variance means a uniform his-
togram. Table 9 shows the variances of histograms for the
test color images. The variances of the encrypted images are
smaller than the variances of the original images. Figure 5
shows the histogram of the original and encrypted primary
channels of the Lena color image. The histograms of the

Table 9 Variances of

histograms for both Original Tmage Original image Encrypted image
and encrypted images R G B R G B
256 x256  Lena 624%x 10 2.64x10* 85x%10* 240.7059  264.1255  245.1765
Couple 2.1x10° 337%x10° 2.89x10° 299.4902  309.0745  214.1490
Tree 8.13x 10* 5.7 x10* 1.29%x 10° 268.0471  258.0392  262.4941
Female 7.9 % 10° 861x10° 62x10° 281.0980  289.3490  294.6039
512x 512  House 7.68%x10° 133x10° 992x10° 1014.8 991.9765  1005.8
Airplane  272x10° 2.74x10° 4.44x10° 11147 956.1961  1057.4
Splash 243%10° 3.09x10° 594x10® 11015 1331.2 1005.8
Baboon 333x10° 5.73x10° 321x10°5 1031.3 1103.4 984.8235
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Fig.5 Histograms of Lena and its encrypted image using the proposed algorithm. Original image in the first row: a R-channel. b G-channel. ¢
B-channel. The encrypted image in the second row: d R-channel. e G-channel.f B-channel

encrypted channels are uniform, while the histograms of the
original channels are not uniform.

4.5 Data cut and noise attacks

Encrypted images may be exposed to data loss or noise when
transmitted over the network. An encryption method is suc-
cessful when efficiently restoring the encrypted image after
noise and data cut attacks. This ability is measured by peak
signal to noise ratio (PSNR), which is calculated by:

2
PSNR = 10 x log,, < 255 >(db) (19)
The MSE is defined by:
;] M N
. g2
MSE = D oG = IpG. )| (20)

i=1 j=1

where I, & I}, refer to original and encrypted images.

The value of PSNR is directly proportional to image qual-
ity, where high values reflect a high similarity between the
decrypted and the original image. When the value of PSNR
is above 35, it is challenging to distinguish between the orig-
inal image and the decrypted image. To test the ability of

@ Springer

our algorithm in resisting these attacks, we do the following
experiments on the encrypted image:

(1) Add “salt & pepper” noise (SPN) with density 0.002
and 0.005.

Cut attack by cropping with size 64 X 64 and128 x 128
at the left corner.

@

Image contents still recognized that prove the robustness
of our algorithm against noise and data cut attacks. Figure 6
shows the decryption results after attacking the encrypted
image with different sizes of data cut—the decryption of
Lena after adding Salt and Pepper noise with different densi-
ties presented in Fig. 7. Also, Table 10 shows the PSNR val-
ues for two-color images in the three channels. When we add
noise with density 0.002 and 0.005, the average PSNR of the
three images' three channels is 29db and 26 dB. While in
the case of data cut of size 128, the average PSNR for Lena
is 12, and for Baboon is 18. When the data cut is size 64,
PSNR average values for Lena and Baboon are 18 and 24,
respectively. The experimental results indicate that our algo-
rithm has an excellent performance in restoring encrypted
images after noise and data cut attacks.
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Fig.6 Data cut attack. a
Encrypted Lena with a cut of
size 64 X 64. b The decryp-
tion of a. ¢ Encrypted Lena
with a cut of size 128 x 128. d
Decrypted image of ¢

(©

4.6 Keyspace

Attackers try all possible keys in the keyspace of an encryp-
tion algorithm to know the correct secret key. If the keyspace
is large, it is more difficult for attackers to guess it correctly.
This kind of attack is known as a brute force attack. The effi-
ciency of the encryption method depends on having a large
keyspace to resist this attack. When the keyspace is larger
than 2'% the algorithm can achieve a higher level of security.
In our encryption algorithm for color images, the secret key
constructed by the four initial conditions of the fractional
hyperchaotic system, a, b, c,d,y,a and N,,. If we consider
the computation precision is 10", the size of the keyspace
is Ny X 105 Therefore, the keyspace of this method is suf-
ficient to resist this attack.

4.7 Key sensitivity

The robustness of the encryption algorithm depends on
its sensitivity to the secret key. In other words, minimal

)

changes in the generation process of the secret key result
in another key. Therefore, the modified key cannot be uti-
lized in decrypting the encrypted image by the original key.
The decrypted image should be a noisy image without any
information about the original image. In this experiment,
the original key was used in encrypting the image of Lena,
and the encrypted image using this key is shown in Fig. 8b.
When we decrypt the image in Fig. 8b with changing x,in
the initial conditions to x, + 0000000001 the plain image is
not restored as in Fig. 8c. The original secret key will only
restore the plain image, as seen in Fig. 8d.

5 Conclusion

Novel utilization of hyperchaotic systems of fractional-order
in encrypting color images proposed. In this three-stage
encryption algorithm, the 4D hyperchaotic Chen system of
fractional-order is used in changing the pixel position. The
diffused color image is divided into a group of 2 X 2 blocks,

@ Springer
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Fig.7 noise attack. a Noisy
encrypted image (0.005, Salt
and Pepper noise. b Decrypted
image of a, ¢ Noisy encrypted
image (0.002, Salt and Pepper
noise. d Decrypted image of ¢

(b)

(d)

Table 10 The PSNR uses different attacks
Attack PSNR (dB)

Lena Baboon

R G B Average R G B Average
SPN with density 0.002 29.2715 29.6508 29.9875 29.6366 29.5367 30.1769 29.7010 29.80487
SPN with a density of 0.005 247114 26.0815 26.7650 25.8526 25.7811 26.2857 25.2280 25.76493
Data cut with block size 128X128 11.4779 12.4165 13.5832 12.4925 17.9969 18.5111 17.6164 18.04147
Data cut with block size 64X64 17.0396 17.7707 18.9603 17.9235 23.9470 243719 23.5335 23.9508

and then the Fibonacci Q-matrix with » = 10 is used in
changing the pixels values for each block. The new encryp-
tion algorithm showed high sensitivity to any minimal modi-
fications to the secret key and the pixel distribution where
an entirely different encrypted image was obtained. The
obtained results ensure the success of the proposed color
image encryption algorithm to resist all frequent attacks.

@ Springer

The future work will focus on improving the running
speed of our proposed algorithm. Also, we will study
applying the proposed algorithm in video encryption and
super-resolution images. The emerging deep learning-based
encryption approach for color images is another future work.
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(a) (b)

©) | (d)

Fig. 8. a Original image. b Encrypted image of a with the original key. ¢ Decrypted image of b with the modified key. d decrypted image of b

with the original key
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