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Abstract

In the present E-healthcare industry, data breaches result in substantial economic losses due to cyber-attacks and hence cre-
ate a trust deficit between the industry and users. The healthcare industry has rapidly adopted IoT frameworks but the trust
deficit and privacy concerns limit its utilization among the masses. Along with privacy protection, content authentication
is an important requirement in a number of critical applications and fragile watermarking provides an effective solution.
However, existing fragile watermarking techniques lack the accuracy of tamper detection and hence are not reliable enough
in terms of security and privacy of the data. This paper presents a novel low-complexity block-based fragile watermark-
ing technique with high security against cyber-security attacks. This is achieved by embedding a fragile watermark in the
host image using pixel domain blocking approach. The security of embedded watermark has been taken care of by using
Cellular Automata and DNA based ENcryption (CADEN) framework to scramble the watermark bits using various secret
keys. Experimental investigations show that besides being highly secure, the proposed technique is fragile to various signal
processing and geometric attacks. The comparative analysis shows that the proposed scheme, despite having lower complex-
ity, offers better efficiency in terms of imperceptibility, tamper detection and localization compared to other state-of-the-art
techniques. Besides, the fragile watermark embedding makes the system capable to preserve the secret information in case
of an attack with an average BER of 40%.

Keywords Cyber security - Internet of medical things - Data protection - E healthcare - DNA encryption - Spatial domain
watermarking - Fragile watermark

1 Introduction

With the global impact of Covid 19, there has been a para-
digm shift in every domain and the adoption of technology
has increased than never before. This has been aided by the
new platforms put forward with the advent of different tech-
nologies like artificial intelligence (AI), blockchain tech-
nology, industrial cyber-physical systems (ICPS), internet
of things (IoTs), smart power grids, autonomous control
systems and the combination of all i.e., Industry 4.0 (Tang
et al. 2020; Vanchinathan et al. 2021). These technologies
rely upon various state-of-the-art algorithms to carry out
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numerous tasks and control operations in the automated
environment without human intervention (Hurrah et al.
2021; Kumarasamy et al. 2021). For the implementation of
these technologies plethora of data is exchanged between
various systems, sensors, and cloud to carry out the desired
tasks. However, this data exchange has given rise to many
cybersecurity issues due to unauthorized tampering, data
breaches, ransomware attacks, and other issues due to noise
in communication channels, malfunctioning of devices, and
data errors; which effect the decision-making of these smart
systems (Milano and Gomez-Exposito 2020; Zhang et al.
2017).

The adoption of IoT-based services in healthcare indus-
try, i.e., IoT for E-healthcare also known as IoMT, promises
to bring biggest technological delivery to carry out several
automated tasks in the medical diagnosis (Shah et al. 2022).
In an IoMT environment large number of cameras and sen-
sors continuously capture images and share other electronic
health records (EHR) like X-ray, CT Scan MRI images etc.,
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through a network for real-time monitoring and diagnosis
(Sun et al. 2021). This also includes diagnostic reports and
other electronic patient information (EPI). However, the
adoption of IoMT is gradual due to multiple constraints,
one being trust deficit due to privacy concerns and other
being resource-constrained devices (Hurrah et al. 2019a).
In an IoMT environment where private data is shared along
with other medical reports, the data breach can compromise
the identity of the patient. A microscopic alteration could
expose the identity of a subject or produce erroneous infor-
mation for diagnosis and hence altering the decision-making
of a system in IoMT framework (Yan et al. 2022). As per
reports, the data breaches increased by 17% in 2021 com-
pared to 2020 and resulted in substantial economic losses in
billions of dollars, and critically affect millions worldwide.
In 2022 there has been more rise in healthcare breaches and
as per Ponemon Institute and Verizon Data Breach Investi-
gations Report, the health industry suffers most from data
breaches than any other sector (CIS 2022). This necessitates
the development of new techniques to reinforce the current
cyber security frameworks in order to guarantee the authen-
ticity, integrity, protection, and confidentiality of multimedia
content. However, despite the introduction of numerous data
privacy approaches in recent years, real-time secure data
exchange has not yet been accomplished.

Of late various technologies like steganography, hash-
ing, cryptography, watermarking, etc., have been proposed
to counter the security and privacy issues (Tang et al. 2020).
Digital watermarking serves as one of the effective tools for
authentication and integrity of data (EPI) (Anand and Singh
2021). Digital watermarking is a data-hiding technique in
which a watermark, or secret information, is concealed in
a cover media so that only authorized users may access it.
Similar to watermarking, significant research has been con-
ducted on a number of cryptographic techniques, including
homomorphic encryption, differential privacy, safe aggrega-
tion, federated learning, and some biologically inspired sys-
tems, to assure data privacy (Zhao et al. 2020; Meiser et al.
2022). Though cryptography is being used as an effective
solution for issues pertaining to security, but the availabil-
ity of powerful cryptographic tools result in unauthorized
access and forgery of the data (Hurrah et al. 2021). However,
if the two techniques, digital watermarking and cryptogra-
phy, are used in combination, both data authentication and
a high level of security can be provided to the multimedia
data. The idea is to hide the sensitive information related to
a person or any other subject in the related multimedia file
in encrypted form. This will ensure that even in case of any
cyber-attack, the sensitive information remains protected.
Conventional digital watermarking techniques does not offer
an ample level of data integrity against various attacks and
the designs are usually computationally inefficient. In such
a scenario, techniques need to be developed which offer
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high degree imperceptibility, high capacity, security to the
embedded data, at a low computational cost (Sun et al. 2021;
Hurrah et al. 2019a).

In this paper, a new computationally efficient approach
is proposed for information security, data authentication
and tamper localization. We make use of a DNA encryp-
tion in combination with Cellular Automata to scramble the
information (EPI) before embedding which effectively coun-
ters an adversary and safeguards the illegal access of the
sensitive information. The content authentication is effec-
tively ensured with the spatial domain fragile watermarking
approach. Different signal and image processing attacks like
noise addition, filtering, compression, rotation, cropping,
etc., are used for performance evaluation of the proposed
scheme extensively. The experimental results obtained prove
the efficacy of the technique and verifies its applicability in
IoMT applications where security is of prime importance.

Rest of the paper is organized as follows. In Sect. 2
related work is discussed. Section 3 discusses in detail the
proposed fragile watermarking framework. In Sect. 4 experi-
mental results are demonstrated and detailed analysis of the
proposed technique is carried out. The conclusion is pre-
sented in Sect. 5.

2 Related work

The research for security of confidential data has taken
a long leap in recent past and as such, no technique has
achieved a desirable performance due to evolving cyber-
attacks. For protection of multimedia data like medical
images and other EHR in an IoMT framework, digital water-
marking has turned out to be the most effective technique as
it ensures tamper detection, authentication, data integrity,
and protection of EHR. For example, for copyright protec-
tion and tamper detection, a transform domain-based water-
marking approach has been presented in (Sanivarapu 2022).
The authors have embedded 16-bits in the cover image for
authentication of the watermark. There is no procedure for
tamper localization in the technique. A similar technique
has been proposed for authentication purposes (Kabir
2021). Although the technique effectively detects some of
the tampering attacks, the tamper localization capability is
weak. Also, the use of 8 X 8 blocks results in poor tampering
rates. Another technique, wherein Integer Wavelet Trans-
form (IWT) is used for embedding, has been proposed for
authentication purposes (Barani et al. 2019). However, the
use of two transform domain techniques viz IWT and SVD
increases its computational cost. Also, from the results it
is evident that the false positive (FP) and false (FN) rates
are high, thus tamper detection is not accurate. An efficient
CNN-based approach for copy-move image forgery detec-
tion has been proposed in (Koul et al. 2022). The approach
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although efficient, but has the limitation that it is applicable
only for fixed number of images present in a dataset. In addi-
tion to this, the tamper detection is poor as FPR and FNR
rates are high.

In recent years, various cryptographic techniques have
been proposed for security of private data. However, in most
of the real-time applications like [oMT, the data acquisition
and transmission devices are lightweight and constrained
in terms of resources (Shah et al. 2022; Anand and Singh
2021). It can be found that most of the recent cryptographic
techniques use highly complex single or multi-dimensional
chaotic systems. Also, the secret keys which provide actual
security are limited in size and number which favours the
cyber-attacks.

To establish a better computational efficiency, the digi-
tal watermarking techniques implemented in the spatial
domain yield better performance. In the spatial domain, the
authentication data is embedded by modifying the pixels of
the image directly which reduces the computational cost as
compared to the transform domain. In Kim and Yang (2021),
a spatial domain technique uses two LSB bits for embed-
ding of data, which reduces the quality of the stego image.
However, there is both threat of data breach as keys are sent
along the stego image data along with high possibility of
extraction failure due to bit errors that occur in the transmis-
sion network. Also, there is no provision for tamper locali-
zation which is necessary to check the nature of attacks.
To preserve the privacy of the confidential information, a
combination of chaos and a steganography-based framework
has been proposed in Rostam et al. (2022). The authors have
used block centers to generate the secret keys needed during
chaotic encryption of the information and randomly selected
pixels from a random are used for embedding. Although
the framework effectively hides the information in the cover
image, the quality of the watermarked images is less and
there is no procedure to detect an attack for authentication
purposes. A spatial domain-based watermarking approach
based on embedding through a hash-based approach is pro-
posed in Bhalerao et al. (2021) In this approach, SHA-1
hash function is used to calculate the hash of 4 X4 block

Table 1 Work done in various related papers

pixels with LSB pixels reset and the hash key code gener-
ated is embedded in the LSBs. Although the technique effec-
tively detects every tamper, the False Positive Rates (FPR)
calculated are not accurate enough. The reason for this is
the selection of 4 X4 block and as such even if one pixel
is tampered the technique returns the detection of tamper
for the whole block comprising of 15 un-tampered pixels.
In addition to this, there is no mechanism to hide a secret
information, so not suitable in [oMT applications. A better
technique for tamper detection with electronic patient infor-
mation hiding capability for medical Images is proposed in
Lin et al. (2022). This technique however does not offer
tamper localization and the fragility of the EPI is weak as
demonstrated in various results. Table 1, presents the sum-
mary of the literature work. Other techniques like (Xiang
et al. 2015; Singh and Singh 2017; Haghighi et al. 2018)
suffer with similar limitations. To counter all the issues as
reported in previous techniques and achieve better tamper
proof framework for [oMT applications, we propose a new
spatial domain-based watermarking approach as described
in Sect. 3.

3 Proposed approach

The proposed technique is designed for IoT-based health-
care applications where highly sensitive EHR and EPI data
is shared through public networks. To ensure the authen-
tication of data shared through public networks, fragile
watermarking approach has been adopted. The proposed
technique ensures confidential data has high-level of secu-
rity and fragility, and additionally tamper localization of
the cover media. The proposed spatial domain, blind fragile
watermarking approach has three main stages: encryption,
embedding, and extraction stages.

In the encryption stage, security keys are computed as
required for the encryption of the confidential informa-
tion (EPI), embedded as watermark logo ‘L’. To enhance
the security to an unbreakable level we encrypt the logo
using two encryption systems, which are computationally

Scheme Sanivarapu (2022) Kabir (2021) Barani et al. Koul et al. (2022) Rostam et al. (2022) Bhalerao
(2019) et al.
(2021)
Embedding Robust Fragile NA NA NA Fragile
Authentication Yes Yes Weak Strong No Yes
Localization No Poor Poor No No Poor
Complexity High High High Medium Medium Low
Detection Blind Blind Blind Medium No Blind
Security Yes Yes Yes No Yes Yes
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efficient and even if one gets compromised other ensures
the security. In the embedding process, the distortion due to
watermark is kept to the LSBs of the pixels which ensures
no significant distortion in the cover image. For integrity
authentication, the values of the pixels from the block are
used to compute various parameters that decide the embed-
ding along with the watermark bit. Finally, the calculated
bit stream is added to the LSBs of selected block pixels to
get the final watermarked image. On the receiver side, we
can extract the embedded watermark bits and authenticate
whether the image is attacked, recover the watermark in case
of no attacks, or directly discard the information in case of
an attack. The complete approach adopted in proposed tech-
nique is broadly categorized in three steps as:

(1) Encryption of the secret information in the pre-process-
ing stage, discussed in Sect. 3.1;

(2) Embedding of watermark in the cover image, discussed
in Sect. 3.2; and

(3) Extraction of the watermark to recover the embed-
ded information and localize the tamper in case of an
attack, which is covered in Sect. 3.2.2.

3.1 Watermark scrambling

The watermark is first forwarded to the encryption stage,
and the corresponding encryption algorithms are applied to
determine the level of encryption. The level of watermark
encryption is a function of various secret keys and the for-
mulated algorithm. To ensure better security, in the present
work, a hybrid combination of encryptions involving DNA
and Cellular Automata is applied. The scrambling of the
watermark is done by a set of pre-defined rules, which acts
as the unique key for encryption.

3.1.1 Elementary cellular automata

Recently, there has been large scale adoption of nature
inspired algorithms to increase performance of various sys-
tem processes in different domains of technology (Ping et al.
2022; Vanchinathan and Selvaganesan 2021). Proposed work
adopts Cellular Automata (CA) based algorithm, a compu-
tational model typically represented by a grid of cells, for
encryption of information. The state (value) of a cell in the
grid is a function of the previous neighborhood state and
some rule. The behavior is pseudo-random and hence best
suited for encryption. The Elementary CAs are formed by
evolving a row of cells according to a rule into multiple rows
with each row stacked below the predecessor as shown in
Fig. 1. In Fig. 1a we have shown three representations with
the evolutions of 128 (i.e. 128 rows and the initial state is all
zeros except for a 1 at the central element) of the CA. The
CA is extremely sensitive to initial conditions and changing
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Rule 30

Rule 57 Rule 90

Initial sequence

with all zeros and
only middle bit 1

One bit of the
initial sequence
changed to 1

Fig. 1 Various rule-based patterns of ECA

a single bit can change the entire representation as described
in Fig. 1. For this reason, Elementary Cellular Automata
(ECA) can be used effectively to encrypt the watermark
information. The ECA-based algorithm is used to iteratively
encrypt the watermark information according to the selected
balanced rules. In ECA three cells form a neighborhood and
hence there are eight possible patterns. Now for each pattern,
the rule decides whether the cell will be 0 or 1 in the next
generation. Hence, there are 28 (256) rules that can define
an ECA-based representation. The CA avoids the problem of
dynamic degradation when implemented on digital devices
compared to chaotic maps having finite computing preci-
sion (Ping et al. 2022) Because of their inherently simple
hardware implementation, the CA-based encryption algo-
rithms are used to generate random sequences. Also, since
encryption involves only XOR operations the computational
efficiency is very high. The process of encryption depends
on the rule and each rule yields a specific pattern.

3.1.2 DNA encryption

Originated from biology, the DNA (Deoxyribonucleic
acid) carries the genetic data of the biological character-
istics (Meiser et al. 2022; Sha et al. 2021). DNA is com-
posed of two polynucleotide strands where each nucleotide
contains one of four nitrogenous bases: Adenine ‘A’, Cyto-
sine ‘C’, Guanine ‘G’, and Thymine “T’. DNA encryption
involves the representation of a binary sequence in terms
of these nucleotides. The DNA version of the information
is then permuted by other operations to form a scrambled
sequence which is difficult to be decrypted by unauthor-
ized users. Using these four bases to encode bit pairs 00,
01, 10, and 11, there are 24 kinds of coding schemes.
However, in actual DNA-based structure, A and T are
complementary, G and C are complementary. Similar to
the binary system where 0 and 1 are complementary, the
binary pairs 00 and 11 are complimentary, and likewise is
the case of 01 and 10. Adapting the Watson—Crick comple-
ment rule as done in the previous works, there are only 8
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different possible coding schemes, as shown in Table 2. It
is pertinent to mention here that we will not follow only
the Watson & crick rules as done in all other previously
proposed techniques based on DNA encryption. This is
due to the reason that using only a key set of 8 rules has
less advantage in the data encryption process as compared
to ambiguity created by adopting all the rules. So, keep-
ing all the rules concerned with combinations of the DNA
bases at the disposal of the designer creates additional
ambiguity in the data.

3.1.3 Encryption procedure

In this work, we take a binary watermark of size nXn
bits for embedding in the cover image. Zigzag scanning is
applied to construct a 1D array of bits from the watermark
logo. The encryption of the watermark is done by scram-
bling the group of ‘n’ (say) bits with the sequence obtained
by applying Cellular Automation and DNA-based crypto-
graphic procedure. With 256 rules of ECA and 24 rules
of DNA, the total set of rules available for encryption is
245 The idea of designing a cryptosystem made of DNA
molecules is proposed to formulate a technique that is in
principle unbreakable (Meiser et al. 2022). In addition to
this, the randomly selected column from the ECA matrix
acts as a secret key to encrypt the watermark. The idea is
to encode secret information into the four nucleotides of
DNA, subsequently mixing the message-DNA with human
genome DNA before embedding. With the knowledge of
both the procedure and the encryption keys, the authorized
recipient could decipher the DNA message. Considering
a binary watermark of size 128 X 128 for the demonstra-
tion of the proposed encryption approach. At first, key
(Kca) with length of 128 bits is obtained from column
127 (say) using Rule ‘R,” of ECA and these bits XOR the
first 128 bits of the watermark obtained by a zigzag scan
of the matrix. The rest of the 128-bit combinations of the
watermark are obtained by performing the DNA operation
of the subsequent 128 bits. Each of these 128 watermark
bits is used to XOR the key (K,). Here the rules of DNA
for next watermark 128-bits combinations are adaptive
depending on the decimal equivalent (Wy) of the 128-bit

watermark result of previous XOR operation and selected
by using the following operation:

Rule(R) = 1 + mod(W, 8) (1)

Here we divide the 128 bits of the information into 8-bit
groups to apply our DNA-based rules. Like the interaction of
chromosomes in a living body, we adopt a similar approach
to obtain the random crossover of the nucleotides in the two
DNA strands. This random crossover enables us to obtain a
system with a high level of security.

Following steps are followed for the complete encryption
of the watermark information.

1. Perform a zigzag scan to construct the array from the
watermark of size nXn.

Encrypt the first 128 bits of the watermark array by Rule
(R,) of DNA and perform an XOR operation with a ran-
dom sequence (K,) obtained from Cellular Automata
with another secret rule (R,), say rule 30. The resulting
sequence is also stored in a buffer and forwarded. Both
the rules act as secret keys of encryption process.

Algorithm 1: Proposed Encryption Algorithm
Input: Private data (1), Private Keys, Rules (R;, R;), n

1. Initialize: 7 =1, x =1, y = n
2. Z=zigzag (I)

3. C; <«— Epwa(Z(x:y), RI)

4. Sy <€— Skca(R2)

5. X; = C; @ Sy

6. FOR X, y

7. 3 = Jj+1

8. C; <= Z(x: y)

9. Cy/ <— Epya (Cj, R)

10. X; = Ci7 @ Sy

11. Increment: x = x + n, y =y +n
12. END FOR

Output: Encrypted data: I, <— X;

3. The next 128 bits of the watermark are first applied
with DNA encryption. This encryption is done by first
arranging the bits in blocks of length 8-bits. Each block

Table 2 Eight complementary

rules of DNA bases DNA bases Binary representation for eight rules (D)
D, D, D, D, D; D D, Dg
A 11 11 10 10 01 01 00 00
T 00 00 01 01 10 10 11 11
C 10 01 00 11 00 11 10 01
G 01 10 11 00 11 00 01 10
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Table 3 XOR operation on

DNA bases XOR A ¢ ¢ T
A T G C A
C G T A C
G C A T G
T A C G T

Secret Logo
EECOPY 2

RIGHTS
RESERWVED

Encrypted

‘Watermark
Array

First 128 bits

Next 128 bits

DNA
Encryption

Fig.2 Block diagram for encryption of secret information

is converted to a DNA sequence by employing Table 1
where rule selection for each block is done using Eq. (1).
At the same time, the 128-bit sequence (K, ) is XORed
with this sequence to get the final 128-bit sequence. The
procedure for XOR operation is shown in Table 3.

4. The result of step 3 is again stored in a buffer and
encryption of the next 128 bits is done by similar proce-
dure as described in Fig. 2.

5. The groups of 128 bits encrypted sequences are concat-
enated together to form a final encrypted sequence.

3.2 Watermark embedding and extraction
procedure

The proposed watermarking procedure is demonstrated in
Fig. 3. It is based on the pixel modification in the spatial
domain. In the proposed approach of embedding, each block
of the cover image is read in order and the pixel selection
is done in an ordered manner using a pre-defined con-
cept set for sub-block creation during the design process.
The proposed approach involves the calculation of vari-
ous parameters from the selected image sub-block pixels
as described in Sect. 3.2.1. These parameters like ‘Sum’,
‘Mod’ etc. decide the fragility of the watermark and in case
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Fig. 3 Block diagram for embedding watermark

of an attack the changes are reflected in these parameters
which result in extraction of incorrect information bit. The
computed parameters decide the modification of LSB bits.
The computed bit sequence from the selected pixels is used
to replace the original LSB bits. Since ECA and DNA algo-
rithms are used in the preliminary stages for scrambling, the
same procedure is applied to extract the secret information.

3.2.1 Embedding algorithm

The embedding algorithm involves spatial domain-based
watermark hiding procedure. Here, we hide secret informa-
tion and tamper localization bits together as watermark in
the cover image. Figure 3 presents the block diagram of the
proposed watermarking methodology and is illustrated in
Algorithm 2. Figure 4 shows embedding procedure for a
block with an example.

Step 1: Apply the encryption algorithm proposed in
Sect. 3.1.3 to the secret information.

Algorithm 2: Watermark Embedding
1. Input: Bk, Key

2. Output: By'

3. For each By

4. pre-process: b;, b,, b3, by

5. concatenate B;s; «— [b; b, bz b4]
6. 3 <«— B;; @ Key

7. if w ==

8. B =8

9. end

10. LSB (By) <«<—

11. End For
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Fig.4 The flow of watermark embedding in a block

Step 2: Divide the cover image into 4 X 4 blocks and
represent blocks by ‘B’ as shown in Fig. 3.

Step 3: Reset the LSBs of each pixel in block Bk to zero,
and resulting block is represented as B,

Step 4: Divide the block into four sub-blocks of the size
of (2x2=) 4 pixels, each represented by ‘Byk’. Calculate
the sum of all the pixels of each sub-block and represent as
S as given in Eq. (2).

S = Z By (2)

Step 5: Calculate the modulus of the sum and perform
decimal to binary conversion using a different key for each
sub-block. These keys (¢;) are numbers with value 11 < @,
< 16 and are calculated from By,

My =1+ mod(S, ¢;)

by = My — binary

3

Obtain the final 4-bits of each sub-block and store them
in the arrays b, b,, b; & b, respectively. Concatenate all the
resulting bits into a 16-bit sequence and perform an XOR
operation with another secret key to get the final 16-bit
sequence to be embedded in the LSB pixels to get the water-
marked sub-block.

Step 6: For each 4 X 4 block, one bit (1) of the secret
information (I) is embedded in the LSBs using the follow-
ing equation.

pifI,is1
LSB(BY = { B if I, is0O “)

Step 7: The resulting bits in step 6 replace the LSB bits

of the corresponding pixels in the 4 X 4 block.

Step 8: This completes the embedding process in a
block and results in a modified block carrying watermark
information.

3.2.2 Blind watermark extraction

In the proposed system, for the extraction of watermark, pre-
processing for image preparation follows same set of steps as
done for embedding. The watermarked image is subjected to
same pre-processing procedure as described in Sect. 3.2 to
extract blocks. The decryption algorithm and corresponding
keys are generated for the decryption of the extracted data.
Figure 5 shows the procedure for extraction of information
and the tamper detection procedure.

In the figure each 4 X4 block is pre-processed same way
as done during embedding stage. For each block XOR opera-
tion is performed between the 16-bit factor B, and corre-
sponding extracted LSB bits. The number of ones present
in result, B,, are stored in parameter ‘n’. Clearly, if all the
bits in B4 and corresponding extracted LSB bits are same
or different, the parameter ‘n’ is equal to zero or 16. In this
case the block is considered untampered. Now, depending on
the value of ‘n’ being 0 or 16 we decide whether the secret
data bit is O or 1. In case, n=0, the secret data bit is 1 and
if n=1 then secret data bit is 0. Now, in case there is any
attack, the value of ‘n’ being any number other than O or 16
detects that block has been tampered.

So, in case 4 X4 block is detected as tampered, a next
level tamper detection is done on its corresponding 2 X 2
sub-blocks. This is done by comparing LSB bits ‘L;” of that
block with corresponding ‘b;” values. The number of zeros
(N,) computed for each 2 X 2 block, decide whether the sub-
block is tampered or not.
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Keys
’y Tampered
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Fig.5 Tamper detection and watermark extraction framework

4 Experimental results and discussion

The evaluation of the proposed fragile technique has been
performed on various types of standard grayscale and
medical images. The test images have been retrieved from
the databases (USC-SIPI 1977; OPENi 2022). MATLAB
R2019a is used to perform both subjective and objective
analyses. For all the experiments, a binary image of size
128 x 128 (16,384 bits) is used as a secret information. In
this article, we have only shown the images which are used
to compare the results with some of the state-of-the-art
techniques. These test images are shown in Fig. 6. From
the results, it has been established that the proposed fragile
watermarking technique demonstrates better performance

Watermarked
Standard
Images

PSNR (dB)

Watermarked
Medical
Images

PSNR (dB)

51.09

51.17 51.23

Fig.6 Some of the test images used in the proposed scheme
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Fig. 7 Quality analysis at different embedding rates

compared to previously developed techniques for the pur-
pose and hence can be effectually used for privacy preserv-
ing in various applications. The subjective analysis is per-
formed using PSNR (peak signal to noise) as imperceptivity
parameter. Similarly, the parameters BER (Bit error rate) and
Normalized Cross-correlation (NCC) are used for fragility
analysis (Hurrah et al. 2019b).

Figure 6 shows the results in terms of PSNR for various
images. It is evident from the figure that the proposed tech-
nique achieves very high imperceptibility results as PSNR
more than 51 dB when embedding 16 bits of recovery data
per block along with total of 16 kb secret data in the cover
image of size 512x512.

The proposed technique achieves an average PSNR above
51 dB for embedding 1bpp. A comparison has been per-
formed with (Rostam et al. 2022; Xiang et al. 2015) in Fig. 7
in terms of PSNR. In this perspective, comparison is done
with data of size 0.25 bits per pixel (bpp), 1.25 and 1 bpp
using the cover image of size 512 x 512 pixels. It can be seen
from the Fig. 7 that proposed technique has better impercep-
tivity as compared to other techniques under comparison.
Unlike, our approach where only LSB bit is modified, the
techniques under comparison modify other bits in addition
to LSB bit of a pixel which deteriorates visual quality. For
embedding less than 2 bpp these techniques select some of
the pixels in a block and modify the two LSBs of selected
pixels by secret data bits. However, this decreases the visual
quality of the cover image in the process.

4.1 Fragility watermarking results

In this section, the fragility analysis to check the level of
sensitivity towards various attacks is evaluated. The purpose
of embedding a watermark with the fragile technique is to
ensure authentication in presence of various forgery attacks.
In the analysis we have considered various tampering attacks
for image manipulations due to filtering, cropping, scaling,
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adding noise, and so on. Both subjective and objective
results are presented. The parameters used for the evaluation
are NCC and BER, evaluated with respect to the original and
the extracted watermark.

It is pertinent to mention here that our technique has
capability of detecting tempering of pixels in 2 X 2 blocks
as compared to 4 X 4 block-based techniques under compari-
son. This results in a better tamper detection rate otherwise
interpreted wrongly by 4 x4 block fragile techniques. This
ensures the pixels at the boundaries of the tamper region are
not falsely detected tampered as found in 4 x4 block-based
authentication techniques where a single pixel modifica-
tion in a 4 X4 block returns other 15 untampered pixels as
tampered during detection. In comparison, our technique
detects the tampering for a 2 X2 block, so in case a single
pixel is corrupted, only three untampered pixels are wrongly
detected as tampered.

The proposed scheme has been evaluated for various
performance parameters commonly used for analysing
fragility in attack scenario. Figure 8 shows the results in
terms of NCC and BER for various images under no tam-
pering attack. It is evident from the figure that the proposed
technique is able to extract watermark information without
any error as the value of BER is zero. The higher BER and
lower NCC demonstrates that more of the information bits
get destroyed and the correlation highly reduces between the
extracted and original information.

Watermark fragility is one of the most important param-
eters that can estimate privacy and authentication during the
data exchange. Fragility of a watermarking scheme is ana-
lysed by testing the algorithm under several possible attacks
and recording the results under controlled environment. Fig-
ure 9 presents the results obtained by the proposed technique
in presence of copy-move and crop attack, and copy-paste
and constant-average attack.

It is clear from the results in Fig. 9 that the proposed algo-
rithm accurately detects the tamper and there is no meaningful

Palm X-ray Ultra Brain-MRI Brain-CT image Cephalogram
image  scan foetus scan dental image
(a) Watermarked images

(b)  Extracted watermarks

ICOPY: EEICOPY:E IEICOPY:R mCOPY R SECOPY:ER
RIGHTS RIGHTS RIGHTS RIGHTS RIGHTS
RESERVED RESERVED RESERVED RESERVED RESERWVED
BER 0 0 0 0
NCC 1 1 1 1

Fig.8 Extracted watermark logos for various watermarked medical
images and results in terms of NCC and BER values

Detected  Extracted
Tamper Logo

Watermarked
Image

Tampered
Image

Tamper
Mask

w

a“ﬁ i,

Fig. 9 Watermarked images, tamper localization results and extracted
watermarks

information extraction, which establishes the high fragility
performance of proposed scheme and thus can be used for
authentication applications.

Figure 10 presents the results for various attacks applied
on the watermarked image. It can be seen from the results that
in case of every attack the secret information embedded via
a binary logo gets completely destroyed, hence confirms that
the proposed technique is highly fragile. In Fig. 11, a com-
parison has been presented with Lin et al. (2022) for six medi-
cal images, to check the performance in presence of various
attacks in terms of NCC and BER. It can be seen that pro-
posed technique offers better fragility as average BER of the
extracted watermark is higher and average NCC is lower than
Lin et al. (2022), for all the attacks except for JPEG with QF
equal to 90 where results are weaker.

4.2 Tamper localization results

In this sub-section, the watermarked images have been tested
for tamper localization accuracy and the results are presented
for various attacks. We have incorporated multiple other
parameters to calculate the objective quality of the proposed
scheme. The parameters included for the calculation of accu-
racy are tamper detection rate (TDR), false-positive rate
(FPR), and false-negative rate (FNR). The proposed scheme
returns an accurate TDR of 100% for attacks like cropping,
copy-move, copy-paste, etc.

Tampered Pixels Detected (T,)

= X 100%
Total number of tampered pixels (Ay) ‘

TDR

Although the parameter TDR checks the rate at which tam-
pered pixels are detected, the actual rate at which pixels.

are tampered is accurately computed using parameters, FPR
and FNR described below.

FNR = Pixels falsely Detected as Untampered (F ;)

x 100%
Actual number of Untampered Pixels (A7) )
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images
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images

Extracted
watermarks

BER (%) 4177 4210
NCC 0.523 0.612

Gaussian Noise
(0.01) 20

Rotate Sharpening Low Pass Filter

40.10 © 2958 3375 49.82
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Fig. 10 Extraction of secret logo under different attacks
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Fig. 11 Comparison with Lin et al. (2022) under different attacks, a in terms of BER (%), b in terms of NCC

Pixels falsely detected as Tampered (F ;)

X 100%
Actual Number of Tampered Pixels (Ar) ’

FPR =

We have compared our technique with Bhalerao et al.
(2021), for various attacks and the results are presented in
Fig. 12. It is evident from the results in Fig. 12, that for the
attacks presented in Fig. 12a, d, the proposed technique out
performs the technique under comparison as tamper locali-
zation is better. Also, the extracted watermark in every case
is completely destroyed which confirms the fragility of the
watermark.

In Table 4 we have considered the different attacks and
level of percentages for 20 images from USC-SIPI database.
It can be seen from the Table 4 that the proposed technique
results in high rate of tamper detection. The FNR is almost
zero for every attack except in case of copy move attack

@ Springer

where there is slight weakness in tamper detection for when
tampering percentage is more than 25%. However, this is
less than 1% and since authentication watermark bits get
destroyed in every case there is no issue with respect to
detection of tamper.

The results in the Table 4 give an estimate of performance
of the proposed scheme in terms of falsely detected pixels for
attacks like copy-paste, copy-move and random tampering.
It is pertinent to mention here that the proposed technique
involves the size of the block as 2 X2 at the second level of
detection. Hence compared to technique under comparison,
the proposed technique with the block size of 2 x 2 the FPR
is less, as shown in Fig. 13.

Since both schemes, proposed and Bhalerao et al. (2021),
are block-based methods, a single pixel tampering returns
detection as whole block as tampered. Clearly, for less
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Fig. 12 Comparison for: a Gen-
eral tampering, b copy-paste
attack, ¢ copy-move attack, d
constant average attack

(d

Table 4 TDR, FPR and FNR Tampering (%) Random tampering Copy move Copy paste
results of proposed scheme for
different tampering attacks TDR FPR FNR TDR FPR FNR TDR FPR FNR

1 100 12.15 0 100 13.33 0 100 12.36 0

5 100 7.5 0 100 9.54 0 100 7.43 0

10 100 5.59 0 100 6.93 0 100 5.81 0

15 100 1.45 0 100 5.46 0 100 243 0

20 100 0.66 0 100 3.27 0 100 0.71 0

25 100 047 0 100 225 003 100 052 0

30 100 043 0 100 076 004 100 050 0

35 100 041 0 100 063 004 100 045 0

40 100 037 0 100 057 004 100 041 0

45 100 032 0 100 054 005 100 038 0

50 100 031 0 100 048 005 100 033 0
tampering percentages, the number of pixels falsely detected 4.3 Timing analysis
as tampered are more. The proposed model checks the tam-
per only in case of authentication at first level detects tam- ~ The computational cost of a data hiding algorithm is com-
per, this approach saves a lot of computational time. puted in terms of embedding and extraction times. The

From Fig. 13, it is clear that the proposed method dem-  computational complexity is an important parameter to

onstrates better results in terms of FPR in comparison to the ~ evaluate efficiency and applicability of an algorithm in
other method for attacks like random tampering (RT), copy-  real-time applications. In order to establish the applica-

move (C&M) and copy-paste (C&P). For comparison with  bility of proposed technique for real time applications
Bhalerao et al. (2021) we have considered the same formula ~ we have compared the proposed technique with some of
as used by authors. the state-of-the-art techniques in literature. The results in

@ Springer
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Fig. 13 Comparison of FPR with Bhalerao et al. (2021) for different
tampering rates

Table 5 Comparison: embedding and extraction time

Approach Avg. embedding time (s) Avg.
extraction
time (s)
Singh (2017) 6.43 -
Haghighi (2018) 9.44 14.32
Barni (2019) 2.33 2.57
Proposed
USC-SIPI 1.53 1.71
UCID database 1.574 1.723

terms of embedding and extraction times are displayed in
Table 5.

It is evident from Table 5 that the proposed technique
is faster due to its lower execution times. Our technique
is implemented on MATLAB 2019a platform running on
2.4 GHz processor with 8 GB RAM. The lesser embedding
and extraction times achieved by the proposed system, as
presented in Table 5 are respective average times, computed
for 100 images from USCSIPI database and 1338 images
from the UCID database (Schaefer and Stich 2003).

4.4 Key analysis

The security of an information encryption system is ana-
lysed by testing the strength of the keys in adverse condi-
tions. And as such secure and reliable system must possess
keys of high sensitivity to resist various types of attacks
with authority. The proposed encryption framework is
designed by employing various secret keys in the form
of initial values and rules. The ECA is employed with an
initial sequence, a particular rule and sequence procedure.

@ Springer

In the proposed work, the initial values of the ECA is a
128-bit sequence and acts as a key of length 27. The ran-
domly selected column of ECA matrix also acts as a key
of length 27. The DNA encryption is also employed with
a particular rule selected from 24 rules. In order to test
the sensitivity of these keys, let’s change bit at 50th and
100th position of the sequence, the results of watermark
extraction are shown in Fig. 14. The result of rule change
can also be seen from Figure. As can be seen, that a single
bit-change in a key or a rule (Original DNA rule is Rule
8 and ECA Rule 30) variation will result in zero informa-
tion extraction.

5 Conclusion

In this paper, a spatial domain-based blind fragile water-
marking scheme for authentication of multimedia data
has been proposed. Due to its fragility characteristics, it
achieves high tamper detection and localization accuracy.
The tamper detection accuracy achieved by the proposed
technique is 100%. The localization accuracy analyzed
in terms of TDR is near 100%. The experimental results
establish that the proposed technique achieves high fra-
gility against various commonly occurring attacks like
cropping, histogram equalization, scaling, filtering, noise
addition, and compression. The encryption of the data
before embedding ensures high-level security and protec-
tion in case the embedding algorithm is compromised. The
encryption algorithm presented in the proposed scheme is
computationally efficient as compared to the chaotic sys-
tems used in most of the techniques. The better efficiency
of the proposed technique compared to state-of-the-art
establishes it to be the best candidate for authentication,
privacy, and integrity of the data in applications like IoT-
based E-Healthcare systems.
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