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1. Introduction

Consider a conventional (single-key) cryptosystem
with enciphering function E and deciphering function
D. Let S be a set of keys, where the key length is b
bits. A master key for S is a key MK such that:

(1) E(MK, P) = E(K, P) for any plaintext Pand K in S;

(2) D(MK, C) = D(K, C) for any ciphertext C and K in
S;

(3) IMK| << IS|b, where IMKI is the length of MK
in bits, and 1S| is the number of keys in S.

The first two requirements state that messages enci-
phered (deciphered) with any key in the sei S must be
decipherable (encipherable) with the master key MK.
The third requirement states that the space require-
ments for MK must be substantially less than that of
all keys in S; otherwise, MK could be implemented
simply as a list of the keys in S. MK, therefore, pro-
vides a compact representation of S.

Consider a network of N users. A group G is any
nonempty subset of the N users. Members of G share
a secret group key Kg, which allows them to broad-
cast and receive messages from other members of G,
and to access and update files private to G. Users not
inG are not allowed access to K(_;.

* This. research was supported in part by NSF Grant MCS77-
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There can be at most 2N — 1 nonempty groups in
the system. We shall present two methods for deriving
group keys and a master key MK for the entire set of
2N _ 1 group keys such that the space requirements
for MK are linear in N. The first method is based on
Shamir’s threshold scheme, the second on Diffie and
Hellman’s public-key distribution scheme. We shall
also show how both methods can be used to provide
master keys for sets of groups that are hierarchically
structured.

We assume that each user A has a personal key K
registered with an Authentication Server (AS) [3].
The AS derives all group keys and transmits them to
the users enciphered under their personal keys.

2. Polynomial derived group keys

In this scheme, we assume that for each user A, the
AS stores A’s personal key K 4 and two secret values,
X, and Y. However, unlike the personal key, the
secret values are known only to the AS and not to A
(the reason for this will be explained later). We shall
show how all group keys can be derived fiom the
secret values X and Y of the users. Thus, the 2N — 1
group keys are generable from a table of only 2N ele-
ments. This table represents the master key.

The method is based on Shamir’s threshold scheme
for constructing a key from a set of components [4].
Let (X3, Y4), ..., Xn, Yn) be the secret values for the
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users of some group G of size n. Construct the unique
polynomial Pg of degree n — 1 through the n puints
in the 2-dimensional plane: (X,, Y;), ..., Xq, Yy). The
group key K¢ is the value of the polynomlal at 0;
that is,

Kg = Pg(0).

For a group G consisting of a single user A (i.e. G =
{A}),n =1 and the polynomial P{4} is a constant
function independent of the (X, Y)-coordinates. In
this case, we shall assume that P{5}(0) =K4; that is,
the group key for a single user is the user’s personal
key. Arithmetic is done modulo a prime number p,
where log, (p) is not greater than the key length b.
The X-coordinates for all users are distinct but ran-
domly drawn from the range [1, ..., p — 1]. Thus,
each group has a different polynomial, and it is not
possible for one group to guess either the polynomial
or the key for another group.

In Shamir’s application, it is unnecessary for the
X-coordinates to be secret, because the individual
users are not given the polynomial derived key. Since
in our application the users are given the key, both
the X- and Y-coordinates must be secret. Further-
more, the pair (X, Y,) associated with user A must
not be known even to A. If each user had access to
his (X, Y)-coordinates, it would be possible for any

— 1 of the members of a group G of size n to recon-
struct the polynomml Pg (since the key K¢ gives
then an n*® point). Users could then collaborate and
determine the secret (X, Y)-coordinates of other
users. For example, suppose users A and B wish to
determine the secret values (X¢, Yo ) for user C. If
user A requests the key for the group G{s ¢}, he
could determine the coefficierts a; and by of the
group polynomial:

Plac}=a,X+b;.

Similarly, if user B requests the key for the group
G {B,c}, he could determine the coefficients a, and b,
of the group polynomial:

P{B,C} =a,X+b,.

Since (X¢, Yc) is a soluticn to both P c}and:

Pls.c}, A and B could determine (X¢, Y¢) by solving
the system

Yc —a XC by, Yc, —a; X =by.
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Sumlarly, A and B could determine the values
(Xp, Yp) for a user D, and then listen in on a conver-
sation between C and D!

A user A requests a group key K¢ from AS oy sup-
plying a list of the members of the group hy

A>AS:G= Uy, Uy, Ul o

If A belongs to the group (1 e,A= U‘ for some i,
1<i<n), AS constructs Kg and returns it to A,
enclphered under A’s personal key K A

AS— A: E(Kg,Kp). @

3. Exponentially derived group keys

The second method is similar to Diffie and Hell-
man’s publickey distribution scheme [2]. However, it
is not a publickey distribution method, because the
AS must have access to users’ personal secret keys.

LetK,, ..., K, be the personal keys of the members
of a group G of size n. The group key is:

KG = 2](1](2...[(“
where p is a prime number fixed by AS such that

logz (p) <b. When a member A of G requests Kg

from the AS, the AS returns Kg, eniziphered under the
personal key K 4. The master key is represented by the
list of personal keys.

Another member of G may be able to determine
2%A mod p, but he cannot compute K, without com-
puting a discrete logarithm. Now, if p is only 200 bits
long, K can be computed in about 2.6 daysona 1
ps per instruction machine [1]. However, if p is 400
bits long (i.e., b > 400), K, cannot be ptactxcally
computed by the fastest known algonthms

med p,

4. Application tohierarchieal" gtouj) structure’s

Considera tree structure in whlch nodes corre-
spond to subsystems or processes. Let the root of the
tree correspond to the entire system, and the descen-
dents of a node to its comp ents These co ponents
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defi nmo a group G that includes nnlv these compo-

nent subsvstems, and enciphering all commumcatlons
and data files vsing the group key K. In systems of
this type, it is often useful to designate some process
Mg as the manager of all communication among and
within the components. of G. Siich a process can over-
see resource utilization and monitor other aspects of
system operation. We desire to permit Mg access to
all subgroup keys for subgroups formed from subsets
of G, and no others.

Rath mathade'nf Anr“rnﬂ group lrnun nravida a ttrac-
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tive methods for providing group managers with mas-
ter keys. With polynomial derived group keys, each
manager Mg for a group G of size n needs only store a
list of the n pairs (X;, Y;) for each user i in G. With
exponentially derived group keys, each manager needs
only store a list of n personal keys. Either list repre-
sents a master key, from which any of the 2" — 1 sub-
group keys for G can be generated.
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