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Abstract: New technologies supporting cyber-physical enterprise systems with respect
to online decision-making based on up-to-date data, require networked sensor and actor
systems in place. Interoperability is a key factor when supporting systems in a system-of-
systems. In this paper, we survey approaches on Enterprise Interoperability with special
attention to the Cyber-Physical Manufacturing Enterprise. The paper identifies the need
for interoperability in system-of-systems in contrast to integration in a single system. Also
identified are issues due to insufficient support for physical aspects of systems. An
application scenario from the manufacturing domain will serve to underpin the developed

approach.

Keywords: Systems Interoperability; Enterprise Integration; Internet-of-Things and
Sensing Enterprise; Cyber-Physical Systems; Enterprise Interoperability

1. INTRODUCTION

For this work it is important to distinguish enterprise
integration and interoperability. The research topic Enterprise

Interoperability evolved from Enterprise Integration.
Therefore, we first introduce Enterprise Integration.
“Enterprise  Integration consists in breaking down

organizational barriers to improve synergy within the
enterprise so that business goals are achieved in a more
productive and efficient way” (Vernadat, 2002, p. 15).

Enterprise Interoperability is defined in more general terms
from an information systems point of view, as “the ability of
two or more systems or components to exchange and use
information” (IEEE, 1990, p. 42).

However,  Enterprise  Integration and  Enterprise
Interoperability follow a similar business goal. The major
differentiator is the degree of coupling between the parts that
are interacting. Integration (here) implies a tight coupling
whereas interoperability focuses on loose coupling. The loose
coupling and the definition of interfaces allows autonomy of
parts and supports exchange of parts (Panetto, 2007).

Common to both approaches is that there is also a process point
of view. “... it must be stressed that integration is a never-
ending process. First, because it is a goal. Second, because the
enterprise is in a permanent process of change.” (Vernadat,
2002, p. 18). This is even more true when loose coupled
systems are considered, as it is the case with Enterprise
Interoperability.

The second important concept for this work is the concept of
Cyber-Physical System (CPS). These are systems that involve

a hardware and a software part (more follows below). And
(with respect to the point of view taken here) multiple of such
CPSs are connected, and collaboration is required for reaching
a higher goal to which several CPSs contribute. This implies
that the (loose or tight) integration of interacting CPSs is
required.

The following parts of the paper are organised as follows.
First, we introduce CPS, and discuss Cyber-Physical-
Enterprises. This is followed by a discussion of Systems-of-
Systems related to CPS. We then present a well-known schema
on Enterprise Interoperability, which is used to discuss
multiple approaches to loose coupling in Cyber-Physical
Enterprise  Systems.  Applications  of  Enterprise
Interoperability in the Cyber-Physical Manufacturing
Enterprise are analysed. This is followed by presenting our
conclusions.

2. FROM CYBER-PHYSICAL SYSTEMS TO THE
CYBER-PHYSICAL ENTERPRISE

The introduction of Cyber-Physical Systems (CPS), together
with advances in Information and communication
technologies (ICT) has been the major driving force for the 4%
industrial revolution (Arnold et al., 2016). These advances are
empowering an era of digital transformation (digitalization) by
offering connectedness and intelligent computation. Thus,
promoting collaboration in production systems and
organizational integration. Industry 4.0 technologies,
particularly in automation fields, forecast promising solutions
for the future of digitized industrial ecosystem. One of the
major expected outcomes of this revolution is the allocation of


https://www.zotero.org/google-docs/?cKueKC
https://www.zotero.org/google-docs/?zkoczI
https://www.zotero.org/google-docs/?WTAWND
https://www.zotero.org/google-docs/?WTAWND
https://www.zotero.org/google-docs/?DaGOwg

tedious and repetitive tasks to intelligent machines and robots
(Moeuf et al., 2018; Mourtzis et al., 2019). A CPS describes a
broad range of network connected systems that are physically-
aware and integrate embedded computing (cyber) and
technologies. into the physical world (De Carolis et al., 2016).
These systems are engineered by a multidisciplinary team
(Derler et al., 2013). Inside these kinds of networks are
components with advanced abilities: sensing, data collection,
data transmission and mechanical actuation. The era of digital
transformation is evolving faster than expected. One aspect of
this evolution is to enhance advanced collaboration
mechanisms in industries; particularly collaborations that are
involving humans and machines (Bouffaron et al., 2014,
Hernoux et al., 2015; Panetto et al., 2019; Zhang et al., 2017).
In these industrial contexts, the nature of relations between
humans and CPS is demanding not only task execution but also
cognitive interaction (Fast-Berglund et al., 2020). However,
the current design approaches of industrial systems heavily
rely on the core concept of CPS lacking efficient means to link
technical and social prospects. This degrades the quality of
collaboration and can compromise safety (Mouliéres-Seban et
al., 2017) resulting in challenges for delivering and coping
with the speed of evolution in Industry 4.0. Particularly the
main challenge originates from the complexity of human
nature, as people usually do not follow rules that are not
matching with their way of thinking, preferences, needs and
capabilities. In addition to this, it has to be taken into account
that everyone is unique and her behaviour under different
circumstances is driven by complex and dynamic phenomena,

which are not fully understood. A CPS promotes intensive
connection and coordination between physical elements and
computational elements, providing, using, modifying data and
services simultaneously (He, 2014) (cf. Fig. 1). This figure
shows a Cyber-Physical System decomposed in 4 functional
units. This figure highlights not only the physical system and
the cyber-system, but also the interfaces between these. Within
each of the four units, different degrees of sophistication are
exemplified. To clarify all elements composing a CPS and the
relationships between the components, a meta-model of CPSs
has been proposed (Lezoche and Panetto, 2020) - see Fig.2.

Putting multiple CPS (as defined above) in an Enterprise
context of networked CPS, a Cyber-Physical Enterprise (CPE)
viewpoint is developed. A CPES has three basic capabilities
(Cardin, 2019): Intelligence (computation), Connectedness
(communication), and Responsiveness (control). Using the
words of (Monostori et al., 2016), a Cyber-Physical Enterprise
(Panetto et al., 2019) consists of autonomous and cooperative
elements and sub-organisations that are connected based on
the context within and across all levels of the global
organisation, from processes, through machines and up to
enterprises and supply-chains networks. These capabilities
allow considering a CPE as a support to transform its processes
into highly distributed and interconnected networks of
“entities” requiring new ways of interactions between these
entities. One example of such formalism is collaborative
control theory (Nof, 2007) for the collaborative factory of the
future (Moghaddam and Nof, 2017).
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3. THE ENTERPRISE AS A CYBER-PHYSICAL
SYSTEM-OF-SYSTEMS

A Cyber-Physical Enterprise (CPE) may be considered as a
System-of-Systems, built on 5 basic capabilities (Boardman
and Sauser, 2006) (see Table 1): Autonomy, Belonging,
Connectivity, Diversity and Emergence.

The Cyber-Physical Enterprise and a System-of-Systems point
of view may be extended towards Complex Adaptive
Enterprise Systems (CAS) (Weichhart, 2014). Although no
agreed-upon definition of a Complex Adaptive System exists,
some properties are commonly discussed in the literature. A
CAS consists of autonomous Agents (Holland, 1998, 1996).
These Agents are capable of sensing their environment, plan
actions and execute them in the environment. The environment
typically reacts to these actions. Agents are independent and
have their own goals they follow. Agents are evaluating their
actions against these goals to see if a goal can still be reached.

In a CAS not a single agent is placed, but multiple agents.
These agents might either be communicating directly to each
other with messaging or might indirectly communicate with
each other by placing signals in the environment. These means
of communication connect the agents among each other or
with the environment. The loose coupling of agents in a CAS
allows some (unplanned) behaviour to emerge.

In both cases, the SoS and the CAS case, the loose coupling of
the systems (agents) makes them fundamentally different to
Systems. This is not only true for the System but also for
Systems Engineering (BKCASE Editorial Board, n.d.; Morel
et al., 2007). A System may be engineered in a process that
integrates the parts. This integration is possible as the parts are
passive without individual goals. In a loose coupled CAS or
SoS, the Systems that form the super-systems maintain their
individual autonomy. The groups of systems or agents may for
example change during the engineering process.

Neither CAS (and Holonics) nor SoS can, by definition, work
with integration (tight coupling) of systems or agents / holons.
Support for interoperability, and very loose coupling in the CP
Enterprise is strongly needed.

4. El FRAMEWORKS FOR THE CYBER-PHYSICAL
ENTERPRISE

In the following, we are taking a look into existing approaches
where Enterprise Interoperability is applied in an (implicit or
explicit) Systems-of-Systems context.

Enterprise  Interoperability is grounded in Enterprise
Integration. There is an overlap between approaches
supporting loose coupling in Enterprise Integration and
Enterprise Interoperability. The concept of interoperability is
different to integration in a similar manner as the concept of
system-of-systems and systems (see above).

There is a continuum between the extremes of tight integration
and loose coupled interoperability. In addition to this, an
enterprise system can be positioned in different locations along
the continuum on different levels of the enterprise at the same
time (e.g. tight coupling of technical systems and loose
coupling of organisational systems).

In the following, first, a brief look into these different levels of
granularity in the enterprise system-of-system is taken. These
levels are summarized in figure 3. It addresses the physical and
the cyber-world and the interaction of both.
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Table 1: Differentiating a System from a System-of-Systems
(Boardman and Sauser, 2006) applied to the Cyber-Physical

Enterprise
Property System System-of-Systems
> No autonomy of parts; | Autonomy is exercised
g only autonomy of the | by constituent systems
S system. in order to fulfil the
2 purpose of the SoS.
Parts are akin to Constituent systems
family members; choose to belong on a
2 they did not choose cost/benefits basis; also
> themselves but came  |in order to cause
2 from parents. greater fulfilment of
M Belonging of partsis |their own purposes, and
in their nature. because of belief in the
S0S supra purpose.
Prescient design, Dynamically supplied
along with parts, by constituent systems
with high with every possibility
2 connectivity hidden of myriad connections
= in elements, and between constituent
é minimum systems, possibly via a
S connectivity among net-centric
© major subsystems. architecture, to
enhance SoS
capability.
Managed i.e. reduced | Increased diversity
or minimized by in SoS capability
modular hierarchy; achieved by
- parts’ diversity released autonomy,
E, encapsulated to create [committed
L a known discrete belonging, and open
& module whose nature | connectivity
is to project simplicity
into the next level of
the hierarchy
Foreseen, both good | Enhanced by
and bad behaviour, deliberately not being
and designed or foreseen, though it's
g tested as appropriate | crucial |mpo_rtance is,
oy and by creating a
% potential for emergence
E that will support early
detection and
elimination of bad
behaviours.

The first level describes legal interoperability. An enterprise
is part of a social context. That context is made explicit by the
rules the society has established. That's the legal frameworks.
Enterprises taking part in this system, have to be interoperable

with the legal frameworks. Legal frameworks have influence
on the sustainability of an enterprise. This is simply by (not)
tolerating certain behaviour. This includes interoperability of
behaviour (in the general sense) between enterprises that take
part in a supply network.

Legal
Interoperabllity

Organisation &

Process Intero
Physical-workd bitisiaioddidiey

System ; Ny~
(inkl, People)

Physical-world
System
(inkl. People)

Knowledge
_Transfer

Organtsational
Understanding

Interoperability Model

7 Evolution

Semantic v/
Interoperability | cyber-World
System

e Cyber-World
System

TODET I RNLY

(incl, [4 )3 (incl,
. Information- [ Information-
Technical Syntax, Interaction Systems)
& Transport

Systems)
Interoperability

Fig. 3 Interoperability Framework based on EIF European
(Panetto et al., 2019)

On the next level of granularity, enterprise systems consist of
systems themselves. The systems that form the enterprise have
to be interoperable within the context established by the
enterprise. Processes and knowledge transfers need to take
place in the enterprise as it evolves. The organizational level
involves some sort of pragmatic interoperability, because here
the doing of agents in the enterprise manifests itself in (explicit
or implicit) processes (Weichhart et al., 2016b).

In the cyber-physical enterprise semantic interoperability of
data and information is needed between any agents (no matter
if human or artificial). Semantics addresses the meaning of
information shared between two or more agents (Panetto et al.,
2016).

For parts of the CP Enterprise, common interface standards
and data exchange mechanisms can be established. These are
technical interfaces to machines and also include artificial
personal assistant agents that visualise data in a personalized
way. These technical interfaces including e.g. types of
exchanged data and application programming interfaces
(APIs) need to be interoperable also over time.

4.1 Organisational Interoperability

Organisational levels of Enterprise Interoperability address
work processes and knowledge shared across the enterprise. In
both cases not only different parts of the enterprise are
involved, but both elements (and others) are evolving over
time.

Enterprise Interoperability itself, is also a process, because
evolving systems require maintaining interoperability over
time. This is true for all levels (e.g. Software APIs change from
version to version of an application), but will be considered
mainly on this level. From an organisational learning and
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knowledge management point of view (Firestone and
McElroy, 2004), this is required for continuous learning in the
organisation in order to improve. Two approaches exist, on the
one hand side, e-learning technologies can be used to support
the continuous evolution of models in a group (Weichhart,
2015). On the other hand, learning and improvement are goals
in-line with the process of maintaining interoperability in
enterprises when facing changes required for improvement
(Weichhart et al., 2016a). In both cases, adaptation and change
is a social learning experience involving multiple agents.

A project supporting organisational interoperability is MISE
and its successor MISE2 (Bénaben et al., 2013, 2015). The
developed approach is a service-based Mediation Information
System supporting interoperability for collaborations of
organisations. Using Business Process Management
knowledge transfers with respect to individual and
collaborative business behaviour is supported. A mediation
information system, based on a service-oriented architecture,
allows the generation of collaborative workflows, integrating
service-based applications. The third tool is an event-driven
architecture, which supports organisations in agile behaviour
and reactions to events. Events triggered by the supervision of
collaborative situations and by (hardware) sensors.

With respect to the Cyber-Physical Enterprise, the agility
aspect of MISE, does allow to take signals from the
environment into account and to react on signals in a
workflow. Yet, the concept of Cyber-Physical requires a more
in-deep conceptual integration of physical elements and cyber-
elements.

The SUddEN international research project has, among other
results, created an organisational learning approach for
supporting interoperability (Weichhart et al., 2010). Here the
underlying assumptions built on a view of organisations
constantly changing and learning, improving. This learning
includes social learning where multiple stakeholders
collaboratively work on a topic. This organisational learning
model builds on organisational learning (Firestone and
McElroy, 2005) in order to work on interoperability in a team
of organisations. Here interoperability is seen as a process that
one needs to constantly follow, so the interoperability is
maintained despite organisational systems that are evolving.

SUddEN focuses on evolution and learning in organisational
settings. Here a conceptual integration of physical elements is
missing.

The Liquid Sensing Enterprise (LSE) approach builds on the
assumption that the enterprise is a complex adaptive system. It
aims at the provision of an infrastructure for enterprise
systems-of-systems to evolve over time (Agostinho and
Jardim-Goncalves, 2015). In this model-driven approach,
independent agents communicate with each other using
models. Used models (e.g. for decision making) will need to
be changed and to be transformed (Weichhart and Fessl, 2005).
In the LSE, a model morphism agent is proposing model
mappings. The use of a simulation environment allows
estimating the impact of changes to the existing system.

The approach does already include CPS on a conceptual level.
LSE separates concerns of the real, digital and virtual World.

LSE applications follow a CPS point of view, as it builds on
abstract models and metadata that supports the virtualisation
of real devices like sensors, actuators, and the information
contributed by these systems (Agostinho and Jardim-
Goncalves, 2015).

The S™ Enterprise (Smart, Sensing, Sustainable Enterprise)
(Weichhart et al., 2016b) is an approach that conceptualises
the enterprise as a socio-technical information system
(Stamper et al., 2000) where human and artificial agents are
making decisions. The dynamics of the (business)
environment requires the enterprise to constantly evolve. Data
and Information, measured by sensors of cyber-physical
systems and which transform the data using intelligent
algorithms, are supporting the evolution.

The S™ Enterprise is a concept in-line with the Cyber-Physical
Enterprise. It addresses the enterprise as an organisational
concept as well as the information flows (semantic
interoperability) and technical aspects.

However, in this conceptualisation, the evolution and complex
interaction of systems is of importance. Any approach for the
S Enterprise, requires that evolution and also learning is
possible. Engineering support for Enterprise Models has to
respect such evolutions with features like re-use of model
parts, notifications of change need to be supported.

4.2 Semantic Interoperability

As seen in figure 3 above, semantic interoperability is a core
aspect. Semantic interoperability does refer to data flows and
understanding of the transmitted data-concepts on the sender
and the receiver side. As such, it requires conceptual
interoperability for understanding the other’s worldview. It
also requires technical interoperability for transferring data
from sender to receiver.

Ontological approaches support the reasoning and common
understanding of multiple agents (in the broad sense of the
word).

The Ontology of Enterprise Interoperability (OoEl) (Naudet et
al.,, 2010) takes a systemic perspective on Enterprise
Interoperability. Its core is grounded in General Systems
Theory (Bertalanffy, 1969, 1950). It has been created to allow
capturing and modelling systemic aspects of enterprises as
systems. Relating the OoEl to the discussion above, it has to
be noted that it focuses on systems but does not include a
systems-of-systems point of view. Nevertheless, it takes an
ontological approach on Interoperability in Enterprise
Systems. Among other things, the ontology defines a Meta-
Model of Systems, their interfaces, different types of
relationships of systems to other systems and the environment.

The OoEIl has been evolved in order to capture dynamic
aspects provided by the Complex Adaptive Systems (CAS)
theory (Weichhart, 2014). As already mentioned above, CAS
theory is compatible with SoS theory. However, the systems
are addressed as agents. Therefore, among other concepts,
agents (i.e. dynamic systems) have been introduced. A second
important addition to the OoEl is the concept of Attractor. This
concept is necessary, to influence the agents’ behaviour, which
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is controlled by the individual agent itself. This resulted in the
OOEI®*S Domain Specific Language (Weichhart et al., 2016a).

In addition to extending the OoEl with CAS concepts a
different approach to support modelling such systems has been
used. A different approach has been taken for implementing
models in O0EI®*S, A Domain Specific Language (DSL)
approach has been taken. This allows specifying ontological
concepts and agent behaviour in a single language.

That DSL is implemented using the SCALA programming
language!. SCALA allows to define internal DSLs as it offers
a wide variety of syntactic possibilities. SCALA also provides
native support for actor-based models (Hewitt, 1977). Actors
are active systems similar to agent theory. With the notable
exception, that most actors are created by parent-actors. These
exceptions include the first actor created and system-specific
actors.

The O0EI®*S DSL can be used to link physical systems with
cyber systems. The chosen approach supports an agent-based
design, which has shown to be a suitable and efficient means
for the design and engineering of complex software
architecture problems for production systems (Hehenberger et
al., 2016).

Formal methods have been created to analyse the semantic gap
between multiple information systems with respect to the used
data model (Yahia et al., 2012b). Semantic blocks allow
identifying borders of data sub-systems. Ongoing research
aims at answering the question if a hierarchy of semantic
blocks support the analysis of a correlation between sub-
systems interoperability and systems interoperability of data
models (Yahia et al., 2012a).

For supporting the use of a data model by multiple human or
artificial agents, semantic annotations may be used to enhance
the existing data models (Liao et al., 2015). Such annotations
might be developed with respect to multiple aspects like the
domain or the structure of a data model. These annotations
help for the reconciliation modelling language constructs,
support model transformations or the verification of modelling
constraints (Liao et al., 2016).

With respect to semantic interoperability specifically for CPS,
the Systems Modelling Language (SysML) (Obiject
Management Group, 2018), has been proposed to support the
integration of cyber-physical systems. SysML can be
combined with agent-based approaches to support Cyber-
Physical Production Process Modelling and engineering
(Hehenberger et al., 2016; VVogel-Heuser, 2015).

4.3 Technical Interoperability

On the technical level, the topic of interoperability between
machines is handled using standards. Message-based protocols
like MQTT2, AMQP? support a loose coupling of software
modules in particular within a service-based architecture.
These protocol standards allow establishing a data transfer
between independently developed software modules. These

1 https://www.scala-lang.org/
2 http://mqtt.org/

message-based middle-wares allow decoupling data from
computational services. Distributed (e.g. edge-computing)
based systems can be built. However, the semantics of the data
is a separate issue (Pauker et al., 2016).

4.4 Reference Architectures and Reference Models

A task-force formed by members of IFAC and IFIP
workgroups has established the Generalised Enterprise
Reference Architecture and Methodology (GERAM) (Bernus
etal., 2006; IFIP-IFAC Task Force, 1999). It is also part of the
annex to ISO 15704 (ISO/TC 184/SC 5, 2019). GERAM has
been a project to combine existing architecture languages like
CIMOSA (Kosanke, 1995; Kosanke et al., 1999), GRAI
(Vallespir et al., 1992) and GIM (Vallespir et al., 1993), and
PERA (Li and Williams, 2002).

GERAM describes methods, models and tools needed to
design, implement and maintain an integrated enterprise.
However, GERAM is not a concrete approach for an enterprise
reference architecture. It organises existing enterprise
integration knowledge. GERAM consists of the following
parts (IFIP-IFAC Task Force, 1999):

GERA - Generic Enterprise Reference Architecture
EEMs - Enterprise Engineering Methodology
EMLs - Enterprise Modelling Languages

GEMCs - Generic Enterprise Modelling Concepts
PEMs - Partial Enterprise Models

EETSs - Enterprise Engineering Tools

EMs - (Particular) Enterprise Models

EMOs - Enterprise Modules

EOSs - (Particular) Enterprise Operational Systems

GERAM describes the elements for enterprise engineering and
integration. It sets the basis for tools and methods that support
enterprise integration and enterprise architecture. However, no
specific tools, methods are imposed (Bernus et al. 2015). The
core component of GERAM is the reference Architecture
(GERA). It defines concepts for enterprise integration
projects.

The GERAM approach allows to include CPS concepts in its
modelling approach. However, no specific preparation is made
to model technology that has integrated software and hardware
elements.

A proposal for an S™ Enterprise Reference Model (E-RM)
based on the RM-ODP (Reference Model of Open Distributed
Processing) (ISO/IEC JTC 1/SC 7, 1998) has been presented
by (Chavarria-Barrientos et al., 2017, 2018) to guide the
design and developments in the context of Sensing, Smart and
Sustainable Manufacturing Enterprises.

The S™ E-RM (cf. figure 4) has been conceived as a Model-
Driven Architecture to support the design of an enterprise
capturing the requirements independent from technology:

- Enterprise,
- Information &

3 https://www.amgp.org/
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- Computational Viewpoint

This is the basis to derive design and generation of IT systems
using the technology specific viewpoints:

- Engineering and
- Computational

Figure 4 presents examples of modelling approaches that
capture the desired aspects of the viewpoints. These examples
are listed below with the brief descriptions of each viewpoint.

The Enterprise Viewpoint describes the enterprise strategy
(competitive, value chain and production/service) and is
associated with the specification of requirements for ODP
systems. UML modelling is used to support a formal
representation: User case diagrams, Package Diagrams,
Sequence Diagrams (Packages).

The Information Viewpoint, using UML class diagrams and
activity diagrams, focuses on describing semantics of
information and information processing functions related to
Product, Manufacturing Systems and Knowledge models.

The Computational Viewpoint represents the Core Business
Process (New Product Development, Obtaining Customer
Commitment, Order Processing, Customer Service) using
UML (Sequence Diagram Classes, Activity Diagrams) and
Petri Nets.

The Engineering Viewpoint enables the specification of the
processing, storage and communication functions required to
implement the system such as Software as a Service Platform
— Cloud Computing Infrastructure) and Software tools (Java
based SaaS Platform and Private cloud platform). Here the
inclusion of an Enterprise Operating System (EOS) could be
possible (Youssef and Zacharewicz, 2019; Youssef et al.,
2017, 2016).

Finally, the Technological Viewpoint describes all
technologies for sensing (RFID, WSN and Real-time
networked systems) including smart resources (Machines,
AGVs, Robots, PLCs, CNCs) which connected enables the
realization of a cyber-physical-production-system.

Figure 5 presents an overview of the overall development
process where different stages require different models.
Technology independent models are created during
requirement elicitation and design. The design phase will
result in detailed design documents. Technology specific
developments provide detailed specifications for platforms on
which the information systems are deployed. For detailed
design and analysis simulation can be used.

5. APPLICATION TO MANUFACTURING

Cyber-Physical Systems provide a huge potential for the
manufacturing industry (VDI/VDE-Gesellschaft Mess- und
Automatisierungstechnik, 2013). The physical product is
extended by data. Data flows upstream (from customer to
suppliers) allows individualized products and lot-size one
production. Data flows down-stream (from suppliers to
original equipment manufacturers (OEMSs)) supports to extend
the function of the physical product. This data might for
example specify the materials used, in order to support

remanufacturing and reuse. In other use-cases additional
digital services support binding customers to the OEM
(BreitfuR et al., 2017).

5.1 Cyber-Physical Production Systems

By putting the CPE vision into a manufacturing context, the
shop floor becomes a Cyber-Physical Production System
(CPPS). A CPPS is a network of interconnected CPSs,
specialized for manufacturing (Zeid et al., 2019).
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Figure 4. S"3 Enterprise Reference Model (S™ E-RM)

The challenge of a new vision of Cyber-Physical Production
Systems is to change the architecture from a hierarchy to a
modular and interconnected system implemented either as
services or agents (Hehenberger et al., 2016). The automation
pyramid (see fig. 6) shows the currently used architecture.
Different levels provide functions that can be distinguished by
the planning horizon of the function. On lower levels of the
pyramid the services or functions need to support reactions of
systems in a (sub-)second timeframe. SCADA supports the
handling of events and monitoring of machine states by human
and artificial agents. MES systems support the scheduling of
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production orders to machines and operators. Here we have a
timeframe of a work shift or day. With an ERP number of
operators and amounts of resources needed for a certain
amount of production orders are planned and ordered.

The physical parts and the software need to be interoperable
and continuously interacting (Panetto and Molina, 2008).
Machines wrapped by software systems that represent the
machine in cyberspace, follow the design principle proposed
in holonics manufacturing (Brussel et al., 1998; Morel et al.,
2003). In holonic systems, the piece of software provides
intelligence and communication capabilities for physical
machines. These Cyber-Physical Systems (aka holons) take
part in a Holarchy on the shop floor. A Holarchy is a structure
like a hierarchy, however power is on lower levels. Every
holon is part of a holon and is at the same time composed of
holons. A CPPS consists of autonomous and cooperative
elements and subsystems that are connected based on the
context within and across all levels of production, from
processes, through machines and up to production and
logistics networks (Monostori et al., 2016).

5.2 Technical Interoperability for CPPS

For the manufacturing industry there are some standards with
respect to technical interoperability available. For example,
OPC UA* (Schleipen, 2013; Schleipen et al., 2016) supports
loose coupling and hence adaptability of production processes.
OPC UA provides the technical standards to observe
parameters on machines using a publish-subscribe protocol.

-

Another example is the IEC 61499 Standard (Christensen et
al., 2012; ISO/IEC JTC 1/SC 7, 1998; Zoitl and Strasser, 2017)
supports the integration of distributed control applications for
production systems. The standard provides the possibility to
create an abstraction layer providing function blocks. These
function blocks may be wired together to provide the desired
functionality. These kinds of systems are tightly coupled at
design and deployment time. But the abstraction layer allows
changing the physical system and the control system if they
provide the same function blocks.

5.3 Semantic Interoperability for Manufacturing

The semantic models for manufacturing need to cover three
elements: Product and Services (inkl. materials, parts needed);
Production Process; Production Resource (Operators,
Machine) (Garcia-Crespo et al., 2010).

The product model describes the goal and requirements. The
process describes how this goal is reached, and the resource
model describes how tasks are implemented / realised.

For Semantic Interoperability in Manufacturing, it must be
possible to provide a consistent view on the product along the
different stages of its development process and production
process across the supply chain (Panetto et al., 2012).

Automation ML and System ML are two semantic modelling
approaches that allow to connect different views and parts of
manufacturing (Henssen and Schleipen, 2014; Luder et al.,
2010; Object Management Group, 2018; Schleipen and Drath,
2009; Tsadimas, 2015).
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5.4 Organisational Interoperability for Manufacturing

Smart Manufacturing, requires the possibility to connect CPSs
horizontally across the supply chain (Zeid et al., 2019).
However, this connectivity is also required to connect
vertically machines and business processes (Kusiak, 2019). It
is essential for being able to realize the vision of smart
manufacturing to be able to handle data flows horizontally and
vertically (Kusiak, 2017).

A manufacturing relevant initiative for interoperable
connectivity across the supply chain is GAIA-X5. The GAIA-
X ecosystem, which is currently under development, promises
a federated infrastructure of distributed service and data
providers and consumers. Federated means that there is a loose
coupling between the data sources, sinks and services. This
also implies heterogeneous data models and distributed
storage. The loose coupling requires central services that allow
data and / or services to be searched, requested and accessed.
Complex services can be offered by combining simple
services.

This project provides an infrastructure to be used by
enterprises to connect different suppliers and enterprise
customers. The participants are responsible to maintain their
own data-bases. GAIA-X provides the services to connect
these.

5.6 EI for the Manufacturing Supply Chain

Several of the discussed approaches have been developed for
the supply chain. For example, the GAIA-X infrastructure
aims at boosting cross-organisational interoperability by
providing a federated infrastructure. However, given the
current state, the tools to support interoperability on all levels
are currently developed. With respect to levels of Enterprise
Interoperability, the technical infrastructure is currently in the
focus of the developments. Yet, the overarching goal of
enabling a federated system demands also technical services
supporting semantic interoperability from the start.

The LSE approach provides an infrastructure to support
manufacturing enterprise networks (Agostinho and Jardim-

S https://www.data-
infrastructure.eu/GAIAX/Navigation/EN/Home/home.html

Goncalves, 2015). The developed infrastructure supports
sensing and adaptation of self-organizing enterprise systems.
Enterprises should be enabled to detect missing or broken
interoperability on organisational level between enterprises,
and then react to thas. This approach focuses on supporting the
design and evolution of such systems.

In SUddEN the core idea is to support the design of supply
networks where through the use of knowledge management.
SUddEN supports conceptual interoperability and semantic
interoperability for organisational networks (Weichhart et al.,
2010).

For supply chains, interoperability of different systems also
supports supply chain resilience (Kusiak, 2018, 2019).
Interoperability (in its general sense) enables data-flows across
the supply chain, which is important for digitalisation in
manufacturing and smart manufacturing approaches.

5.6 Enterprise Operating System

Enterprise Operating Systems (EOS) has been proposed to
tackle the challenge of connecting and controlling all the
resources (humans, IT, machines), processes and business
models within an enterprise (Youssef and Zacharewicz, 2019;
Youssef et al., 2017, 2016). As such it is an approach to
enterprise interoperability which aims at covering the
technology, semantic and organisational levels. The approach
has been demonstrated with a pilot project related to a Bank’s
operation and manufacturing firm (Youssef et al., 2016). A
framework for EOS using Zachman has been described by
(Tayebi et al., 2010) for development and maintenance of
enterprise operating systems. This EOS has been implemented
using PRINCE?2 (Tayebi et al., 2010). The implementation of
this concept at industrial scale has been presented by
(Chavarria-Barrientos et al., 2017, 2018), in collaboration with
LOVIS Company in London. The implementation aims
supporting integration and interoperability of systems at
manufacturing companies.

This implementation has been done using as an architecture
the S™ E-RM for modelling collaborative networks, and
formally described using the Unified Modelling Language
(UML). Figure 7 depicts how the S™ E-RM integrates the EOS
concept in the reference model. It also shows the complete S™
E-RM and different enterprise’s concepts that allows the
design and creation of Cyber-Physical Enterprises.

The technology independent viewpoints define business
models and business processes to guide the execution of the
enterprise operations. These models and processes could be
simulated using a Digital Twins. Business process models
using Petri-nets could generate code to be executed by the
SaaS platform. The SaaS platform connects all objects using
communication  protocols with sensing and smart
manufacturing resources (includes IT resources). Digital
Twins can also be used to simulate manufacturing and
production processes.
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Figure 8 presents an overview of a concrete example; how
different parts of the proposed approaches are applied in the
manufacturing enterprise. The Cyber-Physical Enterprise
System describes the different levels of the reference model
with strategic, tactical and operational decisions. Enterprise
Strategies of the firm have been defined to compete as a low-
cost supplier, with a vertical collaboration as a value chain
decision, and with MTO production strategy. The information
models used are an Ontology of mechanical parts, a CPS
Micro-Factory defined as an object-oriented information
model. The knowledge captures the production rules that
manage the scheduling operations. Two business processes
(Order Processing & Customer Service) are executed by ERP
and CRM systems and a digital twin built using Petri Nets. The
engineering viewpoint is supported by Software as a Service
Platform and Cloud Computing. The enterprise resources
include two operators, Wireless Sensors Networks and
Intelligent Control, CPS Micro-factory and Digital Twin
(Molina et al 2021).

6. CONCLUSIONS

Enterprise interoperability is a model-driven approach
(Youssef et al., 2017; Zacharewicz et al., 2020). As such, it

provides input to many engineering domains where multiple
models and distributed or decentralized systems are used.
Interoperability is an approach that addresses important
aspects for multiple individual systems to form a System-of-
Systems (SoS).

Cyber-Physical Systems and Cyber-Physical Production
Systems are inherently System-of-Systems located in the
cyber and the physical world. As such, there are specific
challenges in particular from an interoperability point of view.

In this paper, a look into approaches that support one or more
layers of Enterprise Interoperability for Cyber-Physical
Systems has been taken. Then the application of Enterprise
Interoperability approaches in the special domain of
manufacturing has been reviewed.

This highlights the added value Enterprise Interoperability as
a general approach to the design and operation of
manufacturing systems. Supporting tools and modelling
approaches for exist. The specific nature of manufacturing
enforces the point of view that manufacturing systems are
Cyber-Physical Systems which in turn are Systems-of-
Systems. Manufacturing Systems by their inherent nature
combine existing software and hardware to execute physical
processes.

Critical challenges to consider aligning the Cyber-Physical
Enterprise  and the Cyber-Physical Systems are:
Heterogeneous Applications, Heterogeneous Networks and
Heterogeneous Sensor Platforms. There is a need to provide
semantic middleware that includes Information & Knowledge
Models to achieve seamless integration. Runtime support is
needed when systems change (their behaviour) and
interoperability is lost. Different technologies and approaches
are needed to have a digital twin for different physical aspects
in order to develop, monitor and maintain interoperability in a
CP(P)S.

The following complex problems need to be addressed in
systems-of-systems in particular from a CPS point of view:

e Interoperability Aspects
o  Operational Independence of Elements
o Managerial Independence of Elements
o Information and Knowledge Model for

Semantic Interoperability

e Design and Maintenance Aspects
o Evolutionary Development
o Emergent Behaviour

e Distributed Aspects
o  Geographical Distribution of Elements
o Networks of Systems

e Heterogeneity Aspects
o Interdisciplinary Study
o Heterogeneity of Systems
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Figure 8. Using the S™ E-RM to guide the creation of Cyber-Physical Enterprises.

Current Enterprise Interoperability concepts address the
enterprise from an information systems point of view. The
physical layer is not addressed. In the approaches analysed
there is only an interface to sensors, actors based on standards.
Exemplary interfaces include message queues like MQTT.
However, this does not allow to address physical (incl.
Physical dimensions, energy/power, etc.) interoperability. An
information systems point of view is too limited. Physical
interoperability is hardly addressed in the analysed
approaches.

From the analysed literature, the conclusions are:

e Cyber-Physical Systems are Systems-of-Systems

e Integration violates the Systems-of-Systems idea;
Interoperability is  necessary to  maintain
independence of the systems.

e Enterprise Interoperability matches the needs for the
Cyber-Physical Enterprise

e Enterprise interoperability  approaches have
insufficient support for physical aspects (volume,
mass, electrical power, pressure, etc.)

e There is a tool chain missing for the different phases
of systems in the Cyber-Physical Enterprise. Design

Engineering, Implementation, Execution,
Maintenance of Cyber-Physical Systems need
support in order to maintain the interoperability of
that CPS with other systems interfaced.

One of the generic approaches which guides research is the
S"3 Reference Model. Yet, there are some new concepts and
tools missing to support the implementation of Cyber-Physical
Systems.

The S™ Reference Model provides a very broad approach.
However, a RM only guides its users and does not give any
specific support. The S™ Enterprise is an approach that is close
to the ideas of the Cyber-Physical Enterprise. Currently the
concept of Cyber-Physical System is not specifically
addressed. The S™ Enterprise Reference Model is an approach
that can support the Cyber-Physical Enterprise but does
provide no support for Cyber-Physical Systems as first-class
citizens. The approach will be extended on conceptual level in
the future.
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