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This study presents a data-based methodology for fault detection and isolation in dynamic systems based
on fuzzy/Bayesian approach for change point detection associated with a hybrid immune/neural for-
mulation for pattern classification applied to the Tennessee Eastman benchmark process. The fault is
detected when a change occurs in the signals from the sensors and classified into one of the classes by
the immune/neural formulation. The change point detection system is based on fuzzy set theory asso-
ciated with the Metropolis-Hastings algorithm and the classification system, the main contribution of
this paper is based on a representation which combines the ClonALG algorithm with the Kohonen neural

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Currently, in the industry, it is common the application of fault
detection and isolation (FDI) techniques in order to keep pro-
ductivity standards, ensuring safety and allowing a cost effective
maintenance policy. As a matter of fact, it is possible to design cor-
rective actions, system redundancies and safety policies by using
fault analysis techniques to mitigate the effects of a fault [1]. Typi-
cally, a fault diagnosis procedure can be divided into three tasks: (i)
the fault detection indicating the occurrence of some faultin a mon-
itored system; (ii) the fault isolation establishing the type and/or
location of the fault and; (iii) the fault identification determining
the magnitude of the fault. In some applications, after detecting and
diagnosing the fault, is required a self-correction process, usually
done via controller reconfiguration. This self-correction process is
referred to as fault accommodation.
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1.1. Literature review

Several FDI approaches have been presented in the literature
and they can be categorized in quantitative models [2] and quali-
tative models [3,4]. Usually, quantitative model-based approaches
demand the knowledge of mathematical models for the process
whereas qualitative approaches are based on some pattern analysis
of historic process data.

Over the last few decades, an important methodological and
analytically focused approach based on observers/filters to the FDI
problem [5-14], emerged in the context of generating signals to
reflect inconsistency between normal and faulty operation in the
system. Practical applications of the techniqued can be found in
[7-9,15]. Sometimes it is important to consider the presence of
time delay in fault detection problems in dynamic systems, this
can be approximated by techniques based on observers/filters ded-
icated [13]. In the literature, approaches involving strategies based
on observers are often built under the context of an observer with
unknown inputs, since they have good results in some character-
istics of uncertainties and nonlinearities that can be grouped in
the unknown input [9,12,13]. Overall, there are more difficulties in
addressing the problem of fault detection for systems that present
parametric uncertainties in the model, considering that the resid-
ual generation for fault detection does not take into account these
uncertainties. Other important techniques in the context of ana-
lytical approaches are parity relations [9,16] and Kalman or robust
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Fig. 1. FDI framework.

filters [17,18]. The requirement of a mathematical model for the
process can lead to several difficulties in the implementation of
these approaches due to factors such as system complexity, high
dimensionality, nonlinearities, and parametric uncertainties.

Another approach to the FDI problem in dynamic systems is
the use of neural networks [19] and fuzzy logic [20]. These tech-
niques may be more attractive because they do not require explicit
mathematical models and can be used both in quantitative models
(such as observers) and qualitative models (such as classifiers). In
cases where mathematical models are required and dynamic sys-
tem is non-linear, the use of Takagi-Sugeno fuzzy models has been
a good instrument [ 19]. Practical applications of the techniques can
be found in [22-27].

Other qualitative model approaches, which are based on some
pattern analysis of the historic process data, are signed directed
graph [28], fault tree [29], qualitative trend analysis [30,31], mutual
information [32], artificial immune systems [33-35], Bayesian
networks [36,37], and others exploring hybrid strategies [38-40].
An important discussion on qualitative model approaches for
FDI is multivariate statistical process monitoring, and techniques
like principal component analysis (PCA) [41,42] and partial least
squares (PLS) [43] have been widely used for fault detection and
diagnosis in industrial practice. These kinds of methods first project
the multivariate and collinear data onto a lower dimensional sub-
space; then a test statistics like T? and SPE is developed to monitor
the multivariate data.

1.2. Contributions

In this paper, a data-based FDI methodology based on two steps
is presented. In the first step, the possible fault event is associ-
ated with a change point detection problem in time series. To do
this, a fuzzy clustering is performed such that a given time series
is transformed into a time series with a beta distribution and the
Metropolis—Hastings algorithm [44] is used to detect the change
point, i.e., a possible fault event evidence. The Metropolis—Hastings
algorithm indicates a change point probability and this informa-
tion can be used for classification purpose. The objective of the
fuzzy/Bayesian FDI approach is to compute a change point proba-
bility vector in its variables. This vector is used by the classification
approach in the second step increasing correctness classification
and reducing the total patterns used in training step of classification

methodology. The idea of the second step, the main contribution of
this paper, is to deal with the fault classification in a new way using
an immune/neural representation which combines the ClonALG
[45] with the Kohonen neural network [46]. The stopping criteria
and the antibody selection of the proposed new approach had to be
modified in order to accommodate a non-fixed number of antibod-
ies. One of the contributions of this paper is to propose this new
FDI scheme in which there is no requirement of a mathematical
or statistical models for the plant or signals, neither any thresh-
old specification. Other important contribution is to propose an
approach that has low implementation complexity with high per-
formance in fault detection and isolation, which is a crucial point
for on-line real-world applications.

The FDI qualitative approach presented in this paper is applied
to the Tennessee Eastman benchmark process [47]. The benchmark
primarily received attention in the conventional process control
community, and, recently, applications have been reported in soft
computing community, focused on case studies for fault detection
and isolation [48]. The main methods used in literature, for fault
detection and isolation in Tennessee Eastman benchmark process,
are based on principal component analysis (PCA)[41,42] and partial
least squares [43] (other methods as neural networks [49], fuzzy
systems [50], neuro fuzzy system [51], support vector machine
(SVM) [42] and two or more associations methodologies [52,53]
were also used). The effectiveness of these conventional methods
(PCA and PLS) requires that the process data approximately follow
multivariate Gaussian distributions for the derivation of control
limits. However, industrial data often obeys non-Gaussian distribu-
tions in a way that PCA/PLS based monitoring techniques become
ill-suited, justifying the use of pattern recognition techniques to
identify similarities between multivariate time series data sets.

An overview of the FDI framework proposed in this paper is
illustrated in Fig. 1. The first module reads the sensors available in
the Tennessee Eastman benchmark process, extracting windows of
the measurements. Each extracted window consists of a time series
that is used in fuzzy/Bayesian approach to indicate the probability
of change point occurrence along the time series. The second mod-
ule consists of the immune/neural system in which the probability
of change point occurrence is used to classify the fault.

The remainder of this paper is organized as follows. Section 2
presents a synthesis of change point detection formulation, based
on fuzzy set theory associated with Metropolis—Hastings algorithm,
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Fig. 2. Each subfigure illustrates the time series y(t) in the top with the time window of samples indicated by the thick line, and the obtained results in the bottom.

used for fault detection, see details in [44]. Section 3 presents a
new immune/neural approach, for fault classification, based on a
representation which combines the ClonALG algorithm with the
Kohonen neural network (the main contribution of this work). Sec-
tion 4 shows the results for fault detection and isolation considering
the Tennessee Eastman process simulator and compares them with
other methods. Finally, Section 5 presents the concluding remarks.

2. Fuzzy[Bayesian approach used on fault detection

This strategy is based on steps as proposed in [44], in which a
given time series is transformed into a beta distribution via fuzzy
clustering. After this transformation, the Metropolis-Hastings algo-
rithm is used to detect the change point. The steps of the
methodology are given by Algorithm 1.

Algorithm 1. Change point detection algorithm

Data: Time series window, y({)
Result: Change point in time series window, m
begin
Found the k centers of time series;
Compute a new tin
series, y(t), for each center, C;,

wzzy membership of each point of time

Y-

e [ -ap]

e L; \y(fﬁ»%\?} W
Compute the change point, m, by Metropolis-Hastings algorithm using the
time series transformed, jii(t)
return Change point in time series window, m

end

To illustrate the methodology, the following time series is used:

Pr+0.1%€(t)—0.1%€(t —1), ift <my,

(t—ml)% £p140.1%€(t)—0.1x€(t—1), ift>mandt < ms,
¥(t)= 2=

p2+0.1x€(t)—0.1x€(t—1), ift > m,

(2)

where p; is the first operation point, p, is the second operation
point, €(t) is a noise signal with 7r(-) distribution and [m, m;] is the
interval where the change point occurs in (2).

Fig. 2 shows several time windows, with fixed size (24 sam-
ples), from a time series y(t) (given by (2)) of 60 samples (x-axis),
where p; =1, py=2, my =25, my=35 and 7(-)~U(0, 1) (uniform
distribution with the support defined between 0 and 1). Notice
that in each subfigure of Fig. 2, the time series y(t) is depicted
in the top with the time window illustrated by the thick line,
and the obtained results are depicted in the bottom. It is clear
to see that the probability of change point is in the neighborhood
of 30.

The objective of the fuzzy/Bayesian FDI approach in Ten-
nessee Eastman process is to compute a change point probability
vector in its variables. This vector is used by the classification
hybrid formulation and it increases correctness classification and
reduces the total patterns used in training step of classification
methodology.

3. Immune/neural approach used on fault isolation

The pattern recognition algorithm is based on the immune-
inspired algorithm ClonALG [45], aided by the Kohonen neural
network [46] training algorithm in order to increase its perfor-
mance.

Inspired in the biological immune system, the artificial sys-
tem must be able to react to any foreign substance that affects
its integrity. These substances are called antigens and the system
elements that react to them are called antibodies [54]. The Clon-
ALG approach explicitly takes into account the antibodies affinity
where only the fittest are selected to proliferate through a process
called maturation (or mutation). In this paper, the affinity criterion
is determined by the Euclidian distance.
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3.1. Training process

Every antigen used in the training step was tagged with its type
so that the algorithm could train each antibody to recognize a spe-
cific type of antigen. The metric used to determine if an antibody
recognized an antigen was the Euclidian distance, in which the
antigen will be recognized by the nearest antibody.

The training process begins with one antibody created in a cen-
tral position (related to the antigens’ positions in space). Then, all
antibodies are submitted to three steps that iterate until the stop-
ping criteria are satisfied: cloning, mutation and selection (Fig. 3).
It is important to know that this approach is based on a non-fixed
size population of antibodies.

3.1.1. Selection mechanism

As showninFig. 4, the antibody selection happens when all com-
binations of two elements out of the antibodies set are analyzed.
When the set of antigens recognized by two of them are of the same
type and they are close with each other, a new antibody is created
between them and those two must be deleted. Also, the antibod-
ies which did not recognize any type of antigen are deleted. The
threshold used as proximity criterion between two antibodies is
calculated at every iteration; it is set to 25% of the average distance
between every two antibodies.

3.1.2. Cloning mechanism

In the cloning mechanism (Fig. 5), each antibody of the sys-
tem is cloned twice and each one of these clones suffers a random
mutation using a uniform distribution in its space position. This
guarantees diversity in the antibody population.

3.1.3. Mutation mechanism

The mutation began at the cloning mechanism and will be
improved by a Kohonen neural network (Fig. 6). Each antigen lin-
early reduces the distance between him and the closest antibody.
This algorithm changes the antibody’s position as if it was weights
of a neuron.

Start

Ab,,

Deleted = 0

afty = empty()

~>{ append(afty, norm(u - v))

affinity = 0.25 * mean(afty) ‘

agType(u) == agType(v)
&&

norm(u - v) < affinity

createAbBetween(u, v)

!

‘ deleteAbs(u, v) ‘

|

‘ Deleted = Deleted + 1 ‘

AbsRecognized(u) == None

‘ deleteAbs(u) |

|

‘ Deleted = Deleted + 1 |

End

Fig. 4. Selection mechanism flow chart, where (Ab2p°p ) represents every two ele-

ment combination out of the antibody population set.

3.1.4. Stopping criteria

Two stopping criteria were defined to limit the amount of
repetitions of the processes of cloning, mutation and selection. The
first criterion checks the algorithm’s convergence; the proposed
methodology has two steps, cloning and selection, that creates and
deletes antibodies, respectively. It was a good approximation to
confirm its convergence by checking if it is creating and deleting
antibodies by the same amount. Nevertheless, there is some
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situations where these numbers (created and deleted) are never
equal, so the use of another criterion is necessary. The second
criterion limits the maximum number of iterations by an integer K.

To show the advantage of the proposed methodology over some
types of problems, an experiment with two different scenarios was
carried out. The first scenario (Fig. 7) describes a problem with three
patterns spread in space but not too mixed with each other. The
proposed methodology was put against the ClonALG and Kohonen
algorithms individually.

It is important to know that ClonALG and Kohonen algorithms
use a fixed number of cluster prototypes (antibodies for ClonALG
and neurons for Kohonen). In this example, they were configured
to work with 3 and 7 cluster prototypes; the number 7 was chosen
to offer a fair competition given the average number of antibodies

‘ Ab_ = winningAb(u) H positionUpdate(Ab, )

End

Fig. 6. Mutation mechanism flow chart.
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Table 1

Average performance statistics using the PDBAC’s mean in scenario 1.

Algorithm Average (%) Bestcase (%) Worst case (%)
Hybrid 86.86% 88.93% 77.47%
ClonALG (3 cluster prototypes)  58.22% 73.03% 45.94%
ClonALG (7 cluster prototypes) 67.75% 80.03% 55.15%
Kohonen (3 cluster prototypes) 60.33% 80.25% 50.88%
Kohonen (7 cluster prototypes) 78.68% 88.55% 66.99%

used by the proposed methodology (Table 2). The maximum num-
ber of iterations was set to 50 and 100 simulations were performed
for each algorithm.

For multiclass problems, using the sample accuracy (correct
predictions divided by total of examples) can lead to some erro-
neous interpretations, because this method does not account for
class imbalances in the data set [55]. The alternative was to use
a Bayesian approach to estimate the posterior distribution of the
balanced accuracy (PDBAC) for a multiclass problem, given in [56].
The results using this metric are presented in Table 1.

It is possible to argue that a simple increase in the cluster proto-
types’ number would boost these algorithms’ performances, but it
is important to remember that this is an illustrative problem with
low dimensionality and only a few data types. As for the proposed
algorithm, some numbers are important to show how it behaves.
These numbers are shown in Table 2.

For a simple algorithm convergence analysis of hybrid method-
ology, the maximum number of iterations was set to 50, the number
of performed simulations was 100 and the results are presented in
Table 2, illustrating perfectly the second stopping criteria. In some
simulations, the algorithm could not stop before the maximum
(K=50) number of iterations, but the majority stopped before that
by checking the amount of created and deleted antibodies.

Clearly, more tests are needed in order to show the advantage of
the proposed methodology. Let us consider another scenario, this
time with the patterns strongly mixed. This experiment consists

Table 2

Hybrid methodology behavior.
# Average Best case Worst case
Iterations to convergence 16.65 3 50
Antibodies 6.9 6 8
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Table 3

Average performance statistics using the PDBAC’s mean in scenario 2.

Algorithm Average (%) Best case (%) Worst case (%)
Hybrid 86.67% 92.28% 80.39%
3-NN 75.56% 87.62% 62.99%
5-NN 74.02% 85.04% 59.24%
Binary tree 69.48% 81.56% 54.51%
Naive Bayes 38.01% 72.89% 23.16%

in testing over a new data set (Fig. 8) other known classification
algorithms against the proposed hybrid.

To validate the proposed methodology, a training set containing
70% randomly picked (using a uniform distribution) observations
was extracted from the original data set; the other 30% were used to
validate the performance of each classifier using PDBAC as the met-
ric, once again. For this experiment, the chosen algorithms were:
K nearest neighbors (with K=3, 5), binary tree and naive Bayes.
Table 3 shows that the proposed methodology could beat the sim-
plest forms of some well known classification algorithms.

3.1.5. Algorithm summary
The steps of the methodology are given by Algorithm 2.

Algorithm 2. Immune/neural algorithm

Data: Dataset

Result: Dataset rate

begin

while Does not reach the stopping criteria do
Selection mechanism
Cloning mechanism
Mutation mechanism

end

return Dataset rate
end

3.2. Generic example

In this example is considered five types of antigens which has
been randomly created. Fig. 9a shows the algorithm initialization,
in which the first antibody is created in the space’s central position.

Initially, the selection mechanism would take place but, when
the number of antibodies is smaller than the number of types of
antigens, no antibody will be deleted. Therefore, only the mecha-
nisms of cloning and mutation were depicted. Fig. 9b shows that
the first antibody is cloned twice and each clone receives a random
mutation using a uniform distribution. The Kohonen neural net-
work is responsible for the second mutation process. In Fig. 9c, the
positions of the previously created antibodies were adjusted to a
new set of antigens.

Again, the selection mechanism was not depicted because of the
lower number of antibodies created so far. Fig. 9d shows the pre-
viously explained cloning mechanism over three antibodies. Then,
the Kohonen network algorithm was applied in order to increase
the affinity of an antibody with a set of antigens (Fig. 9e).

Finally, every antibody that did not recognize at least one anti-
gen must be deleted. The final situation of the training is depicted
in Fig. 9f.

4. Case study: faults detection and isolation in the
Tennessee Eastman process simulator

The FDI strategy was applied in the Tennessee Eastman (TE) pro-
cess simulator [47]. The TE process results in two products (G and
H) and one (undesired) byproduct F from four reactants (A, C, D and
E), according to the following reaction stoichiometry:

A(g) + C(g) + D(g) — G(lig) — Product 1
A(g) + C(g) + E(g) — H(lig) — Product 2
A(g) + E(g) — F(lig) — Byproduct
3D(g) — 2F(lig) — Byproduct

All reactions are irreversible, exothermic and first order approx-
imately with respect to the reactants concentration. Moreover,
production of G requires greater temperature sensitivity to have a
higher activation energy. Fig. 10 shows a flowsheet of the Tennessee
Eastman (TE) process. There are five unit operations: reactor, con-
denser, vapor-liquid separator, recycle compressor and stripper.
The process summary is given by:

¢ The gaseous reactants are transformed into liquid products in the
reactor;

¢ The dissolved reactions in liquid phase are catalyzed by a non-
volatile catalyst in the gas phase;

¢ The liquid vapor separator is used to remove the heat from reac-
tion;

¢ Non condensed components go back to the reactor by a centrifu-
gal compressor;

e Condensed components will for the stripper to remove the
remaining reagents;

e Inert and byproduct are discharged from the separator.

The benchmark process faults are presented in Table 4 and all
the variables in Table 5 (input process variables) and Table 6 (out-
put process variables). The analysis was carried out with a total of
n=>52 process variables, in which the agitation speed (XMV(12))
of the reactor’s stirrer was not considered [41]. The data set used
(available at http://web.mit.edu/braatzgroup) contains 42 data sets
for both test and train of each fault along with two files for test and
train of the normal operation condition. Each data set was sampled
to a three minute interval, in which the introduction of faults hap-
pened at the 8th simulation hour for the testing sets and at the 1st
simulation hour for the training sets [57]. The number of observa-
tions for each of the training and testing data sets are, respectively,
480 (24h) and 960 (48 h).

The total number of signals available is reduced in two moments.
At the first moment, the correlation matrix R is obtained by the
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set of the 52 measuring variables X. The variables were discarded
when considering a matrix of p-values for testing the hypothesis
of no correlation. Each p-value is the probability of getting a corre-
lation as large as the observed value by random chance, when the
true correlation is zero. If P(i, j) is small, say less than 0.05, then the
correlation R(i, j) is significant. This procedure reduced the number

of variables used in the FDI system to 37. The removed variables
are: XMEAS(13), XMEAS(16), XMEAS(19-22), XMEAS(33), XMV(3),
XMV(5-11). At the second moment, seven other variables were dis-
carded due to not presenting any change indication by the fault
detection system. These variables are: XMEAS(5-6), XMEAS(12),
XMEAS(14-15), XMEAS(17) and XMV(4).
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Table 4

Process faults for the Tennessee Eastman process simulator.
Variable  Description Type
IDV(1) A|C feed ratio, B composition constant Step

(Stream 4)
IDV(2) B composition, A/C ratio constant (Stream 4) Step
IDV(3) D feed temperature (Stream 2) Step
IDV(4) Reactor cooling water inlet temperature Step
IDV(5) Condenser cooling water inlet temperature Step
IDV(6) A feed loss (Stream 1) Step
IDV(7) C header pressure loss - reduced availability Step
(Stream 4)

IDV(8) A, B, C feed composition (Stream 4) Random variation
IDV(9) D feed temperature (Stream 2) Random variation
IDV(10) C feed temperature (Stream 4) Random variation
IDV(11) Reactor cooling water inlet temperature Random variation
IDV(12) Condenser cooling water inlet temperature Random variation
IDV(13) Reaction kinetics Slow drift
IDV(14) Reactor cooling water valve Sticking
IDV(15) Condenser cooling water valve Sticking
IDV(16) Unknown
IDV(17) Unknown
IDV(18) Unknown
IDV(19) Unknown
IDV(20) Unknown
IDV(21) The valve for Stream 4 was fixed at the Constant position

steady state position

The proposed FDI system consists in two main components:
the change point detection module (for fault detection) and the
immune/neural diagnosis module. The FDI procedure shown in
Algorithm 3 is applied to sliding windows and each window is
associated with a variable measurement.

Algorithm 3. FDI Algorithm

Data: m sensor measurement time series y; (t), y2(¢), . . ., ym(t) and p antibod-
ies set

Result: Fault classification: Fy or F; ...or F,

begin

fori=1,2,...,m do
| Obtain the fault evidences for each signal by Algorithm 1
end
for j=1,2,...,pdo
| Find the fault F; by the immune/neural methodology
end
return Fault classification: Fy or F ...or F,
end

4.1. Results

The data set of the Tennessee Eastman process simulator is
divided into two parts: one part to the FDI system training and
other to the FDI system test. The training data set was used to gen-
erate 730 vectors (or antigens), that were obtained via the fault
detection system (change point detection module) considering 10
simulations of each fault, this module reads the sensors available
in the Tennessee Eastman benchmark process, extracting windows
of the measurements consisting of a set of time series used in
fuzzy/Bayesian approach to indicate the probability of change point
occurrence along the time series. These results are used in the
immune/neural system where the faults were classified using the
probability of change point occurrence, resulting in a set of 72 anti-
bodies to classify the 21 faults (immune/neural diagnosis module).
The simulations were carried out using MATLAB® Release 2012a.

Table 5

Input process variables for the Tennessee Eastman process simulator.
Description Variable Description Variable
D feed flow (stream 2) XMV(1) E feed flow (stream 3) XMV(2)
A feed flow (stream 1) XMV(3) A and C feed flow (stream 4) XMV(4)
Compressor recycle valve XMV(5) Purge valve (stream 9) XMV(6)
Separator pot liquid flow (stream 10) XMV(7) Stripper liquid product flow (stream 11) XMV(8)
Stripper steam valve XMV(9) Reactor cooling water flow XMV(10)
Condenser cooling water flow XMV(11) Agitator speed XMV(12)
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Table 6

Output process variables for the Tennessee Eastman process simulator.
Description Variable Description Variable
A feed (stream 1) XMEAS(1) D feed (stream 2) XMEAS(2)
E feed (stream 3) XMEAS(3) A and C feed (stream 4) XMEAS(4)
Recycle flow (stream 8) XMEAS(5) Reactor feed rate (stream 6) XMEAS(6)
Reactor pressure XMEAS(7) Reactor level XMEAS(8)
Reactor temperature XMEAS(9) Purge rate (stream 9) XMEAS(10)
Product separator temperature XMEAS(11) Product separator level XMEAS(12)
Product separator pressure XMEAS(13) Product separator underflow (stream 10) XMEAS(14)
Stripper level XMEAS(15) Stripper pressure XMEAS(16)
Stripper underflow (stream 11) XMEAS(17) Stripper temperature XMEAS(18)
Stripper steam flow XMEAS(19) Compressor work XMEAS(20)
Reactor cooling water outlet temperature XMEAS(21) Separator cooling water outlet temperature XMEAS(22)
Reactor feed analysis (stream 6) Component A XMEAS(23) Reactor feed analysis (stream 6) Component B XMEAS(24)
Reactor feed analysis (stream 6) Component C XMEAS(25) Reactor feed analysis (stream 6) Component D XMEAS(26)
Reactor feed analysis (stream 6) Component E XMEAS(27) Reactor feed analysis (stream 6) Component F XMEAS(28)
Purge gas analysis (stream 9) Component A XMEAS(29) Purge gas analysis (stream 9) Component B XMEAS(30)
Purge gas analysis (stream 9) Component C XMEAS(31) Purge gas analysis (stream 9) Component D XMEAS(32)
Purge gas analysis (stream 9) Component E XMEAS(33) Purge gas analysis (stream 9) Component F XMEAS(34)
Purge gas analysis (stream 9) Component G XMEAS(35) Purge gas analysis (stream 9) Component H XMEAS(36)
Product analysis (stream 11) Component D XMEAS(37) Product analysis (stream 11) Component E XMEAS(38)
Product analysis (stream 11) Component F XMEAS(39) Product analysis (stream 11) Component G XMEAS(40)
Product analysis (stream 11) Component H XMEAS(41)

Table 7
Results of fault isolation.

Table 8
Fy-scores for each fault individually.

Description Correctness (%) Correctness (%) Correctness (%)
Proposed methodology PCA SVM

Fault 1 100% 87.19% 87.19%
Fault 2 100% 87.5% 85.83%
Fault 3 61% 18.33% 15.21%
Fault 4 68% 72.71% 49.48%
Fault 5 100% 4.06% 50.60%
Fault 6 98% 90.21% 78.85%
Fault 7 97% 89.69% 88.85%
Fault 8 95% 85% 32.19%
Fault 9 36% 20.21% 12.81%
Fault 10 98% 76.15% 22.60%
Fault 11 88% 65.42% 11.88%
Fault 12 100% 85.83% 50.21%
Fault 13 100% 69.06% 21.46%
Fault 14 38% 86.56% 54.90%
Fault 15 100% 23.02% 18.85%
Fault 16 98% 69.48% 12.81%
Fault 17 97% 74.48% 48.02%
Fault 18 85% 59.9% 32.19%
Fault 19 100% 84.06% 46.25%
Fault 20 100% 77.5% 38.96%
Fault 21 100% 85% 8.23%

Precision (%) Recall (%) F;-score (%)

Fault 1 97.56% 100% 98.77%
Fault 2 98.04% 100% 99.01%
Fault 3 79.11% 62.5% 69.83%
Fault 4 69.54% 68.5% 69.02%
Fault 5 100% 100% 100%

Fault 6 100% 97.5% 98.73%
Fault 7 100% 96.5% 98.22%
Fault 8 97.42% 94.5% 95.94%
Fault 9 47.43% 43.68% 45.48%
Fault 10 60.18% 99% 74.86%
Fault 11 93.62% 88% 90.72%
Fault 12 100% 99.5% 99.75%
Fault 13 99.5% 100% 99.75%
Fault 14 94.19% 40.5% 56.64%
Fault 15 96.59% 100% 98.26%
Fault 16 93.78% 98% 95.84%
Fault 17 99.48% 96% 97.71%
Fault 18 94.87% 92.96% 93.91%
Fault 19 80.5% 99.49% 88.99%
Fault 20 93.37% 77.89% 84.93%
Fault 21 77.82% 96.5% 86.16%
Average 89.19% 88.14% 87.74%

After the training phase, it was held 100 simulations with the
test data set to verify the trained antibodies ability. Previously
trained antibodies were able to correctly recognize ~88% of anti-
gens. According to the results, out of 21 faults, 9 have been correctly
classified in ~100% of the observations. Also, 19, 17 and 15 faults
were correctly classified in over 60%, 80% and 90% of these obser-
vations, respectively. The maximum delay for fault detection was
two samples. For each fault, the proposed FDI system obtained the
results presented in Table 7, with a good correctness performance
to deal with fault isolation, when compared with PCA and SVM
techniques presented by [42]. The results of the proposed approach
were worse than the PCA results in faults 4 and 14. In comparison
with SVM, the proposed approach showed worse results in fault 14.
Fig. 11 illustrates the histogram results for each fault. Comparing
the proposed method with the results showed in [49], we note that
the proposed method performs better.

To thoroughly assess the quality of the proposed methodol-
ogy, another metric has been used for 200 new simulations. This
selected metric is the F-score which analyzes the classifier in terms

of Recall (completeness) and Precision (purity) [58] and it is com-
puted by their harmonic mean [59] as described in (3):

recall x precision

Fg=(1 2 3
p=(1+h )(,32 x recall) + precision (3)
with
TP
recall = TP EN (4a)
.. TP
precision = (4b)

Notice that the recall and precision can be computed as shown in
(4) and, in this experiment, there is no special reasons to favor pre-

Table 9
General confusion matrix for a binary classifier.

Predicted condition

True positive (TP)
False positive (FP)

False negative (FN)

True cond. True negative (TN)
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Table 10
Confusion matrix for the predictions made by 72 trained antibodies.

Faults 1-21: predicted

200 O 0 0 0 0 0 0 0
0 200 O 0 0 0 0 0 0
0 0 125 11 0 0 0 0 64
0 0 0 137 0 0 0 0 28
0 0 0 0 200 O 0 0 0
0 0 0 0 0 195 0 0 0
5 0 0 0 0 0 193 2 0
0 0 0 0 0 0 0 189 0
0 0 31 36 0 0 0 0 83
0 0 2 0 0 0 0 0 0
Faults 1-21: actual 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 4 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 3 0
0 4 0 2 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 0 7 0 0 0 0 0
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cision over recall thus S =1. The F;-scores for each fault are shown
in Table 8.

Further, considering a general confusion matrix for a binary clas-
sifier with the form described as in Table 9, for this case study
the confusion matrix is given as in Table 10. In order to analyze
each fault individually, the problem was made binary in the sense
that aside from the subject class, all other classes were reduced to
one. This result indicates that the proposed approach has a good
performance.

5. Conclusion

In this paper a novel data-based FDI methodology is presented.
The proposed FDI system consists in two main modules: (i) a change
point indicator based on Metropolis-Hastings algorithm associ-
ated with fuzzy set theory that detects changes in time series
providing a possible fault evidence (fault detection) and, (ii) a
new immune/neural approach which indicates the occurrence of
one type of fault (fault classification). This new method for fault
classification is based on the association of ClonALG immune sys-
tems with the Kohonen neural network. In addition, to combine

these two approaches, the stopping criteria and selection mech-
anism had to be changed to accommodate a non-fixed number
of antibodies. For this methodology, no mathematical or statisti-
cal models are required decreasing the problem of complexity of
implementation.

To show the advantages of this approach, an experiment over
two scenarios was carried out. In the first scenario, the proposed
methodology performed better than its core algorithms, Koho-
nen and ClonALG. In another scenario, with heavily mixed data,
the approach presented in this paper performed better than the
simplest forms of well known classification algorithms. In both sce-
narios, the metric used to determine the best algorithm was the
computation of the mean posterior distribution of the balanced
accuracy (PDBAC); this metric was chosen due to the multiclass
nature of the problem.

The advantage of the proposed approach over other algorithms
in controlled scenarios makes it a good candidate for real-world
testing. The chosen environment for this was the well-known Ten-
nessee Eastman benchmark process, which is largely used for tests
on faultdetection and isolation. The methodology has been success-
fully applied to this scenario with low implementation complexity
and high performance when compared with other methods, e.g.
[49,42]. The comparison was made based on the correctness, but
to offer more information about the algorithm performance the F-
score has also been considered. The F-score, mostly used in binary
classification problems, is a more reliable metric as it takes into
account the classifier completeness and purity.
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