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Abstract

This paper studies the optimal state estimation problem for networked control systems with control and observation packet
losses but without packet acknowledgment (ACK). The packet ACK is a signal sent by the actuator to inform the estimator
whether control packets are lost or not. Systems with packet ACK are usually called transmission control protocol (TCP)-like
systems, and those without ACK are named user datagram protocol (UDP)-like systems. For UDP-like systems, the optimal
estimator is derived and it is consisted of an exponentially increasing number of terms. By developing an auxiliary estimator,
it is shown that there exists a critical observation packet arrival rate determining the stability of the expected EC (EEC), and
it is identical to its counterpart for TCP-like systems. It is revealed that whether there is packet ACK or not has no effect on
the stability of the EEC. Furthermore, under some conditions the EEC converges exponentially.
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1 Introduction

Recently, significant attention has been paid to net-
worked control systems (NCSs) as they bring numerous
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NCSs prone to network attacks [21] and cause some
network-induced constraints, such as limited commu-
nication [3], signal quantization [4], and transmission
packet losses [35]. There are two fundamental protocols
in network communication for systems subject to pack-
et losses. They are the transmission control protocol
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Such retransmission mechanism guarantees the success
of data transmission, but for NCSs with unreliable net-
work communication, it would be difficult to implement
the TCP, as the packet ACK cannot be transmitted
without delay and random loss [7, 32, 16]. For the UDP,
the ACK scheme is not used and thus no retransmission
of lost data is required. The UDP, with a less transmis-
sion reliability, is able to provide more timely commu-
nication, and thus turns out to be a favorable choice for
real-time NCSs [26]. The NCS without the packet ACK
transmitted from the actuator to notice the estimator
the status of control packet loss is usually called a UDP-
like system, and the one with such packet ACK is called
a TCP-like system (see Fig. 1). For the convenience
of formulation, we denote by Sfipp a UDP-like system
with only control packet losses, and by S;;7,» a UDP-like
system with control and observation packet losses, i.e.,
dual packet losses. In this paper, we study the optimal
estimator and its stability for the S}, system.

For TCP-like systems, the optimal estimator is a time-
varying Kalman filter, and the stability of the expected
error covariance (EEC) has been studied in [31], in which
it is pointed out that for an unstable system there exist-
s a critical observation packet arrival rate, determining
the boundedness of the EEC. NCSs with multiple packet
losses were investigated in [14, 34]. Thereafter, the crit-
ical value and its upper/lower bound have been investi-
gated in [23, 25]. For Markovian packet loss cases, sig-
nificant results and techniques can be found in [2, 9, 36],
and references therein.

For UDP-like systems, the literature on sub-optimal es-
timators is first reviewed as follows. For these systems,
the linear minimum mean square error (MMSE) estima-
tor was derived in [28], and other linear/non-linear es-
timators can be found in [15, 24, 32, 20]. The UDP-like
system can also be viewed as a Markovian jump system
(MJS) with unknown jump modes [18, 19]. Various com-
putationally efficient estimators designed for MJSs with
unknown jump modes, such as the interacting multiple
model (IMM) estimator [13] and the probability hypoth-
esis density (PHD) filter [5] also apply to UDP-like sys-
tems. However, these estimators are in fact sub-optimal.
Analytic characterization on the stability and perfor-
mance of these estimators is usually unavailable, and nu-
merical approaches such as the Monte Carlo method are
often used [13].

For the optimal estimator, it is shown in [19] that for the
Stipp system, it contains exponentially increasing terms,
and the EEC is bounded under bounded control inputs
if the Sfipp system is detectable. However, the condition
for the stability of the optimal estimator for the S;7p
system, to our best knowledge, is still unknown, due to
some challenging issues: 1) A random variable -, not
presented in the Sfpp system, occurs not only in the
Riccati equation (2e) but also in the power term (15b).
As a result, equations for EC are more complicated than

that in [19], and the summation part with exponentially
increasing terms in (17d) will become unbounded, mak-
ing analysis of the stability difficult. 2) Existing methods
are not applicable to the S}, system. The sequential
Monte Carlo method, a simulation method, has known
to be a practical tool to evaluate the EEC [6]. The hy-
brid approach developed in [13] is an efficient off-line al-
gorithm for approximately computing EEC with finite
mixing terms. The techniques proposed in [29, 5] to an-
alyze the stability of the IMM and the PHD estimators,
the good approximations for the optimal estimator, can
be employed to approximately study the stability of the
optimal estimator for UDP-like systems. However, these
aforementioned methods merely render the stability and
convergence results in an experimental or approximate
way, and cannot determine the stability of EEC in the
desired theoretical view. In [19], an auxiliary estimator
method was developed to study stability of EECs for the
Stpp system. However, all the observations {y1,...,yx}
are required in constructing this auxiliary estimator, and
thus this method is not applicable due to random losses
of observations in the S}, system. In [18], another type
of auxiliary estimator was constructed for the Sipp sys-
tem, but the relationship between the optimal and the
auxiliary estimators is not established.

For UDP-like systems, the optimal estimator and its sta-
bility and convergence are studied in this paper. Main
results and contributions are summarized as follows:

1) We obtain the optimal estimator for UDP-like sys-
tem with dual packet losses, which is consisted of an
exponentially increasing number of terms.

2) We show that the stability of the EEC is only deter-
mined by the observation packet arrival rate, and is
independent of the control packet arrival rate. That is,
there is a critical value for a given UDP-like system,
and the EEC is stable if the observation packet ar-
rival rate is greater than this critical value. Moreover,
this critical value is identical to its counterpart for the
TCP-like system corresponding this UDP-like system.
It reveals the fact whether there is packet ACK or not
does not affect the stability of the optimal estimator.

3) We show that the EEC, although containing expo-
nentially increasing terms, converges if there is no ob-
servation packet loss and control inputs eventually
tend to zero.

The paper is organized as follows. The system and prob-
lems are formulated in Section 2. The optimal estima-
tor for UDP-like systems is obtained in Section 3. An
auxiliary estimator is constructed in Section 4. The con-
ditions on the stability and convergence of the optimal
estimator are established in Section 5. In Section 6, nu-
merical examples are given to illustrate the obtained re-
sults. Conclusions are presented in Section 7. The proofs
of lemmas are presented in Appendix.

Notations:



e () denotes the probability measure.

e p(-) and p(+|-) denote the probability density function
(pdf) and the conditional pdf, respectively.

e N(u, P) denotes a Gaussian pdf with mean p and co-
variance P. Both z ~ N (u, P) and p(z) = N (u, P)
mean the pdf of the random variable z is a Gaus-
sian pdf with mean p and covariance P. A (u, P) is
used to emphasize that the random variable of the pdf
N(p, P) is x.

e [E[-] and cov(-) denote the probability expectation and
the covariance with respect to z, respectively.

e | - | denotes the norm. Specifically, for a vector, | - |

denotes the 2-norm; For a matrix, | - | denotes the

spectral norm, i.e., the maximum singular value.

()’ denotes the transpose of a matrix or vector.

()2 with the identity matrix I means (-)(-)".

(+)2 denotes the binary representation, e.g., (101)s =5.

N, Z, and R denote the natural number, the integer,

and the real number, respectively.

2 System setup and problem formulation

Consider the following system:

Tyl = Axp, + v Buy, + wyg

Cxy + v, for v, =1 (1)
Yr =
0, for v =0

where x;, € R” is the system state, uy € RY is the con-
trol input, and y; € RP is the observation. wy, and vy, are
Gaussian noises with zero means and covariances @) > 0
and R > 0, respectively. 7 and v, are independent i-
dentically distributed (i.i.d.) Bernoulli random variables
with P(yx = 1) = v and P(vy = 1) = v. They describe
the packet losses in the sensor-to-estimator (S/E) and
the controller-to-actuator (C/A) channels, respectively.
v and «y are also known as packet arrival rates of control
input and observation, respectively. This paper does not
involve the design of controller, and only assume that uy
is bounded ! and deterministic.

Assumption 1 z¢ ~ N (Zg, By), wk, Uk, Vi, and vy are
mutually independent. The pair (A, C') is observable, and
the pair (A, Q'/?) is controllable.

Define information sets Z, = {y*,v*,v*~1} and G, =
{y*,v*¥} with Ty = Gy £ () (empty set), where v* £
{V07 o 71/]@}’ ’Yk = {’yla e 77/9}7 and yk £ {yla e ayk}

Definition 1 (UDP-like system and TCP-like system)
The UDP-like system, i.c., S;jpp, is the system de-
scribed in (1) with the value of v, unknown to the esti-
mator. The TCP-like system, denoted by S;lp, is the

! In practical control systems, physical actuators are subject
to saturation, and thus inputs always have maximum and
minimum values [8].

Actuator »| Plant [—» Sensor

T ?LACK vk
Tk

Ug l R \
Controller Estimator

Fig. 1. The UDP-like system. The symbol ) is used to
emphasize that there is no acknowledgment signal from the
actuator to the estimator.
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one described in (1) with the value of vy available to the
estimator. We also call the Sty system the TCP-like
system corresponding to ;7.

Definition 2 (Optimal estimation) An estimation of
system state, denoted by Ty, is said to be optimal in
the minimum mean square error (MMSE) sense, if it
minimizes E[|xy — 21|Gr|?].

It is known in [1] that the desired optimal MMSE es-
timation 2, is E[zy|Gx]. Define Zp £ E[zx|Gr_1] as the
prediction of system state. Denote the prediction and
the estimation ECs by P, = E[(21)2|Gr_1] and P, =
E[(zr)?%|Gk], respectively. For the TCP-like system, de-
fine the predicted and the estimated system states as
zt £ Elog|Zx—1] and 2% £ E[zy|Zy], respectively. De-
note the prediction and the estimation ECs by P} £
E[(w£)?|Zk—1] and P} = E[(z)?|Zk], respectively. 2

Definition 3 (Stability) The error covariance Py, is said
to be stable in the mean sense (or stable for short), if
E[Py] is bounded, i.e., sup,, E[Py] < oo, for k € N. Then
the optimal estimator is said to be stable in the mean
sense (or stable for short), if Py is stable.

For UDP-like systems, our aim is to solve the following
problems:

e Derive the optimal estimator and find out the relation-
ship between it and the optimal estimator for TCP-
like systems.

e Determine conditions for the stability of the optimal
estimator, and analyze the impact of ACK signals and
packet arrival rates.

e Find out whether there exist some conditions under
which the EEC is convergent.

Preliminaries:

(i) For TCP-like systems, the optimal estimator has been
obtained in [28] and is given as follows:

.fz_i_l = AJAC}; + v Buyg (28,)

2 The superscript ¢ of these estimates means TCP-like and

is used to distinguish from those for UDP-like systems.



Pr = APA +Q (2b)

K1 = Py O (CP, O + R)_l (2c)

Thpr = Thopr + Wer1 Ki1 (b1 — OTgyy) (2d)

Pl =Pl — 1 K1 CPL (2e)
with P! = P,.

Define a function
g(y, P) = APA' —yAPC'(CPC' + R)"'CPA’ + Q.

Substituting (2e) into (2b) yields P}, = g(vk, Pf). If
v, = 1forall k € N then p1§+1 = g(1, P}) is the standard
Riccati equation.

(ii) Let X be a random variable with a Gaussian mixture
pdf, ie., p(X) = Zfil &N (pi, B). Tts mean X = E[X]
and covariance Px = E[(X — X)2] can be calculated as
follows ([1, p.213)):

N N
X=Y"&u and Px=B+Y &(ui— X3 (3)
1=1 i=1
(i) Let X ~ N(m, P), Y ~ N(0,Py), and Z = CX +

Y. Assume X and Y are independent. Then ([33, p. 88,
(3.7), (3.8), (3.13), (3.14); p.98])

p(Z) = N(Cm,CPC’ + Py) (4)
p(X|Z)=N(m+ K(Z—-Cm),(I - KC)P), (5)

where K = PC'(CPC' + Py)~L.

(iv) Given two random variables Z and J, and a function
Rh(Z,J). Then we have ([27, p. 117, p.119, p.180])

2

cov(Z) = E[2%] — (E[Z]) (6)
E[nz,1)] = E[EN(Z, J)|]] (7)
cov(Z) = E[cov(Z|J)] + cov(E[Z|J]]).  (8)

3 Optimal estimator for the UDP-like system

In this section, we study the conditional pdfs p(z|Gr_1)
and p(z|Gr), and then derive the optimal estimator.

3.1 Description of the event of control packet losses

We first introduce the random events of control pack-
et losses, which are described by the sequence of ran-
dom variables {vy}. At time k, the event takes the form

{vk,...,w} with v; € {0,1} for 0 < j < k. The proba-
bility space denoted by €, contains 25t such elemen-
tary events. For each binary-valued sequence (v, - - - vp),
we can determine a unique integer i by

L

’i:p(Vk-~-V0) (Vk;"'VO)Q"‘].. (9)

Consequently, the event of control packet losses can be
defined via p as follows:

0L 2 (v, moli = plvg 1)}, 1 < i <2V (10)

For instance, 9&1) = {0,0} due to 1 = p(00) = (00)2 + 1,
which means 951) = {11 = 0,9 = 0}. It is easy to verify
that for 1 < i < 2%,

0 = {1 =06} and 60 = (v, =1,6{) }. (11)

3.2 Probability density function of xy

By the total probability law, the conditional pdfs of xy
under Gi_1 and G can be presented as follows:

2k
p(zk|Gr) = ZP(JUH@;EQP gk—l)p(el(cg‘gk—l) (12a)
i=1

2k
p(eilG) = > plarloy ), Gr)p(0)”1|Gr).  (12b)
=1

Lemma 1 At time k with 1 < i < 2k,

p(axl0” 1, Gio1) = N (2, PY) (13a)
p(ar]6 1, Gr) = N2, P, (13b)

where

@ { Az for1 < < 2kl

z - . —1
g A2 D4 Buyy, for 287141 < i < 2%
(14a)
ZAlii) = 51?) + e Kk (yr — Ci,(f)) (14b)

with 5" = zo. Ky, P!, and P! are calculated by (2).

Lemma 2 At time k with 1 < i < 2F, define d,(f) £
P8 119k-1) and & £ p(6}”,|Gr). Then

_ (i)
_ (1) vog” g,
Q. Z{ . (i—2F

vog_y

forl<i <2kl

_ (15a)
D foroklyl << 2k



(i) Ve
A (1) ~(4)
&)’ = ki ay, (15Db)
<Z§ 1(15(]) (J))

wzthA(l)—l wherev £ 1— V,gbk *p(ykwk 1 0k-1) =

N, (szj ,PY), PY £ CP!C' + R. P, Ky, and P} are
calculated by (2).

Substituting these four conditional pdfs in Lemmas 1
and 2 into (12) yields

Za( IN(ED, P (16a)

P(Tk|Gr—1)

p(xk|Gr)

Z aIN (D P. (16b)

Remark 1 For the TCP-like system in (1), the linear
system is driven by Gaussian noises, and vy is known for
the estimator. Therefore, the pdf of xy is Gaussian; For
the UDP-like system in (1), the system is driven not only
by Gaussian noises wy but also by a Bernoulli random
variable vy, and this accounts for the Gaussian mizture

pdf of xy,.

3.3 Optimal estimator for UDP-like systems

Theorem 1 (Optimal estimator) For the UDP-like
system in (1), the optimal estimator of xy is given as
follows:

Z (1) 5 ('L) (17&)

Py = P{ + Z 1 (5 — 20 (17)
9(k+1)
Tpr = Z 71(3171(31 (17c)
- 9(k+1)

pk—i—l Pk+1+ Z 041(3_1 Zk+1 fzk+l)%v (17d)

where {z(l) A,(g') {_;) Al )}, and { P}, PL} can be com-
puted by (14), (15) and (2), respectively.

Proof: For Gaussian mixture pdfs, by applying (3) to
p(xk|Gr—1) and p(xk|Gr), the optimal estimator can be
readily obtained as in (17). O

4 Construction of an auxiliary estimator

Since the coefficient a,g) in (17b) is so complex that (17)

cannot be expressed as recursive equations. Consequent-
ly, the conventional Riccati equation approach is not ap-
plicable to analyzing the stability of Pj. In the following,
an auxiliary estimator is developed to analyze Pj.

4.1 Construction of an auziliary system state

Clearly, xp is a random variable, and p(zy|Gr_1)
characterizes the pdf of =z, conditioned on Gi_;.
From p(z|Gr—1), we will construct a well-defined pdf
p(xf|Gr—1) in the following. As a pdf, p(zf|Gr—1) is
associated with some random variable in a certain way.
Similar to p(zk|Gr—1), p(x}|Gk—1) in fact characterizes
the pdf of the associated random variable conditioned
on Gi_1. We denote the associated random variable by
x¢, and call it an auxiliary system state.

From (13a), it is clear that p(x, |9,(21, Gr—1) is a Gaussian
pdf. Based on it, we define a function p(xzw,(fll, Gr—1)
by replacing the symbol xj in p(xk|9,(217gk,1) with
x¢. As p(kal(jjl,gk_l) is a deterministic function,

p(mg|9,(21, Gr—1) is deterministic and well-defined.

Note that the function p defined in (9) is a bijection.
For each i, there is a unique sequence denoted by
(1/,?) e I/éi)) such that ¢ = p(u,(:) e l/(gi)). From the def-
inition of 9,(:) in (10) and the mutual independence of
{vi}, it follows that p(@,(:)) = H?:op(l/j = VJ@). For
each 1, p(G(i)) is a determim'stic value. Moreover, it is
easy to verify that Zz 1p( 6" 1) = 1. Based on p(@m )

and p(kaki17 Gr—1), we define a function

Zp 23107, Grn)p(0 ). (18)

Ik|gk 1

Since p(mZ|9,(£1, Gr—1) and p(H,(j)) are deterministic and
well defined, p(x{|Gr—1) is deterministic and well de-
fined as well. The p(x¢|Gx—1) defined above is not only
a function but also a pdf, as it satisfies two conditions:
p(z|Gr—1) > 0 and fix;o p(2¢|Gr—1)dzf = 1.

4.2 The auziliary estimator and its properties

We first derive the conditional pdf of z§, and then com-
pute its estimator.

Lemma 3 p(x{|Gr_1) defined in (18) can be presented



as follows:

Z aN (D P, (19)

-Tk|gk 1

where

(i) ey, f0r1§i§2k_1
Y= ~(i—2F 1) k—1 < ok (20)
véy, S for2FT 41 <0 <2

with dé =1. _( ) evolves in the same way as (14), and
P} can be computed by (2).

Applying (3) to p(«{|Gr—1) in (19) yields the estimator
of z{ as follows:

2k

=Y a7 (21a)
i=1

P = P+ My, (21b)

where M, £ Z?kl oz,(c)(z,(c) z9)%. ¢ and P2 are the

mean and the error covariance of x, respectively.

We will show that Pk is an upper bound for P in the
mean sense. From (17d) and the computation of ak 11

and zk +1’ it follows that P}, contains random variables

{4#=1,y*=1} = Gy_1. Thus, in the following lemma the
mathematical expectation is taken with respect to Gi_1.
Lemma4 E[P/|< E [Pk] < E [P2.

Gr_1 Gk — T 9k

5 Stability and convergence of the optimal esti-
mator for UDP-like systems

5.1 Stability of the optimal estimator

Theorem 2 (Stability) Consider the UDP-like sys-
tem in (1) with unstable A. Then

(a) E[P] is bounded if and only if E[Pf] is bounded,
where P} and Py, are computed by (2) and (17).
(b) There is a critical value \. € [0,1) such that

If0 <~ < A, then khm E[P;] = +00,3Py >0
— 00

If\. <~ <1, then sup, E[P] < Hp,,VPy >0
where Hp, is a constant matriz and depends on P.

(¢) The critical value A, for the UDP-like system is i-
dentical to that for its corresponding TCP-like system.

Before proving Theorem 2, we give some lemmas as fol-
lows. For notational simplicity, let Aj, £ (A -y, AKC)
and Uy, = vvBuyu),B'. Then define

; Ag - Ay, for1 <i<k
Ag)é k or (3 (22)
I, fori=k+ 1.

Lemma 5 For My in (21b),

M1 = AkMkA% + Uy, with My =20 (23)
k
i i) !
M= AP U A | (24)
i=1

Lemma 6 IfU; < Q and Uy < P}, then My, < P.

Proof of Theorem 2: Proof of part (a). From (17d), it

follows that if Plt diverges, so does Py, which proves the
necessity. To prove the sufficient condition, we consider
the term Uy in M. As assumed in Theorem 2 that uy
is bounded, we denote its bound by /1, i.e., |ug| < (/7.
Then we have upu), < pl. Duetov +v =1, v < 1/4.
Then U, £ vvBugu, B < %B/. There is a real num-
ber xk > 0 such that both ”]ff/ < P} and “ffl < Q are
satisfied. That is, we can choose a real number £ > 0
such that, for the U; in (24), Up/k < P} and U;/k < Q
for 1 < i < k— 1. By (21b) and (24), P = P} +
SE LAY U A = Bkl AW U g

=1 %1711 = f i=1 -1k —-1

By Lemma 6, Zle A,&Zzl%Agﬁl < P!. Thus, we
have P? < Pl + kP} = (1 + x)P}. From the hypothe-
sis that E[Pf] is bounded, it follows that E[P] is stable

(i.e., bounded). Using Lemma 4, we have that E[P] is
stable. Part (a) is proved.

Proof of part (b). According to Theorem 2 in [31], for
the TCP-like system in (1), there is a critical value A
such that if 0 < v < A, limg_,o E[Pf] = 400 for some
Py > 0. Thus, by Theorem 2 (a), we have E[P,] = +o0
for this Py > 0, if 0 < v < A. Analogously, according
to Theorem 2 in [31], if A < v < 1, then E[P}] < Hp,,
Vk and VFy > 0, where Hp, is a constant matrix and
depends on the initial value Py. Hence, by Theorem 2
(a), E[Pk] < (1 + H)E[Pm < (1 + KJ)HPO £ HPO, for Vk
and VP, > 0, if A\ < v < 1. Consequently, the critical
value \ determines the boundedness of E[Pf] and E[P],
which proves the existence of \. by letting A\, = .

Part (c) is proved by noting that A is the critical value
A for the corresponding TCP-like system. O

Remark 2 From Theorem 2 (a) and (c), it follows that
most of the results on the stability and critical value of the
optimal estimator for TCP-like systems are applicable to
UDP-like systems.



Remark 3 It follows from Theorem 2(a) that the opti-
mal estimator for the Sp}p system is stable if and only
if that for the Stlp system is stable, which implies that
whether there exists the ACK for control packet losses or
not has no effect on the stability of the optimal estima-
tor. From a control perspective, it is reported in [10] that
for a class of plants, the ACK has no effect on the critical
value for stabilizing the systems.

5.2 Convergence of the optimal estimator

For TCP-like systems with 0 < v < 1, E[P] is not nec-
essarily convergent [28, 31]. Thus, for UDP-like system-
s with 0 < v < 1, E[P;] in (17d)—consisting of such
unconvergent E[P{] and a summation part with expo-
nentially increasing number of terms—is not necessar-
ily convergent either. To guarantee the convergence of
E[Py], the first condition required would be 5 = 1 for
all k € N, since when v, = 1, Pf, recursively computed
by the standard Riccati equation, is convergent under
Assumption 1. However, setting v, = 1 is not sufficient
to render the convergence of E[Py]. We give conditions
for convergence of E[Py] as follows.

Theorem 3 (Convergence) Consider the UDP-like
system in (1) without observation packet losses.

(a) If the control input ux, — 0, then E[Py] converges to
P, where P is the solution of the standard algebraic
Riccati equation (ARE), i.e., P = g(1, P).

(b) If Uy satisfies Uy, §_pue”7“(k’mu)1 with py,ny > 0
and m,, € Z, then E[Py] exponentially converges to P.

To prove Theorem 3, some preliminaries are given as
follows.

Denote by S¥-p the TCP-like system in (1) with only
control packet loss, and by Sy the system in (1) without
observation and control packet loss, i.e., the classic linear
time-invariant (LTI) system: z511 = Axg + Bug + wg
and y, = Cxy + vg. For this LTI system, we denote the
optimal state prediction and the prediction error by 9’02

and éfc =) — jfﬂ, respectively. By the Kalman filter, :f%c
and &, can be calculated as follows [30, pp.131]:

j§c+1 = A(I — KkC):Eév + AK; . Cxi, + AKvy, + Buy,
& = Apel, — AKvy, + wi, (25)

where Ay, = A(I — K;C) due to v = 1. Kj can be
computed by (2b), (2c), and (2e) with v, = 1. The ho-
mogeneous part of (25) is éﬁC_H = Agel. The transition
matrix of the prediction error equation from &' to éﬁc 11
is defined as Ay ---A,,. That is, éfﬁ_l = Ay ~Amé£n.
Note that the transition matrix is just .A,(cm) defined in
(22) withv; =1,1 < j <k.

Lemma 7 Forthe S}-p system, there exist positive con-
stants p and n such that HA,(Cm) 12 < pe= =) where
A,(cm) is defined in (22).

Proof of Theorem 3: Proof of Part (a): Note that
Uy = ovBugu}, B’ — 0 when u, — 0. In the sequel, we
show that Mygy1 — 0 when Uy — 0. Since Uy — 0,
from the knowledge of limit theory, it follows that for
any &, > 0, there is an integer N,, such that Uy < €,1
for k > N,. From (24),

k+1

. N
Mk+1 = ZAI(;)UIL'_lAEJ)
i=1

Notl ‘ k41 ,
< Y IAPUa+ X AP PU
P i=Ny+2
() N,+1 @ k+1 (i)
Sul Y AR el Y AP
i=1 i =Ny +2
(b) ! ' SN '
<(u—ed) Y pe I 4, N per iy
i=1 =1
_ 21 2
< WP v o P (9)
el — 1 en —1

(a)
where < is obtained by using Uy < &, 1 for k > N,,. The

(b)
inequality < is obtained by Lemma 7.

For any € > 0, we claim that there exists an integer
N > 0 such that by choosing a sufficiently small ¢,, and
by letting £ > N, (26) < eI holds, i.e., Myy1 < el.
Then we have E[Mj.1] < eI, for k > N, which implies
that limy_, oo E[Mp41] = 0. From Lemma 4 and (21b),
it follows that limy_, o E[Pf] = limy_,oc E[Py].

It is easy to check that for v, =1, k € N, (2b) and (2e)
reduce to the standard Riccati equation. Thus, P} is no
longer a random quantity, i.e., E[P{] = Pf. Under As-
sumption 1, P{ converges to P where P = ¢(1, P). From
the results above, it follows that P = limy_,. E[Py].
Part (a) is proved.

Proof of Part (b): Let ¢ £ pp,e™(m«+D ], From (24),

K+l L=
Misr = Y AU A <3 AP PU
i=1 i=1
k41
<3 pe i) pemmaliztmma g
i=1
k+1l ‘
< ppue”“(muﬂ)e*”kfz:em ce Mt (27)
i=1



o If n = n,, then (27) = (e " (k + 1). It is clear that
there exists an integer N such that (k + 1)e~27% < 1
for k > N. Then, My < ((k+ 1)e™™ = ((k +
1)6_%nk6_%nk < Ce_%"k for k > N, which means that
the convergence rate of My — 0 is exponential.

o If p #mny, let 72 1,

k+1

(27) = Ce Z et . g Mut
i=1

— ek 1 — (M=) (k+1)71 28

el l(28)
Ifn < n, 0 < 7 = "™ < 1. From (28),
we have My < (27) < Ce ™. If > n,
1 <7 =e" . Then, (28) can be rewritten as (27) =
Ce—nk%[e(n—m)(kﬂ)_” < Ce—nk%e(n—nu)(kﬂ) =

Cﬁen—nue—nuk_ That is, M1 < (27) < C%e—nuk_

Thus, when 1 # n,,, the convergence rate of My — 0
is exponential as well.

Note that the convergence rate ofiplz is known to be
exponential and that E[P{] < E[P:] < E[P} + My].
Therefore, E[P;] exponentially converges to P. O

Remark 4 It follows from (17d) that Pryq > Pl
which suggests that the lack of ACK signals degrades the
estimation performance, but this degradation may fade
away if the conditions in Theorem 3 are satisfied.

Remark 5 By designating values of {uy}, it would be
_ (k) . .

possible to keep E[Pf, + S 071(:)(2,?) — Z1)?] constan-

t so as to make E[Py] convergent. However, we do not

consider such kind of convergence since this paper does

not involve controller design, as mentioned in Section 2.
Moreover, it is computationally infeasible to design wuy,.

6 Numerical Example

Consider the system in (1) with following parameters:

A=[5%5,0>1LB=[7],C=[-11],
Q= [200 200]’R:20'

For the convenience in calculating the critical value, we
choose A with only one unstable eigenvalue o. If such
systems are TCP-like, it follows from [31] that the crit-
ical value A = 1 — 1/02. It takes about 10 mins (110
mins) to compute the optimal estimator with the time
step 30 (40). Here, the simulation step is set to be 30,
and the EEC is computed by performing simulations 50
times with randomly generated {vy, v } and then taking
the average value of them. Main results obtained in this
paper are illustrated by numerical examples as follows:

e Stability: By letting o take different values {1.0541,
1.1952, and 1.4142}, respectively, the corresponding
critical values are {0.1, 0.3, and 0.5}. For the UDP-
like system with bounded inputs (Jug| < 10), the re-
lationship between the trace of E[Py] and the obser-
vation packet arrival rate v is shown in Fig. 2. It can
be seen from Fig. 2 that for a UDP-like system there
does exist a critical threshold value, which is identi-
cal to that for its corresponding TCP-like system, as
stated in Theorem 2.

e Convergence: By letting u, = 10e(~*¥°/39) and v = 1,

it is shown in Fig. 3 that for a UDP-like system, E[Py]
eventually converges, regardless of what the control
packet arrival rate v is, as stated in Theorem 3.

e Impact of ACK: Let 0 = 1.1952, then the correspond-

ing critical value A = 0.2. For different values of v, the
relationship between the trace of EEC E[Ps] and the
control packet arrival rate v is illustrated in Fig. 4,
which shows that the boundedness of EEC does not
depend on v. Note that there is an interesting phe-
nomenon in Fig. 4. For each «, the EEC attains its
maximum value near v = 0.5.
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7 Conclusions

In this paper, the optimal estimator for UDP-like sys-
tems with dual packet losses has been obtained. It has
been shown that its stability is only determined by the
observation packet arrival rate, and that whether or
not there are ACK signals does not affect its stabili-
ty. If there is no observation packet loss and control in-
puts eventually tend to zero, then the EEC converges.
Although some theoretical problems have been solved,
there still exist many issues for UDP-like systems, such
as designing efficient sub-optimal/approximate estima-
tors and controllers, considering Markovian or correlated
packet losses in communication channels, and studying
consensus problems [37] for multi-agent UDP-like sys-
tems. Investigating estimation and control problems for
UDP-like systems equipped with devices having compu-
tational ability or intelligent strategies—such as event-
trigger schemes [22], smart sensors [17], and network re-
lays [12]—may obtain some interesting results.

Appendix

Proof of Lemma 1: Lemma 1 is proved by mathemat-
ical induction in the following four steps.

Step 1: We check (13) and (14) for k= 1. That is, We
examine p(x1|90 ,Go) zaund;z)(:vl|t9(()Z ,Gy) for (13), andz
and zl) for (14) with ¢ = {1,2}. Note that Gy = 0,

gl — {yh’}/l}, 9(()1) = {1/0 = O}, and 9(()2) = {VO = 1}
Consider the case i = 1. It follows from (4) that

(21|60} “) (Axo +w0|1/0 =0)

P! = APyA'+Q due to Pt = Py. Letting 2" =
=N(z z 1) , P) with z _(1) = A% (()1)

By (2b),
AZo, we have p(z1 \0(()1))

(2(()1) = Zy). Hence, (13a) and (14a) are true when i = 1
and k = 1.

Step 2: For (13b), we compute p(a:1|9((f),gl), ie.,
p(mﬂ@éz)) conditioned on {y1,71}. When v, =0, y; = 0.

p(rlfg” = 0.1 = 0) = N5, Pf). When 7 = 1,
using (5) and (29) yields

p(1|65 71 = 1,41) = p(a1 |65, 1)
=NEY + K (g — 02, (I - K,C)Ph.  (30)

By (2¢), P! = P! — v K,CP!. By letting £V = 21 +
MK (1 — Cz@), from (30), we have p(xl\ﬁo,gl) =
./\/‘(251), P}). Hence, (13b) and (14b) are true when i = 1
and k = 1. Consequently, (13) and (14) are true when
i =1 and k = 1. Similarly, it is easy to show that (13)

and (14) remain true for ¢ = 2. Hence, (13) and (14) are
true when k = 1 with 1 <4 < 2.

Step 3: Suppose that (13) and (14) hold for 1,... k.
We check the case for k+1 with 1 < i < 251, When 1 <

i < 2, from (11), 0 z) ={n =0, 9,(;)1} It follows from
(4) that p(x4110) ,Qk) = p(Azg +wilve = 0,61 |, Gy)
= N(A ,i”,APtA/+Q) By (2b) Pl = APLA'+Q.By
letting Zl(c+1 = Azk ) p($k+1|9k ,Gk) = J\/'(z,(cil, Pl.y).

Hence, (13a) and (14a) are true when k+1 with 1 < ¢ <
2k,

Step 4: When Vi1 =0, Yrg1 = 0. P($k+1|9k s Ok41) =
p(mk+1|9 Gk) = N(Zl(?f?»l"Plz-‘rl) When 41 = 1,
Yr+1 is available. By using (5), p(xk+1|0g)7gk+1) =
P(Ik+1|9;(j),7k+1 =1,yk+1,Gk) = N(5£21+Kk+1(yk+1*
Cz l(gi)q) (I - KkJrlC)Pk-H) By (26) PI§+1 = p1§+1 -

Vi1 Kr1CPL | Letting 5;(#1 = Z](g.i)_l+7k+1Kk+l (Yr41—

Cz,), we have p(zpi|8y,Grp1) = N Phyo).

Hence, (13b) and (14b) are true when k+ 1,1 < i < 2%,
Similarly, it is not difficult to verify that they remain
true for 28 +1 < i < 281, The derivations are not given
here for saving space. Therefore, (13) and (14) are true
when k41, 1 < < 281 The proof is completed. O

Proof of Lemma 2: We first check (15a). For 1 <14 <
2%, by (1), &y, = p(6;"1Gx) = p(vk = 0,6,”,]Gx) =
ﬂd;j% since vy is independent of 9,(21 and Gj_1. For
2k +1<i<2F1 by the same derivation, 6[531 =p(vp=

(i—2") 5\ _ & (i=2")
1,60, ’|Gr)=va, . Hence, (15a) holds.

Eq.(15b) is proved by the mathematical induction
method as follows. Consider k = 1 with i = 1 or 2. When



yo=0,5 = 0.6 2 pe|y) = p6)) = al” =
(~)7161§i) |lyi=0. When y1 = 1, y; is available. By Bayesian
formula, we have @?) = p(@éi)|y1) = c_lp(y1|96i))p(9(gi))
where ¢ = p(yi|65")p(6") + p(105”)p(65”). By
Lemma 1, p(1]65)) = N (2, P}). By usmg (4),
P05 = N, (Cz,CPiC’ + R) = ¢{". Thus,

NG o 7o -
61" = | zogmaegm | @ |lyi=1. This shows that
(15b) holds for k =1 with i = 1 or 2.

Suppose that (15b) are true for 1,...,k. Consider

the case £ +1 and 1 < 4 < 2k+1  When 1 = 0,
Y1 = 0. A;(f}rl £ p(el(f)lgkﬂ) = P(Gl(;)lgk) =

(-) vt —](€+1|,YH1_0. When v541 = 1, by using Bayesian

W02 p001Gk1) = pO0yesr, Gr) =

¢ p(y116L”, Gr)p (61 Gr.), where

formula, &

2k+1
=Y |0y, G0 |Gr).
j=1

By Lemma 1, p(xk+1|9,(:),g ) = N(z,(cz)rl, Ply). By us-

ing (4), p(ykr110y”, Gr) = Nypp, (C2L) 1, PYLL) = 641,
) (i) ’
and thus d(z) = it with

TYr+1
k+1 T Gy G) 5‘1(3-1
2k _
Zj:l qS;cJ-%)—l gcj-i)—l
Yk+1 = 1. Therefore, (15b) is true for the case k + 1,
which completes the proof. O

Proof of Lemma 3: Note that p(wgwfﬁl, Gi—1) in (18)
and p(mk\Glf 1, Gr—1) are the same Gaussian pdfs. It fol-
lows from Lemma 1 that p(ack|9k 1 0k-1) = N(E,(:), Ph).
Define oz( DA p(@,(c)l) in (18) Then we check (2 ) For
1< i< 2571 by (11), 0, = {1 = 0,00,}. &

p02,) = pn=0,0) = pl1—0)p(05, )
By followmg a similar line of argument, we obtain oz,(c )=

vai 3 for 267141 < i < 2%, Thus, (20) holds.

17542 9

From (18) and the results above, it follows that (19)
holds. The proof is completed. O

Proof of Lemma 4: From (17d), it is evident that
JE [Pf] < SE[P]. In the sequel, we prove E[P;] <
-1 =1 k-1

E[PE]- By (6), P = E[(24)7|Gk—1] — (E[zx|Gx-1])7 and
Pp = E[(24)?|Gk-1] — (E[z{|Gk—1])7, where E denotes
the expectation is taken with respect to zy or x§ (the
specific one is known from the context). We use G to
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denote Gi_1 in the following derivations to make the
formulas concise. By using the pdf in (12a), Py can be
further rewritten as

Py, = E[(x1)319] — (Elz4|9))?

_ / (20)2p(2|G) ey, — ( / xkp(xk|g)dxk>

2

1

2k
= 3 [@tpeno,. 9)n(0f, 6)
i=1
2

2k
> [ auplanlof?y. 6)dan(6l?,10)
i=1

21 (%) (1) ! 2
— E[E(@0316",.9)l6] + (-E[Blzlol,. 0]
é WL + WRa

where [ stands for [
is taken over all 9,(:21. Similarly, by using the pdf in (18),

and ISE denotes the expectation

13;?= E[(x (El=19)7

= Z/ () 3p(xel6y 1, G)dzap(65,)

W116) -

Z / mip(eal6) . G)daep(6,) | (31)
I

= E[E[(zx)3100,. 1) + (- (E[Elzk[61”,.9)])})
£ Wi + Wi

For the convenience of comparing P, with ]5,?, we replace
xf in (31) with x, which does not affect the value of
integration. Let

p(0},1G)

2k 2
w E Z (/ xkp(mk|91(jllag>dxk>

Ig:[( [$k|9k iR a)7l9l,

and let P, = W — W) + (W + Wg).
Wi = W =E[E((z)310}” 1, 9) — (Elzxl0f” ;. G))3(0]
=Ecov(zxl0y” 1, G)(3]. (32)

W+ Wg
g@[(i[xkle,&, G1)2IG] — (E[E[z4[6\" ,, G1IG))?
ov(E[zx|0f” ,,41/9),

(33)



where (33) follows from (6) by noting that ]@[kagzp gl

is a function of 9,(;21. From (32) and (33), we have

P, = Igl[cov x;@w,(j 1,9)|9] +cov( [:ck|0k 1, G119)
2 Pp + Pp, (34)

where P;, and Pgr denote the first and the second terms
in the right part of the first equality above, respectively.

2k

wes -

2
( / xzp(mzw,i”l,g)dxz) p(6 )
i=1 I
i 2
B[ (Elatl0” 1. 9)7]

and let P¢ = W¢ — W2 + W* + W4. By following the
same line above, we obtain

i = E[cov( xk|9k 1, 9)] +cov(E [$k|9k 191)

6
= Pp + Pg, (35)
where P¢ and P# denote the first and the second terms in
the right part of the first equality above, respectively. For
the conciseness of formulation, we replace the symbols
xy in (34) and (35) with z.

We compare ]‘lgi[fr’k] with I(Lj][Pka] as follows:

IQEJ[PE] = ]g[IQE[cov(mwk 17g)]}

(@) @[@[cov(xlﬁk 15 |g”

—~

PL] (36)

where & is obtained by using (7). Thus, ](];[Pg] = IE[PL].
Since cov(E[Z]J]) > 0, from (8 ) it follows that cov(Z) >
Elcov(Z].J)]. By viewing E[x \Hk 1,Glas Z and G as J,

cov( [2]0®,, ]) z]gE[cgv( 20, ]|g)] (37)

The term on the left-hand side of (37) is a function of G,
and the term on the right-hand side is a constant quan-
tity. By taking the mathematical expectation to (37),

@[cgv( 20, ])} zlgE[cov( [0, |9)]

where the left part equates E[ Pa
equates Ig][PR} Thus, Ig,[Pa] E ]. By noting that

], and the right part
iates EIP [Pr
E[Pf] = E[Py], we have E[P?] > E[P,]. O
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Proof of Lemma 5: By substituting (14b) into (14a),

AkZ + Ve AK Yk, for 1 <4 <2k
Akzl(cl ” ) 4 ARy + Buy,
for 2F41 <4 < 2F+1

a1 =

- _ 25 (i) (0)

From (20) and (21a), Zf,, = >.i; Qi1
22’“ A 22’““ ~(9) (@) = A +

i=1 Ykt 1%k+1 i=2k4+1 Y31 Pk+1 KT,

Ve AKgyr + vBug. According to the definition of My,

ok+1 _a 2k i
M1 =30 0‘1(@411(212411 xk:Jrl)I =Ar> O‘l(c (-
’(Z V2A) + VVBukukB’ Ay MA), + vvBugu) B'. The
proof of (23) is completed.

Equation (24) is proved by the mathematical induction.
!/

When n = 1, we have M; = 31, AU, AV = U,

owing to A" = 1. From (14a), (20), and (21b),

it follows that M; = wvwBuguyB' = Uy. Thus,
(24) is true when n = 1. Suppose that (24) is true
for n = 1,...,k. We examine the case n = k + 1
as follows. By (23), Mpp1 = ApMRA, + Uy =

, R :
Ay Zf:l A;;llUi—lAE;ll AL+ A;CkH)UkA,(CkH) _

X 7
Zf;l .AECZ)Ui_lA,(;) . Hence, (24) is true whenn = k+1,
which completes the proof. O

Proofof Lemma 6: . There are some different formulas
for presenting the relationship between P} and P,ﬁ. One
of them is (2e), and an equivalent one is P} = (I —
Y KeC)P(I — v K1,C) + . KiRK},. By (2b), P{ , =
Akple;C + ’ykAKkR(AKk)/ + Q. Let Ay = P]: — M.
From (23), Ak—i—l = AkAkA;C + ’YkAKkR(AKk)/ + (Q —
Uk). Dueto U; < Q, Ay = pf - M1 >0 (M1 = U()),
and v, AKRR(AK)" > 0, we have Ay > 0, for all k.
Therefore, My, < PL. The proof is completed. O

Proof of Lemma 7: Note that for the S}-p system,
vi = 1,4 € N. As shown above, .A,(:) in (22) withy; =1
is the transition matrix of the prediction error equation
for the Spyy system. For LTI system, it is well known
[11, pp. 240] that under Assumption 1, the prediction
error equation (25), also called as the filtering equa-
tion, is exponentially stable. That is, for the state transi-

= Ay --- A, there exist positive con-
stants p; and n; such that ||A§€m) | < pre=m+=m) Hence,
HAffm) |2 < ple2mk=m) Tet p = p? and n = 2n;. We
have H.A,E,m | < pe="=m) The proof is completed. O

tion matrix .A,(cm)
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