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Abstract

This paper deals with the encryption-decryption-based passive fault-tolerant consensus control problem for a class of linear
multi-agent systems subject to loss-of-effectiveness and additive actuator faults. Both the secure communication and fault
tolerance issues are investigated, and their impacts on the consensus are examined. To ensure the communication security, two
encryption-decryption-based fault-tolerant consensus control schemes are proposed, with which the original state of the local
agent is first encrypted into a series of codewords and then decrypted by other agents to realize data privacy preserving. The
necessary and sufficient condition is established for the addressed consensus problem under the adopted controller structure.
A series of numerical examples are given to verify the effectiveness of the developed consensus control strategy.
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1 Introduction

A multi-agent system (MAS) consists of multiple in-
teracting intelligent agents that can work cooperative-
ly to achieve coordinated tasks such as cooperative es-
timation [16, 24, 33], containment and consensus con-
trol [13, 25–27, 38, 40], search and attack [10, 19, 36, 37].
Consensus control for MASs aims at designing distribut-
ed controllers with information of neighbors to achieve
consensus on a quantity of interests. In the past decade,
the consensus control algorithms have been rapidly de-
veloped for various MASs and a rich body of literature
has been available, see e.g. [4, 11, 30] for summaries of
the latest progress.

With the ever-increasing complexity with the MASs, the
cyber-security has become a technology/business issue
attracting tremendous research attention from both in-
dustry and academy. Briefly speaking, a risk exists as
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long as there is a certain vulnerability exposed to the
attacker [5,42,43]. For MASs, the vulnerability may re-
sult from a communication-link weakness (e.g. band-
width constraints [35]) or a potential component fault
(e.g. an actuator fault [32]). Moreover, the interconnec-
tion among agents through the communication network-
s exhibits obvious vulnerabilities to potential attacker-
s, and this may cause performance degradation or even
entire damage of the overall MAS. In this sense, it is of
practical significance to look into the security issues of
MASs from the perspectives of 1) secure communication
scheme design to realize congestion mitigation and da-
ta protection; and 2) fault-tolerant consensus controller
design to enhance individual reliability of the system
components.

In the context of secure communication, the encryption-
decryption algorithms (EDAs) have been commonly
deployed to protect the data confidentiality [44,45], and
two popular algorithms are the Advanced-Encryption-
Standard-based (AES) algorithm [5] and the Data-
Encryption-Standard-based (DES) algorithm [29].
While traditional EDAs are for cryptography, there has
been a recent trend to combine EDAs with the dynam-
ics of the MAS itself so that the transmitted data can
be further compressed to facilitate the congestion-free
transmission. Relevant results can be found in [18, 20]
for single-integrator MASs, [21,23] for double-integrator
MASs and [9,17,34] for general linear MASs, where the
encryption process can be divided into the transforma-
tion and the quantization steps. More specifically, in
the transformation step, the original data (state/output
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variable) is transformed into new data by using the dy-
namics of the system in order to reduce the size of the
data to be sent. During the quantization step, the new
data is converted into codewords on the basis of differ-
ent quantization algorithms. It is worth noting that the
introduction of the quantization will inevitably cause
data distortion, which gives rise to technical challenges
on the corresponding stability/consensus analysis.

On the other hand, agents may experience faults due to
various reasons such as abnormal wear of components
and abnormal working conditions. The fault, if not dealt
with in time, could propagate to neighboring agents,
thereby affecting the performance of the entire MAS,
which imposes reliability requirements on the design of
consensus controllers. In view of this, the fault-tolerant
consensus control (FTCC) issue becomes vitally impor-
tant. In this paper, both loss-of-effectiveness (LoE) fault-
s and additive faults are investigated. In a sense, addi-
tive faults only affect the steady-state performance while
LoE faults may affect the ability of achieving consen-
sus [3], and hence we focus our attention on the LoE
fault. There have been a number of excellent results for
LoE faults by using the adaptive controller [1, 7], the
robust controller [2, 8], the slide-mode-based controller
[31, 41] and the backstepping-based controller [14, 39].
To be more specific, the adaptive controller can be ad-
justed online without needing a priori information about
the bounds on faults, but its rather complicated struc-
ture increases the difficulty for the controller design and
implementation. The robust controller is different from
the adaptive one in that it is designed offline to toler-
ant all considered faults and, no matter the actuator is
healthy or faulty, the control law remains the same and
is therefore easy to implement.

When it comes to the secure communication, the exist-
ing FTCC methods cannot be directly applied to MASs
since the data distortion may result in unsatisfactory
performance and even instability, which brings about
additional yet substantial challenges. To this end, we
aim to investigate the FTCC problem for MASs within
an encryption-decryption framework, and two challenges
we are facing here are the strong couplings of the con-
troller design and the EDA design as well as the impact
from the fault. To be more specific, we need to take into
the following three facts that contribute to the analy-
sis/design complexities, that is, 1) the fault of the actua-
tor seriously affects the exact execution of the controller;
2) the dynamics of the closed-loop system plays a major
impact on the design of the encryption-decryption algo-
rithm; and 3) the data distortion caused by the EDA
influences, in turn, the design of the desired controller.

Based on the above discussions, the main purpose of this
paper is to cope with the FTCC problem subject to actu-
ator faults under an encryption-decryption scheme. The
main contributions of this paper are summarized as fol-
lows: 1) two encryption-decryption-based FTCC schemes
are proposed to enhance the security of MASs from two
aspects, i.e., individual reliability and interconnection se-

curity; 2) under the given controller structure, the neces-
sary and sufficient condition for the existence of the EDA
is derived by constructing a novel matrix norm as well
as its compatible vector norm; and 3) two novel methods
are proposed to deal with the fault-induced heterogeneity,
especially for the LoE fault.

The rest of this paper is structured as follows. Section
2 introduces the preliminaries of graphs, and Section 3
provides the model of MASs subject to actuator fault-
s and two kinds of encryption-decryption-based FTCC
schemes. Section 4 provides the main results and Sec-
tion 5 presents numerical simulation examples. Section
6 concludes this paper.

Notations. Let 1n (or 0n) denote the n-dimensional col-
umn vector whose entries are all ones (or all zeros ). 0m×n

denotes them×nmatrix with all zeros. In represents the
n-dimensional identity matrix. diag{d0, . . . , dn} stands
for a diagonal matrix with d0, . . . , dn as its diagonal ele-
ments. ρ(A) and λmax(A) (λmin(A)) denote the spectral
radius and the maximum (minimum) eigenvalue of the
square matrix A, respectively. ‖ · ‖2 and ‖ · ‖∞ stand for,
respectively, the 2-norm and the ∞-norm of a vector or
a matrix. ‖ · ‖⋆ and ‖ · ‖∗ denote the introduced matrix
norm (to be proposed later) and its compatible vector
norm, respectively. For a given real number x, ⌈x⌉mean-
s the minimum integer not smaller than x. ⊗ represents
the Kronecker product.

2 Preliminaries on Graph Theory

Considering an MAS comprising N agents, we use a
graph G, (V , E ,A) to describe the interconnection a-
mong agents, where V = {V1,V2, . . . ,VN} denotes the
set of nodes (i.e. agents), E denotes the set of edges and

A =
[

aij

]

∈ R
N×N denotes the adjacency matrix. N-

ode j is said to be the neighbor of node i (j ∈ Ni) if
node i can directly obtain the information from node
j (i.e. Eji ∈ E). For node i, the number of its neigh-
bors is denoted by di. In addition, the weight aij = 1 if

and only if Eji ∈ E , otherwise aij = 0. di ,
∑N

j=1 aij

denotes the degree of node i and dmax , maxi di. If
AT = A, then the graph represents an undirected graph.
A directed graph G is said to have a spanning tree (or
an undirected graph is said to be connected) if there
exist paths from one node to every other nodes. Let

L =
[

lij

]

∈ R
N×N denote the Laplacian matrix of the

graph G with lii =
∑

j 6=i aij , lij = −aij , i 6= j.

In this paper, we focus on the undirected graph with
LT = L. It is well known that, if the undirected graph
G is connected, then there exists an orthogonal matrix

T =
[

T0 T1

]

with T0 =
√

1
N
1N such that T TLT =

diag{0,Φ}, where Φ = diag{λ2, . . . , λN} is a positive-
definite matrix, and 0 = λ1 < λ2 ≤ . . . λN−1 ≤ λN are
the real eigenvalues of L [6].
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3 Problem Formulation

3.1 Actuator faults

Consider an MAS consisting of N agents subject to ac-
tuator LoE faults, i.e. multiplicative faults, and additive
faults:

xi(k + 1) = Axi(k) +B
(

(I − ̺i(k))ui(k) + ϑi(k)
)

, (1)

where xi ∈ R
n, ui ∈ R

m, ̺i ∈ R
m×m and ϑi ∈ R

m

are, respectively, the state variable, the input variable,
the multiplicative fault and the additive fault, respec-
tively. ̺i is defined as ̺i , diag{̺i1, ̺i2, . . . , ̺im} ∈
R

m×m, where ̺ih (h = 1, 2, . . . ,m) represents the un-
known failure factor of the h-th actuator of the agent i.

ϑi ,

[

ϑi1, ϑi2, · · · , ϑim

]T

. Assume that 0 ≤ ̺ih(k) ≤

̺max < 1 and ‖ϑi(k)‖∞ ≤ ϑmax for any k. ̺max and
ϑmax are the known upper bounds.

3.2 Encryption-decryption-based FTCC scheme I

Suppose that the state of the system is fully avail-
able. The proposed encryption-decryption-based FTCC
scheme I is shown in Fig. 1. The designed encryption
algorithm, the decryption algorithm and the controller
are shown as follows.

Agent i

Agent j

Decryption

Fault-tolerant

controller
Plant

Encryption 

( )js k

( )jx k

( )ju k

( )ijx k

( ) ( )j jI u kr-

( )is k

( )is k( )js k

Actuator

( )j kx

Communication topology 

Decryption

Fault-tolerant

controller
Plant

Encryption 

( )ix k

( )iu k ( ) ( )i iI u kr-
Actuator

( )i kx( )jix k

Fig. 1. Encryption-decryption-based FTCC scheme I.

Encryption algorithm of agent i:














si(k) = Qt

(

xi(k)−Aξi(k − 1)

g(k − 1)

)

ξi(k) = Aξi(k − 1) + g(k − 1)si(k)

ξi(0) = 0n,

(2)

where ξi(k) ∈ R
n and si(k) ∈ R

n. g(k) is the dy-
namic encryption key to be designed. For a vector

v =
[

v1, v2, · · · , vn

]T

, the quantization function is

Qt(v) ,
[

qt(v1), qt(v2), · · · , qt(vn)
]T

with

qt(vi) =

{

d~, (d− 1
2 )~ ≤ vi < (d+ 1

2 )~

−qt(−vi), vi ≤ − 1
2~,

(3)

where ~ is a given quantization parameter and |vi −
qt(vi)| ≤ ~/2. The upper bound of |qt(vi)| is M~ with

M , maxi,k ‖si(k)/~‖∞.

Decryption algorithm of agent i:
{

xji(k) = Axji(k − 1) + g(k − 1)sj(k)

xji(0) = 0n, j ∈ Ni,
(4)

where xji(k) is the state obtained after decryption. The
decryption key is identical to the encryption key and
hence xji(k) = ξj(k).

Fault-tolerant controller of agent i:

ui(k) = −cK

N
∑

j=1

aij(ξi(k)− xji(k)), (5)

where c and K are the coupling gain and the feedback
gain, respectively.

By defining the encryption error as ei(k) , ξi(k)−xi(k)

and the quantization error as δi(k−1) , si(k)−(xi(k)−
Aξi(k − 1))/g(k − 1), we have

{

ei(k) = g(k − 1)δi(k − 1), k ≥ 1

ei(0) = −xi(0).
(6)

Remark 1 The auxiliary variable ξi(k) is introduced
to reduce the size of the transmitted data, which can
be demonstrated later by the simulation results that
‖si(k)‖∞ is maintained below a threshold even if xi(k)
tends to diverge. Besides, different from the common
uniform quantization scheme (for which g(k) ≡ 1), the
quantization scheme associated with appropriately se-
lected encryption-decryption key g(k) will not introduce
additional steady-state error.

Remark 2 In case that the EDA is obtained by eaves-
droppers, we provide a possible remedy to ensure that the
state of all agents is kept secret from others (including
their neighbors). Note that the contribution from agent

j in the controller (5), denoted by cij(k) , aij(ξi(k) −
xji(k)), can be obtained according to
{

cij(k) = Acij(k − 1) + aijg(k − 1)(si(k)− sj(k))

cij(0) = 0n, j ∈ Ni,

which implies that the value of aij(ξi(k)− xji(k)) can be
derived from that of aij(si(k) − sj(k)). Besides, aij can
be calculated according to aij = ai × aj with ai and aj
generated by agents i and j, respectively. Then, by ex-
ploiting the Paillier encryption algorithm (PEA), agent
i can obtain aj(si(k)−sj(k)) without knowing the values
of aj and sj(k), and this is made achievable due to the
homomorphic property of the PEA [28].
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3.3 Encryption-decryption-based FTCC scheme II

In what follows, we provide a modified encryption-
decryption-based FTCC scheme, where a new auxiliary
system is introduced to generate ζi.

Auxiliary states of agent i:
{

ζi(k + 1) = Aζi(k) +Bui2(k)

ζi(0) = xi(0).
(7)

Encryption algorithm of agent i:














si(k) = Qt

(

ζi(k)−Aξi(k − 1)

g(k − 1)

)

ξi(k) = Aξi(k − 1) + g(k − 1)si(k)

ξi(0) = 0n.

(8)

Decryption algorithm of agent i:
{

xji(k) = Axji(k − 1) + g(k − 1)sj(k)

xji(0) = 0n, j ∈ Ni.
(9)

Internal state-tracking controller of agent i:

ui1(k) = −c1K1(xi(k)− ζi(k)). (10)

External consensus controller of agent i:

ui2(k) = −c2K2

N
∑

j=1

aij(ξi(k)− xji(k)). (11)

Total controller of agent i:

ui(k) = ui1(k) + ui2(k). (12)

Remark 3 It is worth mentioning that the structure of
Scheme I leads to a coupling between the fault-tolerant
controller (5) and the EDA. This coupling, if not appro-
priately dealt with, could largely affect the performance of
theMAS.As such, we propose a novel analysis method ca-
pable of quantitatively analyzing the coupling to facilitate
the decoupling design. On the other hand, by introducing
an additional healthy system (7), Scheme II could be nat-
urally used to realize the decoupling design of the EDA
and the fault-tolerant controller (10). Nevertheless, un-
der Scheme II, the design of the external-consensus loop
does not really consider the internal state-tracking loop.
This kind of open-loop structure cannot deal with the sit-
uation where agents fail to track the healthy system, and
this constitutes one of our future research focuses.

In the following, we will give the definition of consensus.

Definition 1 (Consensus [26]) For the system (1), if

lim
k→∞

‖xi(k)− xj(k)‖ = 0 (13)

is satisfied for any given matrix norm and i, j ∈ N ,

{1, 2, . . . , N}, then we say that the consensus is reached
asymptotically.

Definition 2 (Bounded consensus) For the system (1),
if there exists a positive constant B such that

lim
k→∞

‖xi(k)− xj(k)‖ ≤ B (14)

is satisfied for any given matrix norm and i, j ∈ N, then
the bounded consensus is said to be reached.

This paper aims to choose the appropriate encryption-
decryption-based FTCC scheme and design appropri-
ate encryption-decryption algorithms and fault-tolerant
controllers to guarantee the consensus or bounded con-
sensus of the MAS (1) subject to actuator faults through
secure communication.

4 Main Results

In this section, we provide a series of executable al-
gorithms to design encryption-decryption-based FTCC
schemes with respect to LoE faults and additive faults.

4.1 Handling LoE faults

Considering the MAS subject to LoE faults, we de-
sign a fault-tolerant controller under the structure of
encryption-decryption-based FTCC scheme I, and then
discuss the size of the transmitted data.

By denoting

x =
[

xT
1 , x

T
2 , · · · , x

T
N

]T

, e =
[

eT1 , e
T
2 , · · · , e

T
N

]T

ξ =
[

ξT1 , ξ
T
2 , · · · , ξ

T
N

]T

, s =
[

sT1 , s
T
2 , · · · , s

T
N

]T

,

u =
[

uT
1 , u

T
2 , · · · , u

T
N

]T

, δ =
[

δT1 , δ
T
2 , · · · , δ

T
N

]T

,

̺ = diag{̺1, ̺2, . . . , ̺N},

the consensus problem of the MAS can be transform
ed into a stability analysis problem of a MIMO system
through the following steps, where ϑmax = 0.

s1) From (1) and (5), we obtain the closed-loop system:

x(k + 1)

= (IN ⊗A)x(k) − c(IN ⊗B)(I − ̺)(L⊗K)ξ(k)

=
(

IN ⊗A− c(IN ⊗B)(I − ̺)(L⊗K)
)

x(k)

− c(IN ⊗B)(I − ̺)(L⊗K)e(k). (15)

s2) Letting z , (T T
1 ⊗ In)x, then we obtain

z(k + 1)

=
(

IN−1 ⊗A− c(T T
1 ⊗B)(I − ̺)(T1Φ⊗K)

)

z(k)

− c(T T
1 ⊗B)(I − ̺)(L ⊗K)e(k). (16)

Before providing the main results, we give the following
assumptions and lemmas.

Assumption 1 The undirected graph G is connected.

Assumption 2 There exists a known positive constant
χ0 such that ‖xi(0)‖∞ ≤ χ0, ∀i ∈ N, which means that
the initial state deviations between agents are bounded.
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Lemma 1 Under Assumption 1, for any give positive
semi-definite matrix P ≥ 0, we have

λ2L⊗ P ≤ L2 ⊗ P ≤ λNL⊗ P.

Proof: The result can be directly obtained from L =
T1ΦT

T
1 and T T

1 T1 = IN−1.

As an important mathematical tool, the modified dis-
crete algebraic Riccati equation (MDARE) is intro-
duced:

P = ATPA− κATPB(BTPB + I)−1BTPA+Q,
(17)

where κ , 1 − κ2
0. For κ0 = 0, the MDARE (17) is re-

duced to the traditional discrete algebraic Riccati equa-
tion.

Lemma 2 ( [15,22]) Assume that (A,B) is stabilizable.
Then, the following statements are true.

a) If A has no eigenvalues with magnitude larger than 1,
then the MDARE (17) has a unique positive-definite
solution P for any 0 < κ0 < 1.

b) For the case where the rank of B is 1, if A has at least
one eigenvalue with magnitude larger than 1, then the
MDARE (17) has a unique positive-definite solution
if 0 ≤ κ0 < 1/

∏

i |λ
u
i (A)|, where λu

i (A) denotes the
unstable eigenvalue of A.

c) If the MDARE (17) has a unique positive-definite so-
lution P , then P = limk→∞ P (k) for any given initial
P (0) ≥ 0, where

P (k) = Q+ATP (k − 1)A− κATP (k − 1)B

× (BTP (k − 1)B + I)−1BTP (k − 1)A.

Next, we propose a novel method that enables us to
establish the necessary and sufficient condition for the
existence of the EDA.

Theorem 1 Under Assumption 1 and the encryption-
decryption-based FTCC scheme I, if and only if

ρ(Λ̃) < 1,

where Λ̃ , IN−1 ⊗ A − c(T T
1 ⊗ B)(I − ̺)(T1Φ ⊗ K),

then there exists an encryption-decryption key g(k) > 0
such that the consensus of the MAS with agents (1) can
be reached for any given initial states.

Proof: Sufficiency. From (16), for k ≥ 2, we have

z(k)

= Λ̃z(k − 1)− K̃e(k − 1)

= Λ̃k−1z(1)−
k−1
∑

l=1

Λ̃k−l−1K̃e(l)

= Λ̃k−1z(1)−
k−1
∑

l=1

Λ̃k−l−1K̃g(l− 1)δ(l− 1), (18)

where K̃ , c(T T
1 ⊗B)(I−̺)(L⊗K) and z(1) = Λ̃z(0)−

K̃e(0). It follows Assumption 2 that z(1) is bounded.

Noting that ρ(Λ̃) < 1, we can find a matrix norm ‖ · ‖⋆
such that ρ(Λ̃) ≤ ‖Λ̃‖⋆ = η ≤ ρ(Λ̃) + ε < 1 for any

given 0 < ε < 1− ρ(Λ̃). According to [12], for any given
matrix norm, there is a vector norm that is compatible
with it. To be more specific, for any vector x ∈ R

n, its
vector norm can be chosen as:

‖x‖∗ = ‖xvT ‖⋆, (19)

where v ∈ R
n can be any non-zero vector.

Therefore, for ∀k ≥ 2, we have

‖z(k)‖∗ ≤ ηk−1‖z(1)‖∗

+ ‖K̃‖⋆

k−1
∑

l=1

g(l− 1)ηk−l−1‖δ(l − 1)‖∗, (20)

where ‖z(1)‖∗ is bounded.

Denoting f(k) =
∑k−1

l=1 g(l − 1)ηk−l−1‖δ(l − 1)‖∗ with
k ≥ 2 and h(k) = f(k)/g(k), we obtain














h(k + 1) =
ηg(k)h(k)

g(k + 1)
+

g(k − 1)

g(k + 1)
‖δ(k − 1)‖∗

h(2) =
g(0)

g(2)
‖δ(0)‖∗.

(21)

If g(k) satisfies














sup
k

g(k)/g(k + 1) = µ

lim
k→∞

g(k) = 0

0 < ηµ < 1,

(22)

then we conclude that

h(k) ≤
2µ2

1− ηµ
max

k
‖δ(k)‖∗ (23)

and lim
k→∞

f(k) = 0 which, together with (20), yields

lim
k→∞

‖z(k)‖∗ = 0, (24)

that is, limk→∞ z(k) = 0n(N−1).

By denoting y1 , (T T
0 ⊗In)x, then it follows from z(k) =

0n(N−1) that

x(k) = (T ⊗ In)
[

yT1 , z
T

]T

=
√

1/N(1N ⊗ In)y1(k),

which means that the consensus is reached.

Necessity. It is known that limk→∞ Λ̃k = 0 if and only
if ρ(Λ̃) < 1. If ρ(Λ̃) ≥ 1, z(k) will not converge to zero
unless z(0) = 0, which means that the consensus of the
MAS cannot be achieved unless the MAS is consensus at
initial time. The necessity is now proved and the proof
is complete.

Remark 4 The motivation for introducing the matrix
norm ‖·‖⋆ is to overcome the unsuitability of the standard
norms for the problem addressed in this paper. We take
the analysis method employed in [17] as a comparison
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for further illustration. In [17], the Euclidean norm ‖ ·‖2
of a vector/matrix is employed to derive the results. It
should be noted that, for a given matrix A with ρ(A) < 1,
its Euclidean norm may be larger than 1. For the case
‖A‖2 > 1, the analysis method with Euclidean norm will
no longer be applicable. In view of this, we construct a
new matrix norm as well as its compatible vector norm
in this paper.

So far, with the help of the proposed norm, we have
derived the necessary and sufficient condition for the
existence of the EDA in Theorem 1, that is, ρ(Λ̃) < 1. In
what follows, we will provide two executable algorithms
based on Lemma 3 to design the controller gains such
that ρ(Λ̃) < 1 is satisfied.

Lemma 3 Under Assumption 1, for the single-input
case, i.e. ui ∈ R, if there exist a positive constant c and
a positive-definite matrix P satisfying

P = ATPA− κATPB(BTPB + I)−1BTPA+Q
(25)

with a given positive-definite matrix Q and κ , 2cλ2(1−
̺max) − c2λ2

N , then we have ρ(Λ̃) < 1 by choosing K =
(BTPB + I)−1BTPA.

Proof: For any vector v1 ∈ R
n(N−1), by denoting

v2 , (T1 ⊗ In)v1, Ã , T T
1 ⊗A, P̃ , Φ⊗ P,

we have

vT1 (Λ̃
T P̃ Λ̃− P̃ )v1

= vT2 (Ã− K̃)T P̃ (Ã− K̃)v2 − vT2 (L⊗ P )v2. (26)

By virtue of Lemma 1 and KTBTPBK = ATPBK −
KTK, we obtain that

vT2 (Ã− K̃)T P̃ (Ã− K̃)v2

= vT2
(

c2(L⊗KT )(I − ̺)(L⊗BTPB)(I − ̺)(L⊗K)

+ L⊗ATPA− 2c(L⊗ATPB)(I − ̺)(L ⊗K)
)

v2

≤ vT2
(

L⊗ATPA− 2cλ2(1− ̺max)(L⊗ATPBK)

+ c2λ2
N (L ⊗KTBTPBK)

)

v2

= vT2

(

L⊗
(

ATPA− κATPB(BTPB + I)−1BTPA
)

− c2λ2
N (L ⊗KTK)

)

v2

≤ vT2

(

L⊗
(

− κATPB(BTPB + I)−1BTPA

+ATPA
)

)

v2. (27)

which, together with (25) and (26), leads to

vT1

(

Λ̃T P̃ Λ̃− P̃
)

v1 ≤ −vT2 (L⊗Q)v2

= −vT1 (Φ⊗Q)v1
≤ 0. (28)

Furthermore, vT1 (Λ̃
T P̃ Λ̃ − P̃ )v1 = 0 holds if and only if

v1 = 0 holds, which yields Λ̃T P̃ Λ̃ − P̃ < 0. Letting v

denote the corresponding eigenvector of the eigenvalue
λ(Λ̃), we have

v∗Λ̃T P̃ Λ̃v = |λ(Λ̃)|2v∗P̃ v

< v∗P̃ v, (29)

where v∗ is the conjugate transpose of v, and λ̄(Λ̃) and

λ(Λ̃) are two conjugate complex numbers. Then, it fol-

lows that ρ(Λ̃) < 1, and the proof is complete.

It is worth noting that, (28), together with (29), implies

v∗
(

Λ̃T P̃ Λ̃− P̃
)

v =
(

|λ(Λ̃)|2 − 1
)

v∗(Φ⊗ P )v

< −v∗(Φ⊗Q)v. (30)

Therefore, we have ρ(Λ̃) < η0 with

η0 ,
√

1− λmin(Q)/λmax(P ). (31)

Algorithm 1. For the single-input case, the controller
gains c and K = (BTPB + I)−1BTPA can be de-
signed by solving theMDARE (25) with a given positive-
definite matrix Q.

Algorithm 2. For the multi-input case, first, we can
obtain a series of controller gains c and K = (BTPB +
I)−1BTPA by solving the MDARE (25) with different
̺max ≥ 0. Then for each pair of controller gains c andK,
calculate the admissible range of ̺ such that ρ(Λ̃) < 1.
Choose the controller gains that maximize the admissi-
ble range of ̺.

Remark 5 In Lemma 3, each agent is supposed to be a
single-input system, that is, B ∈ R

n and thus (BTPB +
I)−1 ∈ R. Therefore, in the derivation of (27), the fol-
lowing inequality holds:

vT2 (L⊗ATPB)(I − ̺)(L⊗K)v2

≥ (1− ̺max)v
T
2 (L

2 ⊗ATPBK)v2. (32)

It should be noted that for the multi-input case, if
(BTPB + I)−1 is not a diagonal matrix, the above
derivation may fails. In this case, Algorithm 2 will be
an alternative. Algorithm 2 is reasonable due to the fact
that the eigenvalue of a matrix is a continuous function
on its entries, that is, for each pair of obtained c and
K, there exists an admissible set S , {̺|0 ≤ ̺ih < ¯̺ih}
such that ρ(Λ̃) < 1 for any ̺ ∈ S.

Remark 6 Recalling that κ = 2cλ2(1 − ̺max) − c2λ2
N ,

we have κ ≤ λ2

2

λ2

N

(1 − ̺max)
2 ≤ 1. Suppose that (A,B) is

stabilizable. Then, it follows from Lemma 2 that the con-
troller derived by Algorithms 1-2 can solve the consensus
problem with respect to any of the following graphs:

c1) Arbitrary connected undirected graphs for the case
where A has no unstable eigenvalues. The coupling
gain c can be arbitrary value satisfying

0 < c <
2λ2

λ2
N

(1− ̺max).
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c2) The specific connected undirected graphs satisfying

1−
1

∏

i |λ
u
i (A)|

2
<

λ2
2

λ2
N

(1 − ̺max)
2

for the case where A has at least one unstable eigen-
value and rank(B) = 1.Meanwhile, the coupling gain
c can be chosen from the set
{

c
∣

∣2cλ2(1− ̺max)− c2λ2
N > 1−

1
∏

i |λ
u
i (A)|

2

}

.

Next, we will turn our attention to analyze the require-
ment on the bandwidth, which can be reflected by the
size of transmitted data M . Recalling the definition of
Qt in (3), we have

M =

⌈

max
i,k

∥

∥

∥

∥

xi(k)−Aξi(k − 1)

~g(k − 1)

∥

∥

∥

∥

∞

−
1

2

⌉

. (33)

Based on Theorem 1, we obtain the following result.

Theorem 2 Under Assumptions 1 and 2, if the follow-
ing conditions are satisfied:



















ρ(Λ̃) < 1 (34a)

sup
k

g(k)

g(k + 1)
= µ, 1 < µ < 1

ρ(Λ̃)
(34b)

lim
k→∞

g(k) = 0, (34c)

then M is bounded.

Proof: For ∀i ∈ N, at time instant k + 1, we obtain
∥

∥

∥

∥

xi(k + 1)−Aξi(k)

g(k)

∥

∥

∥

∥

∞

≤
g(k − 1)‖A‖∞

g(k)

∥

∥

∥

∥

xi(k)−Aξi(k − 1)

g(k − 1)
− si(k)

∥

∥

∥

∥

∞

+

∥

∥

∥

∥

B(I − ̺i)ui(k)

g(k)

∥

∥

∥

∥

∞

≤
g(k − 1)~‖A‖∞

2g(k)
+

‖Bui(k)‖∞
g(k)

. (35)

For j ∈ Ni, we have

‖Bui(k)‖∞ ≤ cdmax‖BK‖∞max
j

‖ξi(k)− xi(k)

+ xi(k)− xj(k) + xj(k)− ξj(k)‖∞
≤ cdmax‖BK‖∞(g(k − 1)~

+max
j

‖xi(k)− xj(k)‖∞), (36)

Note that

max
j

‖xi(k)− xj(k)‖∞

≤
√

x(k)T (L⊗ In)x(k)

=
√

z(k)T (Φ⊗ In)z(k)

≤
√

n(N − 1)λN‖z(k)‖∞. (37)

Moreover, combining (20) and (23) leads to

‖z(k)‖∗ ≤ ηk−1‖z(1)‖∗ + ‖K̃‖⋆
2µ2g(k)

1− ηµ
max

k
‖δ(k)‖∗.

(38)

According to the equivalence property of matrix norms,
we can find two positive constants k1 and k2 such that
k1 ‖·‖∞ ≤ ‖·‖⋆ ≤ k2 ‖·‖∞ holds. This, together with
the definition of the compatible vector norm (19) with

v =
[

1, 0, · · · , 0
]T

, leads to

‖z(k)‖∞ ≤
k2
k1

ηk−1‖z(1)‖∞ +
µ2

~k22g(k)

k1(1− ηµ)
‖K̃‖∞. (39)

Recalling the introduction of η and (34b), we know that
there exists a constant ε such that ηµ < 1, and thus
ηk−1/g(k) < µ/g(0). Finally, we arrive at

∥

∥

∥

∥

xi(k + 1)−Aξi(k)

g(k)

∥

∥

∥

∥

∞

≤
ck2dmax‖BK‖∞

√

n(N − 1)λN

k1

(

µ2
~k2

1− ηµ
‖K̃‖∞

+
µ‖z(1)‖∞

g(0)

)

+
µ~‖A‖∞

2
+ cµ~dmax‖BK‖∞.

(40)

Then, the result follows from (33), which ends the proof.

Remark 7 Theorem 1 emphasizes the existence of g(k)
and then Theorem 2 provides a feasible method to design
g(k). To be more specific, 1) Theorem 1 means that, if

there exists a controller such that ρ(Λ̃) < 1, then we can
always find a corresponding encryption-decryption key
g(k) to ensure the consensus, that is, the fault-tolerant
controller design can be decoupled from the EDA design;
and 2) Theorem 2 reveals that the choice of g(k) depends

on the fault, and gives a feasible form of g(k). ρ(Λ̃) in
Theorem 2 can be replaced by η0 for the single-input case
as shown in (31). For the multi-input case, the maximum

of ρ(Λ̃) can be calculated off-line according to the known
̺max.

4.2 Handling LoE and additive faults

Considering the MAS subject to LoE and additive fault-
s, we adopt the encryption-decryption-based FTCC
scheme II and provide the following design method.

Theorem 3 Under Assumption 1 and the encryption-
decryption-based FTCC scheme II, the bounded consen-
sus can be reached if there exist c1, c2, K1 and K2 such
that ρ(Λ̃1) < 1 and ρ(Λ̃2) < 1, where Λ̃1 , A− c1B(I −
̺i)K1 and Λ̃2 , IN−1 ⊗A− c2(Φ⊗BK2). In addition,
the encryption-decryption key g(k) > 0 can be designed
according to











sup
k

g(k)

g(k + 1)
= µ, 1 < µ < 1

ρ(Λ̃2)
(41a)

lim
k→∞

g(k) = 0, (41b)

such that the size of the transmitted data is bounded.
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Proof: The bounded consensus can be proved through
two steps: 1) by introducing z̃ = (T T

1 ⊗ In)ζ, where

ζ =
[

ζT1 , ζ
T
2 , · · · , ζ

T
N

]T

, we can prove that the con-

sensus with respect to the state ζ can be reached, i.e.
lim
k→∞

‖ζi(k)− ζj(k)‖ = 0; and 2) by introducing the

internal state error ēi , xi − ζi, we can prove that
lim
k→∞

‖xi(k)− ζi(k)‖ is bounded. As for the size of the

transmitted data, its boundedness can be directly de-
rived from Theorem 2. Now, the proof is complete.

Finally, we provide two algorithms to design the con-
troller gains.

Algorithm 3 For the single-input case, the internal
state-tracking controller gains c1 and K1 = (BTP2B +
I)−1BTP1A can be designed by solving the following M-
DARE:

P1 = ATP1A− κ1A
TP1B(BTP1B + I)−1BTP1A+Q1

where κ1 , 2c1(1−̺max)−c21 andQ1 is a given positive-
definite matrix.

Algorithm 4 The consensus controller gains c2 and
K2 = (BTP2B+I)−1BTP2A can be designed by solving
the following MDARE:

P2 = ATP2A− κ2A
TP2B(BTP2B + I)−1BTP2A+Q2

where κ2 , 2c2λ2 − c22λ
2
N and Q2 is a given positive-

definite matrix.

5 Simulations

Consider a network of five agents described by (1) with

A =

[

1 0.1

0.15 0.5

]

, B =

[

0.2

0.25

]

,

where A has an unstable eigenvalue 1.0284. The undi-
rected topology among agents is represented by an
adjacency matrix A with a12 = a23 = a34 = a45 =
a51 = a21 = a32 = a43 = a54 = a15 = 1 and oth-
er elements being 0. λ2 = 1.3820 and λN = 3.6180.
Let ̺max = 0.2 and ϑmax = 0.6. Then, we can fig-
ure out the controller gains c1 = 0.7, c2 = 0.1056,

K1 =
[

3.2554 1.0947
]

and K2 =
[

3.8489 0.8924
]

according to Algorithms 3 and 4. The relevant pa-
rameters are set as Q1 = Q2 = I2 and ~ = 1. The

initial state is set as x(0) =
[

10 0 20 2 3 0 4 1 5 3
]T

.

Suppose that ̺ = diag{0.1, 0.2, 0.15, 0.1, 0.2} and

ϑ =
[

0.5 0.2 0.45 0.6 0.23
]T

.

We conduct the simulations in the following two cases:

1) Without any encryption-decryption scheme (Fig. 2);
2) With encryption-decryption-based FTCC scheme II

(Fig. 3):
g(k) = 0.89k and ~ = 1.

The trajectories of ‖x1(k)−xi(k)‖2 and the size of trans-
mitted data are provided in Figs. 2-3, where smax(k)

is defined as smax(k) , maxi ‖xi(k)‖∞ in Case 1, and

smax(k) , maxi ‖si(k)‖∞ in Case 2. From these simu-
lation results, we conclude that: 1) compared with the
scheme in Case 1, the introduction of the quantization
in Case 2 leads to the discontinuity of the input vari-
ables, and affects the transient performance of the sys-
tem accordingly; 2) the proposed encryption-decryption
scheme will not affect the steady-state performance of
the system, i.e., the steady-state error will converge to
zero; 3) compared with the result in Case 1, the size of
the transmitted data in Case 2 is bounded; and 4) the
proposed fault-tolerant consensus controller can tolerate
the LoE fault and the additive fault.
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Fig. 2. Simulation results under Case 1.
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Fig. 3. Simulation results under Case 2.

6 Conclusion

In this paper, we have proposed two kinds of encryption-
decryption-based FTCC schemes, where the encryption-
decryption mechanism has been introduced to facilitate
the secure communication and the fault-tolerant con-
troller has been designed to improve individual reliabili-
ty. The derived necessary and sufficient condition could
serve as an index in controllers and EDAs design, and
help to obtain low-conservatism results. In a sense, addi-
tive faults lead to the bounded consensus of MASs, while
LoE faults may affect the ability of MASs to reach con-
sensus. As for the LoE fault, MDARE-based design algo-
rithms have been provided to deal with the fault-induced
heterogeneity. One of the future research topics would
be the consideration of the encryption-decryption-based
FTCC for continuous systems. Besides, we are interested
in the fault-diagnosis-based control method, especially
in the context of encryption-decryption issues.
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