Non-Repudiation Analysis Using LYSA with
Annotations

Mayla Bruso and Agostino Cortesi

Abstract This work introduces a formal analysis of the non-repudiation property
for security protocols. Protocols are modelled in the process calculus LYSA, using
an extended syntax with annotations. Non-repudiation is verified using a Control
Flow Analysis, following the same approach of M. Buchholtz and H. Gao for au-
thentication and freshness analyses.

The result is an analysis that can statically check the protocols to predict if they are
secure during their execution and which can be fully automated.

1 Introduction

With the growth of Internet applications like e-shopping or e-voting, non-repudiation
is becoming increasingly important, as a protocol property. Our aim is to provide
a protocol analysis which checks this property to avoid that a protocol is used in
malicious way. Among the existing techniques that perform the analysis of non-
repudiation protocols, we may cite:

e The CSP (Communicating Sequential Processes) approach [10], [11]: it is an ab-
stract language designed specifically for the description of communication pat-
terns of concurrent system components that interact through message passing.

e The game approach [8]: it considers the execution of the protocol as a game,
where each entity is a player; the protocols are designed finding a strategy, which
has to defend an honest entity against all the possible strategies of malicious
parties.
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e The Zhou-Gollmann approach [14]: it uses SVO Logic, a modal logic that is
composed by inference rules and axioms which are used to express beliefs that
can be analysed by a judge to decide if the service provided the property.

e The inductive approach [1]: it uses an inductive model, a set of all the possi-
ble histories of the network that the protocol execution may produce; a history,
called trace, is a list of network events, that can indicate the communication of a
message or the annotation of information for future use.

We follow a different approach, the same as M. Buchholtz [3] and H. Gao [6],
who show how some security properties can be analysed using the LYSA [2] process
calculus with annotations and a Control Flow Analysis (CFA) to detect flaws in the
protocols. The main idea is to extend LYSA with specific annotations, i.e. tags that
identify part of the message for which the property has to hold and that uniquely
assign principal and session identifiers to encryptions and decryptions.

It is interesting to notice that the non-repudiation analysis that we propose easily
fits into the CFA framework [9], yielding a suite of analyses that can be combined
in various ways, with no major implementation overload.

The main differences between our proposal and the previously cited alternative
approaches are the following: our analysis can check many protocols and can model
scenarios with infinitely many principals while other approaches often are developed
to analyse only a particular protocol and can model scenarios with finite principals.
Moreover LYSA does not consider channels, like other approaches does, therefore
a more realistic environment in which the messages are not guaranteed to reach the
destination is not considered.

The structure of the paper is the following: Section 2 is a quick overview of
LYSA; Section 3 presents the CFA framework; Section 4 shows the new non-
repudiation analysis, and its application to the protocols; Section 5 concludes.

2 LySa

LYSA [2] is a process calculus in the m-calculus tradition that models security pro-
tocols on a global network. It incorporates pattern matching into the language con-
structs where values can become bound to variables. In LYSA all the communica-
tions take place directly on a global network and this corresponds to the scenario
in which security protocols often operate. Channels are considered in many pro-
cess calculi, but they may give a degree of security that there is not in the common
network, where a spy can eavesdrop and forge communications; furthermore, pri-
vate channels are often used explicitly as cryptographic keys. LYSA calculus offers
a realistic environment in which there are not channels to protect the exchange of
messages among the principals.
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2.1 Syntax and Semantics

An expression E € Expr may represent a name, a variable or an encryption. The
set Expr contains two disjointed subsets, Name and Var. The elements in the first
subset can be identifiers, nonces, symmetric keys or key pairs m™ and m™ for asym-
metric key cryptography, etc., ranged over by n. The elements in Var are only
variables, ranged over by x. The remaining expressions are symmetric and asym-
metric encryptions of k-tuples of other expressions, defined as {Ei,...,E;}g, and
{l| E1,...,Ex |}, respectively, where Ej represents a symmetric or asymmetric key.

LYSA also allows to construct processes P € Proc, which use the expressions
explained above. Processes can have the following form:

e (Ey,...,Ey).P: the process sends a k-tuple of values onto the global network; if
the message reaches its destination, the process continues as P.

e (Ei,...,Ej;xji1,...,x).P: the process reads the k-tuple of values sent, it checks
if the values expected are identical to Ey, ..., E}, and, if this succeeds, the remain-
ing k — j values are bound to the variables x;1,...,x;, and the process continues

as P, which is the scope of the variables; notice that a semi-colon is used to
distinguish between the expressions used for matching and the variables.

o decrypt E as {Ei,...,Ej;Xj;1,...,X}E, in P: the process denotes the symmetric
decryption and it works in a way similar to the input construct; if the encryption
key is identical to Ey, the process decrypts the k-tuple, then it checks if the values
expected are identical to Ey, ..., E;, and, if this succeeds, the remaining k — j val-
ues are bound to the variables x;,1,...,x;, and the process continues as P, which
is the scope of the variables; a semi-colon distinguishes between the expressions
used for matching and the variables.

o decrypt E as {| E1,...,Ej;Xxji1,...,X |}E, in P: the process denotes the asym-
metric decryption and it works like symmetric decryption; the only differences
are in Eg and in the key used to encrypt, which have to be a key pair m™ and m™;
their order depends on the role of decryption, i.e. if it is used to verify a private
key signature or to obtain the original message after a public key encryption.

e (v n)P: the process generates a new name 7 and it continues in P, which is the
scope of the name.

e (v+m)P: the process generates a new key pair, m* and m~, and it continues in
P, which is the scope of the key pair.

e Py | P»: the process denotes two processes running in parallel that may synchro-
nize through communication over the network or perform actions independently.
IP: the process acts as an arbitrary number of processes P composed in parallel.
0: the process is the inactive or nil process that does nothing.

Both expressions and processes are defined in the Table 1.

A binder introduces new names or variables which have scope in the rest of the
process. The prefix (v n) in the process (v n)P and the prefix (v +m) in the process
(v £m)P are binders, because they create new keys which have scope in the process
P. Also input and decryption are binders that introduce the variables x4 1,...,x. If
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aname or a variable is not bound by any binder, it is free; the function fn(P) collects
all the free names in the process P and it is defined in the Table 2 while the function
fv(P), defined in the Table 3, collects the free variables. The bound variables are

defined by the function bv(P) = var(P) \ fv(P), i.e. they are all the variables that
are not free. All these functions are also defined on the terms, which are part of the
processes.

Table 1 Syntax of LYSA calculus

E:= terms

n name

X variable

mt public key

m- private key
{E1,...,Ex}E, symmetric encryption
{|E1,....E |}, asymmetric encryption
P:= processes
(Ep,y...,Ex).P output
(El,...,E_,-;x_i+17...,xk).P input

decrypt E as {Ey,...,Ejixjy1,...,X%}E, in P symmetric decryption
decrypt E as {| E1,...,Ej;Xj+1, ..., % |} £, in P asymmetric decryption
(vn)P restriction

(vEm)P pair restriction

P | P parallel composition
P replication

0 nil

LYSA provides a reduction semantics that describes the evolution of a process
step-by-step, using a reduction relation between two processes, written P — P’. If
the reduction relation holds then P can evolve in P’ using the rules depicted in Table
6, that show an inductive definition of the relation by axioms and inference rules.

The structural congruence between two processes, written P = P, means that P
is equal to P" except for syntactic aspects, but this does not interfere with the way
they evolve. The structural congruence is defined as the smallest relation satisfying
the rules in the Table 4, that express the following ideas:

The reduction relation is an equivalence relation.

The parallel composition is defined to be commutative, associative, and has 0 as
neutral element.

The order of the processes in the parallel composition is not influential.

The replication corresponds to an arbitrary number of process in parallel.

The restrictions can be simplified under certain assumptions.

Two processes are structurally equivalent whenever they are -equivalent.

. . a .

Two processes P; and P> are o-equivalent, written P; = P>, when they are iden-
tical except that they may differ in the choice of bound names. A procedure called
a-conversion replaces all the instances of a bound name in a process for another
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Table 2 Function fn(P) for free names

fn(n) “ iy
f(m*) < {mty
fr(m™) < my
() “o
fr({Er.....Edg,) Y fn(Eo)U...U f(Ey)
fa({ Er,..o Ex Vo) “ fn(Eo)U...U fn(Ey)
Fn((Er,... Ex).P) Y fn(Er)U...U fn(E)U fu(P)
Fn((Er,. . Ejixjsrs... x).P) déf fn(El) U...Ufn(E;)U fn(P)
fn(decrypt E as {E1,...,EjiXjq1,..., X g, in P) = fn(E) Ufn(Eog)U...Ufn(E;)U fn(P)
fn(decrypt E as {| E1,...,Ejixjs1, ..., X | }E, in P) = fn(E) Ufn(Eg)U...Ufn(E;)U fn(P)
f((vm)P) < fn(P)\ {n}
fa((vEm)P) < fn(P)\ {m*m™}
(P | Py) “ fn(P)U fn(Py)
fn(P) “ fn(P)
n(0) “o
Table 3 Function fv(P) for free variables
fv(n) “o
fo(m*) “o
fo(m™) “Lo
fr() “
PUEL. . Ei}g,) Y fu(Eo)U...U fr(Ey)
| Er,. o Ee gy L fy(Eg)U... U fo(Ey)
FY(Er,... EQ).P) "éf IV(E) U U f(EUF(P)
Fo((Er,.. E, Kjateeox)-P) L (EN UL U E) U P\ {xs1, )
Sfv(d ecryptE as {E17 SEjXji1, .. Xk} E, in P)
= fo(E0) U UE) U (P (1. e})
fv(decrypt E as {| Ey,...,EjiXjt1,...,% | }g, in P)
= fo(E) U UE) U (P (1. i})
fr((vmP) < pp)
Fo((v£m)P) “ pu(p)
Fo(P | P) Y fo(p) U fu(Py)
fo(1P) )
9(0) “o
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Table 4 Structural congruence P = P’

P=P

PP=Ph=P=P

PP=PbANP=P;=P =P

<E]7...,Ek>.P] = <E1, Ek

(El,,..7Ej;xj+17 xk) P =
(EI7-~~7Ej§xj+17~~7xk)~P2

decrypt E as {E1,...,Ejixjq1,..., X% }E, in P =
decrypt E as {E1,...,Ej;Xjq1,..., X g, in Py

P =P, = ( decrypt E as {| E17...,Ej;xj+1,,..,xk |}E() inP =
decrypt E as {| E,...,Ejixjy1,... . % | }E, in P

(vn)P = (vn)P,

(Vim)Pl = (Vﬁ:m)PQ

P

<

Py |P3 EP2|P3
!PIE!PZ
P1 |P25P2|P1
(P | Py) | Py=Py [ (P P3)
PlO=P
IP=P|IP
(vn)0=0

(vm)(vm)P=(vnp)(vn)P

(va)(PL | P) =Py [ (V)P ifn¢ fn(Pr)
(vtm)0=0

(vEmy)(vEm)P = (vEmy)(vEtm)P
(vEm)(PL|P) =P | (vEm)P if m*,m™ ¢ fn(Py)
(v:tm)( n)P = (vn)(v+m)P

Py :P2 =P =P

name. The definition of the equivalence relation is in the Table 5. Notice that a
substitution P[n| — ny] substitutes all the free occurrences of nj in P for n;.

Table 5 oa-equivalence 2

PEP
P, 2 P, implies P> 2 P
a a . . a
P =P, AP, =P; implies P, = P
(23 .
(vm)P = (vna)(P[n — ny]) ifny ¢ fn(P)
(v:tml)P% (vEm)(Pm] — my m{ —my]) ifmy,m;y & fn(P)
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Finally, we define values V € Val, which are used in the reduction as expressions
without variables x € Var:

Vi=n
| m*
| m”
| Vi, Vi,
IV, Vil by

The reduction relation describes how a process may evolve into another and it
is defined inductively as the smallest relation such that the rules in the Table 6 are
satisfied. A reference monitor is used to check each step before allowing it to be
executed. It can be turned off or on: in the first case there are not requirements that
have to be meet; in the other case some properties are checked at run time and, if
the check does not succeed, the process execution is aborted.

A substitution function is used in the reduction rules, written P[V /x]; it substi-
tutes a variable x for a value V in the process P whenever x becomes bound to V.

The rule (Com) is the parallel composition between an output process and an
input process. This means that the communication between two principals happens
only if these two processes run in parallel. Furthermore, the first j values Vi,...,V;
sent have to be identical to the first j values V/,... ,V]{ that the recipient expects. In
this case, the variables are substituted with the values V1, ..., V. The rules (Dec),
(ADec) and (ASig) are used to decrypt messages with a symmetric key, a private
key and a public key respectively. As before, the first j values V1,...,V; encrypted
have to be identical to the first j values V], ..., Vj’ that who decrypts the message
expects. In this case, the variables are substituted with the values Vj;1,...,V;. The
rule (New) and (ANew) restrict the scope of the names created, therefore they are
visible only in the respective process. The rule (Par) is the parallel composition that
can evolve in a new parallel composition where one of the two processes involved
is evolved while the other remains unchanged. The rule (Congr) allows to apply the
reduction relation to any process that is structurally congruent to the process found
in the other rules.

2.2 Meta Level Calculus

The meta level is an extension of LYSA that can be used to describe different sce-
narios in which many principals execute a protocol at the same time. Thanks to
this level the analysis can run in a realistic environment with many initiators and
responders. This is done by running several copies of the processes and renaming
each name and each variable using indexes, added to make them unique.

The syntax of the meta level is defined by the grammar described in Table 7. Its
constructs incorporate a countable indexing set S, which includes a set of variables
X.
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Table 6 Semantics of LYSA calculus

AL V=V

(Com) - ; v
<Vla"‘7vk>'P|(V17"'7Vj;xj+la-">xk)'P %
P|P’[Vj+|/xj+1,.‘.,Vk/xk]

S Vi=V!

(Dec) /\’—? d ; -
decrypt {V1,.... Vityy as {V{,....,Vjixjq1,..oxudyy in P —g
PVip1/xje1, - Ve/x]

S Vi=V!

(ADec) Ni Vi -
decrypt {| Vi,..., Vi [Far as {I V], Vixjpn, oo [
inP—>gg P[Vj+1/x_,-+17..:,vk/xk}

S Vi=V!

(ASig) Nee T
decrypt {| Vi, Vi ‘}m’ as {| V1’~-~7Vj§xj+17~~~7xk ‘}m+
inP—ha] P[V/«,+|/xj+1,...,Vk/xk}

P—g P
N I I
NN P P
P—g4P
(ANew) —a
(vEm)P -4 (vEm)P'
P —5 P
(Par) Lfl/
PP =g P | P
PEP/ A P/ — 2 P// A P//EPI//
(Congr) 2

P —g P///

The meta level terms are identical to the object level terms, i.e. the terms ex-

plained before, except that names, variables and asymmetric keys are indexed. A
sequence of indexes 7 is added as subscript, that is a shorthand for iy,...,i. The
meta level processes are the following:

|ics M P: the process describes the parallel composition of instances of the process
MP where the index i is an element in the set S.

let X C S in MP: the process declares a set identifier X which has some values of
the index set S in the process MP; the set X can be infinite.

(Vies ng;)MP: the process describes the restriction of all the names nz; @ is a

prefix of the index that can be empty.

(V.e5 mg;)MP: the process describes the restriction of all the key pairs m% and
m—: as above, a is a prefix of the index that can be empty.

(ME),, ... ,MEy).MP: the process sends a k-tuple of values onto the global net-
work; if the message reaches its destination, the process continues as MP.
(ME\,...,MEj;mxj1,...,mx;).MP: the process reads the k-tuple of values sent,
it checks if the values expected are identical to ME,...,ME}, and, if this suc-
ceeds, the remaining k — j values are bound to the variables mx;1,...,mx;, and
the process continues as M P, which is the scope of the variables; a semi-colon is
used to distinguish between the terms used for matching and the variables, as in
the input process seen in the object level.

decrypt ME as {ME\,..., MEj;mxj,1,...,mx;}yE, in MP: the process denotes
the symmetric decryption; it checks if the encryption key is identical to Ey, then
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the process decrypts the k-tuple, and it checks if the values expected are identical
to MEy,...,ME;, and, if this succeeds, the remaining k — j values are bound
to the variables mx;,1,...,mx;, and the process continues as M P, which is the
scope of the variables.

e decrypt ME as {| MEy,... MEj;mxj;1,...,mx |}mE, in MP: the process de-
notes the asymmetric decryption and it works like symmetric decryption except
that Ey and the key used to encrypt have to be a key pair m™ and m™.

e (v n;)MP: the process generates k new names »;, i € [1..k], and it continues in
MP, which is the scope of the names.

e (vEm;)MP: the process generates k new key pairs, m;” and m; ", and it continues
in M P, which is the scope of the key pairs.

e MP; | MP;y: the process denotes two meta level subprocesses running in paral-
lel that may synchronize through communications over the network or perform
actions independently.

e !MP: the process acts as an arbitrary number of processes MP composed in par-
allel.

e (: the process is the inactive or nil process that does nothing.

The process let X C S in MP is a binder of X, therefore if X is instantiated to a
subset of § then every occurrence of X in the process MP is instantiated. The process
lics MP is a binder of i and the indexed restrictions are binders of names and key
pairs.

Table 7 Syntax of meta level LYSA calculus

ME ::= MTerm

m:
1
{ME,,...,ME}m,
{| MEy,....ME |},
MP ::= MProc
lics MP
letX C Sin MP
(V;eg HE)MP
(Vajes mz)MP
(ME,...,MEy).MP
(MEh...7MEj;mxj+1,...,mxk).MP
decrypt ME as {ME\,...,.ME;;mxj,...,mx;}yE, in MP
decrypt ME as {| ME1, ..., MEj;mxjy1,...,mx |}mE, in MP
(V }’llT)MP
(v £ m)MP
MP, | MP,
MP
0
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An instantiation relation, written MP — » P, is introduced to describe that a pro-
cess P is an instance of a meta level process M P, as depicted in Table 8.

The rule (ILet) allows the meta level to instantiate to all the object level processes
P that are in some finite subset of the set S. The rule (ITPar) instantiates the process
|ics MP to be the parallel composition of processes for each of the indexes in the set
S. The rules (IINew) and (ITANew) instantiate the indexed restrictions to the restric-
tions of the names for all the values in the set {ail, e ,J}. The rules (I0ut), (IInp),
(IDec), (IADec), (INew), (IANew), (IRep), (IPar) and (INil) are instantiations of
their subprocesses.

Table 8 Instantiation relation MP — » P

MP[X — §'|= P

ILet if " C
(et X Csmmp=p 15 EmS
MP|i Py ... MP|i P,
(ITPar) [i—al]= P [i—a] = P
‘ie{al ,,,,, ak}MP3P1|""Pk
MP = P
(IINew)
(V?e{ﬂ ,,,,, ar} ngi)MP = (V naar) ... (V naa;) P
MP= P
(ITANew) =
(Viiefar,..ar) Ma/MP = (V£ maap) ... (V mag) P
MP = P
(I0ut)
(ME,,... . MEy).MP = (ME,, ..., ME;).P
P
(IInp) =
(ME],. . ,MEj;ij+1,. .. 7m.)Ck).MP =
(ME1,...,MEj;mxjH,...,mxk).P
MP= P
(IDec) .
decrypt ME as {ME\,....ME;;mxj;1,...,mxg}mg, in MP =
decrypt ME as {ME;,...,MEj;mxj,1,...,mx;}ymE, in P
MP =P
(IADec) = -
decrypt ME as {‘ MEy,... ,ME_i;mx_,-H s MXE |}MEO in MP =
decrypt ME as {| ME\,...,MEj;mxji1,...,mx |}uE, in P
MP= P
(INew)
(V ny)MP > (V I’la)P
MP= P
(IANew)
(Vimﬁ})MPS (V:I:mg)P
MP=
(IRep)  ———5
IMP =P
(IPar) MP, = P, MP,= P,
ar
MP, |MP2 =P | P,
(Ni)  0=0

Example 1. Let us introduce a known non-repudiation protocol, namely the Zhou-
Gollmann protocol [12], which is the following:

A—B: fNRo,B,L,C,NRO
B—A: fNRR,A,L,NRR
A—TTP: fSUB,B,L,K,SMbK
B~ TTP: fCON,A,B,L,K,conJ(
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A —TTP: fCON,A,B,L,K,C()I’lJ(

where:

e A is the originator of the non-repudiation exchange;
e B s the recipient of the non-repudiation exchange;

TTP is the on-line trusted third party providing network services accessible to
the public;

M is the message sent from A to B;

C is the encryption for the message M under a key K;

K is the message key defined by A;

L is a unique label that links all messages of a particular protocol run together;
NRO = Siga(fwvro,B,L,C) is the non-repudiation of origin for M;

NRR = Sigp(fyrr,A,L,C) is the non-repudiation of receipt for M;

sub_K = Siga(fsup,B,L,K) is the proof of submission of K;

con_K = Sigrrp(fcon,A,B,L,K) is the confirmation of K issued by TTP;

[« is a flag which expresses the aim of the message (the sender wants to give a
proof of origin NRO / receipt NRR / submission SUB / confirmation con_K).

The encoding is the following, where three key pairs (AK™ for A, BK* for B, and

TTP* for the trusted third party) and a symmetric key (SK) are used:

(v TTP)(v+ AK)(v + BK)(

'(vSK)(vL)(vM)

(fnro, B, L,{M} sk, {| fnro, B, L,{M } sk |} ax-)-
(fNRR,A,L;xNRR).

decrypt xNRR as {| fyrr,A,L,{M}sx:|} g+ in
(fsu,B,L,SK,{| fsup,B,L,SK |} ax~)-
(fCON,A,B,L,SK;xCOI’l).

decrypt xCon as {| fcon,A,B,L,SK;|}rrp+ in 0

| '(fwro,B;xL,xEnMsg,xNRO).
decrypt xNRO as {| fvro,B,xL,xEnMsg;|} 4+ in
(fNRR>A XL, {| fNRR,A, XL, XxEnMsg |} p-)-
(fCON,A,BXL;xK,xCOI’l).
decrypt xCon as {| fcon,A, B,xL,xK;
decrypt xEnMsg as {;xMsg}yx in 0

}rrp+ in

| fsup,B;xL,xSK,xSub).
decrypt xSub as {| fsup, B,XL,xSK; |} 4+ in
(fcon,A,B,xL,xSK,{| fcon,A,B,xL,xSK |} rrp-)-
<fCON,A,B,XL,xSK, {‘ fCON7A,B7)CL,xSK |}TTP*>‘O

)

where the restrictions (v £ TTP), (v+ AK), and (v + BK) are used only once
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with scope in the whole protocol, i.e. there are three private keys known only by the
owners and three public keys known by all the principals in the network.

In this scenario we have modelled only three principals, each one with a specific
role, but this is not realistic. In fact, in the global network there are many princi-
pals and this gives chances to an attack. Therefore we have to extend the protocol
above with multiple principals, simply indexing each name, each variable and each
parallel composition construct. We consider a scenario in which there are a trusted
third party (an honest principal) and many initiators and responders. The set X con-
tains both initiators and responders, so each principal can be one or the other. The
resulting protocol is the following:

let X CSin (ViieX AK,')(Vi TTP)(
liex|jex (v SKij)(v Lij) (v M;j)

(fnrosLjs Lijs iMij}sicys {1 fvros1jy Lijy {Mij sk [T agc-)-
(fvrr,1i,Lij;xNRR;;).
decrypt XNRR,'j as {| fNRRaIiaLija {Mij}SK[j; |}AK;r in
(fsus,1j; Lij, SKij {| fsus, I}, Lij SKij Y a-)-
(fcon1i, 1, Lij,SKij; xCony;).
decrypt xConl-j as {| fCONaIi7Ij7Lij7SKij; ‘}TTP‘*’ in 0

lliex|jex  '(fwro,1j;xLij, xEnMsg;;, XNRO;;).
decrypt xNRO,'j as {| fNRO,Ij,xLij,xEnMsg,-j; |}AKA+ in
(fvrr:1i,xLij, {| fnrr:1i,xLij, xEnMsg;; \}AK;>-
(fcon1i,1j,xLij; xK;j, xConyj).
decrypt xCon;j as {| fcon,1i,1j,XLij, xKjj;| }rrp+ in
decrypt xEnMssg;; as {;xMsgij }xk;; in O

lliex|jex  'fsus,Lj;xLij, xSK;j, xSub;;).
dCCIypt xSub,-j as {‘ fSUB7Ij,XL,'j7XSK,'j; |}AK.+ in
(fcon,1i,1j,xLij,xSK;;,{| fcon,Ii,1;,XLij, xSK;j |} r1p-)-
(fcon:1is1j,xLij,xSK;j, {| fcon.1i,1j,xLij,xSK;ij |} rrp-).0

3 Control Flow Analysis

In this section we introduce our Control Flow Analysis (CFA) as an extension of [9].
The aim of the CFA is to collect information about the behavior of a process and to
store them in some data structures <7, called analysis components. To be finite, static
analysis is forced to compute approximations rather than exact answers. Therefore
the analysis can give false positives but it has to preserve soundness.



Non-Repudiation Analysis Using LYSA with Annotations 13

We will use Flow Logic settings for the specification and the proofs. It is a for-
malism for specifying static analysis and it focuses on the relationship between an
analysis estimate and the process to be analysed, formally:

A EP

which is a predicate that holds when .«¢ is a description of the behavior of the process
P.

CFA abstracts the executions and represents only some aspects of the behavior of
a process which can also be infinite. We will prove the correctness of the analysis by
showing that the analysis components .o/ are such that the property they represent
also holds when the process evolves. Formally:

A EPAP—P = o EP
The Flow Logic specifications can be of the following formats.

Definition 1 (Verbose Format). A Verbose Flow Logic specification records infor-
mation about a process globally, by rules of the form

o/ E P iff a logic formula .# holds

that means that the analysis components ./ are estimates of the process P if and
only if the logic formula .Z holds.

Definition 2 (Succinct Format). A Succinct Flow Logic specification records in-
formation about a process locally, by rules of the form

o/ E P: A iff alogic formula .Z holds

where 7' is an analysis component that holds information only about the process P
and it is not known anywhere else in the analysis.

The analysis components record canonical values from the set |Val| ranged over
by U to represent values generated by the same restriction. The component kK €
P (| Val]*) collects the tuples of canonical values corresponding to the values com-
municated in the global network while p : |Var| — Z2(|Val]) records the canonical
values corresponding to the values that variables may become bound. A predicate
p, K F P says that p and x are valid analysis results describing the behavior of P. To
analyse the expressions it is used the form p F E : ¥ to describe a set of canonical
values ¥ € (| Val]) that the expression E may evaluate.

The analysis of terms and processes is described in Table 9. The rules (AN),
(ANp) and (ANm) say that names may evaluate to themselves iff the canonical
names are in . The rule (AVar) says that variables may evaluate to the values
described by p for the corresponding canonical variable. The rules (AEnc) and
(AAEnc) use the analysis predicate recursively to evaluate all the subexpressions
in the encryption and they require ¥ to contain all the encrypted values that can be
formed combining the values that subexpressions may evaluate to. The rule (AOut)
says that the expressions are evaluated and it is required that all the combinations of
the values found by this evaluation are recorded in k. The rule (Alnp) says that
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the first j expressions in the input construct are evaluated to be the sets ¥; for
i=1,...,J; if the pattern match with the values in x is successful, the remaining
values of the k-tuple is recorded in p as possible binding of the variables and the
continuation process is analysed. The rule (ASDec), (AADec) and (AASig) eval-
uate the expression E into the set ¥ and the first j expressions in the decryption
constructs are evaluated to be the sets ¥ for i = 1,..., j; if the pattern match with
the values in x is successful, the remaining values of the k-tuple is recorded in p as
possible binding of the variables and the continuation process is analysed. Notice
that the original syntax [3] [6] uses only the rule (AADec) to define both asymmetric
decryption and signature while we introduce here two rules imposing an order in the
choice of the keys to make our analysis more efficient. The rule (ANew), (AANew),
(APar) and (ARep) require that the subprocesses are analysed. The rule (ANil) deals
with the trivial case.
Whenever the requirements hold, the continuation process is analysed.

Table 9 Analysis of terms and processes

(AN)  pEn:® iff [n] € O
(ANp) pEm": 0 iff [m* | € 9
(ANm) pEm :9¢ iff m™] € ¥
(AvVar) pEx:® iff p(lx]) C ®

(AEnc) pE{El,....E}g 0 iff A gpEE 0 AYy,....U: N yUi € %
={U,....Ucly, €0

(AAEnc) pE{|Er,....E |}g, : O iff Agp EE: 0 AVUy,....Up: NgUi € 0
={U,.... U}y, €0

(AOut)  p,xE (Ef,....E).P  iff A pEE 0 AVU,...,Up: N U € 0
= ((Uy,...,Uy) e KAp,KEP)

(AInp) p,K':(E],...,E_i;XjJF],...,xk).‘P )
iff/\l!zlp':Ei2‘19[/\V<U1,...,Uk>6KZ/\'I-]ZIU,'Eﬁ,'
= (NZj Ui € p([xi]) Ap,kFP)

(ASDec) p,kFdecryptE as {E1,...,Ej;Xji1,- .., % }E, in P
iffp.):E:19/\/\{=0p':E,'1191'/\V{U].,...,Uk}u061.9
AN Ui € 8 = (N Ui € p(|i)) Ap. K P)

(AADec) p,kFdecryptE as {| E1,...,Ej;Xjt1,. - Xk |}E, in P
iffpEE:OAN_ P EE : %AV Ul,....Us |}y, €0 :
U} € B0 V(o) (U, Uf) = (L) )

' AN Ui € 9= (N Ui € p(Lxi)) Ap K E P)

(AASig) p,KbdecryptEas{\El,...,Ej;xjH?...,,Yk|}EOmP
iffp):EZ19/\/\{:OP'CE,'1191‘/\V{|Ul,...,Uk|}U0€7.91
VU € B0 : Vm*m) s (Up,Up) = (m* ], [m )
/\/\i]:lUie‘91':>(/\f‘(:jﬂUiGP(inJ)/\P»K':P)

(ANew) p,kE(vn)P iff p, kK EP
(AANew) p, Kk (v +m)P iff p, kK E P
(APar) p,kEP | P iff o, kxEPLAP,KEP,
(ARep) p,KkE!P iff p, kK E P

(ANil)  p,kEO iff true
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The analysis is also defined for the meta level as an extension of the analysis seen
so far and it takes the form

paK':FM

where I : SetIDU & (Index fin) — & (Indexyin) is a mapping from set identifiers to
finite sets of indexes. To solve the problem of infinite object level processes we use
again the canonical representation of the names. The analysis is defined in Table 10,
and the new rules are explained below; the rest of the rules are similar to the ones
for analysing object level (the one seen so far), except that they range over indexed
names and variables.

The rule (MLet) updates I" with the mapping X — §’, where §’ is required to be
finite and it has the same canonical names as the set S. The rule (MIPar) expresses
that the analysis holds for all the processes where the index i is substituted by all the
elements in I'(S). The rules (MINew) and (MIANew) ignore the restriction opera-
tors.

3.1 The attacker

The attacker is unique and runs its protocol P, following the Dolev-Yao formula
ﬁ,% [5]. We write Py, | P, to show that an arbitrary attacker controls the whole
network while principals exchange messages using the protocol. A protocol process
Py, has type whenever it is close, all its free names are in .47, all the arities of the
sent or received messages are in <7 and all the arities of the encrypted or decrypted
messages are in ./g,.. These three sets are finite, like .4#; and 2, used to collect
all the names and all the variables respectively in the process Pyy,. The attacker
uses a new name, n, ¢ .4, and a new variable, zo ¢ 2, which do not overlap the
names and the variables used by the legitimate principals. It is again considered a
process with finitely many canonical names and variables. A formula 3“133,; of the
type (A%, %, @gnc), Which is capable of characterizing the potential effect of all
the attackers P, of the type (A%, %, %knc), is defined as the conjunction of the
components in Table 11.

4 Non-Repudiation Analysis

Non-repudiation guarantees that the principals exchanging messages cannot falsely
deny having sent or received the messages. This is done using evidences [7] that
allow to decide unquestionably in favor of the fair principal whenever there is a
dispute. In particular, non-repudiation of origin provides the recipient with proof of
origin while non-repudiation of receipt provides the originator with proof of receipt.
Evidences [13] should have verifiable origin, integrity and validity.
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Table 10 The meta level analysis

(MLet)  p,kFrletX CSinM iff p, K Frixg) M where §' C;, I'(S) and [S'] = [I'(S)]

(MIPar)  p,kFrlies M iff Auer(s)P, &k Fr M[i— a
(MINew) p,kFr (Vigsng)M iff p,kx Fr M

(MIANew) p, k Fr (Vyjcgmg)M iff p,xFr M

(MN) pEn=: D iff ;] € ©

(MNp) pl:m;':ﬁ iff [m| €

MNm)  pEm; : 9 iff m; ] € ®

MVar)  pEx: 0 iff p(lx7]) C O

(MEnc)  p = {MEy,.... MEbur, : 9 iff Niop FME; : 9 AU, ..., U
NioUi € 0 = {Un,...,Uily, € 9
(AAEnc) pFE{|MEi,...,ME; |}ug, :

>

iff AXop EME; : 9 AV, ..., Uy :
/\fZOU;Eﬂié{‘Ul,...7Uk‘}U()E‘ls
(MOut)  p,kkEr (MEy,....ME).M iff A, p £ ME;: %; AV U, ..., Uy :
i-(:]U,'E‘L%‘:><U17...,Uk>€K'/\pﬂ():r‘M
(MInp) p,K':[‘(MEI,...,MEj;Xj+1,...7X{().M )
iff/\l{:lp':MEill%'/\V<U1,...,Uk>GK‘Z/\{:IU,*GIS,‘
= (N Ui € p(lxi]) Ap, k Fr M)
(ASDec) p,x Fr decrypt ME as {ME,...,MEj;xji1,..., Xk Mg, in M
iff p EME: 9 AN, p = ME; : in
V{U],...,Uk}yoEﬂ/\/\l{:OU,‘Eﬂ,‘
= (N1 Ur € p(Li)) Ap,r M)
(AADec) p,xEr decrypt ME as {| ME,... . MEj;xj1,...,% |}mEg, in M
iff p Er ME : 9 ANy p Fr ME; : %A
V{|U17...,Uk|}UOGﬂ:VUéEﬁo:
V(m*,m™): (Uo,Up) = (Im~ ], |m~])
/\/\{ZlU,'E19,‘:>(/\{-(:H_IU,‘Ep(\_xiJ)/\p,K):FM)
(AASig) p,xFr decrypt ME as {| MEy,... . MEj;xj1,...,% |}mE, in M
iff p Er ME : 9 AN p E ME; : SiA
V{|U17...,Uk|}[j06192VU6€19()1
V(m® m™) : (U, Ug) = (|m™ |, |m~])
AN U € &= (N Ui € p(lx)) Ap K Er M)

(ANew) p,kFr (vm)M iff o, x Fr M

(AANew) p,xFr (vEm)M iff p,kxEr M

(APar) p,KFEr M ‘Mz iff p,x Fr My Ap,x E M,
(ARep) p,KErM iff p,xEr M

(ANil) p,KkFEr0 iff true

The syntax of the process calculus LYSA has to be extended to guarantee, given
a protocol, the non-repudiation property, i.e. authentication (only the sender of the
message can create it), integrity and freshness. This is done using electronic signa-
tures and unique identifiers for users and sessions. To this aim, we introduce two
sets, used in the body of the messages to collect information that will be useful to
perform the analysis: 1D, where id € ID is a unique identifier for a principal, and
NR, where nr € NR says that non-repudiation property is required for that part of the
message nr. To include this sets in our analysis, a redefinition of the syntax of LYSA
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Table 11 The attacker’s capabilities

(1) The attacker may learn by eavesdropping
k

A\ VVi Vi) ek AViep(z)
ke i=1
(2) The attacker may learn by decrypting messages with keys already known
k

/\ V{Vl,A..,Vk}VO EP(Z.)ZV() GP(Z.) = /\Vl EP(Z.)

k€ Appe i=1
k
/\ V{‘Vlv'“ﬂvk‘}m‘ Gp(z.):m_Gp(z.)=>/\Vi€p(2.)
ke dgpe i=1
k
A VVi Vi b €p(za) imt €p(za) = AVieplz)
k€ Apne i=1

(3) The attacker may construct new encryptions using the keys known
k

/\ VV07...7Vk:/\V,-ep(z.):>{V1,...,Vk}w) € p(z)

k€ Agne i=0
k
A Vi Vieim® € paa) A AV € p(aa) = I Vi Vi [fs €P(20)
k€ Agne i=1
k
N\ Vm Vi VieemT €p(z) A N\Vi€P(ze) = {[ Vis o Vi b €P(z6)
k€ Agne i=1

(4) The attacker may actively forge new communications

k
A Vi Ve AViep(ze) = Vi,.... k) €k
ket i=1
(5) The attacker initially has some knowledge
{ne.mE}UA} € plza)

is required, as shown in Table 12. Observe that, with respect to the LYSA calculus
in 1, a unique identifier u is associated to encryption and decryption and an id € ID
is associated to public and private keys to specify the principal that encrypts a given
message. The redefinition is obtained applying the function ¢ to the processes of
the protocol analysed, that acts recursively on the subprocesses and redefines sub-
terms using another function, called .%. The definition of the functions .% and ¢,
that map standard terms and processes into the extended ones, is shown in Table 13.
Notice that the functions provide a new syntax in which:

ids are attached whenever an asymmetric key appears;
a session identifier u is attached to each encryption and decryption;
parallel composition assigns a different id to each process, because the two pro-
cesses belong to a different user;

e replication has a particular form that the semantic rules use to create replications
of the process with different ids (that has to be unique).

Notice that we have generalized the approach [6] proposed by H. Gao to provide
freshness property in a protocol. Indeed, the author defines two functions to attach
a session identifier to each statement; then, he redefines the semantics, using the
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Table 12 Syntax of LYSA calculus extended with principal identifiers

€ terms

n name

x variable

[m*]i public key

[m™ i private key
{e1,...,&}e symmetric encryption
{l & e} asymmetric encryption
P = processes
(e1,...,&). P output

(&1, €3 X1, Xk). P input

decrypt € as {€1,...,€j;Xj11,...,Xk}e, in &2 symmetric decryption
decrypt € as {| &1,..., €3 %11, .-, X |}, in & asymmetric decryption
(vn)Z? restriction

(vE[mlig) 2 pair restriction

P | P parallel composition
['Plia replication

0 nil

functions to avoid to redefine the structural congruence. In our analysis, because
of the redefinition of the latter, we have not to modify significantly the reduction
semantics, except that the rule (NRNRep) takes advantage of a particular syntax that
allows to attach different and unique identifiers to each process. has to be removed

Table 13 Functions .% and ¥

FEXID—¢

- F(njd)=n

- F(x,id) =x

- F(m"id) = [m"]ig

- F(mid) = i

-y({Eh...,Ek}EO,id) {y(El,ld) (Ek,ld)}7

-F{| Er,- B Yy, id) = {|9(El7td) g(Ekvld) \},, % (o id)
:PxID— &

G (B, E).P,id) = (F(Ey id),...., F (Eg,id)) S (P.id)
-G((Er,....Ejsxjyn,....5).Pid) =

(P Evid) - F i) 9P
-9 (decrypt E as {Ey,...,Ejixjy1,. Xk}Eo in Pid) =

decrypt Z (E,id) as {J (Evyid), ..., F(Ej,id);Xjt1;- Xk} 2 (Eyia) in 9 (P,id)
- 9(decrypt E as {| Ey,. E/,xﬁ], xk|}E0 szd)
decrypt .7 (E,id) as {| J(El,ld) F(Ejid)sxjy1,-. % |}?{}7(E(,1id) in9(P,id)

-9((vn)Pid)=(vn)¥9(Pid)
G((vEm)Pid) = (v +[m]iy)9(P,id)
g(P | Q,id) =9 (P,id) | 9(Q,id")
-9(P, td) = [‘P]ld
-9(0,id) =
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because the structural equivalence does not hold in this case. The rule (NRNRep)
will appropriately treat the behavior of the replication statement, as reported in Table
17. Finally, we have to add the following annotations to the signatures:

e [from id] is associated to encryption and it means that the recipient expects a
message from id.

e [check NR] is associated to decryption and it means that for all the elements of the
set NR, non-repudiation property must be guaranteed. It is interesting to notice
that the elements in the set NR can specify a part of the message, not necessarily
the whole message, according to the definition of non-repudiation.

The syntax of asymmetric encryption and decryption becomes:

i {|817“'38k‘}go[fromid]
e decrypt € as {| &1,...,€;Xj11,...,% | }§, [check NR]in &

Notice that the annotation [from id] and the label u have a different role in the
analysis. The first says that the principal who encrypted the message must be the
same specified in the label associated to the private key used, while the second
expresses that the message has to belong to a precise session.

In practice, when there is a violation due to the ids, it means that the attacker
encrypted a message and sent it to a principal who expected it from another princi-
pal (remember that the attacker can even use a key known different from his key).
Instead, when there is a violation due to the labels u, it means that the attacker made
a replay attack using a message exchanged in a previous session.

4.1 Dynamic Property

To guarantee the dynamic property, the values have to be redefined into NRVal,
attaching the identifiers to the asymmetric key pairs and the annotations in the en-
cryption constructs as shown below:

NRV ::= n
\

| [m ]
| {NRV\,...,NRV}}nry,

| {| NRV\,...,NRV, |}1’(,RV0 [from id|

Furthermore, our extension involves redefinition of the semantics, of free names,
of structural congruence, and of ¢-equivalence, as described in the Tables 17, 14,
15, 16, respectively.

Notice that there are the following differences between the previous semantics
and the one used in the analysis:

e The asymmetric encryption and decryption are redefined adding a session iden-
tifier u, an identifier that shows who has encrypted a given cipher message, and
the annotations above.
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e New terms € and processes &2 are used instead of the previous, 7' and P, which
do not carry annotations.

e The process | < is not structurally equivalent to & |! &2, because of the recursive
definition of the function ¢.

e The rule (NRNRep) assures that a different id is associated at each process, there-
fore the same principal will have the same id for each encryption; id’ has to be
unique.

We use the reference monitor semantics (—pgys), an extension of the standard
semantics (— ¢), to check the non-repudiation property. Taking advantage of anno-
tations, it forces some requirements and, if they are not meet, the process execution
is aborted.

The reference monitor semantics P —gy P’ takes annotations into account and
defines RM as

RM(id,id',u,u',{NRV,,... NRV,},NR) =
(id =id' Nu=u' NVnr € NR :nr € {NRV,,...,NRV,})

where {NRV},...,NRV,} is a set of redefined values for non-repudiation analysis.
When the reference monitor is turned on, the reduction relation — 4 checks if the
requirements are met; otherwise & is considered true, i.e. the execution cannot be
aborted for the requirements above, it verify only the assumptions of the standard
rules.

Intuitively, we verify if the message received is encrypted by the correct sender
and if it is a fresh message.

The main difference between the standard semantics and the redefined semantics
is expressed by the rule used to verify a signature. In fact, when the reference moni-
tor is turned on, the rules (NRNSig) ensures that the non-repudiation property holds
for the elements specified by the annotations.

Definition 3 (Dynamic Non-Repudiation). A process & ensures dynamic non-
repudiation property if for all the executions

;@ _)* (@/ —RM (@//

id =id and u = u’ and Vnr € NR : nr € {NRV),...,NRV,} when &' —pyy 2" is
derived using (ASig) on
decrypt {| NRVy,...,NRV, |}f‘m,]d [from id'] as

{| NRV{,...,NRV}:xji1,..., % |}ﬁ;+]id [check NR] in &

Definition 1 says that an extended process & ensures non-repudiation property
if there is no violation in any of its execution.
4.2 Static Property

A component y C Z(NR) will collect all the labels nr such that the non-repudiation
property for the element nr is possibly violated.
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Table 14 Redefinition of the function fn(P)

fn(n) Y ny

fa(im*]ia) < {m* )i}

Fa(im ) “ {m i)

fn(x) =)

frfer,. . &) o ! fn(e0) ... (s

fn{l e, e |V [from id]) < f(eg)U... ufn(ek)
fn((er,....e0).2) e fn(€)U...U fa(en) U fn(2)
fn((er,.. sjvxij-ka)«gz) L fn(e)U U fn(gj)U fn(2)
fn(d ecrypteas {&1,..-,€1xj41,. .. Xk }e, N 9’)

“ fu(e)U fnleo)U...U fle)U fa( )
fn(decrypt € as {| &1,...,&;;%j11,...,% | }¢, [check NR]in &)

diffn(e)Ufn(eO)U.A.Ufn(ej)Ufn(,@)
fr((vm)2) < fn(2)\ {n}
Fa((v£[mlia) 2) = fn(2)\{lm*ia. I Nia}
fr(2| 2) d”f Fa(P1)U fn(2)
fa([1Plig) < (@ (Pid))
fn(0) “o

Table 15 Redefinition of the structural congruence P = P’

P=F
D= Py = P =P
PI=DPINPy=Py= P =P

(€1, s &) L1 =81, &) P2
(81,...,8j;xj+17 xk) 91 (817..,,Sj;xjﬂ,...,xk).?z
decrypt € as {&1,...,€;Xj11,..., Xk }g 0 P) =

decrypt € as {81,...78j;xj+1, Xk}, in P

P =Py = decrypteas {| &1,...,€3%j11,- ., % |}, [check NR]in &) =
decrypt € as {| &1,...,€;3Xj11,..., X |}, [check NR] in &

(vn) 21 = (vn) P

(Vi [m],'d)gzl = (Vi [m]id)ﬁz

gzl ‘ t@3 = t@2 | 333

P=P,=[Pu= [!Pz],-d if both P; and P, are annotated with the same id
P\ | Pr=P | P

(2] fz) | 75 = 3”1 [ (221 9%3)

Z0=

(vn)0= 0

(vm)(vm)Z = (vm)(vm) P

(Vl’l)(gzl | 92) = 321 | (V}’l)yz if n ¢fn(91)

(vE£[mlia)0=0

EVi [miia) (v £ [ma]ia) 7 = (v £ [ma]ig) (v £ [miia) P

(

V:‘:[m],'d)(gpl | 332) = 91 ‘ (v:l:[m],-d)ﬁz if [m*},-d,[m’],-d §éfn(331)
v [mlag) (V) 2 = (v ) (v & [mag) 2
@1 @2 = @1 @2

21
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Table 16 Redefinition of the ¢t-equivalence

PEP

P, 2 22, implies &, 2 P,

P 2 P and & S P23 implies &) 2 P

(Vi) 2 £ (vm)(Pny — ny)) ifny & fn(P)

(v mia) P = (v [mo)ia) (P[Imlfy — [malfy, mi)g = [maly)
if [ma]iy, [mal iy & fn(2)

Table 17 Redefinition of the semantics of LYSA calculus

/| NRV; = NRV/
<NRV1 geen ,NRV/&.@ ‘ (]VRV{7 cee ,]VRV;;)C]'_'_I7 cee 7)Ck).e@/ —R
P | 9’[NRVj+1 /Xj+| sy NRV} /Xy ]
A_oNRV; = NRV/

(NRNCom)

NRND
( ) decrypt (NRV,....NRVe Inav,

as {]VRVII7 cee ,1\]RVJ{;)CI'+17 cee 7xk}NRV(§ [check NR}

in & — R gz[NRV/ur]/XjJr] gooe 7NRVk/)Ck]
(NRNADec) i1 VRV = NRV;

ec

decrypt {| NRVy,...,NRV; ‘}Fm*]u [from id'] as

{| NRV{,....NRV}:xj (1, ..., % |}[“,;,M [check NR] in

t@—@; ,@[NRVjJr] /)CjJr] gee ,NRVk/xk]
(NRNSig) I_ NRV; = NRV! NRM(id, id',u, !, {NRyj+1 .....NRV;},NR)

decrypt {| NRVy,...,NRV; ‘}?m’ u [from id'] as
{INRV{,...,NRV Xjy1,. . Xk I}?m*]'d [check NR] in
P —% L@[NRV_,;H/)C]'H geen ,NRVk/Xk]
P =g P
NRNN =
NN 7 = v
P —gp P
NRNAN =
( ) VEMD D iy VE ) P
P — g P

NRNP: :
NRNP) 1 5, = 2] | 2

P=P' NP —g5 P"NP'"=P"
(NRNCongr) 7

D —g P
(NRNRep)  [\Plig —% 4 (Pid) | [\Pliar

The oc operator is introduced to ignore the extension of the syntax and is defined
as:

NRV o ¢ iff there exists V € Val such that NRV =V andV € ¢
where the relation NRV =V is defined to be the least equivalence between an ele-
ment in NRVal and an element in Val that inductively ignores the identifiers and the
annotations.

The analyses of the terms and of the processes are shown in the Tables 18 and
19. The rule (NRASig) checks the non-repudiation property whenever a signature is
verified.
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Table 18 Non-repudiation analysis of terms p |- € : ¢

(NRAN) pEn:¢ iff |n] € ©
(NRANp)  p = [m']iy: 0 iff [|m* ]]ig oc ©
(NRANm) pk [mf]id 1 iff Hm’ﬂid o ¥
(NRAVar) pFx:0 iff p(|x]) C®

(NRAEnc) pE{er,...,&} e O iff AlgpEg: A
VYNRV,...,NRV; : N o NRV; o & =
{NRV] g 7NRVk}NRV0 o ¥
(NRAAEnc) p F {| &,...,& |}g [from id] : &
iff A gpEg: A
VYNRVy,...,NRV; : N_o NRV; o & =
{| NRVy,...,NRV, ‘}‘[JNRVo],‘L,/ [from |id|] o< B

Table 19 Non-repudiation analysis of processes p, K,y F &

(NRAOut) p,k, ¥k (e,...,&).Z
itf A pEg: o
VYNRV,...,NRV; : N_| NRV; o & =
((NRVy,...,NRV}) € KAP, K, W E P)
(NRAInp) p,K,W':(8[7...78j;Xj+1,...,Xk).'@
iff AL, p e oA '
V(NRVy,...,NRV;) € x: /\{:] NRV; o ¥; =
(A1 NRV; € p(|xi]) Ap, K,y = 2)
(NRADec) p,x,yEdecrypt € as {€1,...,€;;Xj11,..., X }g in P
iffpEe:OAN_ pF&: BN
V{NRV\,...,NRV; }ngy, o O A NL_o NRV; o 8 =
(NZj1 NRV; € p([x:]) Ap, Kk, W 2)
(NRAADec) p, K,y decrypt € as {| €1,...,€3Xj41,..., X |}g(’) [check NR] in &
iffpFe:OAAN_ P F&: A
V{| NRVi,...,NRVy |} gy, [from |id|] oc & :
VNRV{ o< O : V(m*,m™) : (NRVy,NRV}) =
([Lm™ JJiar [ Niar) ANy NRV; o< 0; =
(/\i‘(:jJr]NRVi ep(l_xiJ)/\pvwi’: ‘@)
(NRASig)  p,k,yEdecrypt € as {| &1,...,€Xj41,..., X I}‘é; [check NR] in &7
iffpﬁs:ﬁ/\/\{zopbsizl%/\
V{I NRVi,...,NRVy |} gy, [from |id|] oc & :
YNRV] o O : Vm*,m™ id, id' : (NRVy, NRV) =
([ ™ Jiar (L™ J]iar) A N=y NRV; o 6; =
(Nj1 NRV; € p(|xi]) Ap, K, W E PN
Vnr € NR: (id #id' NV u# u'V
nr ¢ {NRV,1,...,NRV\}) = |nr] € y)
(NRANew) p,k,yE(vn)Ziffp,x,yE P
(NRAANew) p, K,y E(vEm)Ziff p,k,y E P
(NRAPar) p,K,WEZ | P iff p,k, W E P Ap,K, W E P,
(NRARep) p,Kk,yE [Py iff p,x, w E Y (P id)
(NRAN:II) p, K,y E0iff true

23
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To prove the correctness of our analysis we must prove that it respects the ex-
tended operational semantics of LYSA, i.e. if p, k, y F &2 then the triple (p, k, W)
is a valid estimate for all the states passed through in a computation of &. Further-
more, we prove that when y is empty, then the reference monitor is useless.

Our proof uses three lemmas, defined and proved below. The first and the second
show that estimates are resistant to substitution of closed terms for variables, both
in the terms and in the processes; the third says that an estimate for an extended
process & is valid for every process congruent to .

Lemma 1 (Substitution in expression). [fp F € : 9 and €' € p(x) then p E €[€' /x]:
0.

Proof. By structural induction over expressions.

Case (Name). We assume that p Fn: ¢ and €' € p(x). Since n = n[€'/x], it is
immediate that also p F n[e’/x] : ©.

Case (Public key). We assume that p = [m™];;: ¥ and €’ € p(x). Since [m™];y =
[mT)ia[€’ /x], it is immediate that also p F [m™];4[€' /x] : ©.

Case (Private key). We assume that p = [m™];; : ¥ and €’ € p(x). Since [m™];y =
[m~ g€’ /], it is immediate that also p F [m™];4[€'/x] : .

Case (Variable). We assume that p F x’ : 9 (therefore p(x') C 9¥) and €' € p(x).
There are two cases:

1. If € # x then x’ = X'[€/ /x] and it is immediate that also p F x'[€’ /x] : ©.
2. If € = x then x'[€’ /x] = €/, by hypothesis we have €' € p(x) and p(x') C 8, then
it holds that p F € : ¥, in which case p E X'[¢//x] : ¥.

Case (Encryption). We assume that p F {€1,...,&}g, : ¥ and € € p(x). By the
induction hypothesis it holds that p F gle'/x] : 9,...,p F &€’ /x| : ©. Therefore,
by the rule (NRAAEnc), we have p & {&1,...,&}g,[€/x] : O.

Case (Asymmetric encryption). We assume that p F {| &1, ..., &},
[from id] : © and €' € p(x). By the induction hypothesis it holds that p F &€’/x] :
B,...,p E g€ /x] : ¥. Therefore, by the rule (NRAEnc), we have p = {| &1,...,& |
}¢, [from id][€ /x] : ©.

Since both the bases and the inductive steps have been proved, it follows that
Lemma 1 holds for all the expressions by structural induction. a

Lemma 2 (Substitution in processes). If p,k, W E & and € € p(x) then p, K,y E
Ple/x].

Proof. By structural induction over processes.
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Case (Output). We assume
P = <81,...,8k>.=@/
By hypothesis we have

° p,K',l[/': <81,...,8k>.9/

e £€p(x)

By Lemma 1 and the induction hypothesis on the sub-processes, it holds that
e pEele/x]:0,....pEgle/x]: DO

° p.K,WE P[]y

Therefore, by the rule (NRAOut), we have p, x, y E Z[e/x].

Case (Input). We assume

P = (81,...,Ej;xj+17...,xk).<@/
By hypothesis we have
hd paK7W': (817"';gj;-xj-ﬁ-l)"ka)"@/
e £€p(x)

By Lemma 1 and the induction hypothesis on the sub-processes, it holds that
o pEele/x]:0,...,pEgle/x]: DO

o pExjpe/x]:0,...,pEx[e/x]: D
o p,K,yE P e/x]

Therefore, by the rule (NRAInp), we have p, k, y E Z[e/x].
Case (Symmetric decryption). We assume

P =decrypt € as {€1,...,€;Xj41,...,Xk}g, in P’
By hypothesis we have

e p,Kk,ykEdecrypt € as {€1,...,€;Xj11,..., X }g, in P’
o g€p(x)

By Lemma 1 and the induction hypothesis on the sub-processes, it holds that

o pEegle/x]:0,...,pF¢gle/x]: O
o pExjle/x]:0,...,pEx[e/x]: 0
o p.K,YE P'[e]x]

Therefore, by the rule (NRADec), we have p, k, y E Z[e/x].
Case (Asymmetric decryption). We assume

P =decrypt€ as {| &1,...,€j5Xj+1,.., % | }¢, [check NR] in &'
By hypothesis we have

e p,k,y=decrypt € as {| &1,...,€;Xj+1,.., X | }5, [check NR]in P
e £€p(x)

By Lemma 1 and the induction hypothesis on the sub-processes, it holds that

25
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o pEegle/x]:0,...,pEgle/x]: D
o pExj[e/x]:0,...,pEx[e/x]: 0
o P,k WE Fe/x|

Therefore, by the rule (NRAADec), we have p, k, y E P[e/x].

Case (Signature). We assume
P =decrypt € as {| &1,...,€j5Xj+1,-. -, % | }¢, [check NR]in &'
By hypothesis we have

e p,k,yFdecrypt€as {|&r,...,€;x11,.., % |}5 [check NR]in P
e £€p(x)

By Lemma 1 and the induction hypothesis on the sub-processes, it holds that

o pEele/x]:0,...,pF¢gile/x]: O
o pExjie/x]:0,...,pEx[e/x]: DO
e p,K,yE P e/x]

Therefore, by the rule (NRASig), we have p, k, y E P[e/x].
Case (Restriction). We assume

P=(vn)P
By hypothesis we have

o p, K, WE (VR
o ccp(x)

By the induction hypothesis on the sub-processes, it holds that

o p. Ky P e/x]

Therefore, by the rule (NRANew), we have p, k, y £ Z[g/x].
Case (Pair restriction). We assume

P =(vEmlia)?'
By hypothesis we have

hd vaaw‘: (vj:[m]id)‘@/
o g€p(x)

By the induction hypothesis on the sub-processes, it holds that

o p. Ky P e/x]

Therefore, by the rule (NRANew), we have p, k, y F Z[€/x].
Case (Parallel composition). We assume

P=P | P
By hypothesis we have

e pKYEP | P



Non-Repudiation Analysis Using LYSA with Annotations 27

e £€p(x)
By the induction hypothesis on the sub-processes, it holds that

i vaalV':‘gl[g/x}
o P, K, WE Pe/x]

Therefore, by the rule (NRAPar), we have p, k, ¥ F Z[¢/x].
Case (Replication). We assume

P =Pl
By hypothesis we have

L4 vaaW': [!Pl]id
o ccp(x)

By the induction hypothesis on the sub-processes, it holds that

e p, K, WEY(Pid)e/x]

Therefore, by the rule (NRARep), we have p, k, y F P[g/x].
Case (Nil). We assume

Z=0
Since 0 = 0[¢/x] and p, k, y E 0, trivially it holds p, x, y E P[e/x].

Since both the basis and the inductive steps have been proved, it follows that
Lemma 2 holds for all the processes by structural induction. a

Lemma 3 (Invariance of structural congruence). If & = 2 and p,x, y = & then
p,K,WF 2.

Proof. By inspection of the clauses defining & = 2.

Case (Z | 0= &). We assume p, kK, Wy E 22 |0, then it must be p, k, y E & and
p, K,y E 0, therefore p, x, Wy E 2.

Other cases can be proved in a similar way, therefore Lemma 3 holds for all the
clauses. a

Now, we can prove the correctness of the analysis by the Theorem defined below.

Theorem 1 (Correctness of the non-repudiation analysis). If p,x, v E & and
v = 0 then & ensures static non-repudiation.

Proof. The theorem can be proven by induction in the length of the execution se-
quences, showing that if p,k,Ww E & and & —4 & then p,x, ¥ F 92’ and fur-
thermore if Y = 0 then & — gy £’ does not violate the non-repudiation property.
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Case (NRNCom). We assume
Pk WE (e ... &) P | (&, €5 X1, k). 2
which amounts to:
1. A?:lp Fe&:
2.VNRVy,...,NRV, : A*_| NRV; oc O = (NRVy,...,NRV,) € k
3.p, K, yEZ
4. N_ pEEg V]
5.V(NRVi,...,NRV}) € k: N_, NRV; « O/ = (/\f:jHNRVi ep(lx|)Ap,x,WE
2)
6. \_ ei=¢€
and we have to prove
p. K, WE D | 2l€j1/xjs1,- . €/ X]
From the hypothesis we obtain:
(1) = AL & o 0
A fv(g) =0 and (2) = (g1,...,&) € k
(4)and (6.) = N\, & o O/

()= N & €p(|xi]) and p,k, y F 2
Lemma 1 = p, Kk, W& 2[gj1/Xji1,- -, & /%]

Therefore, when v = 0, we get immediately
<81,...,£k>.=@ | (Si,...,8};XJ'+1,...,xk).Q —RM

P | 2lgjr1/xjt1,- - &/ X]

Case (NRNDec). We assume
p,k,y Edecrypt {€1,...,&}g, as {8{,~~-,8};Xj+17---,Xk}eg) in &
which amounts to:
LA gpE&:
2. VNRVy,...,NRV; : /\f»‘ZONRV,- o ¥ = {NRVy,...,NRVi } gy, o ¥
3. N_opEE W '
4. V{NRVy,....NRVi}ngv, o O : N_oNRV; o< O] = (N1 NRV; € p(|x;]) A
p.K. Yy FEP)
5.\ ei=¢€
and we have to prove
p,K‘,l[/': @[8j+1/)6j+1,..‘,8k/xk]
From the hypothesis we obtain:

(1)and A fv(g) =0 = Ay & o 0

[ ]

] (2.):>{81,...,8k}800C‘(9

o 3)and (5)=> AL &€

o )= N &€p(|x])andp Kk, yF P

o Lemmal = p, K, WE P[€1/Xjr1,...,E/Xk]
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Therefore, when v = 0, we get immediately
decrypt {&1,...,&}g, as {8{,...,8};xj+1,...,xk}eé
in & —gy @[8j+1/)€j+1, - 78k/xk]

Case (NRNADec). We assume
p, K,y decrypt {| &1, ..., & |}§ [from id'] as
el € X, |}g: [check NR] in &
0
which amounts to:
LA pEg: %
2. VNRVy,...,NRV, : N_yNRV; o & =
{| NRV,...,NRVj |}y, [from |id|] oc &
3. Afzop Fel
4.Y{| NRVy,...,NRVy |}nrv,[from |id|] oc © : VNRV] o< O : V([m™ g, [m™ Jiar) -
(NRVo, NRVg) = ([[m™ |Jiar, [lm™ Jiar) ANNJ—; NRV; o< O] = (/\{'c:j+1NRVi ep(lx])n
p. K,y E )
5.\ ei=¢€
and we have to prove
Pk WE P€ji1/Xj1,- s &/ Xk]-
From the hypothesis we obtain:

(1) and N fv(g) =0 = Ay & o O;

[ )

o 2)={le1,....& |} [from [id]] oc ¥

e 3)and (5) = AL &€

o 4)=>A_j&€p(|x])andp, Kk, yF P

e Lemmal = p,K,WE P[€1/Xjr1,....6/Xk]

Therefore, when y = 0, we get immediately
decrypt {| €1,...,& |}i‘m+]’_d [from id'] as
{lel, .. &x1,. . % |}ﬁ;r1,-d [check NR] in 2 — gy
PL€jr1/Xja1s- - E/Xk].

Case (NRNSig). We assume
P, K,y E decrypt {| 81,...,:€k |}, [from id'] as
{] 8{,...,8};xj+1,...,xk |}g(,)[check NR]in &
which amounts to:
1. /\f-‘zop = &
2. VNRVy,...,NRV, : N*_yNRV; o< 0 =
{I NRV1,...,NRV | }jgy, [from [id]] oc &
3N pEe
4. Y{| NRV1,...,NRV |} gy, [from [id]] oc © : YNRV} oc By 2 V([mFigr, [m™Jiar) :
(NRV, NRVg) = ([[m ™ Jiar, [Im™ [Niar) AN NRV; &< 0 = (Nij 1 NRV; € p([xi]) A
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p,K,WE P ANVYnr € NR: (id # id' Vu # u' Vnr ¢ {NRVj;1,...,NRV;}) =
lnr] € v)
5. /\{:1 &= 81-/ ARM (id,id’ ,u, M/,€j+| s €, NR)
and we have to prove
Pk, WE PEj1 /)it E/X].
From the hypothesis we obtain:
(1) and Ao fv(g;) =0 = A_o& o O
2)=A{] €1y | }&,[from [id]] oc ¥
(3.)and (5.) = /\{:0 g e
@)= A &<p(lx])andp,k yE 2P
e Lemmal=p,k,yF 9[£j+1/xj+1,...,8k/xk]
We observe that Var € NR : (id # id'Vu #u' NV nr ¢ {€j1,....&}) = |nr| € y
follows from (5.) and since ¥ = (@, must be the case that
RM(id,id' ,u,u’,{€y,...,€},NR).
Thus the condition of the rule (NRNSig) are fulfilled for —pgpy.

Case (NRNNew). We assume p, k, Y E (v n) 2, therefore (v n) & —4 (v n) P’
using rule (NRNNew) and the hypothesis 2 — 4 22’
We have to prove p, K,y E (v n) 2.
By the induction hypothesis p,k, ¥ E £’ and by the rule (NRANew) p, Kk, ¥
(v n)Z and, when y = 0, it follows immediately that (v n) 2 —gy (v n) 2.

Case (NRNANew). We assume p, K, Y = (v[m];y) 2, therefore (V£ [m);y) P — o
(v =+ [m]ig) &’ using rule (NRNANew) and the hypothesis & — 4 2.
We have to prove p, K,y E (v =+ [m];y) .
By the induction hypothesis p, &,y E &2’ and by the rule (NRAANew) p, Kk, ¥ E
(v£[m]yy)? and, when y = 0, it follows immediately that (v £ [m];y) & —ru
(v£[mlia) 7.

Case (NRNPar). We assume
p,K, ¥ F f@l | yZ

which amounts to:

l.p,x, Wy
2.p, K,y E S,
3. P\ —gp P
and we have to prove
vaaW': @i | 92-
By the induction hypothesis p, k, y = & and by the rule (NRAPar) p, k, y £ 2| |
25 and, when y = 0, it follows immediately that 2| | 2, —gry 2| | P».

Case (NRNCongr). We assume
p, K, yEP
which amounts to:
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1. P = p*
2. P* —p P
3. P =

and we have to prove

p, K, yE .
By Lemma 3 and (1.) we obtain p, k, ¥ = £2*. By the induction hypothesis p, k, W E
Z** and by Lemma 3 p,k, ¥ E &' and, when y = 0, it follows immediately that
P —RM @/.

Case (NRNRep). We assume

vaaW': ['P]ld
which means that p, k, y F ¢ (P,id); we have to prove p,x, W E 4 (P,id) | [\P);.
But v does not contain information about ids, therefore p, x, y F 4 (P,id*) for all
id* € ID, which means that p, k, ¥ E [!P];;. Therefore we get p,x, ¥ 4 (P,id) |
[!P];yr and, when y = 0, it follows immediately that [!P];; — gy < (P,id) | [\P);a-

Since both the basis and the inductive steps have been proved, it follows that
Theorem 1 holds for all the rules by induction. a

4.3 The attacker

In the setup of & | ., the attacker process &, has to be annotated with the ex-
tended syntax. We will use a unique label u, to indicate the session and a unique
label id, to indicate the encryption place used by the attacker. The Dolev-Yao con-
dition has to be redefined to be used for the non-repudiation analysis, as shown in
Table 20.

The main enhancement with the usual LYSA attacker can be seen in rule (3.):
whenever the attacker is able to get an encryption key and generate an encrypted
message with that key, the receiver checks the id of the sender, and, in case the latter
does not correspond to the intended one, the component y becomes non empty, as
a signal of a non-repudiation violation.

Now we have to prove that the redefined Dolev-Yao condition holds and this is
done by the following Theorem.

Theorem 2 (Correctness of Dolev-Yao Condition). If (p,k, V) satisfies Fhy

of type (Nf, %, Dgnc) then p, K,y F Q for all attackers Q of extended type
({Zo}7%u{n0}aMKﬂdEn6)'

Proof. By structural induction on Q.

gase of (NRAO@. We assume:
0=(81,....8).7

and we need to find ¥, ..., % and show
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Table 20 Redefinition of the attacker’s capabilities

(1) The attacker may learn by eavesdropping
k
/\ V(NRVi,...,NRV;) € k: \NRV; € p(z)

ke i=1
(2) The attacker may learn by decrypting messages with keys already known
k

/\ V{NRVi,...,NRVi}ngv, € p(ze) : NRV) € p(zs) = [\ NRV € p(2,)

k€ Appe i=1
N VUNRVi,...,NRV [}, [fromid'] € p(za) : [m Jia € p(z4) =
k€A e

N1 NRV; € p(za)
/\ V{INRV,...,NRV, [}, [from id€p(ze): [m)ig € plze) =
ke e
N NRV; € p(za)
(3) The attacker may construct new encryptions using the keys known

k
/\ VNRVqy,...,NRV;: /\NRV; € p(zs) = {NRV1,....NRVi}ngv, € P(2e)
k€ Agne i=0
k
/\ VIm"lia,NRVi,...,NRV, : [m"];g € p(ze) A [\ NRV; € p(z4) =
k€ Agne i=1
{| NRVy,...,NRV ‘}ﬁéﬂ,-d. €p(z)
k
/\ VIm lia,NRVi,...,NRV; : [m™]ig € p(ze) A [\ NRV € p(z4) =
k€ Appe i=1

{| NRVi,...,NRV, [} € p(ze)A
vV decrypt {| NRV{,...,NRV/ |}?n.r]<,, [from id'] as
{INRV{',... NRV!":x}i1,... % ‘}Tﬁﬂ-dw [check NR] in 2 :
Vnr € NR ((id' # ide VU’ # usV
nr ¢ {NRV},,,...,NRV/}) = |nr] € y)
(4) The attacker may actively forge new communications
k
/\ VNRVi,....NRV;.: \ NRV; € p(z.) = (NRV\,...,NRV}) € k
ket i=1
(5) The attacker initially has some knowledge
{ne,[m™ia,}U-A7 € p(20)

LA pEE
and for all NRVy, ..., NRV, with \*_; NRV; o ; that
2. (NRV},...,NRV,) € k
3.p, K, WEP
We choose ¢ (1 < i< k) as the least set such that p F €; : ¥; and prove that ¥; C
P (ze). If €; has free variables zj , . . ., z,, then ¥; consists of all values €;[NRV; /z1,...,NRV;y /2]
where NRV; (1 <1 <m) € p(z.). This proves (1.).
(2.) is true by definition of k.
By hypothesis, 2 has type ({z. }, AU {ne}, @, gn.) and (3.) is proved by induc-
tion hypothesis.
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gase of (NRAInp). We assume:
Q = (51,...,Ej;xjﬂ,...,xk).@
and we need to find ¥,...,¥; and show

1. /\{le FE v

and for all (NRV},...,NRV;) € k with A/_ NRV; cc ©; that
2. /\{'(:jJrlNILVi € p([xi])
3.p, K,y EF
We choose ¢ (1 <i < j) as the least set such that p F €; : ¥; and prove that ¥; C
P (ze). If €; has free variables zj , . . ., z,, then ¥; consists of all values €;[NRV; /z1,...,NRV;, /7]
where NRV; (1 <1 <m) € p(z.). This proves (1.).
Since AL, ¥ C p(zo), we have A/_, NRV; € ¢ and by .ZR) we get Aij1 NRV; €
P (ze) and, since |x;| = zs, we have (2.).
By hypothesis, & has type ({ze}, Jijcu {ne}, c, %gn.) and (3.) is proved by induc-
tion hypothesis.

Case of (NRADec). We assume: o
QO =decrypt € as {€1,...,€j;xj41,...,X}g, in P
and we need to find ¥ and 9y, ..., ¥; and show

LpEE:OAN_PFEE: D
and for all {NRV},...,NRV; }ngy, o © with A\/_j NRV; o ¥; that
2. N1 NRV: € p([xi))
3.p,K,WE X
We choose ¥ as the least set such that p E € : © and prove that ¥ C p(ze). If €

has free variables zj,...,z, then ¥ consists of all values E[NRV; /zi,...,NRV,;,/ 7]
where NRV; (1 <i < m) € p(z.). The same development for ¥, ..., ¥; proves (1.).
Since ¥ C p(ze), we have NRVy € © and by .ZL} we get Ai_;, | NRV; € p(z.) and,
since |x;| = ze, we have (2.).

By hypothesis, 2 has type ({z. }, Jijcu {ne}, %, %gn.) and (3.) is proved by induc-
tion hypothesis.

Case of (NRAADec). We assume: o
O =decrypt€as {| €1,...,€/5X11,. .-, Xk |}%:) [check NR] in &
and we need to find ¥ and 9y, ..., ¥; and show
LpEE:OAN_PFEE: D
and for all {| NRV1,...,NRVy |}jgy, [from [id]] oc & : VNRV o Oy : V(m™,m™) :
(NRVo,NRVJ) = ([lm~ 1lars [l [Jar) with A, NRV; ox 9 that
2. /\f:jHNILVi €p(lxl)
3. p,K, X
We choose ¥ as the least set such that p F € : ¥ and prove that & C p(ze). If €
has free variables zj,...,z, then ¥ consists of all values E[NRV; /zi,...,NRV,;,/ 7]
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where NRV; (1 <i < m) € p(z.). The same development for ¥, ..., ¥; proves (1.).
Since B C p(z.), we have NRVy € ¥ and by ZLY we get Ai_;, | NRV; € p(z.) and,
since |x;] = ze, we have (2.).

By hypothesis, & has type ({ze}, thu {ne}, i, Agnc) and (3.) is proved by induc-
tion hypothesis.

gase of (NRASig). We assume: ) o
Q = decrypt € as {| €1,...,€;:xj11,. .., X% | }g [check NR] in &
and we need to find ¥ and dy, ..., ¥; and show

LpEE:OAN_PFE: D
and for all {| NRV1,...,NRV [}y, [from |id |} oc & : VNRV; oc O : Vm™ m™id, id" :
(NRVy, NRVY) = ([[m™ |iar, [[m™ ]iar) With AL, NRV; oc ®; that

2. /\f'{=j+1NILVi € p([xi])

3.p,K,WE

4.Vnr € NR: (—-RM(id,id',u,u’ ,{NRVj,1,...,NRV; },{nr}) = |nr| € y)

We choose ¥ as the least set such that p F € : ¥ and prove that 9 C p(ze). If €
has free variables zi, ...,z then ¥ consists of all values E[NRV;/z1,...,NRV,,/zm)
where NRV; (1 <i < m) € p(z.). The same development for D, ..., proves (1.).
Since ¥ C p(z.), we have NRVy € ¥ and by F5} we get /\f»‘:]-HNRV,- € p(z)
and Vnr € NR : (-RM(id,id',u,u’,{NRV}1,...,NRV; },{nr}) = |nr| € y). Since
|xi| = ze, we have (2.) and (4.).

By hypothesis, 2 has type ({z.}, Jijcu {ne}, %, %gn.) and (3.) is proved by induc-
tion hypothesis.

Case of (NRANew). We assume:

0=(vn)» _
and we need to show p, k, y F . But this is true by induction hypothesis.

Ease of (NRAANeW). We assume:

O=(vtm)& o
and we need to show p, k, ¥ F . But this is true by induction hypothesis.

gase ﬂf (NRAPar). We assume:

0=2,|2,
and we need to show

l'paKawb?I
2.0, K, W E P

But this is true by induction hypothesis.
Case of (NRARep). We assume:

0 =[Pl
and we need to show p, &,y E 4 (P,id). But 4(P,id) has the same type of [!P);4,
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therefore p, k, W = 4 (P, id) by induction hypothesis.
The case (NRAN:ID) is trivial.

Since both the basis and the inductive steps have been proved, it follows that
Theorem 2 holds for all the rules of the analysis by structural induction. a

Theorem 3. If & guarantees static non-repudiation then &2 guarantees dynamic
non-repudiation.

Proof. If p,k,0 = Py, and (p, k,0) satisfies .7, then, by Theorems 1 and 2, RM
does not abort Zyy | Q regardless of the choice of attacker Q.
|

4.4 Meta Level Analysis

The analysis seen so far only deals with one session. In order to get a more realistic
analysis, it has to be enhanced to a meta level, like in [3], [6]. We have to add indexes
to names and variables, as explained in the Chapter 2, so a scenario with multiple
principals can be modelled. The meta level non-repudiation analysis takes the form
p,K,WFEr M.

Example 2. Let us now consider the protocol seen in Example 1, namely the Zhou-
Gollmann protocol [12]. The whole protocol has been extended using the annota-
tions and the functions .% and ¢. The resulting protocol is the following:

let X C Sin (Vajex [AK];) (V£ [TTPlrrp)(
liex|jex (v SKij)(v Lij) (v M;j)
(fvro,1j,Lij, {Mij}s;;
Uujj
{l fnro, 1, Lijs {Mij }sk;; ‘}[AJK-’];. [from £;]).
(fwrr,1is Lij; XNRR; ). -
decrypt xNRR;; as {| fwrrLi, Lij, {Mij } sk, |}[;1]K.+]1
J Y
[check fngrr,1iLij, {Mij}sk;;] in
Uij
<fSUB;]j;Lij’SI(ij’ {l fSUB7Ij7LijaSKij |}[AJI(__]1_ [from Il]>
(feow 1,1}, Lij, SK;j; xConij).
decrypt xCon;; as {| fcown,1i,1j,Lij, SKij; |}
[check fCONaIialjaLij; SKij] in 0

M,‘j
[TTPY]rrp

lliex|jex !(fwro,lj;xLij, xEnMsg;;, xNRO;;).
decrypt xXNRO;; as {| fwro,1j,xLij, xEnMsg;;;

}uij +
[AKI' ]1,-
[check fNR07 Ij,xLij,xEnMsgij] in
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<fNRR;Ii7xLija {‘ fNRR,Ii,xL,-j,xEnMsgij ‘}I[Zjl(f]] [from Ij]>.
J
(feon, 1i 1}, xLij;xK; j, xConj).

Ujj
decrypt XCOVl,'j as {| fCONaIi7Ij7-XLijaXKij; ‘}[TJTPJF]ITTP
[CheCk fCON,Ii,Ij,xLij,xKij] in
decrypt xEnMsg;; as {;stgij}xKij in0

| ‘ieX |j€X !(fSUB,Ij;xLij7xSKij,xSubij).decrypt xSubij as

{l fsup. I, xLij, xSKij; ‘}EZJ}(-*]L [check fsug,1j,xLij, xSK;;] in

(fcow,1i,1j,xLij, xSK;j,
Uij
{I feons i, 1 xLij, xSKij |} ipppy,
(fcon1i,1j,xLij,xSK;;, .
{I feow 1i; 1, xLij, xSKij [} 77 p-y o [from TTP]).O

. [from TTP]).

)

After completing the analysis the component ¥ is an empty set, i.e. the protocol
guarantees non-repudiation even under attack. In fact, the attacker cannot create
new encryptions because he has not knowledge about the private keys and he cannot
make a replay attack because there is a unique label that identifies the session.

4.5 Over-approximation

When the analysis checks a protocol, we could expect that if the component y is
empty then the protocol is correct, else the protocol does not guarantee the non-
repudiation protocol. But the analysis cannot be precise, because of the infinitely
many possible scenarios in which a protocol can be executed and the additional
assumptions that can be made. Because of the over-approximation, our analysis can
give sometimes a false positive, i.e. the component y is non empty but the protocol
is correct. It is important that the analysis does not mistake in the opposite direction,
and this is what happens in practice, because the analysis says that the property
holds if the protocol behaves as expected, therefore it never says that a protocol
is correct even if it does not guarantee the non-repudiation property. Intuitively,
when a protocol guarantees authentication, freshness and integrity of the messages,
it should guarantee even non-repudiation.

An example of false positive is given by the protocol described in [4] by Ced-
erquist, Corin, and Dashti. In fact it does not use labels to identify sessions, and this
is why our analysis says that this protocol does not guarantee non-repudiation prop-
erty. However the protocol is correct, because it distinguishes session runs thanks
to the usage of fresh keys per-session. Our analysis requires a session identifier, but
there is not any element that is used in each message of the protocol, so a principal
cannot verify if a message belongs to a particular session or not; indeed, without the
assumption of the unique keys, an attacker could pretend to be another principal,
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starting the protocol after eavesdropping a protocol run. The main protocol is the
following:

A—B: {M}K,EOOMfOI‘ EOOM = SigA(B,TTRH,{| K,A |}TTP)

B—A: EORy for EORy = sigg(EOOy)
A—B: K
B—A: EORg for EORy = sigp(A,H,K)

where H = h({M}k) and h is a hash function. There are other two sub-protocols
used in case of dispute, i.e. when a principal does not finish the protocol execution,
but we are interested only in the main protocol.

The encoding with annotation is the following:

let X CSin (ViieX [AI([][[.)(Vi TTP)(
liex|jex  1(v SKij) (v Hij)(v Mij) u s
<{Mu}SK,,a{| 1;,TTP,H;;,{| SKij, I; ‘}[Yl"jTP+ ”P[from 0] |}[f;jKif]lt_
[from I;]).(;xEORM;;).
decrypt xEORM;j as {| {| 1;,TTP, Hl],

uj i ujj
{| SKi;,I; |}[T’TP+ Irr [from 0] |}[A]Kf]1,- [from [;] |}[A]K,-+]1j

[check {| I;,TTP,H;;,{| SKij,1; |} [from 0] |}] in

<SK,‘]'>.(;)CE0RKZ‘]‘).

decrypt xEORK;; as {| I;, ’!’SK‘/’}AK+
[check Hij7SKij] in 0

liex|jex  'GxEnMsgij, xEOOM;;).

decrypt xEOOM;; as {| 1;, TTP;xH;;,xT TP |}MXK+
[check xH;;| in

{{| xEOOM;; |}”’f . [from Ij]).

(;xSKij).
decrypt xEnMisg;; as {xMsgij}sk;; in
({| %, xH;;,xSKi; [ }).0

uij
[TTP*]rTP

)

Because of the lack of labels, the result of the analysis shows that a possible flaw
may arise. The component ¥ contains all the elements that are also in NR when |S| >
2. In fact, it does not use labels to identify the session, and this is why our analysis
says that this protocol does not guarantee non-repudiation property. However the
protocol is correct, because of an implicit additional assumption on the uniqueness
of the keys, which prevents from replay attacks.
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5 Conclusions and Future Works

This paper extends the work by M. Buchholtz and H. Gao who defined a suite of
analyses for security protocols, namely authentication, confidentiality, freshness,
simple and complex type flaws. The annotations we introduce allow to express non-
repudiation also for part of the message: this allow to tune the analysis focussing
on relevant components. It results that the CFA framework developed for the pro-
cess calculus LYSA can be extended to security properties by identifying suitable
annotations, thus re-using most of the theoretical work.
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