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numbers generators (TRNG). Consequently, jitter measure is a relevant issue to characterize
a RO, and it is the subject of this paper. The main contribution is the use of Information

Igz‘g‘gjs' Theory Quantifiers (ITQ) as measures of RO’s jitter. It is shown that among several ITQ
FPGA evaluated, two of them emerge as good measures because they are independent of pa-
Jitter rameters used for their statistical determination. They turned out to be robust and may
Ring oscillators be implemented experimentally. We encountered that a dual entropy plane allows a visual

comparison of results.
© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Jitter is any light deviation from the mean period of a presumed periodic signal. There are many physical examples where
jitter is relevant. Some examples from different areas are: (a) Stalberg et al [1] found that the time interval between the
two fibre action potentials of two muscle fibers -belonging to the same motor unit in the normal human muscles- shows
a variability or jitter; (b) Mecozzi et al [2] detected timing and amplitude jitter in optical links using highly dispersed
pulse transmission; (c) Derickson et al [3] made a comprehensive timing jitter comparison in the case of mode-locked
semiconductor lasers; (d) the California and Carnegie Planet Search at Keck Observatory [4] reported jitter in stars radial
velocities; (e) Roberts & Guillemin studied the delays due to queueing in upstream multiplexing stages, in an Asynchronous
Transfer Mode network (ATM); (f) Baron et al [5] considered the quality of the bunch clock signal of the Large Hadron
Collider (LHC), in terms of jitter, a fundamental issue because it synchronizes all the electronics systems in the detector; (g)
Marsalek et al analyzed the relationship between synaptic input and spike output jitter in individual neurons [6], etc.

Furthermore, digital instruments are used in any modern experiment and the unavoidable jitter in the data acquisition
systems produces uncertainties in time, and consequently in any spectrum determination.

This paper is devoted to Ring Oscillators (RO). Let us stress that in this particular application jitter is not always un-
desirable. Jitter is unwanted in applications that use the RO as a clock generator [7-11]. On the contrary random numbers
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generators RNG using RO’s, use jitter as the randomness source, [12,13]. Jitter also improves the Electromagnetic Compatibil-
ity as to distribute the clock frequency over a band, improving the Electromagnetic Compatibility (EMC) [14].

Determination of jitter in RO’s has been studied in several papers: in [15] the study of three relevant time domain mea-
sures of jitter was presented. In [16] a model for jitter generation and distribution in RO’s was proposed. In this seminal
paper the authors brake up the jitter sources into deterministic and random (gaussian); furthermore each source is addi-
tionally classified into local or global. They demonstrate that the most important contributions are the local gaussian jitter
and the global deterministic jitter and only the first one must be used as a randomness source of true random number
generators (TRNG’s). The same approach was used in [17-20]. Lubicz et al. described a practical and efficient method to
estimate the entropy rate of a TRNG based on free running oscillators; they emphasized that their method does not require
outputting and analyzing the clock signals with external equipment [21] (a methodology that introduces extra jitter and
distortion in the measured signal due to the data acquisition chain).

Usually deterministic jitter is the name given to any non-Gaussian jitter. It is bounded and it is characterized by its peak
to peak App value. Random jitter is the name used for Gaussian jitter and it is unbounded and characterized by its RMS
value. Sometimes deterministic periodic jitter appears. It has a period that is the interval between two times of maximum
(minimum) effect; the inverse of the time period is the frequency of the jitter. Periodic jitter with jitter frequency below
10Hz is usually named wander and the name jitter is reserved only to periodic jitter with frequencies at or above 10Hz. In
communications, the total jitter is T = App 4+ 2nRyms Where n is a number between 6 and 8 related to the Bit Error Rate
(BER).

RO’s are one of the main building blocks in analog and digital integrated circuits and have been extensively used as
on-chip oscillators to generate clocks in high-speed circuits. Furthermore, RO’s can be easily implemented in programmable
digital circuits like FPGA’s. The main advantages of RO’s over integrated LC oscillators are their smaller chip area, their wider
running range (that may be electrically tuned), and their lower power-consumption.

Either one wants to use the RO jitter or to eliminate it, jitter must be measured, and it is not a simple task. The main
contribution of this paper is to provide a jitter measurement technique based on information theory quantifiers (ITQ). We
use a stochastic model which randomness is related to the jitter strength. Every proposed ITQ used in this paper is based
on an entropy, that is a Shannon functional of the probability distribution function (PDF) assigned to the time series of the
stochastic process. Disequilibrium and complexities may be used as well [22,23] but they do not represent an improvement
in our case. In previous works [24,25] we showed that many different PDF's can be assigned to the same data string. The
best choice depends on the specific application. Two choices for the PDF are used in this paper: the normalized histogram
and the ordering patterns histogram. A representation plane is used to compare different situations. Once a PDF is chosen, the
Shannon Entropy is the basic functional that quantifies the uniformity of the PDF. Normalized entropies, differential entropies,
and rate entropies are the other ITQ’s evaluated. In our case differential entropies give the best results and a differential entropy
plane is used to compare their sensitivity as a jitter measure.

Organization of the paper is as follows: Section 2 describes jitter in RO’s and explains how it is measured using ran-
dom variables; Section 3 details the evaluation of the considered ITQ; Section 4 deals with the results using the proposed
quantifiers. Finally, we present our conclusions in Section 5.

2. Determination of jitter in RO’s

There are two different situations concerning jitter in RO’s: (a) for some applications it is enough to assure that jitter does
not perturb the signal over an accepted limit. If this is the case the signal is observed on an oscilloscope with a mask over
the display and it is enough to verify that the signal remains within tolerances; (b) in other cases an exact determination
of jitter is required. One of these cases is the characterization of RO’s, considered in this paper.

Ideal RO’s are composed of an odd number of inverters. Each inverter has a propagation time and consequently rising
and falling edges separated by half-periods go through the inverters. If all the propagation times are constant the output
of this ideal RO is a square-wave with a discrete spectrum. But propagation times are not constant as there is jitter. Jitter
distorts the delta like power spectrum as each § is converted into a wider maximum.

Let T/2 be the half-period of the ideal RO. It is given by:

T—kid- (1)
2 i=1 l

where k is the number of inverters and d; is the propagation time through the i—th inverter. When jitter exists, d; are
random variables that can be modeled as:

d,‘ = Di + Ad, (2)

where D; is the mean value of d; with nominal source voltage level and normal temperature, and Ad; is the delay variation
produced by both local physical events and global changes in the device working conditions (as VCC, temperature, etc.). Then
jitter in RO’s is evidenced by the random displacement of the trailing (falling) edges from their otherwise perfectly periodic
location. The direct measurement of this displacement has two main problems: (a) requires a very high-frequency instru-
ment, because time resolution is limited by the sampling period Ts; (b) this technique introduces extra jitter and distortions
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in the measured signal coming from the data acquisition chain. Then it is more convenient to use indirect measurements,
by means of auxiliary random variables related to statistical properties related with jitter to measure jitter with minimal
disturbance [21]. The general procedure is as follow:

1. Sample the output with sampling period Ts to get a binary time series. In the ideal case of no-jitter the output is a
continuous and perfectly periodic square wave with period T. Then it is possible to adjust Ts to make T/2 =mT; with
m € N*. The binary time series will be periodic with m 1's followed by m 0’s. When jitter is present the binary series is
not periodic but stochastic. This stochastic model is known as alternating renewal process.

2. Many different randomness quantifiers may be used to characterize the stochastic model associated with the measured
jitter. In this paper, we propose the use of ITQ’s.

Note that jitter is accumulative and two basic situations arise: (a) if the jitter introduced by each stage is assumed to be
totally independent of the jitter introduced by other stages, it means 0T2 =mx o2, where o5 is the jitter of each sample,
and it is supposed that all samples have jitter with the same normal distribution; (b) if jitter sources are totally correlated

with one another then oy = m x os.

3. Information theory quantifiers
3.1. Time series and probability distribution functions

Shannon Entropy is the functional of P more frequently used in the literature (there are other functionals, like statis-
tical complexity, disequilibrium, etc.). An important issue is P itself is not a uniquely defined object and do exist several
approaches to “associate” a given P with a given time series. Just to mention some extraction procedures frequently used in
the literature: (a) time series histogram [26], (b) binary symbolic-dynamics [27], (¢) Fourier analysis [28], (d) wavelet trans-
form [29,30], (e) partition PDF [31], (f) permutation PDF [32,33], (g) discrete PDF [34], etc. There is ample liberty to choose
among them and the specific application must be analyzed to make a good choice.

The general procedure to assign P to a given time series consists in the following steps:

* (a) define an alphabet 2 = {s;, j=1,...m}

e (b) convert the time series X = {x;,i =1, ...} into a symbolic sequence A = {a;, a; € 2}.

e (c) P is given by the relative frequencies of the symbols: P = {p;, j=1,...,m} in the symbolic sequence A, where p; is
the relative frequency of symbol s;.

P may be non-causal or causal [24] depending on step b. P is non-causal when one symbol s; € 2l is assigned to each
value x; € X. For example, the usual histogram technique used for time series of real numbers corresponds to this kind of
assignment. Of course, in this method the temporal order of the time-series plays no role, and consequently the resulting P
will not have any causal information and the symbolic sequence may be simply regarded as a coarse-grained description of X
[24]. 1t is also possible to group W consecutive values of the time series -a trajectory of length W- and assign one symbol
to the group. Note that this procedure is equivalent to first assign a symbol to each value of the time series, then group W
symbols into a word and finally construct a new alphabet consisting of words. If the original alphabet has m elements, there
will be m" possible words and one of this words will be assigned to the trajectory of W elements. P is given by the relative
frequencies of all the possible words. Here P depends on the temporal order of X and consequently we call it a causal P. It
is interesting to note that a causal P has information about statistics and also about temporal ordering of X. If a non-causal
P is used instead, the analysis must be complemented with the evaluation of the Fourier transform, or the autocorrelation
function of X, to recover the information about temporal ordering.

Let us stress even more the difference between a non-causal and a causal P by means of the following simple example.
Let X = {x;. i=1,2,...} be a time series generated by randn (Matlab’s® function); let Y = {y;, i =1,2,...} be the resulting
series after a sorting process made by sort (Matlab’s® function). Fig. 1(a) and 1(b) show the time series. One noncausal P
is the normalized histogram, and P(X) is identical to P(Y) as Fig. 1(c) and 1(d) reveal. One causal P may be obtained by the
Bandt & Pompe procedure (for details about its determination see below) and Fig. 1(e) and 1(f) show that P(X) and P(Y) are
completely different: P(X) is almost uniform, reflecting X is randomly ordered, but P(Y) has a delta-like shape, as far as Y is
monotone increasing and only one ordering pattern is present.

Let us consider now the case of sampled digital signals like as sampled RO’s outputs are. Time series X is binary and has
a natural alphabet with two symbols 2( = {0, 1}. The Shannon entropy of this alphabet is usually known as Binary Entropy
S,. Suppose W consecutive bits of X are grouped into a word, that is the decimal number w; between 0 and 2" — 1; consider
these decimal numbers as the symbols of the new alphabet and let Z = {w;, i=1,2,...} be the new symbolic series. Sy is
the entropy of Pp(Z) where subscript hist is for histogram; Sy, is also known as Block Entropy of the binary time series
X. Furthermore, if D consecutive decimal numbers w; are grouped again and the D! permutation patterns are considered
as symbols of the new alphabet, we get a new Pgp(Z), given by the relative frequencies of the permutation patterns. The

entropy is Sg?), the Bandt & Pompe entropy [32] of the binary time series. All the above-mentioned entropies are given by
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Fig. 1. (see text) Time series X obtained by using function randn (a), its sorted version Y (b) and their causal (c, d) and normalized (e, f).

the same Shannon famous formula:

m
S=—> pjlog(p)). 3)
j=1
and the only difference between them is the P assigned to the time series. In this paper log means base 2 logarithm.
In this paper, we use a causal P determined with the Bandt & Pompe procedure. This procedure has been described in
detail and successfully used in a number of papers concerning true random number generation, system classifications, etc.
[22-25,35,36]. Let us summarize the basic procedure applied to our specific case:

e let Z={w;, i=1,2,...} be a numerical time series (in our case W bits decimal numbers) series;
o choose an embedding dimension D > 1
e assign to each w; a D-dimensional vector of previous i,i—1,---,i— (D —1):
(8) > (Wisp-1): Wis(p-2) "+ » Wi1, W;) (4)

Clearly, the greater the D—value, the more information about “the past” is incorporated into these vectors.
look for ordinal patterns of length D [32,33,37]. By “ordinal pattern” related to position i we mean the permutation
T = (rg,r1,---.7p_1) of (0,1,---,D—1) defined by

Wiirpy SWiipy, = - = Wiy =0y, (5)
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Fig. 2. Normalized entropy Hy as a function of W for a jitter-less RO sampled with different values of r.

« In order to get a unique result consider that r; < r;_q if Xior; = Xior -

o Thus for all the D! possible permutations 7 of order D is the probability distribution P = {p(;r)} defined by

#{s|s<M—-D+1;i has typem}

p(m) = M-D+1 (6)

In the last expression, the symbol # stands for “number” and corresponds to the number assigned to the permutation
using the lexicographic order .

The main advantages of the Bandt & Pompe method are (a) its simplicity, (b) the extremely fast nature of the perti-
nent calculation-process, (¢) its robustness in the presence of observational and dynamical noise, and (d) its invariance with
respect to nonlinear monotonous transformations. The Bandt & Pompe methodology is not restricted to time series rep-
resentative of low dimensional dynamical systems but can be applied to any type of time series (regular, chaotic, noisy, or
reality based), with a very weak stationary assumption (for k = D, the probability for a; < a;, should not depend on i [32]).

Let us stress some important issues involved in the calculations of the above-mentioned entropies:

1. The binary entropy S, is noncasual while both, the block entropy Sy, and the Bandt and Pompe entropy 51(32)’ are causal.

2. The block entropy Sy, takes into account correlations between W consecutive bits. Bandt & Pompe entropy Ség) takes into
account correlations between D consecutive W-length words. Both grouping procedures (decimal numbers of W bits and
permutation patterns of D decimal numbers) may be done with or without superposition. The number of data required
for good statistics is different depending the grouping procedures are made with superposition or not.

3. For Sy there is only one grouping process (W bits are grouped to obtain a decimal numbers time series Y). Let us define

o as a statistical quality parameter, given by the quotient between the number of elements in the symbolic time series

Y and the number of symbols in the alphabet. In this paper we will not accept o < 10.

Obviously the quality factor « increases with the length of the time series:

(a) If the grouping of W bits is made with superposition, two consecutive W-length words share W — 2 bits. Conse-
quently starting with a file with a length of N-bits we get N —W + 1 words. Furthermore, there are 2" symbols in
the alphabet and o = (N - W +1)/(2W).

(b) If Sy is evaluated without superposition the number of W-length words is floor {N/W} and the quality parameter
becomes « = floor (N/W}/(2W). For N > W the statistical quality factor is W times lower that the one with superpo-
sition.

4. In the case of ngg), there are two grouping processes involved.
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Fig. 3. Hég’ as a function of W for a jitter-less RO sampled with different values of r. Calculations are made without superposition of words.

(a) If both grouping processes are made with superposition we get N— W — D + 2 elements starting with a file N-bits
length, and the quality factor is « = (N - W — D + 2)/D!. In this case SEHD,) takes into account the correlations between
W + D consecutive bits.

(b) If the grouping process of W bits is made without superposition but the grouping of D decimal numbers is made
with superposition we get floor{N/W} —D +1 elements and the statistical quality parameter is o = (floor{N/W} —
D +1)/D!. In this case Sg?) will include correlations between WD consecutive bits.

(c) If the grouping process of W bits is made with superposition and the grouping of D decimal numbers is made without
superposition we get floor{(N —W + 1)/D} elements starting from a file with N bits.The statistical quality factor is
o = floor{(N —-W +1)/D}/D! and 51(312) takes into account correlations between W + D — 1 bits.

(d) If both grouping processes are made without superposition we get floor{floor{ N/W}/D} elements starting from a N-
bits length file. The statistical quality factor is o = floor{ floor{N/W}/D}/D! and Sgg) takes into account correlations
between WD consecutive bits.

3.2. Additional quantifiers

The Shannon Entropy S(P) is the startpoint for other quantifiers:

1. Normalized entropy H(P): it is the Shannon Entropy divided by its maximum value. For example, if we use S, (see
above), the maximum entropy is obtained for equiprobability between two symbols. Its value is Spqx = —1/2log(1/2) —
1/2log(1/2) = log(2) = 1; then, the normalized entropy is H, = S,. If we use Sy the equiprobability between the 2% pos-
sible words (W-bits decimal numbers) produces Syqx = W and Hy = Sy /W. Finally for Sg?) the equiprobability between
the D! ordinal patterns produces Smqx = log(D!) and Hég) = SfB’P/log(D!).

2. Differential or conditional entropies h and h* are:

h = Sy —Sw (7)
he = Sptt — Sy (8)
In the above expressions W =1,2,... and D=2,3,..., Sg =0 and Sl(;},) = 0. These differential or conditional entropies

give the average amount of information required to predict the (W + 1) (or (D + 1)) symbol, given the preceding W (or
D) symbols.
3. Finally the rate entropies hy and hyy are given by:

ho = Jim 1= fim S5 ®
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g:gilxoloh*:Dligosg?/(Dq) (10)

Let us tell in advance that we shall show in Section 4 that quantifiers Sy, Sl(;g) , Hy and Hég) are dependent on parameters
W and D. This is a drawback if we want to use them as jitter measures. On the other hand, the estimators h and h* of the
rate entropies hy and hj [22,31] instead, are independent of W and D and we will show in Section 4 that in the case of
sampled RO’s they also present a minimum for the correct sampling ratio making them good measure of the quality of both

RO’s and TRNG’s derived from them.

4. Results

An evenly sampled output of a jitter-less RO was simulated with Matlab® and an output file with a length of N, =
7,000, 000 of bits was generated. A set of a hundred values of the sampling ratio r = T;/T < [6.5,9.5], was explored (where
Ts is the sampling period and T is the RO output period). Jitter with a normal distribution and a set with different values of
variance o (see below) were added to the original file. Our method emulates the real process of sampling the noisy output
of a real RO; the detailed code is published in Mathworks [38].
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Fig. 7. h as a function of W for a jitter-less RO sampled with r = 8.

For each value of o, ten surrogates (each one with a different random initial condition) were generated and new files
with Nj, bits each were stored. It was assumed that jitter of individual samples is independent, normal distributed random
variables, with zero mean value and variance o; = 5. Consequently, the variance of the accumulated jitter over one period T
is given by GTZ =ro? [16]. The values considered are o7 = {0, 0.001, 0.002, 0.003, 0.004, 0.005, 0.007, 0.01, 0.02, 0.02, 0.04,
0.05, 0.07, 0.1}.

For each file all the quantifiers defined in Section 3 were evaluated for D € [2, 10] and W € [1, 26]. The details about
evaluation, advantages and drawbacks of each quantifier are reported in Section 3: they are Sy, ng,), Hyy, Hé?), h and h*.
Let us only show here the more relevant results to show the reason the last two quantifiers (h and h*) are the best ones.

 In the case of normalized entropy Hyy, it strongly depends on W. Furthermore the analysis of Hy as a function of r shows
that it does not allow to determine an optimum value of the sampling ratio r (see Fig. 2). This is an important issue if
the quantifiers are going to be used for experimental setups.

o In the case of the normalized Bandt & Pompe entropy Hég), a strong dependence on the embedding dimension D is
additionally present. Again it is not easy to determine the optimum value of r from the analysis of this parameter as a
function of r (see Fig. 3).

o A similar behavior appears in all the other functionals related with these two entropies. In summary, our results show
that both h y h* are independent of any arbitrary parameter used in their statistical determination. These two quantifiers

have also been considered in two excellent articles [31,39].
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Our results show that two quantifiers, h and h*, are appropriate to be used as jitter measures because:

e (a) for o = 0 (jitter-less output) they rapidly approach to a constant limiting value as both D and W increase toward oo
and this limiting value is independent of both D and W;

o (b) they are increasing monotone (and almost proportional) functions of or.

e (c) From their analysis, it is possible to detect the optimum value of the sampling ratio r. Let us show these claims in
the following figures that are representative of all our results.

Fig. 4 shows the Bandt & Pompe differential entropy h*, as a function of D, with W as a parameter, for a ring without
jitter. It can be seen that there is a threshold value W = 4 over which all the curves collapse into one for every value of D.
Furthermore, Fig. 4 also shows that for D > 8 all the curves collapse into one, regardless the value of W. In conclusion, if D
> 8 and W > 4 one obtains a quantifier independent of both D and W. The influence of jitter on this quantifier is shown
in Fig. 5, where h* is plotted as a function of D with ot as a parameter. The values considered are oy = {0(no jitter), 0.001,
0.002, 0.003, 0.004, 0.005, 0.007, 0.01, 0.02, 0.02, 0.04, 0.05, 0.07, 0.1}. The inset of Fig. 5 shows h* as a function of o for
D = 8. This inset shows that this quantifier is an increasing monotone function of or. Finally Fig. 6 shows h* as a function
of the sampling ratio r. In this figure, it is shown that there is a minimum for the right r (in this case r = 8). Furthermore
sensitivity of h* as a function of jitter is maximum for this same ideal value of r.

Let us now analyze the second quantifier, h. This quantifier only depends on W because D is not used to define the PDF
assigned to the data series. Fig. 7 shows jitter-less case, h is almost independent of W for W > 4. In this paper, we adopted
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Fig. 10. h* as a function of h for r = 8, D = 8 and different values of W.
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Fig. 11. h* as a function of h for r =8, W = 6 and D = 8. Two procedures to obtain W-bits natural numbers are considered: with and without superposition
(see text).

W = 6. Fig. 8 shows the influence of jitter over this quantifier. It is clear from the inset in this figure that, for the selected
value W = 6, h is an increasing monotone function of jitter variance or.

Fig. 9 shows that h has a minimum when the value of r takes its optimum value (r = 8). Note that this minimum is
robust also in the presence of jitter.

Further analysis must be done to assure that the selected values W =6 and D = 8 produce symbolic files with a good
statistics. For a given alphabet .4 with m elements, and a given symbolic file of length n, the quality parameter o = n/m, see
Section 3. Quality is better as « increases and a minimum value o = 10 was accepted. According to Section 3 the selected
values W = 6 and D = 8 provide oy, ~ 10°, o« ~ 175 with superposition and 29 without superposition. All cases give o >
10 as required.

A comparison between both quantifiers is shown in Fig. 10. Markers correspond to variances o7 = {0, 0.001, 0.002, 0.003,
0.004, 0.005, 0.007, 0.01, 0.02, 0.03, 0.04, 0.05, 0.07, 0.1}. Note that the slope of any of these curves is dh*/dh and it is equal
to the quotient between slopes of curves in the insets of Figs. 5 and 8. If dh*/dh > 1, h* is more sensitive than h to measure
jitter. The slope slightly increases from ~ 2.47 for W =5 to ~ 5.54 for W = 19 showing that h* becomes more sensitive as
W increases.

We also evaluated h* without the superposition of bits between consecutive natural numbers but keeping the super-
position of D — 1 natural numbers between ordering patterns (In all cases h was evaluated with superposition of W — 1
consecutive bits). Results are depicted in Fig. 11 where it is shown that removing the superposition the sensitivity of this
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quantifier increases. Of course, we get a smaller amount of W bits natural numbers form the original seven million binary
file, and consequently, the statistical quality is lower than that of the original calculation with superposition. To increase «
up to its previous value, longer binary files are required.

5. Conclusions

Given their usefulness as TRNG and clock generators, ROs are becoming one of the main building blocks of digital circuits.
Jitter is unavoidable in RO’s, and consequently, it needs to be characterized. Mixing and distribution of values are the main

properties to consider. Several ITQ quantifiers were evaluated here. Sy, Sg?), Hy, and Hé?) turn out to be dependent on

parameters W and D. This is a drawback if we use them as jitter measures. On the other hand, it is no possible to calculate
rate entropies, hjy and hg, since an infinite number of data is necessary for their calculation. The two differential entropies,
h* and h, instead, are independent of the parameters used for their determination and are estimators of the rate entropies.
We have shown in Section 4 that in the case of sampled ROs they also present a minimum for the correct sampling ratio
making them a good measure of the quality of both RO’s and TRNG's derived from them.

The dual entropy plane determined by these quantifiers has demonstrated to satisfactorily discern between the TRNG's
two main desired properties, the equiprobability among all possible values and the statistical independence between con-
secutive values. Thus, it allows clearly seeing what needs to be improved in a given sequence. The examples presented here
have demonstrated the need to use both histograms for characterizing sequences.
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