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Abstract

In the near future, a technological revolution will involve our cities, where a
variety of smart services based on the Internet of Things will be developed to
facilitate the needs of the citizens. Sensing devices are already being deployed
in urban environments, and they will generate huge amounts of data. Such
data is typically outsourced to some cloud service in order to lower capital and
operating expenses and guarantee high availability. However, cloud services may
suffer from data breaches due to software and hardware vulnerabilities, or they
may have incentives to release stored data to unauthorized entities. In this work
we present ABE-Cities, an encryption system for urban sensing which solves the
above problems while ensuring fine-grained access control on data by means of
Attribute-Based Encryption (ABE). ABE-Cities senses data from the city and
stores it on the cloud in an encrypted form. Then, it provides users with keys
able to decrypt only data sensed from authorized paths or zones of the city. In
ABE-Cities, sensors perform only lightweight symmetric-key encryption, thus
we can employ constrained sensor devices such as battery powered motes. ABE-
Cities allows us to plan an expiration date for each key, as well as to revoke a
given key in an unplanned fashion. We prove that ABE-Cities scales well with
the number of users and the number of streets by simulating it with 30 000 users
on the Beijing street network, which consists of more than 30 000 streets. In
addition to the “vanilla” ABE-Cities scheme, we propose an “advanced” one
that leverages the presence of IoT gateways to reduce the computational load
otherwise weighing on a single Trusted Third Party. We validate this by testing
the advanced scheme on the simulated Houston and Beijing street networks.
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1. Introduction

A smart city is an urban environment that offers digital services to improve
the life quality of the citizens. Such services span across all sectors of society
including health, logistics, and mobility, and they often capitalize on the In-
ternet of Things (IoT) as enabling technology. Smart devices underlying these
services produce large amounts of data which can be outsourced to a cloud
server. This is usually preferred to an in-house solution because it reduces costs
while providing high availability. In many cases, sensed data includes sensitive
or valuable information which is intended to be read only by authorized users.
Unfortunately, as soon as data lands on the cloud, we lose any control on it and
we have to completely trust the cloud server. In particular, cloud servers are
highly exposed to a plethora of attacks: from “classic” injection [1] to recent
hardware-based attacks like Spectre [2] and Meltdown [3]. A data breach on a
smart city system could either represent an important loss of money for the data
owner or a serious privacy violation for the citizens2. Moreover, cloud service
providers may have some incentive to release stored information to others [4, 5].

A possible solution to this problem is to store data in an encrypted form
on the cloud server. This can be done by means of Attribute-Based Encryption
(ABE) [6, 7, 8, 9], which also ensures a fine-grained access control over data. In
ABE everyone can encrypt because only public parameters are used for encryp-
tion. Decryption is instead performed by means of a decryption key, which is
specific to each user and generated by a Trusted Third Party (TTP). Decryp-
tion keys and encrypted data “embed” attributes and access policies, which are
basically Boolean formulas defined over the attributes. A given decryption key
is able to decrypt a given piece of data only if the embedded access policy is
satisfied by means of the embedded attributes.

In this paper we present ABE-Cities, an encryption system for smart city
applications employing Attribute-Based Encryption. ABE-Cities allows fine-
grained access control over the encrypted data stored in the cloud server, and
it is secure against traffic eavesdropping, sensors compromise, and data leak-
age from the cloud server. ABE-Cities senses data from the city and stores it
on the cloud server in an encrypted form. Then, it provides users with keys
able to decrypt only data sensed from authorized paths or zones of the city. In
ABE-Cities, sensors perform only lightweight symmetric-key encryption, thus
we can employ resource constrained sensor devices such as battery powered
motes. This makes ABE-Cities suitable for a broad set of IoT smart city appli-
cations. ABE-Cities allows us to plan an expiration date for each key, as well
as to revoke a given key in an unplanned fashion. We prove that ABE-Cities
scales well with the number of users and the city size by simulating it with 3000
users on the Houston street network (12 000+ streets), and with 30 000 users

2https://securityintelligence.com/ponemon-cost-of-a-data-breach-2018/
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on the Beijing street network (30 000+ streets). In addition to the “vanilla”
ABE-Cities scheme, we propose an “advanced” one that leverages the possible
presence of IoT gateways to reduce the TTP computational load. This advanced
version is based on Merkle trees, and it takes advantage of nodes acting as sen-
sor gateways to outsource a significant amount of computation from the TTP.
We finally validate the advantages introduced by the advanced scheme by test-
ing the encryption performance on Houston and Beijing street networks. We
remark that with respect to generic IoT ABE systems (e.g., [10]), ABE-Cities
is particularly suitable for smart city applications. This is because ABE-Cities
uses a street network representation that makes key revocations efficient, and
it avoids broadcast communications which may be infeasible in sensor networks
distributed over large urban areas.

This paper extends our previously published conference paper [11]. As a
new contribution with respect to the conference paper:

• we extensively tested the scalability of ABE-Cities by simulating it on large
street networks, namely Houston (12 000+ streets) and Beijing (30 000+
streets);

• we developed the advanced version of ABE-Cities which reduces the TTP
computational load by outsourcing a significant amount of computation
to IoT gateways;

• we showed the advantages introduced by the advanced scheme by testing
the encryption performance on Houston and Beijing street networks.

The paper is organized as follows. Section 2 compares with relevant related
work. Section 3 introduces some background on ABE and other techniques that
we use in our system. Section 4 describes the vanilla ABE-Cities scheme, and
the adversary model. Section 5 introduces different attribute representations of
the street network, resulting in different system performance. Section 6 com-
pares quantitatively the different attribute representations by simulations, and
it evaluates the scalability of ABE-Cities on small and large street networks.
Section 7 describes the ABE-Cities advanced scheme. Section 8 validates the
advanced scheme by testing its encryption performance on simulated large street
networks. Section 9 summarizes our results and concludes the paper.

2. Related Work

ABE has been used to protect the confidentiality in IoT [12, 10, 13, 14, 15,
16, 17, 18, 19], digital health [20, 21, 22, 23], military battlefields [24], and online
social networks [25].

Yu et al. [26] first used ABE techniques for outsourcing sensitive data to
a semi-trusted cloud storage, while enforcing fine-grained access control at the
same time. Their scheme is well applicable in digital health applications, where
patients own privacy-sensitive records and can employ full computational ca-
pabilities. However, it is less suitable for IoT applications, in which data is

3



produced by constrained devices, which usually lack the necessary computa-
tional power and energy to perform ABE encryption. In our system, IoT devices
perform only lightweight symmetric-key encryption, thus we can employ con-
strained sensor devices and battery-powered motes. ABE-Cities is thus suitable
for a broader set of IoT applications.

Wang et al. [27] proposed a hierarchical ABE scheme that allows the TTP
to delegate part of the responsibility to other authorities, which can indepen-
dently make decisions on the semantics of their attributes. Hierarchical ABE
allows also for proxy re-encryption, but it forces a fixed structure for the access
policies, so it limits the flexibility of the access control system. In this paper, we
focused on a non-hierarchical ABE scheme with a single TTP, leaving possible
hierarchical extensions for future work.

Yu et al. [10] proposed an ABE scheme to encrypt data sensed by a wireless
sensor network (WSN). The authors used broadcast encryption to revoke keys
in an efficient manner. Although their system is suitable for a large set of appli-
cation scenarios involving locally distributed WSNs, it could be unpractical for
geographically distributed ones, like those employed in a smart city. This is be-
cause an actual broadcast channel could not be realizable in these scenarios. In
our system, we use a key revocation method whose efficiency does not depend
on the presence of a broadcast channel, but rather on a convenient attribute
representation of the smart city. Moreover, the authors of [10] perform ABE
encryption directly on the sensors, which could not have the necessary compu-
tational power and energy to do it. In our system the IoT devices perform only
lightweight symmetric-key encryption, thus we can employ constrained sensor
devices and battery powered motes.

Yao et al. [12] proposed an ABE scheme based on elliptic curves instead of
pairings. This makes ABE operations more lightweight and thus more suitable
for IoT constrained devices. In our scheme this feature is not needed, since the
IoT devices perform only lightweight symmetric-key encryption. This permits
us to use the pairing-based ABE scheme of Goyal et al. [7], which allows us
to employ advanced features unavailable in the Yao et al.’s scheme, like proxy
re-encryption [26].

Recently, Odelu et al. [13] proposed an ABE scheme for IoT applications,
which guarantees O(1) encryption and decryption times. Such a scheme forces
the access policies to use only AND operators, so it limits the access control
flexibility. On the contrary, our system is based on Goyal et al’s scheme, which
offers a far greater degree of expressiveness.

3. Preliminaries

3.1. Key-Policy Attribute-Based Encryption

Key-Policy ABE (KP-ABE) is a recent public-key encryption paradigm in-
troduced by Goyal et al. [7] in 2006. In KP-ABE an encrypting party labels
each piece of encrypted data (ABE ciphertext) with a set of attributes which
describes it (encryption attributes, γ). Decryption keys embed an access policy
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(T ), which is basically a Boolean formula defined over some attributes (access
policy attributes, λ). An access policy can be represented as a tree in which
leaves are access policy attributes, and non-leaf nodes are Boolean operators.
A given decryption key is able to decrypt a given ABE ciphertext only if the
access policy can be satisfied by using the attributes labeling the ciphertext.

The set of all the attributes used in a given KP-ABE scheme is called universe
of the attributes (U). Without losing in generality, in the following we will
indicate an attribute in the universe either with its unique name, or with a
unique natural number, which is more convenient in formulas. Therefore, the
attribute sets U , γ, and λ are subsets of N. Who encrypts data is called a data
producer, whereas who holds a decryption key and decrypts data is called a data
consumer.

In this paper we build on the original KP-ABE scheme introduced by Goyal
et al. [7]. In order to ease the reading, we abstract away the mathematical
insight of such a scheme. The interested reader can refer to [7] for such details.
We model the Goyal et al.’s scheme with the following black-box primitives.

(MK,PK) = Setup(U). This primitive initializes the scheme. It takes as input
the universe of the attributes U and generates a random master key MK =
(y, ti∈U ), which must be kept secret by the TTP, and an associated set of public
parameters PK = (Y, Ti∈U ), which must be distributed to the data producers.
Each attribute i in the universe is associated to a ti and a Ti. The Setup
primitive is executed by the TTP.

E = Encrypt(M,γ, Y, Ti∈γ). This primitive encrypts a message M with the
encryption attributes γ. It takes as input Y and Ti∈γ , which are public param-
eters, and it produces the ABE ciphertext E = (γ, ẽ, ei∈γ). Each encryption
attribute i ∈ γ is associated to an ABE ciphertext component ei. The Encrypt
primitive is executed by a data producer.

DK = KeyGen(MK, T ). This primitive generates a decryption key DK =
(T , λ, dki∈λ), which is provided to a data consumer. It takes as input the
master key MK and an access policy T , with access policy attributes λ. Each
access policy attribute i ∈ λ is associated to a decryption key component dki.
The KeyGen primitive is executed by the TTP.

M = Decrypt(E,DK). This primitive retrieves the message M from the ABE
ciphertext E if the decryption key DK is authorized to decrypt, i.e., if the access
policy T embedded in the decryption key is satisfied by means of the encryption
attributes γ labeling the ABE ciphertext. It produces ⊥ otherwise. The Decrypt
primitive is executed by a data consumer.

3.2. Proxy Re-Encryption

Proxy Re-Encryption (PRE) is a technique which allows an entity, given
an encrypted message, to produce the same message encrypted with a different
key, without accessing the message itself. By using this technique, one can re-
encrypt old ciphertexts in order to prevent a revoked key to decrypt them and

5



outsource this burdensome operation to a cloud server without compromising
data confidentiality.

In this paper we build on the Yu et al. PRE scheme [26], which implements
the revocation of a decryption key by means of a system-wide update of a
subset µ of the access policy attributes (µ ⊆ λ) to a new version. The subset µ
is called updatee set and contains the minimal set of attributes without which
the decryption key cannot ever be satisfied. As a consequence, after the system-
wide update, the revoked decryption key will not be able to decrypt any ABE
ciphertext anymore. Updating an attribute i to a new version means that all
the cryptographic quantities in the system related to that attribute are changed.
Specifically, for each attribute i ∈ µ, (1) the ti of the master key, (2) the Ti of the
public parameters, (3) the ei of all the ABE ciphertexts having i as encryption
attribute, and (4) the dki of all the decryption keys (except the revoked one)
having i as access policy attribute are updated to new quantities. We indicate
such new quantities respectively with t′i, T

′
i , e

′
i, and dk′i. The t′i’s and T ′

i ’s are
computed by the TTP. On the other hand, the computation of the e′i’s and the
dk′i’s is outsourced to the cloud server. To do this, for each attribute i ∈ µ the
TTP computes a re-encryption key (rki) and gives it to the cloud server, which
applies it to each ei to obtain an e′i, and to each dki to obtain a dk′i.

Note that the computation of all the dk′i’s cannot be completely outsourced
to the cloud server, otherwise it would know all the decryption keys, and thus a
data breach would compromise the entire system. To avoid this, the cloud server
is provided with all the decryption key components except for those relative to a
special attribute (dummy attribute) which has no meaning and is never updated
to a new version. The dummy attribute is ANDed at the root of the access
policy of every decryption key, and it is included as an encryption attribute in
all the ABE ciphertexts. In this way, a decryption key cannot decrypt anything
without the component relative to the dummy attribute, which is known only
by the data consumer holding the whole decryption key. A data breach on the
cloud server would leak only incomplete decryption keys, which are useless.

Proxy re-encryption is performed in a lazy fashion (lazy re-encryption),
meaning that the cloud server does not perform any re-encryption operation
at the moment of the key revocation, but only afterwards when needed. At the
time of a revocation, the TTP produces a re-encryption key for each attribute
in the updatee set and adds it to a re-encryption key history (RKH) stored
in the cloud server. RKHi is a table that keeps track of all the re-encryption
keys relative to the attribute i, one for each version update of the attribute
(rki, rk

′
i, rk

′′
i , . . . ). The cloud server updates components only when a data

consumer asks the cloud server for an ABE ciphertext. If either an ABE ci-
phertext component or a consumer’s decryption key component is outdated of
more than one version, then the cloud server updates it by using more than
one re-encryption key from the history. Finally, the cloud server provides the
data consumer with the ABE ciphertext (s)he asked for and, possibly, with the
updated decryption key components.

In order to ease the reading, we abstract away the mathematical insight of
the Yu et al.’s PRE scheme. The interested reader can refer to [26] for such
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details. We model the PRE scheme with the following black-box primitives.

(t′i, T
′
i , rki) = UpdateAttribute(i,MK). This primitive updates the attribute i

to a new version. It takes as input the master key MK, and it produces the new
quantities t′i, T

′
i , and the re-encryption key rki. The UpdateAttribute primitive

is executed by the TTP.

e′i = UpdateE(i, ei, rki). This primitive updates an ABE ciphertext component
ei to a new version e′i by means of the re-encryption key rki. The UpdateE
primitive is executed by the cloud server.

dk′i = UpdateDK(i, dki, rki). This primitive updates a decryption key compo-
nent dki to a new version dk′i by means of the re-encryption key rki. The
UpdateDK primitive is executed by the cloud server.

3.3. Segment Trees

Segment trees [28] are data structures useful in ABE schemes to implement
efficient point-in-interval access policies [29]. A segment tree represents a set
of intervals in such a way that it is efficient to query which intervals contain
a given number (or point). Although segment trees can in principle represent
any point and interval in R, in this paper we focus on segment trees capable of
representing discrete points and discrete intervals included in a limited number
range [1, ρ], with ρ ∈ N. In the following, we will generically use the term
“segment tree” to intend such a specific type of segment tree.

A segment tree over the range [1, ρ] is a binary tree in which each point in
[1, ρ] is relative to a leaf.

A generic point ν in the range [1, ρ] is represented by a point representation
set RSν , which is formed by the nodes on the path from the root to the leaf
relative to the point. It can be shown that every point representation set is
O(log ρ) nodes. On the other hand, a generic interval ι included in the range
is represented by an interval representation set RSι, which is the minimum set
of nodes whose descendant leaves form the interval. It can be shown that every
interval representation set is O(log ρ) nodes. By construction, point ν belongs
to interval ι iff RSν and RSι have a non-empty intersection, i.e., ν ∈ ι ⇔
RSν ∩RSι ̸= ∅.

Segment trees are useful in ABE schemes to implement efficient point-in-
interval access policies [29], i.e., access policies which are satisfied iff a given
point ν belongs to a given interval ι. According to the terminology in [29], we
consider only “KP-ABE Type 1 construction”, which means that the ciphertext
embeds the point, and the access policy embeds the interval. The point-in-
interval access policy is thus implemented in the following way. Each node of
the segment tree is represented by an attribute. The ABE ciphertext is labeled
with the attributes representing the nodes of the point representation set RSν .
The access policy is an OR operator between the nodes representing the interval
representation set RSι. By construction, the access policy is satisfied iff RSν

and RSι have non-empty intersection, that is, iff ν is in ι.
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4. ABE-Cities

In ABE-Cities, a city is represented by a street network, i.e., a graph in
which the edges represent road segments. Each street is composed of one or
more road segments, and it has a unique identifier. A sensor is a constrained
device placed on a road segment that acquires data (sensed data) relative to
such a road segment. The sensed data is stored in an encrypted form in the
cloud server, where it is made read-only accessible to the users. Users represent
the data consumers in our system. Each user is authorized to access data sensed
from some paths or zones of the city within a specific time period. For example,
supposing the sensors to be IP cameras for traffic monitoring, the user can be
authorized to access videos showing the route (s)he usually travels from home
to work and back. In this way (s)he can detect traffic congestion in advance
and possibly choose different routes. To do this, IP cameras could store in
the cloud server multiple short video files in an encrypted form, in such a way
to implement an encrypted streaming. The user may also monitor multiple
routes in order to identify the least congested one day by day. Moreover, some
high privileged user could monitor all the city, for example for providing a
transportation management service.

Figure 1 shows the architecture of ABE-Cities. In the following, we will
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Figure 1: ABE-Cities architecture.

give a general and intuitive description of the system, and in Section 4.1 we
will describe the system procedures in detail. The TTP holds the master key

and a public/private key pair (K
(TTP )
pub ,K

(TTP )
priv ) through which it can perform
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digital signature algorithms. The notation Sign(·) represents the TTP’s signa-

ture algorithm. The TTP shares with each sensor j a long-term key (K
(j)
LT ),

which is a symmetric key preloaded in the sensors. Each sensor holds also a
data encryption key (DEK(j)), which is a symmetric key used to encrypt the
sensed data. For each piece of sensed data, the sensor computes a new data
encryption key as a one-way hash of the old one, and the old one is securely
destroyed. Each user u holds a decryption key DK(u), and a public/private

key pair (K
(u)
pub,K

(u)
priv) through which (s)he can receive confidential messages by

asymmetric encryption. The cloud server maintains a database of re-encryption
key histories and a database of decryption key components that allows for proxy
re-encryption. In addition it stores encrypted sensed data, sensor key material,
and ABE-sealed keys. The encrypted sensed data is the sensed data produced
by the sensors and encrypted with the data encryption key. The sensor key
material is a set of cryptographic quantities needed by the sensors to encrypt
sensed data. The ABE-sealed keys are the data encryption keys encrypted with
ABE. Both the sensor key material and the ABE-sealed keys are produced by
the TTP. To decrypt a piece of encrypted sensed data, users must first decrypt
the corresponding ABE-sealed key thus retrieving the data encryption key, and
then decrypt the sensed data with it.

The universe of the attributes U is logically partitioned into two subsets: UR
and UX . The UR subset includes the attributes that represent road segments.
Such attributes allow us to restrict users to access data sensed only from some
paths or zones of the city, specified as a set of road segments (authorized road
segments). UX includes the attributes that represent time. Such attributes
allow us to restrict users to access data sensed only within a specific time period
(validity period). The maximum resolution with which ABE-Cities can represent
validity periods is a system parameter that we call time unit. Setting a too short
time unit (for example, one second) could be infeasible because the TTP should
produce a large set of ABE-sealed keys within a time unit (see Section 4.1). A
reasonable choice for the time unit is one day.

Each ABE-sealed key relative to the sensor j (ASK(j)) is labeled with the

encryption attributes γ(j), which are logically partitioned into two subsets: γ
(j)
R

and γ
(j)
X . The attributes in γ

(j)
R identify the road segment in which the sensor is

deployed, while the attributes in γ
(j)
X identify the time unit during which data

has been sensed (data production time unit). Similarly, the access policy T
embedded in each decryption key is logically partitioned into two subtrees: TR
and TX (Figure 2).
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Data is relative to a road segment 
I am authorized to access

Data has been produced within 
the validity period of my key

Figure 2: Example of access policy for a user’s decryption key.
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The two subtrees are operands of an AND operator (T = TR ∧ TX ), which
is the root of the access policy. TR identifies the authorized road segments of
the decryption key, while TX identifies its validity period. In order to decrypt
an ABE-sealed key, both the subtrees of the user’s decryption key must be
satisfied. In the traffic monitoring example, the user can be authorized to access
only videos produced after his/her subscription to the service starts, and before
it expires. The maximum resolution with which the validity periods can be
represented is the time unit.

To implement proxy re-encryption, we use the whole attribute set UX in
place of the dummy attribute used in the Yu et al.’s PRE scheme [26]. This
allows us to save a component for each decryption key and an ABE ciphertext
component for each ABE-sealed key. The attribute set UX is a good replacer for
the dummy attribute because: (1) at least one attribute in UX is ANDed at the
root of the access policy of all the decryption keys; (2) at least one attribute in
UX is an encryption attribute of all the ABE-sealed keys; and (3) the attributes
in UX are never updated to a new version (see Section 4.1). The cloud server
is provided with all the decryption key components except those relative to the
attributes in UX .

4.1. System Procedures

In the following, we will implicitly consider the ABE ciphertext components
ei, the decryption key components dki, and the re-encryption keys rki as always
accompanied by the information about their version.

4.1.1. Setup Procedure

This procedure initializes the system. The TTP decides the universe of the
attributes U basing on the street network of the city and on the maximum
system lifetime (see Section 5). Then, it executes the Setup primitive which
takes the universe of the attributes and produces the master key and the public
parameters. The TTP keeps the master key secret and initializes an empty
re-encryption key history for each attribute in UR in the cloud server.

4.1.2. Key Distribution Procedure

This procedure provides a user u with a decryption key DK(u). It is exe-
cuted when a new user joins the system, as well as when an old user needs to
renew his/her decryption key because it has expired or has been compromised.
The TTP first defines the access policy for the new user u. Which access policy
assigning to each user strictly depends on the application. In the traffic moni-
toring example, users can be authorized to view videos from short or long paths,
depending on whether they pay low or high dues. Once the TTP has defined
the user’s access policy T (u), it creates the user’s decryption key by executing:

DK(u) = KeyGen(MK, T (u)).

The TTP encrypts the message (DK(u), ts,Sign(DK(u), ts)), where ts is a times-

tamp, with the user’s public key K
(u)
pub and gives it to the user either directly or
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through the cloud server. The user verifies the TTP signature to be valid and
the timestamp to be fresh. If everything is correct, the user accepts DK(u)

as his/her decryption key. In the meanwhile, the TTP sends the message
(u, dki∈λ(u)∩UR , ts,Sign(u, dki∈λ(u)∩UR , ts)) to the cloud server, where λ(u) are
the access policy attributes of the user. The cloud server verifies the TTP sig-
nature to be valid, and the timestamp to be fresh. If everything is correct, the
cloud server stores the decryption key components dki∈λ(u)∩UR .

4.1.3. Seal Procedure

This procedure is executed at the beginning of every time unit. For each sen-
sor j, the TTP randomly generates a data encryption key DEK(j) and encrypts
it by executing:

ASK(j) = Encrypt(DEK(j), γ(j), Y, Ti∈γ(j)),

thus obtaining the ABE-sealed key for the sensor j for the current time unit.
The TTP sends the ABE-sealed key to the cloud server, which stores it. Also, for
each sensor j the TTP encrypts the message (DEK(j), ts,MAC

K
(j)
LT

(DEK(j), ts))

with the long-term key K
(j)
LT , where ts is a timestamp and MAC

K
(j)
LT

(·) denotes
a message authentication code keyed by K

(j)
LT . Such an encrypted message con-

stitutes the sensor key material for the sensor j for the current time unit. The
TTP sends the sensor key material for each sensor to the cloud server, which
stores it. Each sensor j retrieves its sensor key material from the cloud server
and verifies the message authentication code to be valid and the timestamp to
be fresh. If everything is correct, the sensor accepts DEK(j) as its current data
encryption key and initializes a data encryption counter (c(j)) to zero. The sen-
sor uses the data encryption counter to keep track of how many times it renews
the data encryption key in the current time unit.

Note that the seal procedure is potentially a long operation for the TTP,
since it requires the TTP to execute an Encrypt primitive for each sensor. For
this reason, setting a too short time unit (e.g., one second) could be infeasible.
A reasonable choice for the time unit is one day.

4.1.4. Data Production Procedure

This procedure is executed every time a sensor j senses a new piece of data.
First, the sensor encrypts the sensed data SD(j) with its current data encryption
key DEK(j). The result, together with the current data encryption counter c(j),
constitutes an encrypted sensed data ESD(j). The sensor sends the encrypted
sensed data to the cloud server, which stores it. Then, the sensor computes a new
data encryption key as a one-way hash of the old one: DEK(j) ← H(DEK(j)).
Finally, the sensor securely destroys the old data encryption key and increments
its data encryption counter. This key renewal method prevents an adversary
who compromises a sensor from decrypting old sensed data.

Note that sensors perform only lightweight symmetric-key encryption, thus
we can employ constrained sensor devices such as battery-powered motes.
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4.1.5. Data Consumption Procedure

This procedure is executed each time a user u wants to access a piece of
data sensed by the sensor j. The user first sends a data request to the cloud
server specifying which sensed data (s)he wants to access. On receiving the
data request, the cloud server checks whether some of the stored decryption key
components are out of date by checking their versions. For each out-of-date
component dki, the cloud server updates it by executing:

dk′i = UpdateDK(i, dki, rki),

and it provides dk′i to the user. If the decryption key component was outdated
of more than one version, then the cloud server will execute the UpdateDK
primitive multiple times, each with different re-encryption keys from the re-
encryption key history RKHi. After that, the cloud server checks whether some
of the ABE ciphertext components of the ABE-sealed key ASK(j) relative to
the sensed data requested by the user are out of date. For each out-of-date
component ei, the cloud server updates it by executing:

e′i = UpdateE(i, ei, rki),

and it replaces ei with the updated version. If the ABE ciphertext component
was outdated of more than one version, then the cloud server will execute the
UpdateE primitive multiple times, each with different re-encryption keys from
the re-encryption key history RKHi. Finally, the cloud server provides the user
with the encrypted sensed data ESD(j), and the ABE-sealed key ASK(j) relative
to the time unit during which the requested data was sensed. On receiving this,
the user retrieves the data encryption key by executing:

DEK(j) = Hc(j)
(︂
Decrypt(ASK(j), DK(u))

)︂
,

where Hn(·) denotes the one-way hash applied n times. The user finally uses
the data encryption key DEK(j) to decrypt the sensed data. Of course, if the
user is not authorized to access the data, then the Decrypt primitive will return
⊥, so s(he) will not able to retrieve the data encryption key.

4.1.6. Key Revocation Procedure

Whenever a user u’s decryption key must be revoked, for example when
his/her key is compromised, the system executes the key revocation procedure
to make the decryption key unable to decrypt any ABE-sealed key.

At first, the TTP determines the updatee set µ(u) ⊆ λ(u), i.e., a set of
attributes without which the access policy will never be satisfied. The TTP
must update such attributes in order to revoke the decryption key. In our
system, the updatee set µ(u) is formed by the attributes λ(u) ∩ UR. This is
because we use the whole attribute set UX in place of the dummy attribute
used in the Yu et al.’s PRE scheme [26]. For each attribute i ∈ µ(u), the TTP
updates the related quantities by executing:

(t′i, T
′
i , rki) = UpdateAttribute(i,MK),
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and it replaces ti and Ti with the updated versions. Then, the TTP sends
the message (u, rki,∀i∈µ(u) , ts,Sign(u, rki,∀i∈µ(u) , ts)) to the cloud server, where
ts is a timestamp. The cloud server verifies the TTP signature to be valid
and the timestamp to be fresh. If everything is correct, the cloud server adds
each re-encryption key rki to the proper RKHi and discards all the decryption
key components dki∈λ(u)∩UR related to the revoked user u. Finally, the TTP
executes a seal procedure restricted to those sensors whose at least one ABE
ciphertext attribute is in µ(u), i.e., for those sensors which produce sensed data
that the revoked key was authorized to decrypt. We refer to this set of sensors
as affected sensors, meaning that they are “affected” by a key revocation. The
decryption key is now revoked and is not anymore capable of decrypting any
ABE-sealed key.

Note that the revocation of a decryption key is a burdensome operation for
ABE systems, and it usually causes side effects. Indeed, the decryption keys of
all the users sharing at least one attribute in µ(u) must be updated in order to
decrypt new ABE-sealed keys. We refer to this set of users as affected users,
meaning that they are “affected” by a revocation of the key of another user. A
decryption key update is carried out by the cloud server, as described in the data
consumption procedure. Another side effect of the revocation of a decryption
key is the necessity of generating new ABE-sealed keys with the newest version
of the attributes in order to make the decryption key ineffective to decrypt any
ABE-sealed key. The generation of the new ABE-sealed keys is carried out by
the TTP by means of a seal procedure for the affected sensors, as described
earlier.

4.2. Adversary Model(s) and Security Analysis

We distinguish three adversaries differing on their capabilities: (i) someone
capable of eavesdropping and injecting traffic between the sensors, the cloud
server, and the TTP; (ii) someone capable of compromising one or more sensors;
and (iii) someone capable of carrying out a data exfiltration by exploiting some
cloud server vulnerability. All these adversaries aim at accessing sensed data
without authorization.

The adversary capable of eavesdropping and injecting traffic could either try
to steal decryption keys, or inject malicious sensor key material to make the
sensors use a comprom ised data encryption key. However, none of these tactics
is viable. Stealing decryption keys is infeasible since the TTP sends them to
new users in encrypted form. Injecting malicious sensor key material to a sensor
is infeasible too, since it is authenticated with the long-term key shared between
the sensor and the TTP.

The adversary capable of compromising a sensor can compromise the long-
term key and the current data encryption key. However, he can only read
sensed data produced by the sensor after the compromise, but not that produced
before. Indeed, each sensor renews the data encryption key at each new piece
of produced data, and the old data encryption key is securely destroyed. The
new data encryption key is computed as a one-way hash of the old one, thus it
is infeasible to recover the old data encryption keys.
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The adversary capable of performing data exfiltration can steal all the en-
crypted sensed data, the ABE-sealed keys, the sensor key material, and the
re-encryption keys. Nevertheless, he cannot access sensed data because it is
encrypted. If he owns a decryption key, then he can access only the sensed
data that such a decryption key is authorized to decrypt. If the decryption key
has been revoked, the adversary can update it by means of the re-encryption
keys. Then, he can use such an updated decryption key to decrypt sensed
data, even if it has been already re-encrypted by the cloud server. In other
words, he can “rollback” the key revocation. As a mitigation measure, the
cloud server may store the re-encryption keys in a protected memory space,
accessible only by high-privileged processes. On the other hand, sensor key
material, encrypted sensed data, and ABE-sealed keys can be accessible by low-
privileged processes. As a consequence of this, the process that communicates
with sensors and users could run with low privileges, whereas the process that
communicates with the TTP should run with high privileges. Supposing that
the adversary exploits the former process, which is the more exposed one, he
cannot access the re-encryption keys unless he performs privilege escalation.
Another mitigation measure is to securely delete old re-encryption keys. Before
deleting a re-encryption key, the cloud server must update all the ciphertexts
and the decryption key components that use the related attribute. Of course,
this can be done without involving the users.

Note that we are interested only in adversaries that aim at illegally access
sensed data. Other kinds of adversaries, like someone that injects bogus sensed
data into the system or someone that performs a denial of service, fall outside
the scope of the paper. In case that the system must defend also against such
adversaries, additional defense techniques must be implemented. An adver-
sary that injects bogus sensed data can be counteracted by data authentication
mechanisms, for example by accompanying sensed data with Message Authen-
tication Codes (MACs). An adversary that performs a denial of service can be
counteracted by IDS/IPS techniques.

5. Universe of the Attributes and Access Policies

In this section we introduce different attribute representations of the street
network, resulting in different system performance especially in terms of affected
users and key size, i.e., the space needed to store a decryption key.

5.1. Road Segments Representation: Universe Subset UR
5.1.1. Basic Representation

A basic and naive representation consists in mapping one road segment onto

one attribute. In this case, the γ
(j)
R set of each ABE-sealed key is formed by just

a single attribute, whereas the TR subtree of a decryption key is an OR between
many attributes, each one representing a road segment the user is authorized
to monitor. We will refer to this implementation as the basic representation.
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<latexit sha1_base64="hH69uQ5Zf89Pi/53kHK2xsDdZGI=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2JARlJBrKIJGHSCzrfNmEU85n626NFFnhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqtrK6tb5Q3K1vbO7t71f2DrgljzaHDQxnqvs8MSKGggwIl9CMNLPAl9PzpVeb3HkAbEapbnEXgBmyixFhwhql0VzeOPfSkd173qjW7Yeegy8QpSI0UaHvVr+Eo5HEACrlkxgwcO0I3YRoFlzCvDGMDEeNTNoFBShULwLhJnnhOT2LDMKQRaCokzUX4vZGwwJhZ4KeTAcN7s+hl4n/eIMbxpZsIFcUIimeHUEjIDxmuRVoF0JHQgMiy5ECFopxphghaUMZ5KsZpN5W0D2fx+2XSbTYcu+HcNGuts6KZMjkix+SUOOSCtMg1aZMO4USRJ/JMXqxH69V6s95/RktWsXNI/sD6+AaKjpQg</latexit><latexit sha1_base64="hH69uQ5Zf89Pi/53kHK2xsDdZGI=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2JARlJBrKIJGHSCzrfNmEU85n626NFFnhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqtrK6tb5Q3K1vbO7t71f2DrgljzaHDQxnqvs8MSKGggwIl9CMNLPAl9PzpVeb3HkAbEapbnEXgBmyixFhwhql0VzeOPfSkd173qjW7Yeegy8QpSI0UaHvVr+Eo5HEACrlkxgwcO0I3YRoFlzCvDGMDEeNTNoFBShULwLhJnnhOT2LDMKQRaCokzUX4vZGwwJhZ4KeTAcN7s+hl4n/eIMbxpZsIFcUIimeHUEjIDxmuRVoF0JHQgMiy5ECFopxphghaUMZ5KsZpN5W0D2fx+2XSbTYcu+HcNGuts6KZMjkix+SUOOSCtMg1aZMO4USRJ/JMXqxH69V6s95/RktWsXNI/sD6+AaKjpQg</latexit>

s10 l5
<latexit sha1_base64="hH69uQ5Zf89Pi/53kHK2xsDdZGI=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2JARlJBrKIJGHSCzrfNmEU85n626NFFnhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqtrK6tb5Q3K1vbO7t71f2DrgljzaHDQxnqvs8MSKGggwIl9CMNLPAl9PzpVeb3HkAbEapbnEXgBmyixFhwhql0VzeOPfSkd173qjW7Yeegy8QpSI0UaHvVr+Eo5HEACrlkxgwcO0I3YRoFlzCvDGMDEeNTNoFBShULwLhJnnhOT2LDMKQRaCokzUX4vZGwwJhZ4KeTAcN7s+hl4n/eIMbxpZsIFcUIimeHUEjIDxmuRVoF0JHQgMiy5ECFopxphghaUMZ5KsZpN5W0D2fx+2XSbTYcu+HcNGuts6KZMjkix+SUOOSCtMg1aZMO4USRJ/JMXqxH69V6s95/RktWsXNI/sD6+AaKjpQg</latexit><latexit sha1_base64="hH69uQ5Zf89Pi/53kHK2xsDdZGI=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2JARlJBrKIJGHSCzrfNmEU85n626NFFnhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqtrK6tb5Q3K1vbO7t71f2DrgljzaHDQxnqvs8MSKGggwIl9CMNLPAl9PzpVeb3HkAbEapbnEXgBmyixFhwhql0VzeOPfSkd173qjW7Yeegy8QpSI0UaHvVr+Eo5HEACrlkxgwcO0I3YRoFlzCvDGMDEeNTNoFBShULwLhJnnhOT2LDMKQRaCokzUX4vZGwwJhZ4KeTAcN7s+hl4n/eIMbxpZsIFcUIimeHUEjIDxmuRVoF0JHQgMiy5ECFopxphghaUMZ5KsZpN5W0D2fx+2XSbTYcu+HcNGuts6KZMjkix+SUOOSCtMg1aZMO4USRJ/JMXqxH69V6s95/RktWsXNI/sD6+AaKjpQg</latexit>

s10 n2
<latexit sha1_base64="8keafEm2shw/H51GFl/daOG3ff8=">AAAB/HicbVA9TwJBEN3DL8Qv1NJmI5gYC3JHoyWJjSUmAka4XOaWATfs7V1250wIwV9hq5WdsfW/WPhfPE4KBV/18t5M5s0LEyUtue6nU1hZXVvfKG6WtrZ3dvfK+wdtG6dGYEvEKja3IVhUUmOLJCm8TQxCFCrshKPLmd95QGNlrG9onKAfwVDLgRRAmXRXtZ7bC3RQrwbliltzc/Bl4s1Jhc3RDMpfvX4s0gg1CQXWdj03IX8ChqRQOC31UosJiBEMsZtRDRFaf5InnvKT1ALFPEHDpeK5iL83JhBZO47CbDICureL3kz8z+umNLjwJ1InKaEWs0MkFeaHrDAyqwJ5Xxokglly5FJzAQaI0EgOQmRimnVTyvrwFr9fJu16zXNr3nW90jibN1NkR+yYnTKPnbMGu2JN1mKCafbEntmL8+i8Om/O+89owZnvHLI/cD6+AYkClB8=</latexit><latexit sha1_base64="8keafEm2shw/H51GFl/daOG3ff8=">AAAB/HicbVA9TwJBEN3DL8Qv1NJmI5gYC3JHoyWJjSUmAka4XOaWATfs7V1250wIwV9hq5WdsfW/WPhfPE4KBV/18t5M5s0LEyUtue6nU1hZXVvfKG6WtrZ3dvfK+wdtG6dGYEvEKja3IVhUUmOLJCm8TQxCFCrshKPLmd95QGNlrG9onKAfwVDLgRRAmXRXtZ7bC3RQrwbliltzc/Bl4s1Jhc3RDMpfvX4s0gg1CQXWdj03IX8ChqRQOC31UosJiBEMsZtRDRFaf5InnvKT1ALFPEHDpeK5iL83JhBZO47CbDICureL3kz8z+umNLjwJ1InKaEWs0MkFeaHrDAyqwJ5Xxokglly5FJzAQaI0EgOQmRimnVTyvrwFr9fJu16zXNr3nW90jibN1NkR+yYnTKPnbMGu2JN1mKCafbEntmL8+i8Om/O+89owZnvHLI/cD6+AYkClB8=</latexit>

s10 n2
<latexit sha1_base64="8keafEm2shw/H51GFl/daOG3ff8=">AAAB/HicbVA9TwJBEN3DL8Qv1NJmI5gYC3JHoyWJjSUmAka4XOaWATfs7V1250wIwV9hq5WdsfW/WPhfPE4KBV/18t5M5s0LEyUtue6nU1hZXVvfKG6WtrZ3dvfK+wdtG6dGYEvEKja3IVhUUmOLJCm8TQxCFCrshKPLmd95QGNlrG9onKAfwVDLgRRAmXRXtZ7bC3RQrwbliltzc/Bl4s1Jhc3RDMpfvX4s0gg1CQXWdj03IX8ChqRQOC31UosJiBEMsZtRDRFaf5InnvKT1ALFPEHDpeK5iL83JhBZO47CbDICureL3kz8z+umNLjwJ1InKaEWs0MkFeaHrDAyqwJ5Xxokglly5FJzAQaI0EgOQmRimnVTyvrwFr9fJu16zXNr3nW90jibN1NkR+yYnTKPnbMGu2JN1mKCafbEntmL8+i8Om/O+89owZnvHLI/cD6+AYkClB8=</latexit><latexit sha1_base64="8keafEm2shw/H51GFl/daOG3ff8=">AAAB/HicbVA9TwJBEN3DL8Qv1NJmI5gYC3JHoyWJjSUmAka4XOaWATfs7V1250wIwV9hq5WdsfW/WPhfPE4KBV/18t5M5s0LEyUtue6nU1hZXVvfKG6WtrZ3dvfK+wdtG6dGYEvEKja3IVhUUmOLJCm8TQxCFCrshKPLmd95QGNlrG9onKAfwVDLgRRAmXRXtZ7bC3RQrwbliltzc/Bl4s1Jhc3RDMpfvX4s0gg1CQXWdj03IX8ChqRQOC31UosJiBEMsZtRDRFaf5InnvKT1ALFPEHDpeK5iL83JhBZO47CbDICureL3kz8z+umNLjwJ1InKaEWs0MkFeaHrDAyqwJ5Xxokglly5FJzAQaI0EgOQmRimnVTyvrwFr9fJu16zXNr3nW90jibN1NkR+yYnTKPnbMGu2JN1mKCafbEntmL8+i8Om/O+89owZnvHLI/cD6+AYkClB8=</latexit>

STREET10
<latexit sha1_base64="JKqGSayV00OMAKxz6Zhu5KhVZ3E=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrLTQBkJRaIMkJeUWNH5sgmnnB+6WwORlZqvoIWKDtHyHRT8C7ZxAQlTjWZ2tLvjhlJotKxPo7Cyura+UdwsbW3v7O6Z5f2ODiLFoc0DGaieyzRI4UMbBUrohQqY50routOL1O/egdIi8Fs4C8Hx2MQXY8EZJtLQLA8QHpJcfNO6bjRatjUfmhWramWgy8TOSYXkaA7Nr8Eo4JEHPnLJtO7bVohOzBQKLmFeGkQaQsanbAL9hPrMA+3E2elzehJphgENQVEhaSbC70TMPK1nnptMegxv9aKXiv95/QjH504s/DBC8Hm6CIWEbJHmSiSdAB0JBYgsvRyo8ClniiGCEpRxnohRUlIp6cNe/H6ZdGpV26raV7VK/ThvpkgOyRE5JTY5I3VySZqkTTi5J0/kmbwYj8ar8Wa8/4wWjDxzQP7A+PgGYyyX6A==</latexit><latexit sha1_base64="JKqGSayV00OMAKxz6Zhu5KhVZ3E=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrLTQBkJRaIMkJeUWNH5sgmnnB+6WwORlZqvoIWKDtHyHRT8C7ZxAQlTjWZ2tLvjhlJotKxPo7Cyura+UdwsbW3v7O6Z5f2ODiLFoc0DGaieyzRI4UMbBUrohQqY50routOL1O/egdIi8Fs4C8Hx2MQXY8EZJtLQLA8QHpJcfNO6bjRatjUfmhWramWgy8TOSYXkaA7Nr8Eo4JEHPnLJtO7bVohOzBQKLmFeGkQaQsanbAL9hPrMA+3E2elzehJphgENQVEhaSbC70TMPK1nnptMegxv9aKXiv95/QjH504s/DBC8Hm6CIWEbJHmSiSdAB0JBYgsvRyo8ClniiGCEpRxnohRUlIp6cNe/H6ZdGpV26raV7VK/ThvpkgOyRE5JTY5I3VySZqkTTi5J0/kmbwYj8ar8Wa8/4wWjDxzQP7A+PgGYyyX6A==</latexit>

STREET10
<latexit sha1_base64="JKqGSayV00OMAKxz6Zhu5KhVZ3E=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrLTQBkJRaIMkJeUWNH5sgmnnB+6WwORlZqvoIWKDtHyHRT8C7ZxAQlTjWZ2tLvjhlJotKxPo7Cyura+UdwsbW3v7O6Z5f2ODiLFoc0DGaieyzRI4UMbBUrohQqY50routOL1O/egdIi8Fs4C8Hx2MQXY8EZJtLQLA8QHpJcfNO6bjRatjUfmhWramWgy8TOSYXkaA7Nr8Eo4JEHPnLJtO7bVohOzBQKLmFeGkQaQsanbAL9hPrMA+3E2elzehJphgENQVEhaSbC70TMPK1nnptMegxv9aKXiv95/QjH504s/DBC8Hm6CIWEbJHmSiSdAB0JBYgsvRyo8ClniiGCEpRxnohRUlIp6cNe/H6ZdGpV26raV7VK/ThvpkgOyRE5JTY5I3VySZqkTTi5J0/kmbwYj8ar8Wa8/4wWjDxzQP7A+PgGYyyX6A==</latexit><latexit sha1_base64="JKqGSayV00OMAKxz6Zhu5KhVZ3E=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrLTQBkJRaIMkJeUWNH5sgmnnB+6WwORlZqvoIWKDtHyHRT8C7ZxAQlTjWZ2tLvjhlJotKxPo7Cyura+UdwsbW3v7O6Z5f2ODiLFoc0DGaieyzRI4UMbBUrohQqY50routOL1O/egdIi8Fs4C8Hx2MQXY8EZJtLQLA8QHpJcfNO6bjRatjUfmhWramWgy8TOSYXkaA7Nr8Eo4JEHPnLJtO7bVohOzBQKLmFeGkQaQsanbAL9hPrMA+3E2elzehJphgENQVEhaSbC70TMPK1nnptMegxv9aKXiv95/QjH504s/DBC8Hm6CIWEbJHmSiSdAB0JBYgsvRyo8ClniiGCEpRxnohRUlIp6cNe/H6ZdGpV26raV7VK/ThvpkgOyRE5JTY5I3VySZqkTTi5J0/kmbwYj8ar8Wa8/4wWjDxzQP7A+PgGYyyX6A==</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

s56 l2
<latexit sha1_base64="dY2zeDjjKYwSQd96DAEnoMdcZjs=">AAAB/HicbVC7TsNAEDzzDOEVoKQ5kSAhisiOxKOMREMZJPIQiWWdL5twyvls3a2RIit8BS1UdIiWf6HgX7CNC0iYajSzq50dP5LCoG1/WkvLK6tr66WN8ubW9s5uZW+/Y8JYc2jzUIa65zMDUihoo0AJvUgDC3wJXX9ylfndB9BGhOoWpxG4ARsrMRKcYSrd1czZ+cCTXqPmVap23c5BF4lTkCop0PIqX4NhyOMAFHLJjOk7doRuwjQKLmFWHsQGIsYnbAz9lCoWgHGTPPGMHseGYUgj0FRImovweyNhgTHTwE8nA4b3Zt7LxP+8foyjSzcRKooRFM8OoZCQHzJci7QKoEOhAZFlyYEKRTnTDBG0oIzzVIzTbsppH87894uk06g7dt25aVSbp0UzJXJIjsgJccgFaZJr0iJtwokiT+SZvFiP1qv1Zr3/jC5Zxc4B+QPr4xuVtJQn</latexit><latexit sha1_base64="dY2zeDjjKYwSQd96DAEnoMdcZjs=">AAAB/HicbVC7TsNAEDzzDOEVoKQ5kSAhisiOxKOMREMZJPIQiWWdL5twyvls3a2RIit8BS1UdIiWf6HgX7CNC0iYajSzq50dP5LCoG1/WkvLK6tr66WN8ubW9s5uZW+/Y8JYc2jzUIa65zMDUihoo0AJvUgDC3wJXX9ylfndB9BGhOoWpxG4ARsrMRKcYSrd1czZ+cCTXqPmVap23c5BF4lTkCop0PIqX4NhyOMAFHLJjOk7doRuwjQKLmFWHsQGIsYnbAz9lCoWgHGTPPGMHseGYUgj0FRImovweyNhgTHTwE8nA4b3Zt7LxP+8foyjSzcRKooRFM8OoZCQHzJci7QKoEOhAZFlyYEKRTnTDBG0oIzzVIzTbsppH87894uk06g7dt25aVSbp0UzJXJIjsgJccgFaZJr0iJtwokiT+SZvFiP1qv1Zr3/jC5Zxc4B+QPr4xuVtJQn</latexit>

s56 l2
<latexit sha1_base64="dY2zeDjjKYwSQd96DAEnoMdcZjs=">AAAB/HicbVC7TsNAEDzzDOEVoKQ5kSAhisiOxKOMREMZJPIQiWWdL5twyvls3a2RIit8BS1UdIiWf6HgX7CNC0iYajSzq50dP5LCoG1/WkvLK6tr66WN8ubW9s5uZW+/Y8JYc2jzUIa65zMDUihoo0AJvUgDC3wJXX9ylfndB9BGhOoWpxG4ARsrMRKcYSrd1czZ+cCTXqPmVap23c5BF4lTkCop0PIqX4NhyOMAFHLJjOk7doRuwjQKLmFWHsQGIsYnbAz9lCoWgHGTPPGMHseGYUgj0FRImovweyNhgTHTwE8nA4b3Zt7LxP+8foyjSzcRKooRFM8OoZCQHzJci7QKoEOhAZFlyYEKRTnTDBG0oIzzVIzTbsppH87894uk06g7dt25aVSbp0UzJXJIjsgJccgFaZJr0iJtwokiT+SZvFiP1qv1Zr3/jC5Zxc4B+QPr4xuVtJQn</latexit><latexit sha1_base64="dY2zeDjjKYwSQd96DAEnoMdcZjs=">AAAB/HicbVC7TsNAEDzzDOEVoKQ5kSAhisiOxKOMREMZJPIQiWWdL5twyvls3a2RIit8BS1UdIiWf6HgX7CNC0iYajSzq50dP5LCoG1/WkvLK6tr66WN8ubW9s5uZW+/Y8JYc2jzUIa65zMDUihoo0AJvUgDC3wJXX9ylfndB9BGhOoWpxG4ARsrMRKcYSrd1czZ+cCTXqPmVap23c5BF4lTkCop0PIqX4NhyOMAFHLJjOk7doRuwjQKLmFWHsQGIsYnbAz9lCoWgHGTPPGMHseGYUgj0FRImovweyNhgTHTwE8nA4b3Zt7LxP+8foyjSzcRKooRFM8OoZCQHzJci7QKoEOhAZFlyYEKRTnTDBG0oIzzVIzTbsppH87894uk06g7dt25aVSbp0UzJXJIjsgJccgFaZJr0iJtwokiT+SZvFiP1qv1Zr3/jC5Zxc4B+QPr4xuVtJQn</latexit>

s56 n5
<latexit sha1_base64="e8n8KUBH+hSjZG6DS2zr4zR7cwY=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2pABlJBrKIJGHSCzrfNmEU85n626NFEXhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqsrK6tbxQ3S1vbO7t75f2DjgljzaHNQxnqns8MSKGgjQIl9CINLPAldP3JVep3H0AbEapbnEbgBmysxEhwhol0VzWN84GnvEbVK1fsmp2BLhMnJxWSo+WVvwbDkMcBKOSSGdN37AjdGdMouIR5aRAbiBifsDH0E6pYAMadZYnn9CQ2DEMagaZC0kyE3xszFhgzDfxkMmB4bxa9VPzP68c4unRnQkUxguLpIRQSskOGa5FUAXQoNCCyNDlQoShnmiGCFpRxnohx0k0p6cNZ/H6ZdOo1x645N/VK8yxvpkiOyDE5JQ65IE1yTVqkTThR5Ik8kxfr0Xq13qz3n9GCle8ckj+wPr4BnYiULA==</latexit><latexit sha1_base64="e8n8KUBH+hSjZG6DS2zr4zR7cwY=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2pABlJBrKIJGHSCzrfNmEU85n626NFEXhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqsrK6tbxQ3S1vbO7t75f2DjgljzaHNQxnqns8MSKGgjQIl9CINLPAldP3JVep3H0AbEapbnEbgBmysxEhwhol0VzWN84GnvEbVK1fsmp2BLhMnJxWSo+WVvwbDkMcBKOSSGdN37AjdGdMouIR5aRAbiBifsDH0E6pYAMadZYnn9CQ2DEMagaZC0kyE3xszFhgzDfxkMmB4bxa9VPzP68c4unRnQkUxguLpIRQSskOGa5FUAXQoNCCyNDlQoShnmiGCFpRxnohx0k0p6cNZ/H6ZdOo1x645N/VK8yxvpkiOyDE5JQ65IE1yTVqkTThR5Ik8kxfr0Xq13qz3n9GCle8ckj+wPr4BnYiULA==</latexit>

s56 n5
<latexit sha1_base64="e8n8KUBH+hSjZG6DS2zr4zR7cwY=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2pABlJBrKIJGHSCzrfNmEU85n626NFEXhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqsrK6tbxQ3S1vbO7t75f2DjgljzaHNQxnqns8MSKGgjQIl9CINLPAldP3JVep3H0AbEapbnEbgBmysxEhwhol0VzWN84GnvEbVK1fsmp2BLhMnJxWSo+WVvwbDkMcBKOSSGdN37AjdGdMouIR5aRAbiBifsDH0E6pYAMadZYnn9CQ2DEMagaZC0kyE3xszFhgzDfxkMmB4bxa9VPzP68c4unRnQkUxguLpIRQSskOGa5FUAXQoNCCyNDlQoShnmiGCFpRxnohx0k0p6cNZ/H6ZdOo1x645N/VK8yxvpkiOyDE5JQ65IE1yTVqkTThR5Ik8kxfr0Xq13qz3n9GCle8ckj+wPr4BnYiULA==</latexit><latexit sha1_base64="e8n8KUBH+hSjZG6DS2zr4zR7cwY=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2pABlJBrKIJGHSCzrfNmEU85n626NFEXhK2ihokO0/AsF/4JtXEDCVKOZXe3s+JEUBm370yqsrK6tbxQ3S1vbO7t75f2DjgljzaHNQxnqns8MSKGgjQIl9CINLPAldP3JVep3H0AbEapbnEbgBmysxEhwhol0VzWN84GnvEbVK1fsmp2BLhMnJxWSo+WVvwbDkMcBKOSSGdN37AjdGdMouIR5aRAbiBifsDH0E6pYAMadZYnn9CQ2DEMagaZC0kyE3xszFhgzDfxkMmB4bxa9VPzP68c4unRnQkUxguLpIRQSskOGa5FUAXQoNCCyNDlQoShnmiGCFpRxnohx0k0p6cNZ/H6ZdOo1x645N/VK8yxvpkiOyDE5JQ65IE1yTVqkTThR5Ik8kxfr0Xq13qz3n9GCle8ckj+wPr4BnYiULA==</latexit>

STREET56
<latexit sha1_base64="Iv0zsPbMcItShUc2M+P6X9aPCDg=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrIj8SgjoUiUAfKSkig6XzbhlPNDd2sgslLzFbRQ0SFavoOCf8E2LiBhqtHMjnZ3nEAKjZb1aeSWlldW1/LrhY3Nre0ds7jb0n6oODS5L33VcZgGKTxookAJnUABcx0JbWdykfjtO1Ba+F4DpwH0XTb2xEhwhrE0MIs9hIc4F900rmu1xsnpbGCWrLKVgi4SOyMlkqE+ML96Q5+HLnjIJdO6a1sB9iOmUHAJs0Iv1BAwPmFj6MbUYy7ofpSePqNHoWbo0wAUFZKmIvxORMzVeuo68aTL8FbPe4n4n9cNcXTej4QXhAgeTxahkJAu0lyJuBOgQ6EAkSWXAxUe5UwxRFCCMs5jMYxLKsR92PPfL5JWpWxbZfuqUqoeZs3kyT45IMfEJmekSi5JnTQJJ/fkiTyTF+PReDXejPef0ZyRZfbIHxgf33LQl/I=</latexit><latexit sha1_base64="Iv0zsPbMcItShUc2M+P6X9aPCDg=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrIj8SgjoUiUAfKSkig6XzbhlPNDd2sgslLzFbRQ0SFavoOCf8E2LiBhqtHMjnZ3nEAKjZb1aeSWlldW1/LrhY3Nre0ds7jb0n6oODS5L33VcZgGKTxookAJnUABcx0JbWdykfjtO1Ba+F4DpwH0XTb2xEhwhrE0MIs9hIc4F900rmu1xsnpbGCWrLKVgi4SOyMlkqE+ML96Q5+HLnjIJdO6a1sB9iOmUHAJs0Iv1BAwPmFj6MbUYy7ofpSePqNHoWbo0wAUFZKmIvxORMzVeuo68aTL8FbPe4n4n9cNcXTej4QXhAgeTxahkJAu0lyJuBOgQ6EAkSWXAxUe5UwxRFCCMs5jMYxLKsR92PPfL5JWpWxbZfuqUqoeZs3kyT45IMfEJmekSi5JnTQJJ/fkiTyTF+PReDXejPef0ZyRZfbIHxgf33LQl/I=</latexit>

STREET56
<latexit sha1_base64="Iv0zsPbMcItShUc2M+P6X9aPCDg=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrIj8SgjoUiUAfKSkig6XzbhlPNDd2sgslLzFbRQ0SFavoOCf8E2LiBhqtHMjnZ3nEAKjZb1aeSWlldW1/LrhY3Nre0ds7jb0n6oODS5L33VcZgGKTxookAJnUABcx0JbWdykfjtO1Ba+F4DpwH0XTb2xEhwhrE0MIs9hIc4F900rmu1xsnpbGCWrLKVgi4SOyMlkqE+ML96Q5+HLnjIJdO6a1sB9iOmUHAJs0Iv1BAwPmFj6MbUYy7ofpSePqNHoWbo0wAUFZKmIvxORMzVeuo68aTL8FbPe4n4n9cNcXTej4QXhAgeTxahkJAu0lyJuBOgQ6EAkSWXAxUe5UwxRFCCMs5jMYxLKsR92PPfL5JWpWxbZfuqUqoeZs3kyT45IMfEJmekSi5JnTQJJ/fkiTyTF+PReDXejPef0ZyRZfbIHxgf33LQl/I=</latexit><latexit sha1_base64="Iv0zsPbMcItShUc2M+P6X9aPCDg=">AAACBXicbVC7TsNAEDyHVwgvB0qaEwGJKrIj8SgjoUiUAfKSkig6XzbhlPNDd2sgslLzFbRQ0SFavoOCf8E2LiBhqtHMjnZ3nEAKjZb1aeSWlldW1/LrhY3Nre0ds7jb0n6oODS5L33VcZgGKTxookAJnUABcx0JbWdykfjtO1Ba+F4DpwH0XTb2xEhwhrE0MIs9hIc4F900rmu1xsnpbGCWrLKVgi4SOyMlkqE+ML96Q5+HLnjIJdO6a1sB9iOmUHAJs0Iv1BAwPmFj6MbUYy7ofpSePqNHoWbo0wAUFZKmIvxORMzVeuo68aTL8FbPe4n4n9cNcXTej4QXhAgeTxahkJAu0lyJuBOgQ6EAkSWXAxUe5UwxRFCCMs5jMYxLKsR92PPfL5JWpWxbZfuqUqoeZs3kyT45IMfEJmekSi5JnTQJJ/fkiTyTF+PReDXejPef0ZyRZfbIHxgf33LQl/I=</latexit>

s56 n3
<latexit sha1_base64="hzpykK/V0QZVqoRyhbaCaR0mHps=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2EI8yEg1lkMhDJJZ1vmzCKeezdbdGiqzwFbRQ0SFa/oWCf8E2KSBhqtHMrnZ2/EgKg7b9aRWWlldW14rrpY3Nre2d8u5e24Sx5tDioQx112cGpFDQQoESupEGFvgSOv74KvM7D6CNCNUtTiJwAzZSYig4w1S6q5qz876nvNOqV67YNTsHXSTOjFTIDE2v/NUfhDwOQCGXzJieY0foJkyj4BKmpX5sIGJ8zEbQS6liARg3yRNP6VFsGIY0Ak2FpLkIvzcSFhgzCfx0MmB4b+a9TPzP68U4vHQToaIYQfHsEAoJ+SHDtUirADoQGhBZlhyoUJQzzRBBC8o4T8U47aaU9uHMf79I2vWaY9ecm3qlcTJrpkgOyCE5Jg65IA1yTZqkRThR5Ik8kxfr0Xq13qz3n9GCNdvZJ39gfXwDmmiUKg==</latexit><latexit sha1_base64="hzpykK/V0QZVqoRyhbaCaR0mHps=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2EI8yEg1lkMhDJJZ1vmzCKeezdbdGiqzwFbRQ0SFa/oWCf8E2KSBhqtHMrnZ2/EgKg7b9aRWWlldW14rrpY3Nre2d8u5e24Sx5tDioQx112cGpFDQQoESupEGFvgSOv74KvM7D6CNCNUtTiJwAzZSYig4w1S6q5qz876nvNOqV67YNTsHXSTOjFTIDE2v/NUfhDwOQCGXzJieY0foJkyj4BKmpX5sIGJ8zEbQS6liARg3yRNP6VFsGIY0Ak2FpLkIvzcSFhgzCfx0MmB4b+a9TPzP68U4vHQToaIYQfHsEAoJ+SHDtUirADoQGhBZlhyoUJQzzRBBC8o4T8U47aaU9uHMf79I2vWaY9ecm3qlcTJrpkgOyCE5Jg65IA1yTZqkRThR5Ik8kxfr0Xq13qz3n9GCNdvZJ39gfXwDmmiUKg==</latexit>

s56 n3
<latexit sha1_base64="hzpykK/V0QZVqoRyhbaCaR0mHps=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2EI8yEg1lkMhDJJZ1vmzCKeezdbdGiqzwFbRQ0SFa/oWCf8E2KSBhqtHMrnZ2/EgKg7b9aRWWlldW14rrpY3Nre2d8u5e24Sx5tDioQx112cGpFDQQoESupEGFvgSOv74KvM7D6CNCNUtTiJwAzZSYig4w1S6q5qz876nvNOqV67YNTsHXSTOjFTIDE2v/NUfhDwOQCGXzJieY0foJkyj4BKmpX5sIGJ8zEbQS6liARg3yRNP6VFsGIY0Ak2FpLkIvzcSFhgzCfx0MmB4b+a9TPzP68U4vHQToaIYQfHsEAoJ+SHDtUirADoQGhBZlhyoUJQzzRBBC8o4T8U47aaU9uHMf79I2vWaY9ecm3qlcTJrpkgOyCE5Jg65IA1yTZqkRThR5Ik8kxfr0Xq13qz3n9GCNdvZJ39gfXwDmmiUKg==</latexit><latexit sha1_base64="hzpykK/V0QZVqoRyhbaCaR0mHps=">AAAB/HicbVC7TsNAEDyHVwivACXNiQQJUUR2EI8yEg1lkMhDJJZ1vmzCKeezdbdGiqzwFbRQ0SFa/oWCf8E2KSBhqtHMrnZ2/EgKg7b9aRWWlldW14rrpY3Nre2d8u5e24Sx5tDioQx112cGpFDQQoESupEGFvgSOv74KvM7D6CNCNUtTiJwAzZSYig4w1S6q5qz876nvNOqV67YNTsHXSTOjFTIDE2v/NUfhDwOQCGXzJieY0foJkyj4BKmpX5sIGJ8zEbQS6liARg3yRNP6VFsGIY0Ak2FpLkIvzcSFhgzCfx0MmB4b+a9TPzP68U4vHQToaIYQfHsEAoJ+SHDtUirADoQGhBZlhyoUJQzzRBBC8o4T8U47aaU9uHMf79I2vWaY9ecm3qlcTJrpkgOyCE5Jg65IA1yTZqkRThR5Ik8kxfr0Xq13qz3n9GCNdvZJ39gfXwDmmiUKg==</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

OR
<latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit><latexit sha1_base64="rJtZsWyAJLN53QalOJ1kj6/1JqM=">AAAB/3icbVC7TsNAEDzzDOEVoKQ5kSBRoMhOA2UkGjoCIg8psaLzZRNOuTubuzVSZKXgK2ihokO0fAoF/4IdXEDCVKOZXe3sBJEUFl3301laXlldWy9sFDe3tnd2S3v7LRvGhkOThzI0nYBZkEJDEwVK6EQGmAoktIPxRea3H8BYEepbnETgKzbSYig4w1TyKz3F8M6o5OpmWumXym7VnYEuEi8nZZKj0S999QYhjxVo5JJZ2/XcCP2EGRRcwrTYiy1EjI/ZCLop1UyB9ZNZ6Ck9ji3DkEZgqJB0JsLvjYQpaycqSCezjHbey8T/vG6Mw3M/ETqKETTPDqGQMDtkuRFpG0AHwgAiy5IDFZpyZhgiGEEZ56kYp/UU0z68+e8XSatW9dyqd10r10/zZgrkkByRE+KRM1Inl6RBmoSTe/JEnsmL8+i8Om/O+8/okpPvHJA/cD6+AQ2qli8=</latexit>

TR
<latexit sha1_base64="nG+6KzchMzpzEVXIsQ4Duq0JR54=">AAACDXicbVDLTgJBEJzFF+IL9WS8TAQTD4bsctEjiRePaABJgJDeocEJs4/M9JqQzcZP8Cu86smb8eo3ePBf3EViFKxTpao7XV1uqKQh2/6wckvLK6tr+fXCxubW9k5xd69lgkgLbIpABbrtgkElfWySJIXtUCN4rsIbd3yR+Td3qI0M/AZNQux5MPLlUAqgVOoXD8pdD+hWgIobSf+HXyflfrFkV+wp+CJxZqTEZqj3i5/dQSAiD30SCozpOHZIvRg0SaEwKXQjgyGIMYywk1IfPDS9ePpCwo8jAxTwEDWXik9F/L0Rg2fMxHPTySyjmfcy8T+vE9HwvBdLP4wIfZEdIqlwesgILdNukA+kRiLIkiOXPheggQi15CBEKkZpWYW0D2f++0XSqlYcu+JcVUu101kzeXbIjtgJc9gZq7FLVmdNJtg9e2RP7Nl6sF6sV+vtezRnzXb22R9Y7185p5u7</latexit><latexit sha1_base64="nG+6KzchMzpzEVXIsQ4Duq0JR54=">AAACDXicbVDLTgJBEJzFF+IL9WS8TAQTD4bsctEjiRePaABJgJDeocEJs4/M9JqQzcZP8Cu86smb8eo3ePBf3EViFKxTpao7XV1uqKQh2/6wckvLK6tr+fXCxubW9k5xd69lgkgLbIpABbrtgkElfWySJIXtUCN4rsIbd3yR+Td3qI0M/AZNQux5MPLlUAqgVOoXD8pdD+hWgIobSf+HXyflfrFkV+wp+CJxZqTEZqj3i5/dQSAiD30SCozpOHZIvRg0SaEwKXQjgyGIMYywk1IfPDS9ePpCwo8jAxTwEDWXik9F/L0Rg2fMxHPTySyjmfcy8T+vE9HwvBdLP4wIfZEdIqlwesgILdNukA+kRiLIkiOXPheggQi15CBEKkZpWYW0D2f++0XSqlYcu+JcVUu101kzeXbIjtgJc9gZq7FLVmdNJtg9e2RP7Nl6sF6sV+vtezRnzXb22R9Y7185p5u7</latexit>

TR
<latexit sha1_base64="nG+6KzchMzpzEVXIsQ4Duq0JR54=">AAACDXicbVDLTgJBEJzFF+IL9WS8TAQTD4bsctEjiRePaABJgJDeocEJs4/M9JqQzcZP8Cu86smb8eo3ePBf3EViFKxTpao7XV1uqKQh2/6wckvLK6tr+fXCxubW9k5xd69lgkgLbIpABbrtgkElfWySJIXtUCN4rsIbd3yR+Td3qI0M/AZNQux5MPLlUAqgVOoXD8pdD+hWgIobSf+HXyflfrFkV+wp+CJxZqTEZqj3i5/dQSAiD30SCozpOHZIvRg0SaEwKXQjgyGIMYywk1IfPDS9ePpCwo8jAxTwEDWXik9F/L0Rg2fMxHPTySyjmfcy8T+vE9HwvBdLP4wIfZEdIqlwesgILdNukA+kRiLIkiOXPheggQi15CBEKkZpWYW0D2f++0XSqlYcu+JcVUu101kzeXbIjtgJc9gZq7FLVmdNJtg9e2RP7Nl6sF6sV+vtezRnzXb22R9Y7185p5u7</latexit><latexit sha1_base64="nG+6KzchMzpzEVXIsQ4Duq0JR54=">AAACDXicbVDLTgJBEJzFF+IL9WS8TAQTD4bsctEjiRePaABJgJDeocEJs4/M9JqQzcZP8Cu86smb8eo3ePBf3EViFKxTpao7XV1uqKQh2/6wckvLK6tr+fXCxubW9k5xd69lgkgLbIpABbrtgkElfWySJIXtUCN4rsIbd3yR+Td3qI0M/AZNQux5MPLlUAqgVOoXD8pdD+hWgIobSf+HXyflfrFkV+wp+CJxZqTEZqj3i5/dQSAiD30SCozpOHZIvRg0SaEwKXQjgyGIMYywk1IfPDS9ePpCwo8jAxTwEDWXik9F/L0Rg2fMxHPTySyjmfcy8T+vE9HwvBdLP4wIfZEdIqlwesgILdNukA+kRiLIkiOXPheggQi15CBEKkZpWYW0D2f++0XSqlYcu+JcVUu101kzeXbIjtgJc9gZq7FLVmdNJtg9e2RP7Nl6sF6sV+vtezRnzXb22R9Y7185p5u7</latexit>

Figure 3: Example of TR subtree of the key access policy with segment-tree representation.

5.1.2. Segment-Tree Representation

The basic representation is very simple to implement, but it has numerous
drawbacks. First of all, the number of access policy attributes of a decryption
key, and thus the key size, grows linearly with the number of authorized road
segments. Moreover, the revocation of a decryption key affects every user whose
decryption key is authorized to access any road segment that the revoked key
was authorized to access. For example, the revocation of a key authorized to
access an entire street will affect all the users authorized to access any subset
of road segments of that street. Indeed, by construction, in the basic repre-
sentation, each road segment is mapped onto one attribute. This causes many
affected users for each key revocation.

Segment trees can help us to reduce the affected users. In the following, we
introduce a representation based on segment trees which aims at limiting the
number of users affected by a key revocation, thus making the key revocation
more efficient. Let us consider a generic street with ρ road segments, and let
us denote the road segments of that street with the identifiers from 1 to ρ. We
build a segment tree in which the leaves are the road segment identifiers. Each

node of the segment tree is represented by an attribute. The γ
(j)
R set of each

ABE-sealed key is formed by the point representation set of the sensor j’s road
segment, and it contains O(log ρ) attributes. We use a point-in-interval access
policy to authorize the user to access a subset of consecutive road segments
of the street. The complete TR subtree of the access policy will be an OR
between multiple point-in-interval access policies, one for each street the user
is authorized to access. Figure 3 shows a graphic example of this. The key is
authorized to access consecutive road segments belonging to two streets, namely
STREET10 and STREET56. The subtree s10 l5 ∨ s10 n2 is a point-in-interval
access policy which allows the user to access a set of consecutive road segments of
the street STREET10. We will refer to this implementation as the segment-tree
representation.

Note that, with respect to the basic representation, the TTP is required of a
little more effort to produce the ABE-sealed keys since the number of the ABE
ciphertext attributes for each street is O(log ρ) instead of 1, and the complexity
of the Encrypt primitive depends on such a number. However, the segment-tree
representation sensibly reduces the number of affected users. Indeed, a user
authorized to access a road segment in common with the revoked key is not
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automatically affected, as it happens in the basic representation. Moreover, the
segment-tree representation reduces the key size, because the number of access
policy attributes is always less than or equal to the number of authorized road
segments.

5.1.3. Attribute-Pool Representation

We introduce a third representation which extends the segment-tree repre-
sentation to further lower the number of users affected by a key revocation. We
replace each attribute i in the universe subset UR of the segment-tree represen-
tation with a pool of ε attributes {iω},∀ω ∈ [1, ε] (replicas). Each replica iω in
the pool has the same meaning.

The γ
(j)
R set of an ABE-sealed key is composed of ε point representation sets

and includes O(ε log ρ) attributes, and the size of a decryption key is the same
as in the segment-tree representation. Indeed, the structure of the TR subtree
is equivalent to the one of the segment-tree representation, but each attribute
in the subtree is one of the ε replicas. We will refer to this implementation as
the attribute-pool representation.

To implement this representation, for each replica in UR the TTP maintains
the number nkiω of non-revoked keys using that replica. nkiω is incremented
when the TTP issues a new decryption key having iω as access policy attribute,
and it is decremented when a similar key is revoked. When the TTP executes
a key distribution procedure, for each attribute which forms the TR subtree,
it chooses the least frequently used replica of the attribute, i.e., i˜︁ω such that˜︁ω = argminω(nkiω ). This is to minimize the number of affected users in case
the newly generated key is revoked.

This representation further reduces the number of affected users due to a
key revocation with respect to the segment-tree representation. Indeed, two
users authorized to access the very same set of road segments may have not
attributes in common in their decryption keys if they have different replicas of
each attribute. In such a case, if one of them is revoked, the other will not be
affected.

5.2. Time Representation: Universe Subset UX
In ABE-Cities, users can be authorized to access only data sensed within a

specific validity period. A “not-before” and a “not-after” times are embedded in
each decryption key, in a similar way that X.509 certificates do. Both times are
represented with the maximum resolution of the time unit. Let the maximum
system lifetime be the maximum time of operation of the system. We represent
the time units from 1 to χ, where χ = ⌈maximum system lifetime / time unit⌉,
by means of a segment tree. A basic representation is possible and consists in
mapping each time unit onto one attribute. However, with this representation
the number of access policy attributes of a decryption key grows linearly with
the number of time units in the validity period. This would produce possible
huge-sized keys. To avoid this we adopted a segment-tree representation also for

time. The γ
(j)
X set of each ABE-sealed key is formed by the point representation
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set of the data production time unit, which is O(logχ) attributes. On the other
hand, the validity period of a decryption key is implemented through a point-
in-interval access policy, which forms the TX subtree and is, again, O(logχ)
attributes. The segment-tree representation reduces the key size, because the
number of access policy attributes is always less than or equal to the number of
time units in the validity period. Note that using an attribute-pool representa-
tion would not improve the key revocation performance in this case, since these
attributes are never updated.

6. Experimental Evaluation

We tested our scheme by simulations, using a street network representing the
city of Pisa3 obtained from OpenStreetMap. We assumed a maximum system
lifetime of 100 years and the time unit equal to one day. Then, we considered
a dataset of 300 users with randomly chosen 365-day overlapping validity peri-
ods. In our simulations, every user is authorized to access a route composed of
consecutive road segments. A route is characterized by a route length L, which
is the line-of-sight distance between its source point and its destination point.
We chose a source point at random within the map and a destination point at
random at a distance L from the source point. Within each scenario we tested,
we fixed a value for the route length which is the same for all the users. We
generated a decryption key for each user, by using an implementation of the
Goyal et al.’s scheme written in the C language [30], which realizes the four
ABE primitives described in Section 3.1 with 80-bit of security strength.

In Figure 4a we show a comparison between the average key sizes for the
three road segments representations, with respect to the route length. The
lower part of the bars shows the portion of the key size concerning the TX
subtree. With all the three representations, a user’s device, e.g., a smartphone,
can easily store a decryption key of a few kilobytes. The cloud server stores
only the decryption key components of the TR for all the users, and the total
size for our dataset of 300 keys is about 1.4MB using either the segment tree
or the attribute-pool representation with route length of 2000m. The key size
of the segment tree and the attribute-pool representations are about a third
compared to the basic representation. Nevertheless, the keys are fairly small for
all the three representations (< 16 kB in the worst case), so the key size should
be affordable for both the users and the cloud server.

By using the same dataset, we revoked each decryption key in turn and
measured how many users were affected. In Figure 4b we show the average per-
centage of affected users by a single key revocation. As expected, the segment
tree and the attribute-pool representations show less affected users than the ba-
sic representation. This holds for all the route lengths tested. Figure 4c shows
the affected users with respect to the number of replicas in the attribute-pool
representation.

3Lat: [43.7052 , 43.7264], Lon: [10.3867 , 10.4266].
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(a) Average key size wrt route length. (b) Average percentage of affected users
due to a single key revocation wrt route
length.

(c) Average percentage of affected users
due to a single key revocation wrt number
of replicas in the attribute-pool represen-
tation. L = 2000m.

Figure 4: Performance evaluation. All the plots show 95%-confidence intervals in error bars.

It is evident from the figure that the affected users can be reduced even fur-
ther by increasing the parameter ε. The segment-tree representation and the
attribute-pool representation are capable of reducing the number of affected
users, and this lightens the load for the cloud server due to a key revocation,
which is also distributed over time thanks to the laziness of proxy re-encryption.

In our system, the load on the TTP is mainly determined by the complex-
ity of the Encrypt primitive, which grows linearly with the ABE ciphertext
attributes. The TTP executes such primitive once for each sensor at the be-
ginning of the seal procedure. We experimentally evaluated the computational
load and the required bandwidth on the TTP for the seal procedure. We used
the same street network representing the city of Pisa and a maximum system
lifetime of 100 years. We assumed 100 sensors deployed randomly on the street
network. We used the attribute-pool representation with ε = 5, which repre-
sents the worst considered case in terms of ABE ciphertext attributes, and thus
the worst case for the computational load and the required bandwidth on the
TTP. We define the key sealing time as the time needed to generate all the
ABE-sealed keys at the beginning of the seal procedure. We observed a key
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Pisa Houston Beijing

short route 500m 1500m 5000m

medium route 1000m 3000m 10 000m

long route 2000m 6000m 20 000m

Table 1: Route lengths.

sealing time of 5.4 seconds, and the total size of the ABE-sealed keys was about
550 kB. Note that the seal procedure is executed within the key revocation pro-
cedure too, so the key sealing time represents also the minimum time that the
TTP takes to revoke a decryption key. We evaluated the key sealing time on a
desktop computer equipped with 16GB of RAM, an Intel® Core™ i5-6600 CPU,
and running Ubuntu 16.04.3 LTS 64-bit operating system. From our tests, the
ABE ciphertext attributes γ of the average ABE-sealed key are about 39, of
which about 21 those of γR. In other words, the TTP is asked to carry out a
task of a few seconds and then send a few kilobytes of data to the cloud server
every day. This load should be affordable by the average TTP.

6.1. Experimental Evaluation on Large Cities

In order to prove the scalability of our system, we performed the same sim-
ulations on two large cities, namely Houston4 and Beijing5. We illustrate the
effects of revocation in terms of affected users, and we report results which show
the average key size in these new scenarios as the length of the routes varies.
The area of these cities is about 10 and 100 times the area of Pisa, respectively.
Accordingly, we considered proportional datasets of users for Pisa (300 users),
Houston (3000 users), and Beijing (30 000 users). Moreover, we considered route
lengths roughly proportional to the square root of the city area. For each city,
we thus defined “short route”, “medium route”, and “long route” a route whose
length is as specified by Table 1. Again, we assumed a maximum system life-
time of 100 years, a time unit equal to one day, and 365-day validity periods.
As we outlined in Section 6, the attribute-pool representation guarantees the
best performance with regards to affected users. Therefore, simulations in this
section take into consideration only such a representation with ε = 3.

In Figure 5a we show the average key size for the three route lengths tested
on each city. The lower part of the bars shows the portion of the key size con-
cerning the TX subtree. Of course, for each city, the key size increases with the
route length since the set of authorized road segments becomes larger. How-
ever, the graph in Figure 5a reveals that the key size is influenced by distinctive
features of each city’s street network. In other words, street network properties,
such as the average road segment length, the average number of road segments

4Lat: [29.7171 , 29.7975], Lon: [−95.4145 , −95.3208].
5Lat: [39.7705 , 40.0271], Lon: [116.2251 , 116.5581].
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(a) Average key size wrt route length. (b) Average percentage of affected users
due to a single key revocation wrt route
length.

Figure 5: Performance evaluation on large cities.

within a street, etc., can impact on the key size. Among these properties, we
found the average road segment length (Table 2) to be the most influential in
the outcomes.

Pisa Houston Beijing

22.4m 34.6m 66.4m

Table 2: Average road segment length.

In particular, longer road segments produce smaller keys, since the same route
length is composed of less road segments. For example, with reference to Fig-
ure 5a, the medium route in Beijing produces a key smaller than the long route
in Houston, even if the former is longer than the latter (10 000m versus 6000m).
The reason is that in Beijing the average road segment is 66.4m long, whereas
in Houston it is 34.6m long. As a consequence, a route in Beijing is composed
of less road segments than a route of the same length in Houston, thus resulting
in a smaller key. The average road segment length is an indirect measurement
of the “density” of the street network since the road segment is basically the
distance between two crossroads, so the shorter the distance is, the higher the
number of crossroads in the same area. To sum up, small but “dense” cities
like Houston results in larger keys with respect to big but “sparse” cities like
Beijing.

From Figure 5a it can be seen that, even in the worst case considered, i.e.,
Beijing with routes of 20 000m, the average key is about 11.6 kB, which should
be affordable for the majority of the users. Such a small average key is also
advantageous to the cloud server, which must store all the key components
associated with the TR subtree for all the users. Considering that the average
size of the TR subtree key components is about 10.4 kB, and that the Beijing
scenario counts 30 000 users, the cloud server must dedicate only 311MB for the
decryption key components, which again should be affordable. This corroborates
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the scalability of ABE-Cities in terms of key size.
In Figure 5b we show the average percentage of affected users due to a

revocation. As expected, this percentage grows with the route length in all the
three cities. The reason is that longer routes are more likely to go through the
same roads, which in turn makes collisions between users more probable. With
many user collisions, a revocation of a user causes a high number of affected
users. Interestingly, the small city of Pisa scales particularly bad in terms of
affected users as the route length increases. The reason is attributable to the
medieval origins of Pisa, whose street network tends to canalize the traffic on
few main roads, instead of spreading it on the whole city. This makes collisions
between users extremely probable as the route grows in length. Nonetheless, for
each city and route length tested, the average percentage of affected users never
exceeds 10%. The worst scenario in terms of absolute number of users affected
by a revocation is Beijing with long routes, which gives 7.48% · 30 000 = 2244
affected users. This number of affected users should be bearable by the average
cloud server, also thanks to the laziness of the mechanism. Indeed, considering
that the cloud server updates the key components only upon a data request by
the affected user, its computational load is largely spread over time. On the
contrary, the computational load of the TTP is sensibly affected by the size of
the city. We will thoroughly examine this aspect in Section 8.

7. Advanced ABE-Cities

In the ABE-Cities scheme described in Section 4, the key sealing time grows
roughly linearly with the sensors deployed in the city. This is because the TTP
executes the Encrypt primitive once for each sensor. Depending on the city size,
the number of sensors in the city can be large, and this might overload the TTP.
Moreover, the TTP may be a single point of failure of the whole system. If the
TTP misses or delays the execution of a seal procedure for some reason (e.g., a
technical failure), the sensors cannot upload data to the cloud server any longer.
Indeed, they cannot execute the data production procedure since they lack the
new sensor key material. In this section we introduce a more advanced scheme
which reduces the computational load of the TTP and mitigates the effects of
TTP downtime, resulting in a briefer seal procedure.

The advanced ABE-Cities scheme leverages full-resource gateways, often de-
ployed in IoT systems, through which the sensors access the Internet. Gateways
can execute the Encrypt primitive on behalf of the TTP and in parallel with it,
thus reducing the execution time of the seal procedure. This raises the problem
of distributing authentic copies of many public parameters to a potentially large
set of gateways, which we address by using Merkle trees.

A Merkle tree is a binary tree used to efficiently verify the integrity of large
data sets or portions of them. Assume that a large data set is partitioned
into n data blocks. Each data block corresponds to a leaf in the Merkle tree.
The label of each leaf (leaf label) is a one-way hash of the corresponding data
block. The label of each non-leaf node (non-leaf label) is a one-way hash of
the concatenation of its child nodes’ labels. The root label is called top hash
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(tH). The integrity of the top hash implies, of course, the integrity of all the
data blocks. To verify the integrity of a subset of data blocks, it is sufficient to
retrieve the labels of the minimal set of nodes covering the other data blocks
(covering hash set, η), and a proof of integrity of the top hash, which can be for
example a digital signature on it. In the average case, the covering hash set is
only O(log n), thus the amount of information required to verify the integrity
is little compared the complete set of data blocks. Figure 6 shows an example
of a Merkle tree.

db1
<latexit sha1_base64="8j/ALHvLEW4ct2XcyiTXO/b/4ZM=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTAGUkGsogkQQpsaLzZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN963KCSAXZIksLbSCP3PYU9b3qZ+b0H1EaGwQ3NInR9PgnkWApOqdStj7yhUx9Wa3bDzsGWiVOQGhRoD6tfg1EoYh8DEoob03fsiNyEa5JC4bwyiA1GXEz5BPspDbiPxk3ytHN2EhtOIYtQM6lYLuLvjYT7xsx8L530Od2ZRS8T//P6MY0v3EQGUUwYiOwQSYX5ISO0TGtANpIaiXiWHJkMmOCaE6GWjAuRinHaSyXtw1n8fpl0mw3HbjjXzVrrrGimDEdwDKfgwDm04Ara0AEB9/AEz/BiPVqv1pv1/jNasoqdQ/gD6+MbCcySyw==</latexit><latexit sha1_base64="8j/ALHvLEW4ct2XcyiTXO/b/4ZM=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTAGUkGsogkQQpsaLzZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN963KCSAXZIksLbSCP3PYU9b3qZ+b0H1EaGwQ3NInR9PgnkWApOqdStj7yhUx9Wa3bDzsGWiVOQGhRoD6tfg1EoYh8DEoob03fsiNyEa5JC4bwyiA1GXEz5BPspDbiPxk3ytHN2EhtOIYtQM6lYLuLvjYT7xsx8L530Od2ZRS8T//P6MY0v3EQGUUwYiOwQSYX5ISO0TGtANpIaiXiWHJkMmOCaE6GWjAuRinHaSyXtw1n8fpl0mw3HbjjXzVrrrGimDEdwDKfgwDm04Ara0AEB9/AEz/BiPVqv1pv1/jNasoqdQ/gD6+MbCcySyw==</latexit>

db1
<latexit sha1_base64="8j/ALHvLEW4ct2XcyiTXO/b/4ZM=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTAGUkGsogkQQpsaLzZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN963KCSAXZIksLbSCP3PYU9b3qZ+b0H1EaGwQ3NInR9PgnkWApOqdStj7yhUx9Wa3bDzsGWiVOQGhRoD6tfg1EoYh8DEoob03fsiNyEa5JC4bwyiA1GXEz5BPspDbiPxk3ytHN2EhtOIYtQM6lYLuLvjYT7xsx8L530Od2ZRS8T//P6MY0v3EQGUUwYiOwQSYX5ISO0TGtANpIaiXiWHJkMmOCaE6GWjAuRinHaSyXtw1n8fpl0mw3HbjjXzVrrrGimDEdwDKfgwDm04Ara0AEB9/AEz/BiPVqv1pv1/jNasoqdQ/gD6+MbCcySyw==</latexit><latexit sha1_base64="8j/ALHvLEW4ct2XcyiTXO/b/4ZM=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTAGUkGsogkQQpsaLzZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN963KCSAXZIksLbSCP3PYU9b3qZ+b0H1EaGwQ3NInR9PgnkWApOqdStj7yhUx9Wa3bDzsGWiVOQGhRoD6tfg1EoYh8DEoob03fsiNyEa5JC4bwyiA1GXEz5BPspDbiPxk3ytHN2EhtOIYtQM6lYLuLvjYT7xsx8L530Od2ZRS8T//P6MY0v3EQGUUwYiOwQSYX5ISO0TGtANpIaiXiWHJkMmOCaE6GWjAuRinHaSyXtw1n8fpl0mw3HbjjXzVrrrGimDEdwDKfgwDm04Ara0AEB9/AEz/BiPVqv1pv1/jNasoqdQ/gD6+MbCcySyw==</latexit>

db2
<latexit sha1_base64="u+02Fuuft3IuAN/++JlKpz3/qjI=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTAGUkGsogkQQpsaL1ZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN96YFDJADskSeFtpBF8T2HPm15mfu8BtZFhcEOzCF0fJoEcSwGUSt36yBs268NqzW7YOfgycQpSYwXaw+rXYBSK2MeAhAJj+o4dkZuAJikUziuD2GAEYgoT7Kc0AB+Nm+Rp5/wkNkAhj1BzqXgu4u+NBHxjZr6XTvpAd2bRy8T/vH5M4ws3kUEUEwYiO0RSYX7ICC3TGpCPpEYiyJIjlwEXoIEIteQgRCrGaS+VtA9n8ftl0m02HLvhXDdrrbOimTI7YsfslDnsnLXYFWuzDhPsnj2xZ/ZiPVqv1pv1/jNasoqdQ/YH1sc3C1ySzA==</latexit><latexit sha1_base64="u+02Fuuft3IuAN/++JlKpz3/qjI=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTAGUkGsogkQQpsaL1ZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN96YFDJADskSeFtpBF8T2HPm15mfu8BtZFhcEOzCF0fJoEcSwGUSt36yBs268NqzW7YOfgycQpSYwXaw+rXYBSK2MeAhAJj+o4dkZuAJikUziuD2GAEYgoT7Kc0AB+Nm+Rp5/wkNkAhj1BzqXgu4u+NBHxjZr6XTvpAd2bRy8T/vH5M4ws3kUEUEwYiO0RSYX7ICC3TGpCPpEYiyJIjlwEXoIEIteQgRCrGaS+VtA9n8ftl0m02HLvhXDdrrbOimTI7YsfslDnsnLXYFWuzDhPsnj2xZ/ZiPVqv1pv1/jNasoqdQ/YH1sc3C1ySzA==</latexit>

db2
<latexit sha1_base64="u+02Fuuft3IuAN/++JlKpz3/qjI=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTAGUkGsogkQQpsaL1ZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN96YFDJADskSeFtpBF8T2HPm15mfu8BtZFhcEOzCF0fJoEcSwGUSt36yBs268NqzW7YOfgycQpSYwXaw+rXYBSK2MeAhAJj+o4dkZuAJikUziuD2GAEYgoT7Kc0AB+Nm+Rp5/wkNkAhj1BzqXgu4u+NBHxjZr6XTvpAd2bRy8T/vH5M4ws3kUEUEwYiO0RSYX7ICC3TGpCPpEYiyJIjlwEXoIEIteQgRCrGaS+VtA9n8ftl0m02HLvhXDdrrbOimTI7YsfslDnsnLXYFWuzDhPsnj2xZ/ZiPVqv1pv1/jNasoqdQ/YH1sc3C1ySzA==</latexit><latexit sha1_base64="u+02Fuuft3IuAN/++JlKpz3/qjI=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTAGUkGsogkQQpsaL1ZROOnB+6WyMFK/9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WaWV1bX2jvFnZ2t7Z3avuH3RNGGuBHRGqUN96YFDJADskSeFtpBF8T2HPm15mfu8BtZFhcEOzCF0fJoEcSwGUSt36yBs268NqzW7YOfgycQpSYwXaw+rXYBSK2MeAhAJj+o4dkZuAJikUziuD2GAEYgoT7Kc0AB+Nm+Rp5/wkNkAhj1BzqXgu4u+NBHxjZr6XTvpAd2bRy8T/vH5M4ws3kUEUEwYiO0RSYX7ICC3TGpCPpEYiyJIjlwEXoIEIteQgRCrGaS+VtA9n8ftl0m02HLvhXDdrrbOimTI7YsfslDnsnLXYFWuzDhPsnj2xZ/ZiPVqv1pv1/jNasoqdQ/YH1sc3C1ySzA==</latexit>

db3
<latexit sha1_base64="SN04dw5nd0pIchwFQi0ue8cz8w0=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrKDBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Awzsks0=</latexit><latexit sha1_base64="SN04dw5nd0pIchwFQi0ue8cz8w0=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrKDBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Awzsks0=</latexit>

db3
<latexit sha1_base64="SN04dw5nd0pIchwFQi0ue8cz8w0=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrKDBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Awzsks0=</latexit><latexit sha1_base64="SN04dw5nd0pIchwFQi0ue8cz8w0=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrKDBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Awzsks0=</latexit>

db4
<latexit sha1_base64="bPCGuG+sTVzdIYOQVtBOehqjYJE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIjBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Aw58ks4=</latexit><latexit sha1_base64="bPCGuG+sTVzdIYOQVtBOehqjYJE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIjBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Aw58ks4=</latexit>

db4
<latexit sha1_base64="bPCGuG+sTVzdIYOQVtBOehqjYJE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIjBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Aw58ks4=</latexit><latexit sha1_base64="bPCGuG+sTVzdIYOQVtBOehqjYJE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIjBJSRaCiDRB5SYkXryyYcOT90t0YKVv6BFio6RMvfUPAvOMYFJEw1mtnVzo4XKWnItj+twsrq2vpGcbO0tb2zu1feP2ibMNYCWyJUoe56YFDJAFskSWE30gi+p7DjTa7mfucBtZFhcEvTCF0fxoEcSQGUSu3q0BucVQflil2zM/Bl4uSkwnI0B+Wv/jAUsY8BCQXG9Bw7IjcBTVIonJX6scEIxATG2EtpAD4aN8nSzvhJbIBCHqHmUvFMxN8bCfjGTH0vnfSB7syiNxf/83oxjS7dRAZRTBiI+SGSCrNDRmiZ1oB8KDUSwTw5chlwARqIUEsOQqRinPZSSvtwFr9fJu16zbFrzk290jjPmymyI3bMTpnDLliDXbMmazHB7tkTe2Yv1qP1ar1Z7z+jBSvfOWR/YH18Aw58ks4=</latexit>

db5
<latexit sha1_base64="95Tr2cL3kJM9fAt8ZBq3JQpXePE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIj8Sgj0VAGiTykxIrWl004cn7obo0UrPwDLVR0iJa/oeBfcIwLSJhqNLOrnR0vUtKQbX9ahZXVtfWN4mZpa3tnd6+8f9A2YawFtkSoQt31wKCSAbZIksJupBF8T2HHm1zN/c4DaiPD4JamEbo+jAM5kgIoldrVoTc4qw7KFbtmZ+DLxMlJheVoDspf/WEoYh8DEgqM6Tl2RG4CmqRQOCv1Y4MRiAmMsZfSAHw0bpKlnfGT2ACFPELNpeKZiL83EvCNmfpeOukD3ZlFby7+5/ViGl26iQyimDAQ80MkFWaHjNAyrQH5UGokgnly5DLgAjQQoZYchEjFOO2llPbhLH6/TNr1mmPXnJt6pXGeN1NkR+yYnTKHXbAGu2ZN1mKC3bMn9sxerEfr1Xqz3n9GC1a+c8j+wPr4BhAMks8=</latexit><latexit sha1_base64="95Tr2cL3kJM9fAt8ZBq3JQpXePE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIj8Sgj0VAGiTykxIrWl004cn7obo0UrPwDLVR0iJa/oeBfcIwLSJhqNLOrnR0vUtKQbX9ahZXVtfWN4mZpa3tnd6+8f9A2YawFtkSoQt31wKCSAbZIksJupBF8T2HHm1zN/c4DaiPD4JamEbo+jAM5kgIoldrVoTc4qw7KFbtmZ+DLxMlJheVoDspf/WEoYh8DEgqM6Tl2RG4CmqRQOCv1Y4MRiAmMsZfSAHw0bpKlnfGT2ACFPELNpeKZiL83EvCNmfpeOukD3ZlFby7+5/ViGl26iQyimDAQ80MkFWaHjNAyrQH5UGokgnly5DLgAjQQoZYchEjFOO2llPbhLH6/TNr1mmPXnJt6pXGeN1NkR+yYnTKHXbAGu2ZN1mKC3bMn9sxerEfr1Xqz3n9GC1a+c8j+wPr4BhAMks8=</latexit>

db5
<latexit sha1_base64="95Tr2cL3kJM9fAt8ZBq3JQpXePE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIj8Sgj0VAGiTykxIrWl004cn7obo0UrPwDLVR0iJa/oeBfcIwLSJhqNLOrnR0vUtKQbX9ahZXVtfWN4mZpa3tnd6+8f9A2YawFtkSoQt31wKCSAbZIksJupBF8T2HHm1zN/c4DaiPD4JamEbo+jAM5kgIoldrVoTc4qw7KFbtmZ+DLxMlJheVoDspf/WEoYh8DEgqM6Tl2RG4CmqRQOCv1Y4MRiAmMsZfSAHw0bpKlnfGT2ACFPELNpeKZiL83EvCNmfpeOukD3ZlFby7+5/ViGl26iQyimDAQ80MkFWaHjNAyrQH5UGokgnly5DLgAjQQoZYchEjFOO2llPbhLH6/TNr1mmPXnJt6pXGeN1NkR+yYnTKHXbAGu2ZN1mKC3bMn9sxerEfr1Xqz3n9GC1a+c8j+wPr4BhAMks8=</latexit><latexit sha1_base64="95Tr2cL3kJM9fAt8ZBq3JQpXePE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrIj8Sgj0VAGiTykxIrWl004cn7obo0UrPwDLVR0iJa/oeBfcIwLSJhqNLOrnR0vUtKQbX9ahZXVtfWN4mZpa3tnd6+8f9A2YawFtkSoQt31wKCSAbZIksJupBF8T2HHm1zN/c4DaiPD4JamEbo+jAM5kgIoldrVoTc4qw7KFbtmZ+DLxMlJheVoDspf/WEoYh8DEgqM6Tl2RG4CmqRQOCv1Y4MRiAmMsZfSAHw0bpKlnfGT2ACFPELNpeKZiL83EvCNmfpeOukD3ZlFby7+5/ViGl26iQyimDAQ80MkFWaHjNAyrQH5UGokgnly5DLgAjQQoZYchEjFOO2llPbhLH6/TNr1mmPXnJt6pXGeN1NkR+yYnTKHXbAGu2ZN1mKC3bMn9sxerEfr1Xqz3n9GC1a+c8j+wPr4BhAMks8=</latexit>

db6
<latexit sha1_base64="jZYLasy2R2ifY4BYwqMIYfYReC0=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTBMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeajbyZIpzAKZyDAxfQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEZyS0A==</latexit><latexit sha1_base64="jZYLasy2R2ifY4BYwqMIYfYReC0=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTBMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeajbyZIpzAKZyDAxfQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEZyS0A==</latexit>

db6
<latexit sha1_base64="jZYLasy2R2ifY4BYwqMIYfYReC0=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTBMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeajbyZIpzAKZyDAxfQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEZyS0A==</latexit><latexit sha1_base64="jZYLasy2R2ifY4BYwqMIYfYReC0=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTBMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeajbyZIpzAKZyDAxfQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEZyS0A==</latexit>

db7
<latexit sha1_base64="bkef9OsV4ZvZPdtnC7uYphVBYnQ=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTEMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeaF3kzRTiBUzgHBxrQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEyyS0Q==</latexit><latexit sha1_base64="bkef9OsV4ZvZPdtnC7uYphVBYnQ=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTEMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeaF3kzRTiBUzgHBxrQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEyyS0Q==</latexit>

db7
<latexit sha1_base64="bkef9OsV4ZvZPdtnC7uYphVBYnQ=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTEMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeaF3kzRTiBUzgHBxrQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEyyS0Q==</latexit><latexit sha1_base64="bkef9OsV4ZvZPdtnC7uYphVBYnQ=">AAAB+HicbVC7TsNAEFyHVwivACXNiQSJKrJTEMpINJRBIg8psaLzZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8blDJANskSWEv0sh9T2HXm16lfvcBtZFhcEuzCF2fTwI5loJTInWqI2/YqA7LFbtmZ2CrxMlJBXK0huWvwSgUsY8BCcWN6Tt2RO6ca5JC4aI0iA1GXEz5BPsJDbiPxp1naRfsLDacQhahZlKxTMTfG3PuGzPzvWTS53Rnlr1U/M/rxzS+dOcyiGLCQKSHSCrMDhmhZVIDspHUSMTT5MhkwATXnAi1ZFyIRIyTXkpJH87y96ukU685ds25qVeaF3kzRTiBUzgHBxrQhGtoQRsE3MMTPMOL9Wi9Wm/W+89owcp3juEPrI9vEyyS0Q==</latexit>

db8
<latexit sha1_base64="RS9zaetXMQmuyeJwcp0tzTvJnQE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTQMpINJRBIg8psaL1ZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8MKhkgG2SpLAXaQTfU9j1plep331AbWQY3NIsQteHSSDHUgAlUqc68oaN6rBcsWt2Br5KnJxUWI7WsPw1GIUi9jEgocCYvmNH5M5BkxQKF6VBbDACMYUJ9hMagI/GnWdpF/wsNkAhj1BzqXgm4u+NOfjGzHwvmfSB7syyl4r/ef2Yxg13LoMoJgxEeoikwuyQEVomNSAfSY1EkCZHLgMuQAMRaslBiESMk15KSR/O8verpFOvOXbNualXmhd5M0V2wk7ZOXPYJWuya9ZibSbYPXtiz+zFerRerTfr/We0YOU7x+wPrI9vFLyS0g==</latexit><latexit sha1_base64="RS9zaetXMQmuyeJwcp0tzTvJnQE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTQMpINJRBIg8psaL1ZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8MKhkgG2SpLAXaQTfU9j1plep331AbWQY3NIsQteHSSDHUgAlUqc68oaN6rBcsWt2Br5KnJxUWI7WsPw1GIUi9jEgocCYvmNH5M5BkxQKF6VBbDACMYUJ9hMagI/GnWdpF/wsNkAhj1BzqXgm4u+NOfjGzHwvmfSB7syyl4r/ef2Yxg13LoMoJgxEeoikwuyQEVomNSAfSY1EkCZHLgMuQAMRaslBiESMk15KSR/O8verpFOvOXbNualXmhd5M0V2wk7ZOXPYJWuya9ZibSbYPXtiz+zFerRerTfr/We0YOU7x+wPrI9vFLyS0g==</latexit>

db8
<latexit sha1_base64="RS9zaetXMQmuyeJwcp0tzTvJnQE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTQMpINJRBIg8psaL1ZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8MKhkgG2SpLAXaQTfU9j1plep331AbWQY3NIsQteHSSDHUgAlUqc68oaN6rBcsWt2Br5KnJxUWI7WsPw1GIUi9jEgocCYvmNH5M5BkxQKF6VBbDACMYUJ9hMagI/GnWdpF/wsNkAhj1BzqXgm4u+NOfjGzHwvmfSB7syyl4r/ef2Yxg13LoMoJgxEeoikwuyQEVomNSAfSY1EkCZHLgMuQAMRaslBiESMk15KSR/O8verpFOvOXbNualXmhd5M0V2wk7ZOXPYJWuya9ZibSbYPXtiz+zFerRerTfr/We0YOU7x+wPrI9vFLyS0g==</latexit><latexit sha1_base64="RS9zaetXMQmuyeJwcp0tzTvJnQE=">AAAB+HicbVC7TsNAEDyHVwivACXNiQSJKrJTQMpINJRBIg8psaL1ZROOnB+6WyOFKP9ACxUdouVvKPgXbOMCEqYazexqZ8eLlDRk259WYW19Y3OruF3a2d3bPygfHnVMGGuBbRGqUPc8MKhkgG2SpLAXaQTfU9j1plep331AbWQY3NIsQteHSSDHUgAlUqc68oaN6rBcsWt2Br5KnJxUWI7WsPw1GIUi9jEgocCYvmNH5M5BkxQKF6VBbDACMYUJ9hMagI/GnWdpF/wsNkAhj1BzqXgm4u+NOfjGzHwvmfSB7syyl4r/ef2Yxg13LoMoJgxEeoikwuyQEVomNSAfSY1EkCZHLgMuQAMRaslBiESMk15KSR/O8verpFOvOXbNualXmhd5M0V2wk7ZOXPYJWuya9ZibSbYPXtiz+zFerRerTfr/We0YOU7x+wPrI9vFLyS0g==</latexit>

h000
<latexit sha1_base64="MIx+RC79MSegTVuItMqGO0+qtGA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkT0KtSSxscREQAMXsrc8YMPu3WX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWGft0SmvrG5tb5e3Kzu7e/kH18Khrw9gI6IhQhebe5xaUDKCDEhXcRwa49hX0/Nl15vcewVgZBnc4j8DTfBLIsRQcU+mhPh0mjLFFfVitsQbLQVeJW5AaKdAeVr8Go1DEGgIUilvbd1mEXsINSqFgURnEFiIuZnwC/ZQGXIP1kjzwgp7FlmNIIzBUKpqL8Hsj4draufbTSc1xape9TPzP68c4vvISGUQxQiCyQygV5IesMDJtAuhIGkDkWXKgMqCCG44IRlIuRCrGaTWVtA93+ftV0m02XNZwb5u11kXRTJmckFNyTlxySVrkhrRJhwiiyRN5Ji/Ownl13pz3n9GSU+wckz9wPr4BA1+T4g==</latexit><latexit sha1_base64="MIx+RC79MSegTVuItMqGO0+qtGA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkT0KtSSxscREQAMXsrc8YMPu3WX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWGft0SmvrG5tb5e3Kzu7e/kH18Khrw9gI6IhQhebe5xaUDKCDEhXcRwa49hX0/Nl15vcewVgZBnc4j8DTfBLIsRQcU+mhPh0mjLFFfVitsQbLQVeJW5AaKdAeVr8Go1DEGgIUilvbd1mEXsINSqFgURnEFiIuZnwC/ZQGXIP1kjzwgp7FlmNIIzBUKpqL8Hsj4draufbTSc1xape9TPzP68c4vvISGUQxQiCyQygV5IesMDJtAuhIGkDkWXKgMqCCG44IRlIuRCrGaTWVtA93+ftV0m02XNZwb5u11kXRTJmckFNyTlxySVrkhrRJhwiiyRN5Ji/Ownl13pz3n9GSU+wckz9wPr4BA1+T4g==</latexit>

h000
<latexit sha1_base64="MIx+RC79MSegTVuItMqGO0+qtGA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkT0KtSSxscREQAMXsrc8YMPu3WX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWGft0SmvrG5tb5e3Kzu7e/kH18Khrw9gI6IhQhebe5xaUDKCDEhXcRwa49hX0/Nl15vcewVgZBnc4j8DTfBLIsRQcU+mhPh0mjLFFfVitsQbLQVeJW5AaKdAeVr8Go1DEGgIUilvbd1mEXsINSqFgURnEFiIuZnwC/ZQGXIP1kjzwgp7FlmNIIzBUKpqL8Hsj4draufbTSc1xape9TPzP68c4vvISGUQxQiCyQygV5IesMDJtAuhIGkDkWXKgMqCCG44IRlIuRCrGaTWVtA93+ftV0m02XNZwb5u11kXRTJmckFNyTlxySVrkhrRJhwiiyRN5Ji/Ownl13pz3n9GSU+wckz9wPr4BA1+T4g==</latexit><latexit sha1_base64="MIx+RC79MSegTVuItMqGO0+qtGA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkT0KtSSxscREQAMXsrc8YMPu3WX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWGft0SmvrG5tb5e3Kzu7e/kH18Khrw9gI6IhQhebe5xaUDKCDEhXcRwa49hX0/Nl15vcewVgZBnc4j8DTfBLIsRQcU+mhPh0mjLFFfVitsQbLQVeJW5AaKdAeVr8Go1DEGgIUilvbd1mEXsINSqFgURnEFiIuZnwC/ZQGXIP1kjzwgp7FlmNIIzBUKpqL8Hsj4draufbTSc1xape9TPzP68c4vvISGUQxQiCyQygV5IesMDJtAuhIGkDkWXKgMqCCG44IRlIuRCrGaTWVtA93+ftV0m02XNZwb5u11kXRTJmckFNyTlxySVrkhrRJhwiiyRN5Ji/Ownl13pz3n9GSU+wckz9wPr4BA1+T4g==</latexit>

h001
<latexit sha1_base64="gAtzwkt4nHWGw4csnpO2O8eUMaE=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPCT4w==</latexit><latexit sha1_base64="gAtzwkt4nHWGw4csnpO2O8eUMaE=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPCT4w==</latexit>

h001
<latexit sha1_base64="gAtzwkt4nHWGw4csnpO2O8eUMaE=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPCT4w==</latexit><latexit sha1_base64="gAtzwkt4nHWGw4csnpO2O8eUMaE=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPCT4w==</latexit>

h010
<latexit sha1_base64="ixLm6LA+f49fuGrFHAxYWCKXxnI=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T13MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPGT4w==</latexit><latexit sha1_base64="ixLm6LA+f49fuGrFHAxYWCKXxnI=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T13MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPGT4w==</latexit>

h010
<latexit sha1_base64="ixLm6LA+f49fuGrFHAxYWCKXxnI=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T13MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPGT4w==</latexit><latexit sha1_base64="ixLm6LA+f49fuGrFHAxYWCKXxnI=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T13MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPGT4w==</latexit>

h011
<latexit sha1_base64="hbNjZTXpD22cdiA5b0aD1gGFyU8=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/MW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoKT5A==</latexit><latexit sha1_base64="hbNjZTXpD22cdiA5b0aD1gGFyU8=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/MW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoKT5A==</latexit>

h011
<latexit sha1_base64="hbNjZTXpD22cdiA5b0aD1gGFyU8=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/MW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoKT5A==</latexit><latexit sha1_base64="hbNjZTXpD22cdiA5b0aD1gGFyU8=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4T1/MW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoKT5A==</latexit>

h00
<latexit sha1_base64="IjhbkTxB/5P3rfDU2+vdsUDOjM4=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRecUQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtIiY5/O2vrG5tZ2aae8u7d/cFg5Ou7YMDYC2iJUoen53IKSGtooUUEvMsADX0HXn91kfvcBjJWhvsd5BF7AJ1qOpeCYSr3adJgwtqgNK1VWZznoKnELUiUFWsPK12AUijgAjUJxa/sui9BLuEEpFCzKg9hCxMWMT6CfUs0DsF6S513Q89hyDGkEhkpFcxF+byQ8sHYe+OlkwHFql71M/M/rxzi+9hKpoxhBi+wQSgX5ISuMTIsAOpIGEHmWHKjUVHDDEcFIyoVIxThtppz24S5/v0o6jbrL6u5do9q8LJopkVNyRi6IS65Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35Fdk6g=</latexit><latexit sha1_base64="IjhbkTxB/5P3rfDU2+vdsUDOjM4=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRecUQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtIiY5/O2vrG5tZ2aae8u7d/cFg5Ou7YMDYC2iJUoen53IKSGtooUUEvMsADX0HXn91kfvcBjJWhvsd5BF7AJ1qOpeCYSr3adJgwtqgNK1VWZznoKnELUiUFWsPK12AUijgAjUJxa/sui9BLuEEpFCzKg9hCxMWMT6CfUs0DsF6S513Q89hyDGkEhkpFcxF+byQ8sHYe+OlkwHFql71M/M/rxzi+9hKpoxhBi+wQSgX5ISuMTIsAOpIGEHmWHKjUVHDDEcFIyoVIxThtppz24S5/v0o6jbrL6u5do9q8LJopkVNyRi6IS65Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35Fdk6g=</latexit>

h00
<latexit sha1_base64="IjhbkTxB/5P3rfDU2+vdsUDOjM4=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRecUQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtIiY5/O2vrG5tZ2aae8u7d/cFg5Ou7YMDYC2iJUoen53IKSGtooUUEvMsADX0HXn91kfvcBjJWhvsd5BF7AJ1qOpeCYSr3adJgwtqgNK1VWZznoKnELUiUFWsPK12AUijgAjUJxa/sui9BLuEEpFCzKg9hCxMWMT6CfUs0DsF6S513Q89hyDGkEhkpFcxF+byQ8sHYe+OlkwHFql71M/M/rxzi+9hKpoxhBi+wQSgX5ISuMTIsAOpIGEHmWHKjUVHDDEcFIyoVIxThtppz24S5/v0o6jbrL6u5do9q8LJopkVNyRi6IS65Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35Fdk6g=</latexit><latexit sha1_base64="IjhbkTxB/5P3rfDU2+vdsUDOjM4=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRecUQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtIiY5/O2vrG5tZ2aae8u7d/cFg5Ou7YMDYC2iJUoen53IKSGtooUUEvMsADX0HXn91kfvcBjJWhvsd5BF7AJ1qOpeCYSr3adJgwtqgNK1VWZznoKnELUiUFWsPK12AUijgAjUJxa/sui9BLuEEpFCzKg9hCxMWMT6CfUs0DsF6S513Q89hyDGkEhkpFcxF+byQ8sHYe+OlkwHFql71M/M/rxzi+9hKpoxhBi+wQSgX5ISuMTIsAOpIGEHmWHKjUVHDDEcFIyoVIxThtppz24S5/v0o6jbrL6u5do9q8LJopkVNyRi6IS65Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35Fdk6g=</latexit>

h01
<latexit sha1_base64="26DE9zBoEjdJ7P/4w3a1szFlpug=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPbWdSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLuk6k=</latexit><latexit sha1_base64="26DE9zBoEjdJ7P/4w3a1szFlpug=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPbWdSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLuk6k=</latexit>

h01
<latexit sha1_base64="26DE9zBoEjdJ7P/4w3a1szFlpug=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPbWdSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLuk6k=</latexit><latexit sha1_base64="26DE9zBoEjdJ7P/4w3a1szFlpug=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPbWdSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLuk6k=</latexit>

h100
<latexit sha1_base64="W1jZEw5nWdrZZk8hkahBH168IG4=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3UX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPKT4w==</latexit><latexit sha1_base64="W1jZEw5nWdrZZk8hkahBH168IG4=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3UX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPKT4w==</latexit>

h100
<latexit sha1_base64="W1jZEw5nWdrZZk8hkahBH168IG4=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3UX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPKT4w==</latexit><latexit sha1_base64="W1jZEw5nWdrZZk8hkahBH168IG4=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3UX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBPKT4w==</latexit>

h101
<latexit sha1_base64="xvpjT9FH3uHmIQ18FSXIEvTy1Hk=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoOT5A==</latexit><latexit sha1_base64="xvpjT9FH3uHmIQ18FSXIEvTy1Hk=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoOT5A==</latexit>

h101
<latexit sha1_base64="xvpjT9FH3uHmIQ18FSXIEvTy1Hk=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoOT5A==</latexit><latexit sha1_base64="xvpjT9FH3uHmIQ18FSXIEvTy1Hk=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz/UW9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoOT5A==</latexit>

h110
<latexit sha1_base64="VckhQrkX+FluIPsw2EdQz4//RjA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoST5A==</latexit><latexit sha1_base64="VckhQrkX+FluIPsw2EdQz4//RjA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoST5A==</latexit>

h110
<latexit sha1_base64="VckhQrkX+FluIPsw2EdQz4//RjA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoST5A==</latexit><latexit sha1_base64="VckhQrkX+FluIPsw2EdQz4//RjA=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkTsKtSSxscREQAMXsrc8YMPu3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb94EkRQWXffTKa2tb2xulbcrO7t7+wfVw6OuDWPDocNDGZr7gFmQQkMHBUq4jwwwFUjoBbPrzO89grEi1Hc4j8BXbKLFWHCGqfRQnw4Tz3MX9WG15jbcHHSVeAWpkQLtYfVrMAp5rEAjl8zavudG6CfMoOASFpVBbCFifMYm0E+pZgqsn+SBF/QstgxDGoGhQtJchN8bCVPWzlWQTiqGU7vsZeJ/Xj/G8ZWfCB3FCJpnh1BIyA9ZbkTaBNCRMIDIsuRAhaacGYYIRlDGeSrGaTWVtA9v+ftV0m02PLfh3TZrrYuimTI5IafknHjkkrTIDWmTDuFEkSfyTF6chfPqvDnvP6Mlp9g5Jn/gfHwDBoST5A==</latexit>

h111
<latexit sha1_base64="YYsiDo4LhVAUN+NYqZ3mPIjCYig=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkVsKtSSxscREQAMXsrc8YMPe3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWXffTKa2tb2xulbcrO7t7+wfVw6OuDWMjoCNCFZp7n1tQUkMHJSq4jwzwwFfQ82fXmd97BGNlqO9wHoEX8ImWYyk4ptJDfTpMGGOL+rBacxtuDrpKWEFqpEB7WP0ajEIRB6BRKG5tn7kRegk3KIWCRWUQW4i4mPEJ9FOqeQDWS/LAC3oWW44hjcBQqWguwu+NhAfWzgM/nQw4Tu2yl4n/ef0Yx1deInUUI2iRHUKpID9khZFpE0BH0gAiz5IDlZoKbjgiGEm5EKkYp9VU0j7Y8verpNtsMLfBbpu11kXRTJmckFNyThi5JC1yQ9qkQwQJyBN5Ji/Ownl13pz3n9GSU+wckz9wPr4BCBWT5Q==</latexit><latexit sha1_base64="YYsiDo4LhVAUN+NYqZ3mPIjCYig=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkVsKtSSxscREQAMXsrc8YMPe3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWXffTKa2tb2xulbcrO7t7+wfVw6OuDWMjoCNCFZp7n1tQUkMHJSq4jwzwwFfQ82fXmd97BGNlqO9wHoEX8ImWYyk4ptJDfTpMGGOL+rBacxtuDrpKWEFqpEB7WP0ajEIRB6BRKG5tn7kRegk3KIWCRWUQW4i4mPEJ9FOqeQDWS/LAC3oWW44hjcBQqWguwu+NhAfWzgM/nQw4Tu2yl4n/ef0Yx1deInUUI2iRHUKpID9khZFpE0BH0gAiz5IDlZoKbjgiGEm5EKkYp9VU0j7Y8verpNtsMLfBbpu11kXRTJmckFNyThi5JC1yQ9qkQwQJyBN5Ji/Ownl13pz3n9GSU+wckz9wPr4BCBWT5Q==</latexit>

h111
<latexit sha1_base64="YYsiDo4LhVAUN+NYqZ3mPIjCYig=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkVsKtSSxscREQAMXsrc8YMPe3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWXffTKa2tb2xulbcrO7t7+wfVw6OuDWMjoCNCFZp7n1tQUkMHJSq4jwzwwFfQ82fXmd97BGNlqO9wHoEX8ImWYyk4ptJDfTpMGGOL+rBacxtuDrpKWEFqpEB7WP0ajEIRB6BRKG5tn7kRegk3KIWCRWUQW4i4mPEJ9FOqeQDWS/LAC3oWW44hjcBQqWguwu+NhAfWzgM/nQw4Tu2yl4n/ef0Yx1deInUUI2iRHUKpID9khZFpE0BH0gAiz5IDlZoKbjgiGEm5EKkYp9VU0j7Y8verpNtsMLfBbpu11kXRTJmckFNyThi5JC1yQ9qkQwQJyBN5Ji/Ownl13pz3n9GSU+wckz9wPr4BCBWT5Q==</latexit><latexit sha1_base64="YYsiDo4LhVAUN+NYqZ3mPIjCYig=">AAAB+3icbVA9TwJBFNzDL8Qv1NJmI5hYkVsKtSSxscREQAMXsrc8YMPe3mX3nQm58CtstbIztv4YC/+Ld+cVCk41mXkvb974kZIWXffTKa2tb2xulbcrO7t7+wfVw6OuDWMjoCNCFZp7n1tQUkMHJSq4jwzwwFfQ82fXmd97BGNlqO9wHoEX8ImWYyk4ptJDfTpMGGOL+rBacxtuDrpKWEFqpEB7WP0ajEIRB6BRKG5tn7kRegk3KIWCRWUQW4i4mPEJ9FOqeQDWS/LAC3oWW44hjcBQqWguwu+NhAfWzgM/nQw4Tu2yl4n/ef0Yx1deInUUI2iRHUKpID9khZFpE0BH0gAiz5IDlZoKbjgiGEm5EKkYp9VU0j7Y8verpNtsMLfBbpu11kXRTJmckFNyThi5JC1yQ9qkQwQJyBN5Ji/Ownl13pz3n9GSU+wckz9wPr4BCBWT5Q==</latexit>

h10
<latexit sha1_base64="miKJAetN3mA5oJM+S1Ufae8MDc0=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPHXtSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLvk6k=</latexit><latexit sha1_base64="miKJAetN3mA5oJM+S1Ufae8MDc0=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPHXtSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLvk6k=</latexit>

h10
<latexit sha1_base64="miKJAetN3mA5oJM+S1Ufae8MDc0=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPHXtSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLvk6k=</latexit><latexit sha1_base64="miKJAetN3mA5oJM+S1Ufae8MDc0=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRXYKoIxEQxkk8pASK1pfNskp54fu1kiRyU/QQkWHaPkZCv4F27iAhKlGM7va2fEiJQ3Z9qe1tr6xubVd2inv7u0fHFaOjjsmjLXAtghVqHseGFQywDZJUtiLNILvKex6s5vM7z6gNjIM7mkeoevDJJBjKYBSqVebDhPHXtSGlapdt3PwVeIUpMoKtIaVr8EoFLGPAQkFxvQdOyI3AU1SKFyUB7HBCMQMJthPaQA+GjfJ8y74eWyAQh6h5lLxXMTfGwn4xsx9L530gaZm2cvE/7x+TONrN5FBFBMGIjtEUmF+yAgt0yKQj6RGIsiSI5cBF6CBCLXkIEQqxmkz5bQPZ/n7VdJp1B277tw1qs3LopkSO2Vn7II57Io12S1rsTYTTLEn9sxerEfr1Xqz3n9G16xi54T9gfXxDZLvk6k=</latexit>

h11
<latexit sha1_base64="KRyCq1fpjc2vH6WUBkhcoYk6OTw=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRb4UQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtKi6346a+sbm1vbpZ3y7t7+wWHl6Lhjw9gIaItQhabncwtKamijRAW9yAAPfAVdf3aT+d0HMFaG+h7nEXgBn2g5loJjKvVq02HC2KI2rFTdupuDrhJWkCop0BpWvgajUMQBaBSKW9tnboRewg1KoWBRHsQWIi5mfAL9lGoegPWSPO+CnseWY0gjMFQqmovweyPhgbXzwE8nA45Tu+xl4n9eP8bxtZdIHcUIWmSHUCrID1lhZFoE0JE0gMiz5EClpoIbjghGUi5EKsZpM+W0D7b8/SrpNOrMrbO7RrV5WTRTIqfkjFwQRq5Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35SAk6o=</latexit><latexit sha1_base64="KRyCq1fpjc2vH6WUBkhcoYk6OTw=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRb4UQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtKi6346a+sbm1vbpZ3y7t7+wWHl6Lhjw9gIaItQhabncwtKamijRAW9yAAPfAVdf3aT+d0HMFaG+h7nEXgBn2g5loJjKvVq02HC2KI2rFTdupuDrhJWkCop0BpWvgajUMQBaBSKW9tnboRewg1KoWBRHsQWIi5mfAL9lGoegPWSPO+CnseWY0gjMFQqmovweyPhgbXzwE8nA45Tu+xl4n9eP8bxtZdIHcUIWmSHUCrID1lhZFoE0JE0gMiz5EClpoIbjghGUi5EKsZpM+W0D7b8/SrpNOrMrbO7RrV5WTRTIqfkjFwQRq5Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35SAk6o=</latexit>

h11
<latexit sha1_base64="KRyCq1fpjc2vH6WUBkhcoYk6OTw=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRb4UQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtKi6346a+sbm1vbpZ3y7t7+wWHl6Lhjw9gIaItQhabncwtKamijRAW9yAAPfAVdf3aT+d0HMFaG+h7nEXgBn2g5loJjKvVq02HC2KI2rFTdupuDrhJWkCop0BpWvgajUMQBaBSKW9tnboRewg1KoWBRHsQWIi5mfAL9lGoegPWSPO+CnseWY0gjMFQqmovweyPhgbXzwE8nA45Tu+xl4n9eP8bxtZdIHcUIWmSHUCrID1lhZFoE0JE0gMiz5EClpoIbjghGUi5EKsZpM+W0D7b8/SrpNOrMrbO7RrV5WTRTIqfkjFwQRq5Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35SAk6o=</latexit><latexit sha1_base64="KRyCq1fpjc2vH6WUBkhcoYk6OTw=">AAAB+nicbVC7TsNAEDzzDOEVoKQ5kSBRRb4UQBmJhjJI5CElVnS+bJJTzmfrbo0UmfwELVR0iJafoeBfsI0LSJhqNLOrnR0/UtKi6346a+sbm1vbpZ3y7t7+wWHl6Lhjw9gIaItQhabncwtKamijRAW9yAAPfAVdf3aT+d0HMFaG+h7nEXgBn2g5loJjKvVq02HC2KI2rFTdupuDrhJWkCop0BpWvgajUMQBaBSKW9tnboRewg1KoWBRHsQWIi5mfAL9lGoegPWSPO+CnseWY0gjMFQqmovweyPhgbXzwE8nA45Tu+xl4n9eP8bxtZdIHcUIWmSHUCrID1lhZFoE0JE0gMiz5EClpoIbjghGUi5EKsZpM+W0D7b8/SrpNOrMrbO7RrV5WTRTIqfkjFwQRq5Ik9ySFmkTQRR5Is/kxXl0Xp035/1ndM0pdk7IHzgf35SAk6o=</latexit>

h0
<latexit sha1_base64="3eZ3iA6UD2VFFG9YJ3SERujq0gI=">AAAB93icbVA9TwJBEN3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kLllgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke75YFDJEF2SpLAXa4TAV9j1Z7eZ331EbWQUPtA8Ri+ASSjHUgClklufDu36sFqzG3YOvk6cgtRYgfaw+jUYRSIJMCShwJi+Y8fkLUCTFAqXlUFiMAYxgwn2UxpCgMZb5GGX/CIxQBGPUXOpeC7i740FBMbMAz+dDICmZtXLxP+8fkLjG28hwzghDEV2iKTC/JARWqYtIB9JjUSQJUcuQy5AAxFqyUGIVEzSWippH87q9+uk02w4dsO5b9ZaV0UzZXbGztklc9g1a7E71mYuE0yyJ/bMXqy59Wq9We8/oyWr2Dllf2B9fANPEpJi</latexit><latexit sha1_base64="3eZ3iA6UD2VFFG9YJ3SERujq0gI=">AAAB93icbVA9TwJBEN3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kLllgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke75YFDJEF2SpLAXa4TAV9j1Z7eZ331EbWQUPtA8Ri+ASSjHUgClklufDu36sFqzG3YOvk6cgtRYgfaw+jUYRSIJMCShwJi+Y8fkLUCTFAqXlUFiMAYxgwn2UxpCgMZb5GGX/CIxQBGPUXOpeC7i740FBMbMAz+dDICmZtXLxP+8fkLjG28hwzghDEV2iKTC/JARWqYtIB9JjUSQJUcuQy5AAxFqyUGIVEzSWippH87q9+uk02w4dsO5b9ZaV0UzZXbGztklc9g1a7E71mYuE0yyJ/bMXqy59Wq9We8/oyWr2Dllf2B9fANPEpJi</latexit>

h0
<latexit sha1_base64="3eZ3iA6UD2VFFG9YJ3SERujq0gI=">AAAB93icbVA9TwJBEN3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kLllgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke75YFDJEF2SpLAXa4TAV9j1Z7eZ331EbWQUPtA8Ri+ASSjHUgClklufDu36sFqzG3YOvk6cgtRYgfaw+jUYRSIJMCShwJi+Y8fkLUCTFAqXlUFiMAYxgwn2UxpCgMZb5GGX/CIxQBGPUXOpeC7i740FBMbMAz+dDICmZtXLxP+8fkLjG28hwzghDEV2iKTC/JARWqYtIB9JjUSQJUcuQy5AAxFqyUGIVEzSWippH87q9+uk02w4dsO5b9ZaV0UzZXbGztklc9g1a7E71mYuE0yyJ/bMXqy59Wq9We8/oyWr2Dllf2B9fANPEpJi</latexit><latexit sha1_base64="3eZ3iA6UD2VFFG9YJ3SERujq0gI=">AAAB93icbVA9TwJBEN3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kLllgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke75YFDJEF2SpLAXa4TAV9j1Z7eZ331EbWQUPtA8Ri+ASSjHUgClklufDu36sFqzG3YOvk6cgtRYgfaw+jUYRSIJMCShwJi+Y8fkLUCTFAqXlUFiMAYxgwn2UxpCgMZb5GGX/CIxQBGPUXOpeC7i740FBMbMAz+dDICmZtXLxP+8fkLjG28hwzghDEV2iKTC/JARWqYtIB9JjUSQJUcuQy5AAxFqyUGIVEzSWippH87q9+uk02w4dsO5b9ZaV0UzZXbGztklc9g1a7E71mYuE0yyJ/bMXqy59Wq9We8/oyWr2Dllf2B9fANPEpJi</latexit>

h1
<latexit sha1_base64="uciE4SHhCiG38kq9RHDWPNmtrkY=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kL1lgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke753KCSIbokSWEv1sgDX2HXn91mfvcRtZFR+EDzGL2AT0I5loJTKrn16dCpD6s1u2HnYOvEKUgNCrSH1a/BKBJJgCEJxY3pO3ZM3oJrkkLhsjJIDMZczPgE+ykNeYDGW+Rhl+wiMZwiFqNmUrFcxN8bCx4YMw/8dDLgNDWrXib+5/UTGt94CxnGCWEoskMkFeaHjNAybQHZSGok4llyZDJkgmtOhFoyLkQqJmktlbQPZ/X7ddJpNhy74dw3a62ropkynME5XIID19CCO2iDCwIkPMEzvFhz69V6s95/RktWsXMKf2B9fANQopJj</latexit><latexit sha1_base64="uciE4SHhCiG38kq9RHDWPNmtrkY=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kL1lgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke753KCSIbokSWEv1sgDX2HXn91mfvcRtZFR+EDzGL2AT0I5loJTKrn16dCpD6s1u2HnYOvEKUgNCrSH1a/BKBJJgCEJxY3pO3ZM3oJrkkLhsjJIDMZczPgE+ykNeYDGW+Rhl+wiMZwiFqNmUrFcxN8bCx4YMw/8dDLgNDWrXib+5/UTGt94CxnGCWEoskMkFeaHjNAybQHZSGok4llyZDJkgmtOhFoyLkQqJmktlbQPZ/X7ddJpNhy74dw3a62ropkynME5XIID19CCO2iDCwIkPMEzvFhz69V6s95/RktWsXMKf2B9fANQopJj</latexit>

h1
<latexit sha1_base64="uciE4SHhCiG38kq9RHDWPNmtrkY=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kL1lgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke753KCSIbokSWEv1sgDX2HXn91mfvcRtZFR+EDzGL2AT0I5loJTKrn16dCpD6s1u2HnYOvEKUgNCrSH1a/BKBJJgCEJxY3pO3ZM3oJrkkLhsjJIDMZczPgE+ykNeYDGW+Rhl+wiMZwiFqNmUrFcxN8bCx4YMw/8dDLgNDWrXib+5/UTGt94CxnGCWEoskMkFeaHjNAybQHZSGok4llyZDJkgmtOhFoyLkQqJmktlbQPZ/X7ddJpNhy74dw3a62ropkynME5XIID19CCO2iDCwIkPMEzvFhz69V6s95/RktWsXMKf2B9fANQopJj</latexit><latexit sha1_base64="uciE4SHhCiG38kq9RHDWPNmtrkY=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxscTEAxK4kL1lgA17H9mdMyGE32CrlZ2x9edY+F+8O69Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNIxUaIFuiJSke753KCSIbokSWEv1sgDX2HXn91mfvcRtZFR+EDzGL2AT0I5loJTKrn16dCpD6s1u2HnYOvEKUgNCrSH1a/BKBJJgCEJxY3pO3ZM3oJrkkLhsjJIDMZczPgE+ykNeYDGW+Rhl+wiMZwiFqNmUrFcxN8bCx4YMw/8dDLgNDWrXib+5/UTGt94CxnGCWEoskMkFeaHjNAybQHZSGok4llyZDJkgmtOhFoyLkQqJmktlbQPZ/X7ddJpNhy74dw3a62ropkynME5XIID19CCO2iDCwIkPMEzvFhz69V6s95/RktWsXMKf2B9fANQopJj</latexit>

tH
<latexit sha1_base64="E+gJRcPYlkiRJn6H4mpWXxjolSA=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxocTEAxK4kL1lwA17H9mdMyEXfoOtVnbG1p9j4X/xDq9Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNI1UaIFuiJSke773KCSIbokSWE/1sgDX2HPn93mfu8RtZFReE/zGL2AT0M5kYJTJrl1GrXro2rNbthLsHXiFKQGBTqj6tdwHIkkwJCE4sYMHDsmL+WapFC4qAwTgzEXMz7FQUZDHqDx0mXYBbtIDKeIxaiZVGwp4u+NlAfGzAM/mww4PZhVLxf/8wYJTW68VIZxQhiK/BBJhctDRmiZtYBsLDUS8Tw5MhkywTUnQi0ZFyITk6yWStaHs/r9Ouk2G47dcO6atdZV0UwZzuAcLsGBa2hBGzrgggAJT/AML9bcerXerPef0ZJV7JzCH1gf34dqkoY=</latexit><latexit sha1_base64="E+gJRcPYlkiRJn6H4mpWXxjolSA=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxocTEAxK4kL1lwA17H9mdMyEXfoOtVnbG1p9j4X/xDq9Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNI1UaIFuiJSke773KCSIbokSWE/1sgDX2HPn93mfu8RtZFReE/zGL2AT0M5kYJTJrl1GrXro2rNbthLsHXiFKQGBTqj6tdwHIkkwJCE4sYMHDsmL+WapFC4qAwTgzEXMz7FQUZDHqDx0mXYBbtIDKeIxaiZVGwp4u+NlAfGzAM/mww4PZhVLxf/8wYJTW68VIZxQhiK/BBJhctDRmiZtYBsLDUS8Tw5MhkywTUnQi0ZFyITk6yWStaHs/r9Ouk2G47dcO6atdZV0UwZzuAcLsGBa2hBGzrgggAJT/AML9bcerXerPef0ZJV7JzCH1gf34dqkoY=</latexit>

tH
<latexit sha1_base64="E+gJRcPYlkiRJn6H4mpWXxjolSA=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxocTEAxK4kL1lwA17H9mdMyEXfoOtVnbG1p9j4X/xDq9Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNI1UaIFuiJSke773KCSIbokSWE/1sgDX2HPn93mfu8RtZFReE/zGL2AT0M5kYJTJrl1GrXro2rNbthLsHXiFKQGBTqj6tdwHIkkwJCE4sYMHDsmL+WapFC4qAwTgzEXMz7FQUZDHqDx0mXYBbtIDKeIxaiZVGwp4u+NlAfGzAM/mww4PZhVLxf/8wYJTW68VIZxQhiK/BBJhctDRmiZtYBsLDUS8Tw5MhkywTUnQi0ZFyITk6yWStaHs/r9Ouk2G47dcO6atdZV0UwZzuAcLsGBa2hBGzrgggAJT/AML9bcerXerPef0ZJV7JzCH1gf34dqkoY=</latexit><latexit sha1_base64="E+gJRcPYlkiRJn6H4mpWXxjolSA=">AAAB93icbVA9TwJBEJ3DL8Qv1NJmI5hYkTsKtSSxocTEAxK4kL1lwA17H9mdMyEXfoOtVnbG1p9j4X/xDq9Q8FUv781k3jw/VtKQbX9apY3Nre2d8m5lb//g8Kh6fNI1UaIFuiJSke773KCSIbokSWE/1sgDX2HPn93mfu8RtZFReE/zGL2AT0M5kYJTJrl1GrXro2rNbthLsHXiFKQGBTqj6tdwHIkkwJCE4sYMHDsmL+WapFC4qAwTgzEXMz7FQUZDHqDx0mXYBbtIDKeIxaiZVGwp4u+NlAfGzAM/mww4PZhVLxf/8wYJTW68VIZxQhiK/BBJhctDRmiZtYBsLDUS8Tw5MhkywTUnQi0ZFyITk6yWStaHs/r9Ouk2G47dcO6atdZV0UwZzuAcLsGBa2hBGzrgggAJT/AML9bcerXerPef0ZJV7JzCH1gf34dqkoY=</latexit>

Figure 6: Example of Merkle tree with eight data blocks.

With reference to such an example, if we want to verify the integrity of db1, db2
and db4, we just need to retrieve such data blocks, the set η = {h010, h1}, and
the proof of integrity of tH .

The architecture of the advanced ABE-Cities scheme is shown in Figure 7.
We assume that a sensor can access the cloud server either through a gateway
(networked sensor), for example through a Wi-Fi connection, or directly (direct
sensor), for example through a Narrowband IoT connection. A sensor j shares

a long-term key K
(j)
LT either with its gateway, in the case it is a networked sensor,

or the TTP, in the case it is a direct sensor. Since gateways execute the Encrypt
primitive, they need to receive authentic copies of the public parameters from
the TTP. The TTP uses a Merkle tree to transmit different subsets of public
parameters to different gateways in an authenticated manner. This permits the
gateways to verify the public parameters authenticity by receiving only few data.
Each gateway must receive the public parameters corresponding to the union of

the attributes γ
(j)
R identifying the road segments of its networked sensors. We

call such a set σ
(g)
R =

⋃︁
γ
(j)
R for all the networked sensors j connected to the

gateway g. Also, each gateway must receive all the public parameters in UX .

7.1. System Procedures

With respect to the procedures of the vanilla ABE-Cities scheme explained in
Section 4.1, key distribution, data production, and data consumption procedures
remain unchanged. In the following, we describe the new version of setup, seal,
and key revocation procedures, and we introduce a new one, namely the gateway
join procedure.
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Figure 7: Advanced ABE-Cities architecture.

7.1.1. Setup Procedure

This procedure initializes the system. After having executed the setup pro-
cedure of Section 4.1, the TTP creates a Merkle tree M where data blocks
are the public parameters Ti∈UR and signs the top hash tH . Then, the TTP
sends the message (Ti∈U , ts,Sign(tH ||Ti∈UX ||ts)) to the cloud server, where ts is
a timestamp. The cloud server re-constructs the Merkle tree with the received
public parameters and verifies the TTP signature to be valid and the timestamp
to be fresh. If everything is correct, the cloud server accepts Ti∈U as authentic
public parameters and stores theM data structure.

7.1.2. Gateway Join Procedure

This procedure is executed every time a new gateway g joins the system. We
assume the gateway knows the public key of the TTP, through which it can verify
TTP signatures. The gateway communicates to the TTP which road segments
its networked sensors are placed onto. The TTP determines the attribute set

σ
(g)
R and sends the message (σ

(g)
R , ts,Sign(tH ||Ti∈UX ||Ti∈σ

(g)
R
||ts)) to the cloud

server. Then, the cloud server sends the message (σ
(g)
R , T

i∈σ
(g)
R

, η(g), Ti∈UX , ts,

Sign(tH ||Ti∈UX ||Ti∈σ
(g)
R
||ts)) to the gateway, where η(g) is the covering hash set of

the public parameters T
i∈σ

(g)
R

and ts is a timestamp. The gateway re-constructs

the Merkle treeM and verifies the TTP signature to be valid and the timestamp
to be fresh. If everything is correct, the gateway accepts T

i∈σ
(g)
R

and Ti∈UX as

authentic public parameters and will use them to generate ABE-sealed keys
during the seal procedure.
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7.1.3. Seal Procedure

This procedure is executed at the beginning of every time unit. First, The
TTP executes the seal procedure of Section 4.1 only for the direct sensors. As
for networked sensors, each gateway g randomly generates a data encryption
key DEK(j) for each networked sensor j and encrypts it by executing:

ASK(j) = Encrypt(DEK(j), γ(j), Y, Ti∈γ(j)),

thus obtaining the ABE-sealed key for the networked sensor j for current time

unit. Also, the gateway g encrypts with the long-term key K
(j)
LT the message

(DEK(j), ts,MAC
K

(j)
LT

(DEK(j), ts)), where ts is a timestamp and MAC
K

(j)
LT

(·) de-
notes a message authentication code keyed by K

(j)
LT . Such an encrypted message

constitutes the sensor key material for the networked sensor j for the current
time unit. The gateway g forwards the sensor key material to its networked sen-
sors. Finally, the gateway securely destroys the data encryption keys and the
sensor key materials. This prevents an adversary who compromises the gate-
way from decrypting sensed data. Each networked sensor verifies the message
authentication code to be valid and the timestamp to be fresh. If everything
is correct, the networked sensor accepts DEK(j) as its current data encryption
key and initializes the data encryption counter (c(j)) to zero.

7.1.4. Key Revocation Procedure

This procedure is executed every time a user u’s decryption key must be re-
voked. First, the key revocation procedure described in Section 4.1 is executed,
except for the final seal procedure for the affected sensors. The TTP generates
then a new Merkle treeM′ where data blocks are the latest version of the public
parameters Ti∈UR . Then, the TTP sends the message (Ti∈µ(u) , ts,Sign(t′H ||ts))
to the cloud server, where µ(u) is the set of attributes updated during the revo-
cation procedure of the vanilla scheme and ts is a timestamp. The cloud server
re-constructs the Merkle tree with the latest version of the public parameters
and verifies the TTP signature to be valid and the timestamp to be fresh. If
everything is correct, the cloud server stores the M′ data structure. Then,
the cloud server identifies all the affected gateways, which are those gateways

whose σ
(g)
R set includes at least one attribute of the revoked key. These gate-

ways are “affected” by the key revocation because the public parameters they
use to produce ABE-sealed keys must be updated. The cloud server sends the
message (T

i∈{σ(g)
R ∩µ(u)}, η

(g)′, ts,Sign(t′H ||ts)) to each affected gateway. Each af-

fected gateway g re-constructs the Merkle tree and verifies the TTP signature to
be valid and the timestamp to be fresh. If everything is correct, the gateway ac-
cepts T

i∈{σ(g)
R ∩µ(u)} as authentic public parameters. Finally, a seal procedure is

executed for all the affected sensors. Note that the Merkle tree allows the cloud
server to send to each affected gateway only the public parameters it needs, and
the affected gateway to accept the parameters by verifying only one signature.
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7.2. Gateway Compromise

The advanced scheme inherits the security properties of the vanilla scheme
with respect to the threats examined in Section 4.2. However, since gateways
are now part of the system, we have to take into account the possibility of their
compromise.

An adversary capable of compromising a gateway can compromise the long-
term keys of all its networked sensors. However, the gateway securely destroys
the data encryption keys and the sensor key materials during the seal procedure.
Hence, the adversary will be able to decrypt only sensed data produced after
the next execution of the seal procedure.

8. Advanced ABE-Cities Evaluation

In the ABE-Cities scheme described in Section 4, the key sealing time grows
roughly linearly with the sensors deployed in the city. Depending on the city
size, the number of sensors in the city can be large, and this might overload the
TTP. The advanced ABE-Cities scheme presented in Section 7 mitigates this
problem by outsourcing part of the computational load to the gateways. In this
section we validate this by means of experiments.

We used the same street networks representing the cities of Houston and Bei-
jing, and, for all the simulations performed, we assumed a fixed portion (10%)
of the road segments to be covered by a sensor. The sensors were then parti-
tioned in networked and direct. For each simulation we changed the percentage
of networked sensors from 0 to 100% in steps of 10%. The road segments
covered by sensors and which of these sensors are networked were randomly
selected for each simulation. We partitioned each city in 100× 100m tiles, and
we assumed to have a gateway at the centre of each tile which is connected to
all the networked sensors of the tile, if any. This implies gateways to have about
70m of transmission range, which is realistic for the WiFi protocol. We used
the attribute-pool representation with ε = 5 to represent the street network, a
maximum system lifetime of 100 years, and a time unit equal to one day. This
scenario fits a participatory sensing application in which sensors are owned by
different companies or even private citizens, for example a traffic monitoring
application with IP cameras.

Since the TTP and the gateways produce their ABE-sealed keys in parallel,
the key sealing time will be the maximum between the time required to the
TTP (TTP key sealing time) and that required to the gateways (gateway key
sealing time). The gateway key sealing time will be in turn dominated by the
most loaded gateway, which is the last one to complete the generation of the
ABE-sealed keys. To measure the key sealing time for a city, we generated
the ABE-sealed keys by using an implementation of the Goyal et al.’s scheme
written in the C language [30]. In particular, we generated an ABE-sealed key
for each direct sensor using a desktop computer which emulates the TTP, and
an ABE-sealed key for each networked sensor of the most loaded gateway using
a single-board computer which emulates the gateway. The desktop computer

25



that emulates the TTP is equipped with 16GB of RAM, an Intel® Core™ i5-
6600 CPU, and running Ubuntu 16.04.3 LTS 64-bit operating system. The
single-board computer that emulates the gateway is a Raspberry Pi 3 Model
B+, equipped with off-the-shelf hardware (1GB SRAM and ARM Cortex-A53
1.4GHz) running Raspbian Jessie.

Figs. 8a and 8b show the TTP key sealing time and the gateway key sealing
time for Houston and Beijing, respectively.

(a) Houston (b) Beijing

Figure 8: TTP key sealing time and gateway key sealing time wrt the percentage of networked
sensors with 100× 100m-tile gateways. All the plots show 95%-confidence intervals in error
bars.

Remember that the key sealing time of the whole system will be the maximum
between the two. From the graphs we can easily notice that, as the percentage
of networked sensors increases, the TTP’s load decreases whereas the gateways’
load increases, both in a linear fashion. With 0% of networked sensors, all the
load is on the TTP, and we obtain the same performance of the vanilla scheme
described in Section 4. The key sealing time of the vanilla scheme is 5 minutes
and 40 seconds in Houston, and 10 minutes and 54 seconds in Beijing. With a
greater percentage of networked sensors, the key sealing time drops noticeably.
This shows that the advanced scheme mitigates the scalability issues of the non-
advanced scheme in terms of TTP computational load. The point of intersection
of the two curves represents the best case which minimizes the key sealing time.
After that, the gateways are overloaded, and they become the bottleneck of the
system. The best-case key sealing time is about 9.9 seconds in Houston with
97% of networked sensors, and 4.9 seconds in Beijing with 99% of networked
sensors. Beijing is larger than Houston but reaches a better performance because
it has more gateways, so the computational load is outsourced to a greater
extent.

Note that the above scenario requires to have many gateways in the smart
city, namely about 8100 in Houston and about 81 000 in Beijing. This is re-
alistic for a participatory sensing application which involves private citizens’
WiFi gateways. On the other hand, in case that private gateways could not
be involved, deploying such a big number of gateways would be unfeasible. In
this case, adopting a long-range and low-bitrate communication technology like
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LoRa is a more scalable solution in terms of deployment cost. However, less
gateways means that the advanced scheme unburdens the TTP to a lesser ex-
tent. To quantify the key sealing time in such a scenario, we run again the
simulations on the street networks representing the cities of Houston and Bei-
jing. This time, we partitioned each city in 1× 1 km tiles, and we assumed
to have a gateway at the centre of each tile which is connected to all the net-
worked sensors of the tile, if any. This implies gateways to have about 700m of
transmission range, which is realistic for the LoRa protocol. This scenario fits
applications in which the infrastructure must be cheap and the sensors produce
little traffic, for example an air-quality monitoring application in which sensors
produce few bytes per hour.

Figs. 9a and 9b show the TTP key sealing time and the gateway key sealing
time for Houston and Beijing, respectively.

(a) Houston (b) Beijing

Figure 9: TTP key sealing time and gateway key sealing time wrt the percentage of networked
sensors with 1× 1 km-tile gateways.

As it can be seen from the graphs, the gateway key sealing time is sensibly higher
than the one in the previous WiFi scenario. The reason is that each gateway
handles many more networked sensors. As a consequence, the best-case key
sealing times are worse too: about 109 seconds in Houston with 68% of net-
worked sensors, and about 64 seconds in Beijing with 90% of networked sensors.
Nevertheless, the key sealing time decreases noticeably when passing from 0%
of networked sensors (which represents the vanilla ABE-Cities performance) to
a greater percentage. This shows that the advanced ABE-Cities scheme scales
better than the vanilla one even in the LoRa scenario, and the seal procedure
is still briefer.

To sum up, the decentralized nature of the advanced ABE-Cities scheme
permits parallelization of the seal procedure and thus its completion in a con-
siderably shorter time period, as outlined by the experimental results. Moreover,
it unburdens the TTP of the entire effort required by the seal procedure by out-
sourcing a significant amount of computation to the gateways, avoids the TTP
to be a single point of failure, and provides scalability.
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9. Conclusions

In this paper we presented ABE-Cities, an encryption system for smart city
applications employing Attribute-Based Encryption. ABE-Cities allows fine-
grained access control over the encrypted data stored in the cloud server, and
it is secure against traffic eavesdropping, sensors compromise, and data leakage
from the cloud server. ABE-Cities senses data from the city and stores it on
the cloud server in an encrypted form. Then, it provides users with keys able to
decrypt only data sensed from authorized paths or zones of the city. In ABE-
Cities, sensors perform only lightweight symmetric-key encryption, thus we can
employ constrained sensor devices such as battery powered motes. This makes
ABE-Cities suitable for a broader set of IoT smart city applications. ABE-
Cities allows us to plan an expiration date for each key, as well as to revoke
a given key in an unplanned fashion. We proved that ABE-Cities scales well
with the number of users and the number of streets by simulating it with 3000
users on the Houston street network (12 000+ streets), and with 30 000 users on
the Beijing street network (30 000+ streets). In addition to the “vanilla” ABE-
Cities scheme, we proposed an “advanced” one that leverages the presence of
IoT gateways to reduce the TTP computational load. This advanced version is
based on Merkle trees, and it takes advantage of nodes acting as sensor gateways
to outsource a significant amount of computation from the TTP. We finally
validated the advanced scheme’s key revocation improved reactivity by testing
it on the simulated Houston and Beijing street networks.
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