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Abstract

Nowadays, peer-to-peer (P2P) streaming systems have bez@opular way to
deliver multimedia content over the internet due to theiv mandwidth require-
ment, high video streaming quality, and flexibility. Howeue2P streaming sys-
tems are vulnerable to various attacks, especially polugittacks, due to their
distributed and dynamically changing infrastructure. His tpaper, by exploring
the features of various pollution attacks, we propose d masmagement system
tailored for P2P streaming systems. Both direct trust addent trust are taken
into consideration when designing the trust managemenersysA new direct
trust model is proposed. A dynamic confidence factor thatlyaamically adjust
the weight of direct and indirect trust in computing the trigsalso proposed and
studied. A novel double-threshold trust utilization scleeigiven. It is shown
that the proposed trust management system is effectivemifgling polluters and
preventing them from further sharing of polluted data ctaunk

Keywords: Peer-to-Peer Networks, Pollution Attack, Trust Manageimen
Multimedia Streaming.

1. Introduction

1.1. Background and Motivation

The past decade has witnessed the rising of large-scalemedit social net-
works, over which millions of users interact with each othed exchange media
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contents in a distributed way. Among all the multimedia abaetwork appli-
cations, peer-to-peer (P2P) streaming is popular and ssitdedue to its high
scalability, robustness, and satisfactory performanceredtly, there are two cat-
egories of P2P streaming systetree-based2, |3] and mesh-based4, 5]. In
tree-based P2P streaming systems, the media content idezhand divided into
small chunks by a root node, and is then distributed to hislidm nodes. Then,
these children nodes forward the received chunks to thadrehn nodes. The data
chunks are not forwarded any further at the leaf nodes wigisite at the bottom
of the tree. In mesh-based P2P streaming systems, the ned&ntis encoded
and divided into small chunks by peers. Each peer maintaimsfar map an-
nouncing available and desirable chunks. Peers exchargebtiffer maps, and
then upload or download data chunks according to theirestsr Unlike the tree-
based systems, mesh-based systems do not need to build amdima fixed
streaming topology, and thus overcomes the bandwidthdmaitk problems ex-
isting in tree-based streaming systems. Today’s most pofREP streaming ap-
plications, such as PPTV|[6], PPStream [7], and SopCastf8]all mesh-based
streaming systems.

In these P2P streaming networks, peers are assumed to bbehalled and
non-malicious. To the best of our knowledge, few of them asighed to be
resistant to pollution attacks. However, due to their disted and dynamically
changing infrastructure, P2P streaming systems are \abifeeto various attacks,
especially pollution attacks. Malicious peers may intemaily forge data chunks
or alter received data chunks, and make these polluted Hatzks available to
other peers. Without the ability to differentiate betweealioious peers and good
peers, peers are highly likely to request and forward pedlidata chunks, con-
sequently degrading the performance of the whole systenerefare, effective
pollution-resistant mechanisms are badly needed for R2Bratng systems.

1.2. Related Work

A number of scholarly work has been published in literatunetite design
of pollution-resistant mechanisms for P2P streaming systdn [9], by measur-
ing the PPTV streaming system, the authors showed that utitmoy pollution-
resistant mechanisms, the polluted content could spreadgh much of the P2P
network. Then, the authors proposed four possible defansgsllution attack,
namely, blacklisting, traffic encryption, hash verificati@nd chunk signing. In
[10], the authors presented a framework to secure P2P medansng systems
from malicious peers by utilizing a subset of trusted peemnonitor the band-
width usage of untrusted peers and throttle the maliciogsspm the system.In
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[11], the authors investigated the scenario that polluwtewsd upload polluted and
clean chunks alternatively to avoid being detected, angsh tnanagement system
was then proposed to defend this kind of pollution attacks.

On the other hand, trust management mechanisms have beasiggty stud-
ied in literature for a wide range of applications, such &stebnics commerce
[12,113,114], ad-hoc networks [15,116,/17], P2P networks [S8,20, 21, 22,

3,124, 25| 26, 27, 28, 29]. However, trust is in nature a cemplsychologi-
cal concept involving a lot of complex properties, such asentainty, fuzziness,
asymmetry, and time attenuation. The methodology used ttetibe trust has a
significant influence on the performance of the trust managersystem. Trust
models should be tailored to meet the specific requiremdrdgferent P2P ap-
plications. In this paper, by exploiting the unique feasuoé pollution attacks,
we design a trust management system to defend against sdyipes of pollu-
tion attacks for P2P multimedia streaming systems. Twoetyerelated work are
[23] and [27]. In [23], the authors developed a fully distried trust management
system named as PeerTrust. PeerTrust adopts the publicdkagtructure for
securing trust scores and uses overlay for trust propagalio|27], the authors
proposed PowerTrust, which is a robust and scalable P2Ratepusystem. They
leverage the power-law feedback characteristics to byild distributed reputa-
tion ranking system. PowerTrust can help peers to identié/ rmost reputable
peers quickly and accurately. However, both PeerTrust awekePTrust adopt a
fixed weight factor to balance the weight of direct and incliieust, and use a
single-threshold approach to identify dishonest peersstMoportantly, the trust
models and the trust updates schemes adopted in PeerTduBoarerTrust are
not tailored to fighting against pollution attacks.

1.3. Main Contributions
The main contributions of this paper are listed as follows.

e A theoretic framework on the modeling of trust managemestesys to
fight against pollution attack in P2P streaming systemsop@sed and in-
vestigated.

e A dynamic confidence factor is proposed to dynamically adjus weight
of direct and indirect trust in computing the trust, whichsisown to be
pretty effective in reducing the negative effects of the-bamlithing attack
and the collusion attack. Guidelines on how to deign suchnauhyc confi-
dence factor are given, and two specific designs of the dymeamfidence
factor are proposed and investigated.
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e A novel approach to model the direct trust is proposed basdteunique
features of pollution attacks. It is rigorously proved ttieg proposed trust

model is effective in defending against the on-off pollatiattack intro-
duced in Sectioh 413.

e A novel double threshold trust utilization scheme is prauhswhich is
shown to better than the conventional single threshold trtiization ap-
proach.

e The performance of the proposed trust management systeweistigated
under various types of pollution attacks including bad-thoattack, per-
sistent attack, on-off attack, and collaborative attadks shown that the

proposed trust management system is effective in deferafjaghst these
attacks.

The rest of the paper is organized as follows. Sedtlon 2 givesverview of
the design of our trust management mechanism. Sedtion 8hiesthe proposed
trust management system in detail. In Secfibn 4, the pedoom of our trust
management system under various types of pollution atiacksalyzed. In Sec-
tion[d, several numerical examples are presented to valtdatproposed studies.
Finally, Sectioril7 concludes the paper.

2. System Design Overview

In this paperwe consider a mesh-based P2P streaming network [2w[idre
all the peers can serve as the uploader and the downloades aaine time. In
the proposed system, the media content is encoded and divitiesmall chunks
by peers. Each peer maintains a buffer map announcing biegad desirable
chunks. Peers exchange their buffer maps, and then uploddvarioad data
chunks according to their interests. To defend againsbuarpotential attacks
that are commonly seen in existing P2P streaming networ&sntroduce a trust
management system into the P2P streaming network. Undertp®sed trust
management system, each peer builds up trust records ofpatbies based on their
previous direct transactions or recommendations fronrqiéers. We refer to the
trust built on direct interacting experience as directtirasd refer to the trust
built on recommendations from third party as indirect trustdetail description
of direct trust and indirect trust is given in Sectidn 3.

In our trust management system, we assume that there is tralcgatabase
to store the trust values of peers. Instead, the trust valigesomputed and stored
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Figure 1: System Model

at each peer itself. We assume there is a trust manager apeactOne function
of the trust manager is to do real-time trust evaluation. Viauate the trustwor-
thiness of a particular peer, a peer’s trust manager sertdb®enquiries on the
trust values of the target peer to the peers that have diseddctions of both the
peer and the target peer. Then, the trust manager competésigh value of the
target peer by doing a weighted sum of the direct trust anoléattrust values.
Another important function of the trust manager is to feattbgubmission. It is
responsible for providing recommendations on target p@bes it receives trust
value enquires on target peers from other peers. The beh#fis@ssumption is
that the proposed trust management mechanism is fullyilaiséd and does not
rely on a centralized server. Thus, it can be readily apgleB2P multimedia
streaming systems that have distributed structures.

In the proposed trust management system, weTusg) to denote the trust
that useri has on usej at timet. A higher value off; ; indicates that userhas a

stronger belief that useris trustworthy. The trust values are then used by the peer

to decide whether to interact with another peer or not. A pakronly send its

data request to the tofy peers from all the peers having its desired data chunks

based on their trust values. Through this way, peers carceethe possibility
of exposing themselves to malicious peers, and thus caaqgiribitemselves from
potential pollution attacks. This is illustrated in FIg. Suppose that all the four



peers claim that they have the data chunks that paeeds, and the trust values
of peer2 and3 at peer: are low, the trust values of peeand4 at peer; are high.
Then, peet will only send data request to peeand4 that are trustworthy.

Detail descriptions of the design of the trust managemesiesy is given in
the following section.

Table 1: Notations and Definitions of Basic Terms

Notation Basic Definition
T; ; Trust value ofj evaluated by
D; ; Direct trust value ofj evaluated by
I Indirect trust value of evaluated by
Q. j Dynamic confidence factor afon j

N;; | Number of transactions betweéand
N{, Number of clean chunks thatsent to:
N/, |Number of polluted chunks thatsent toi
S;; (Set of peers that have transactions wit

Cik Credibility of £ evaluated by
Ry k’s recommendation value gn
A Forgetting factor
1 Forgiving factor
oF Threshold for detecting malicious peers
0% Threshold for detecting good peers

3. Trust Management in P2P Streaming Networks

In our trust management system, we (3¢(¢) to denote the trust that user
i has on usey at timet. The value ofT; ; is within the rang€0, 1], with “0”
denoting distrust andl” denoting fully trust. A higher value df; ; indicates that
user: has a stronger belief that usgwill upload clean chunks.

Let D, ;(t) and; ;(¢) denote the direct trust and indirect trust that usleas
on user;j at timet, T; ;(¢) can then be computed as follows

Tij(t) = i Dy () + (1 — i) (1), 1)

where0 < «; ; < 1is a parameter reflecting uses confidence of its direct trust
over userj. A larger value ofy; ; indicates that useris more confident of its own
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judgement of usef, while a smaller value of; ; indicates that userrelies more
on other peers’ recommendation on uger

In the following subsections, we give an in-depth desaiptif each essential
component of the proposed trust management system, whulkhdes the dynamic
confidence factor, the direct trust model, the indirectttmasdel, ways to update
the trust values, and how to utilize the trust values. Theatiis used in this
paper are summarized in Table I.

3.1. Dynamic Confidence Factor

Different from the existing literatures (such @[11]) thse a constant to
adjust the weight between the direct trust and the indirest tin this paper, we
define adynamic confidence factar; ;, which is given as

aij=f (NZT]) ) (2)

where f(-) is a function, andV;/; denotes the number of direct transactions that
has been made between usand userj at time7". For notation convenience, we
dropt in the discussion.

Basically, f(-) should have the following properties:

o VNI €0, +00), f(N]) € [0,1].
o f(0) =0, andlimyr f(NT) = 1.
e f(N/}) is a monotonic increasing function of7;.

Remark:(a). The first property guarantees that the value of the trefhed
in Equation [(1) falls within the rang®, 1]. (b). The second property captures
the fact that when there is no direct transaction betweeniuaed user; (i.e.,
NZT] = 0), user: can only rely on the indirect trust values gathered from othe
peers to determine its trust of usg(i.e., ; ; = 0). When the number of direct
transactions between useand user; is sufficiently large, usei can ignore the
indirect trust. (c). The third property captures the faett tthe confidence of user
7 on its own judgement of the trustworthy of ugencreases when the number of
direct transactions between them increases. (d). Itisebde¢hat these properties
of f(-) are similar to those of cumulative distribution functio@DF) of random
variablesEb]. Therefore, the designfif) can borrow ideas from the probability
theory.

In this paper, we propose two schemes that satisfy all thegpties mentioned
above to design the confidence factgr. The two designs are given as follows.
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Confidence Factor Design A (CFDA):

T
= — ,
Ni,j +c

QG g 3)
wherec is a positive constant. The value ehas a significant impact o, ;.
For the same?\ffj, a largerc will result in a smallero; ;, while a smallerc will

lead to a largery; ;. In practice,c can be designed as a tunable parameter that
can be tuned by users. This is due to the fact that differestspleave different
characteristics. Some peers are aggressive, and someapeemservative. For
aggressive peers, they tend to be confidence with their odgejment after a few
transactions, and thus they can set a small value fiéor conservative peers, they
need more transactions to build up the confidence, and tleysctin set a large
value fore.

Confidence Factor Design B (CFDB):

aj;=1— BN’L'T’% (4)

where( < < 1is a constant. The value gfsignificantly affects the increasing
rate ofw; ;. For the samé\fgj, a largerp results in a smallet; ;, while a smaller

(3 leads to a largety; ;. Similar as CFDA,5 should be designed as a tunable
parameter that can be tuned by users. For aggressive pgegys;an set a small
value for3; while for conservative peers, they can set a large valug for

3.2. Direct Trust

Direct trust is the trust of a peer on another peer based andinect inter-
acting experience. It is established only based on preuiingst transactions
between peers. In a P2P streaming system, it is usuallyndeted by two vari-
ables: the number of received clean chunks and the numberceived polluted
chunks. LetN{;(t) and N7, (t) denote the total number of clean chunks and pol-
luted chunks that userhas received from userat timet, the direct trusD; ;(¢)
that user has on usej at timet can be defined as

Di,j<t) =49 (Nic,j(t>7 Nzil,)g@)) ) (5)

whereg(-, -) is a two-dimensional function. Basically(-, -) should have the fol-
lowing properties:

o VN¢;, NP €[0,+00), g (V¢

Z?]’ 27.] 27]’

N7;) €0, 1].
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e g (N? and is a decreasing function

27]7

of ijj.

Nﬁj) is an increasing function a¥Vf

In fact, there are already several direct trust modelsrexiti the literature. In
the following, we list two prevalent direct trust models.
Direct Trust Model A (DTMA):

N, (1)

Di, (t) — c .
J NE;(t) + NP;(t)

(6)

This model has been used m[ll] and [2@]represents the ratio of the number
of clean chunks vs the total number of chunks that u$exs received from user
j. Another model is

Direct Trust Model B (DTMB):

Nifj(t) +1

DZ’](t) — c .
NE;(t) + ijj(t) +2

(7)

This model has been used M[24] and [26]s established based on beta-function.

It is observed that if a malicious peer sends clean and allabunks alter-
natively to the peers that request data from it, it can ed®hp its trust value
above certain threshold if DTMA or DTMB is adopted. For exdeng the mali-
cious peer performs the pollution attack by sending oneupedl data chunk after
sending every two clean data chunks, it can keep its trugewabove).5. In this
way, it can avoid not being detected as a polluter, and keeghirsg polluted data
chunks to the victims. This type of attack is referred tooasoff attack This
indicates that DTMA and DTMB are vulnerable to the on-ofaak. They cannot
be used alone, and must be used together with other teclsniqught against
the on-off attack. This inevitably increases the compleaitd difficulty of the
system design. In this paper, we propose a novel way to mbdeditect trust,
which is resistant to the on-off attack.

Proposed Direct Trust Model (PDTM):

Ni,(t)

Di i(t) = e_pr:j(t) )

(8)

wherep and are positive constants, and is the exponential function. It is easy
to verify that the value oD, ; is within the rang€0, 1|, and D, ; is an increasing
function with regard taV;; and a decreasing function with regard]t@?j. The
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value of the two parametegsandn has a great impact on the value Of ;(t).
Therefore, how to set the value pfandr is of great importance to the perfor-
mance of PDTM. PDTM is rigorously proved to be resistant @ ah-off attack
whenp andr satisfy the condition > In(1 + %). The details and the proof are
given in Section 413.

3.3. Indirect Trust

Indirect trust is the trust of a peer on another peer obtaui@dhird-party
peers’ recommendations. Indirect trust is very importamémtwo peers have lit-
tle or no direct interactions. Indirect trust is establgti@ough trust propagation,
i.e., trustworthy peers are more likely to give honest feetts than distrusted
peers. Usually, indirect trust is determined by two keydest the credibility of
the third-party peer and its recommendation value of thetdwe

Similar to [11], in this paper, we define the indirect trust as

© Shesi Crl®)Ris(0)
Zkesm(t) CZ,k(t> 7

wheresS; ;(t) denotes the set of peers that have direct transactions withpeer
i and peerj. C; (t) is the credibility of peek, andRy, ;(t) is userk’s recommen-
dation value of usef based on their interaction experience.

In this paper, we desigf; ,(t) and Ry, ;(¢) as follows

I; (1) (9)

C%k(t) - Di,k’(t)a (10)
Rk,j(t> — Dk’j(t), (11)

whereD; ,(t) is the peei’s direct trust on peek, andDy, ;() is the peek’s direct
trust on peerj. It is observed that’s recommendation on peegris weighted
proportionally by its own credibility. This design has twdvantages. First, the
value of peert’ recommendation on pegrcan not be larger than its credibility.
This perfectly emulates human’s psychology, i.e., when B@eestablishes a
trust relationship with another person (referee) throughcammender, the trust
between the person and the referee is usually not as strotigatabetween the
person and the recommender. Second, peercommendation on pegrmust be
based on its direct trust value of peerin this way, this makes the indirect trust
resilient to malicious peers who can manipulate their rebemdations to cause
maximal damage to the network.
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3.4. Trust Updates
Intuitively, the recent interactions should have more \weifpan old interac-
tions in computing the trust value. In this paper, we assumatethe interactions
made within the recenkt time have the same weight, and the weight of the inter-
actions made older thafdt will experience certain attenuation. Mathematically,
the update functions can be written as
Ni;(t') = e MINE () + (N () — NiS(1) (12)

2¥}

NPL(t') = e " NP (1) + (NP, (t') = NE,(1)) (13)
where)\ andy are positive constants, amd= ¢ + At. In this paper, we refer to
A andy asforgetting factorandforgiving factor, respectively. We requeat> f,
which makes our trust management system remembers theasaplanteractions
longer than the pleasant interactions.

We introduce the trust update functions due to the followtimge reasons.
Firstly, theforgettingproperty provides an incentive for peers to keep uploading
clean chunks to maintain or increase their trust valueshdfttust computation
is only carried out in a cumulative manner without the fotigetproperty, a peer
will have diminishing incentives to behave honestly whehas established a
high trust value. This is due to the fact that the negativeabieis will play a
little role in changing the peer’s trust value at this timeowéver, if older trust
values is discounted with time, a peer’s recent behavioaydwmatters and the
peer has continuing incentives to behave honestly to maiotancrease its trust
values. Secondly, thi®rgiving property allows good peers to wipe off their bad
transaction records caused by the bad network conditiangrdctice, package
loss is inevitable when the network is congested. This wesluit in incomplete
data chunks. If a peer receives such kinds of data chunkdl] ir@at these data
chunks as polluted data chunks and reduce the trust valbhe sender though the
sender is innocent. With the forgiving property, peers fithet these unpleasant
transactions. Finally, thiargiving property also gives a chance for the distrusted
peers to rejoin the network after a sufficient long waitimgeiduring which they
may become good.

3.5. Utilizations of Trust Values

With the trust management system introduced in this segbiears can easily
compute the trust values of other peers. The trust valueshmanbe used by
peers to identify polluters, and to determine whether tégper a transaction with
another peer. A conventional approach is to set up a trusshiotd to differentiate
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polluters from good peers. For example, péeean set up a thresholy. If a
peer’s trust value is belo#, peer: identifies it as a polluter and will not perform
any further transactions with it. On the other hand, if a js¢enst value is above
0;, peeri identifies it as a good peer and will perform the next transaawith
it. The value of the threshold can be different for differgeers. This is due
to the fact that different peers may have different peroeptiver the same trust
value. This approach is easy to implement. However, it hasesteficiencies. For
example, if peef sets a high value fat;, it will lose the opportunities to perform
transactions with peers whose low trust values are causprelious bad network
conditions. On the other hand, if peesets a low value fo#;, it may make the
trust management system vulnerable to potential pollwitecks. Therefore, in
this paper, we propose a double threshold approach toatiiz trust values.

Suppose peer decides to make a transaction with pgewith probability
pij(t) attimet, thenp; ;(¢) can be determined by

0, if ,_TZJ(t) < ¢9ZP,
pii(t) =< xij if0F <T;;(t) <68, (14)
1, if T () > 6f,

whered!?” andd“ are the thresholds for pegto identify malicious and good peers,
respectively. If the trust value of pegris belowd?”, peeri will identify it as a
polluter and will not perform any further transactions wiithf the trust value of
peer; is larger thard®, peer: will identify it as a good peer and will perform the
next transaction with it without hesitation. However, iettrust value of peef

is betweerd” and6¢, it is hard for peeri to judge whether peej is a polluter
or a good peer experiencing bad network conditions. In #esario, peef will
perform the next transaction with pegwith probability x; ;. It is worth pointing
out that peet can set differeny; ; for different peerj, depending on the content
of the potential transaction. For example, peer willing to set a high value of
Xi,; for a peer; that has data chunks which are closer to its playback time.

4. System Performance Analysis under Potential Attacks

In this subsection, we give an introduction of the commomgrsattacks in
P2P streaming networksuch asad-mouthing attac@], persistent attacl@,
@], on-off attacl{lﬂ,@], andcollaborative attacl{|1_1|,|ﬂ5]. The performance of
the proposed trust management system are then investigaded these attacks.
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4.1. Bad-Mouthing Attack

Bad-Mouthing Attac@] refers to the scenario that a single malicious peer
or a group of malicious peers deliberately provides negateommendations to
frame up good peerdf there is only one malicious user, the negative effect of
the bad-mouthing attack is quite limited and thus can berigghoThis is due to
the fact that the indirect trust is obtained from the recomdagions of a group
of peers, and a single peer’s malicious recommendationtialiie to make a big
change of the indirect trust value. However, when a group alicious peers
collude and give negative recommendations, the value afdadtrust will be
affected.

In our trust management system, the following two ways aogset! to fight
against bad-mouthing attacks.

a). Filtering out potential malicious recommendation&hen computing the
indirect trust/; ;(¢), peeri only select the top peers based on the valuelof ; (t)
from the setS; ;(¢). By doing this, a peer can effectively avoid the malicious
recommendations from untrustworthy peers. The valu& afan be determined
by each peer itself based on its own needs.

b). Reducing the weight of indirect trusBad-mouthing attacks are unavoid-
able as long as recommendations are taken into consideratierefore, reduc-
ing the weight of indirect trust in the trust computation ig@d way to defend
against bad-mouthing attacks. The proposed two schemegtordcally adjust
the confidence factor given in equatiof$ (3) alnd (4) can &ffdy reduce the
weight of indirect trust, and thus increase the trust mamey system’s resistant
to the bad-mouthing attack.

4.2. Persistent Attack

Persistent attac[@,@] refers to the scenario that a malicious peer keeps-sen
ing polluted chunks to the peers that request data fromhts kind of attacks is
very easy to handle when the number of malicious peers artargg. When a
malicious peer performs persistent attack, its trust vdemreases fast. When its
trust value falls below the predetermined threshold, itloarasily detected as a
polluter, and will be prevented from further sharing of ptdid data. However, if
there are a lot of malicious peers existing in the network, dbnventional trust
management system may be not sufficient. This is becauseustevalue of a
malicious peer is inversely proportional to the pollutetbdehunks it sends out
in conventional trust management systems. Thus, it takesfor the trust value
of a malicious peer to drop below certain threshold. If a btalicious peers
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attack the victim at the same time, the victim may be not ablgurvive until it
can identify malicious peers.

The proposed trust management mechanism is effective idlihgrwith this
type of attacks due to the following reasons. First, in oustmanagement mech-
anism, a peer will always send data request to those pedrkabha transactions
with it before, and select the tal§ peers based on the value bf ; from these
peers. In this way, peers can reduce their exposure to masi@eers. Secondly,
in our trust management system, the trust value drops expiatig with respect
to the number of the polluted data chunks. As a result, tret alue of malicious
peers drops below the prescribed threshold within a fewclataks, and thus the
victim can identify the these malicious peers quickly.

4.3. On-Off Attack

On-off attack[lﬂ,@] refers to the scenario that a malicious peer sergdscl
and polluted chunks alternatively to the peers that reciest from it. By doing
this, the malicious peer can keep its trust value above #dgbermined threshold,
and thus avoid being identified as a polluter. The on-oft&texploits the fact that
most of the trust management mechanisms are designed tatéotertain levels
of unintentionally polluted chunks (such as incompletadiunks and erroneous
data chunks) due to bad network conditions.

To combat the on-off attack, an effective way is to desigruattmanagement
system in which the dropping rate of trust value is largentiteincreasing rate,
i.e., the trust value drops sharply when the peer uploadsitpdl chunks, and
accumulates slowly when the peer uploads the same numbé&rasf chunks. If
a trust management mechanism satisfies this condition, wé& garesistant to
on-off attack.

Proposition 4.1:The proposed direct trust model given [n (8) is resistant to
on-off attack wherp > In(1 + ;).

Proof: Let the current trust value bB; ;(t). Suppose peej continuously
uploadsN polluted chunks to peerin the following transaction, then the trust
value drop denoted hix D (¢) is

ADE (1) = Dy (t) — e PN 0+N)_a
Z,]() 7]() Nﬁj(t)—’—’[’)
Nic,j(t) +n
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On the other hand, if pegrcontinuously uploadd’ clean chunks to peérin the
following transaction, then the trust value increase desoly A D} (t) is

: » Ni(t)+ N
AD™(#) = ¢—PNi; () b — D, (¢
Z,J( ) ¢ Nﬁj(t) +N+77 J( )
_ N0 nN (16)

(Ng;(8) +n) (Ng; () + N +1)

The proposed trust management mechanism is resistant off attack when
AD{(t)/AD"(t) > 1. With equations given i (15) and (16), we have

AD{(t) oy Nig ()
W_(l_e M o (Ng;(t) + N +1)
2(1—6_’)N)<77+N)- (17)

It is easy to verify thaty(N) £ (1 — e *") (y+ N) is an increasing function
with regard toN. Thereforeh(N) > 1, VN, if h(1) > 1, which is equivalent to
p>In(l+]). M

4.4. Collaborative Attack

Collaborative Attac,] refers to the scenario that a group of malicious
peers work together to strategically send polluted dataksto the target peers.
A typical scenario is that one or some malicious peers in toeg keep send-
ing polluted data chunks to the target peers, while otherd sealid data to gain
the trust of the target peers and give high recommendatitst #alues on these
malicious peers. The proposed trust management mechanigumité effective in
defending against this kind of attacks due to the adoptiatyabmic confidence
factor. This is due to the fact that the dynamic confidenceofatan effectively
increase the weight of direct trust and reduce the weightdiféct trust with the
increasing of the number of transactions. When the numbé&anactions ex-
ceeds certain level, the trust value is dominated by direst,tand the indirect
trust can be ignored.

A more advanced type of collaborative attacks is the scerthat a group
of malicious peers take turns to send polluted data chunkkedarget peers,
and at the same time, they give high recommendations on d¢heh d his type
of attack is a little complicated and is in general not easydaadle under the
conventional trust management mechanisms. However, dhe tdoption of the
dynamic confidence factor and the proposed direct trust mthaeproposed trust
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management mechanism is effective in fighting against yipe bf attack. The
individual behavior of each malicious peer in the group iwially same as that
of the on-off attack. The difference part is that these nnalis peers give high
recommendation on each other. Through this way, they carase the indirect
trust values of the attackers, consequently misleadinyitiens judgement on
the attackers. However, as mentioned before, the propogsahdc confidence
factor can effectively reduce the weight of the indirecstnwith increasing of the
number of transactions. When the number of transactionsegbeccertain level,
the trust value will be dominated by the direct trust, andititgrect trust can be
ignored. On the other hand, as shown in Sedfioh 4.3, the pempdirect trust
model can effectively prevent the on-off attack. Therefovith the combination
of these two components, the proposed trust managementimsohcan easily
handle this type of collaborative attacks.

5. Simulation Results

In this section, several examples are provided to evall@@erformance of
the proposed studies. It is shown that the proposed trusagesment is quite
effective in fighting against various types of pollutioreatts. In the simulations,
we consider a network with 10000 nodes. The network topoisggenerated by
BRITE @], and is then imported to NS-ESB] to do simulatiddithout specific
declaration, we assume that CFDA with= 1 is adopted to compute the dynamic
confidence factor. We assume= 1, andp = In(1 + %) for computing the direct
trust. The detailed simulation setup for each experimentaarly described in
each individual example studied below.

5.1. Experiment 1: Constant Confidence Factor vs. Dynamidfi@ence Factor

In this experiment, we let pegikeep uploading clean chunks to peeWe as-
sume that peeris under bad-mouthing attack, and some malicious peersdgide
recommendations on pegfor 80 percent of total transactions. Péezomputes
the trust values of pegrfor 50 interactions based on the constant confidence fac-
tor scheme (CCFS) and our dynamic confidence factor schei@ES$I) respec-
tively. For the CCFS, we assume that the confidence factabisHor the DCFS,
we adopt the CFDA proposed in Sectldn 3. For fair comparis@assume the
direct trust is computed by/|(6). It is seen from Hig). 2, thauealof direct trust is
always equal to 1 since pegkeeps uploading clean chunks to peewWhile the
values of indirect trust is very low singes suffering from bad-mouthing attack.
It is observed from Fid.]2 that the trust values of pgebtained based on CCFS
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Figure 2: Constant confidence factor vs. dynamic confidemcteif

deviate far from the true trust values, while the valuesiobthbased on DCFS
are quite close to the true trust values. Besides, the diffax between the trust
values computed based on DCFS and the the true trust valmé@sishes with the
increasing of the number of interactions. This example destrates the fact that
the proposed DCFS is quite effective in fighting against ivemlithing attacks.

5.2. Experiment 2: Existing Direct Trust Models vs. ProgbBé&ect Trust Model

In this experiment, we let peer perform on-off attacks on peér Three
different on-off ratios §0%, 20%, and10%) are considered. When the attacker is
in “on” mode, it sends polluted data chunks to the target.pééren the attacker
is in “off” mode, it pretends to be a good peer, and sends diedéa chunks to the
target peer. The on-off ratio denotes the ratio of the donatif the “on” mode
to the duration of the entire cycle. As explained before, D%hd DTMB have
similar performance. Thus, in this part, we only compare gegormance of
the proposed direct trust model with that of DTMA. The truatues of peerj
are computed fob0 interactions based on DTMA and PDTM, respectively. It is
observed from Fid. 3(h) that the dropping rates are muckitangn the increasing
rate under PDTM. Therefore, the trust values obtained uRB&iM are gradually
decreasing inthe long run. Itis observed that undebtie on-off attack, the trust
value drops belov®.1 within 10 interactions. On the other hand, it is observed
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Figure 3: Existing direct trust models vs. proposed directttmodel

from Fig.[3(b) that the trust values computed under DTMA asgmained above
certain thresholds. For example, under 2068 on-off attack, the trust values of
the attacker are maintained abavg. Even under th60% on-off attack, the trust
values of the attacker are maintained ab@sewhich indicates that DTMA is not
resistant to the on-off attack.

5.3. Experiment 3: Single Trust Threshold Scheme vs. Pegpb®uble Trust
Thresholds Scheme

In this experiment, we 1e20% of the peers to be maliciousl0% of them
perform persistent attack, and the othey; of them perform on-off attack with a
20% on-off ratio. Then, we observe the performance of peerder different net-
work conditions using the two schemes, respectively. F@sihgle trust threshold
scheme, we set the trust threshold of peas0.8. For the proposed double trust
thresholds scheme, we adopt the following parametdis= 0.5, 6¢ = 0.9, and
xi; = 0.5,Vj. Itis observed from Fid.14 that peers under the proposedselcan
always achieve higher data rate as compared to the existiglg ¢rust threshold
scheme. This is due to the fact that the proposed schemee®the probability
of mistaking a good peer experiencing bad network condstema polluter. It is
also observed that the gap between the proposed schemeessiddle threshold
scheme increases when the network conditions become watss.is because
when the network conditions become worse, the trust valureat peers are af-
fected, and thus these peers are regarded as malicioushyetrs conventional
single trust threshold scheme. On the other side, the pealssheme allows peer
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1 to perform transactions with these peers with certain dridihg and thus results
in a higher data rate.

5.4. Experiment 4: Performance under collaborative attack

In this experiment, we assume there &pemalicious peers carrying out col-
laborative attack. One of them is chosen to keep sendingtpdlidata chunks to
the target peer, while the remaining peers send clean datikshand give high
recommendation to the malicious peer that is chosen to selhdgx data chunks.
The trust values of the malicious peer sending polluted datenks and a mali-
cious peers sending clean data chunks are plotted in[Figt iS.observed that
the trust values of the malicious peer sending polluted diatps quickly with the
increasing of the number of the interactions. This is as etgokesince that the
dynamic confidence factor can effectively reduce the wedgirdirect trust with
the increasing of the number of transactions. When the nuwibansactions
exceeds certain level, the trust value is dominated by tirest. The trust value
of the malicious peer that sends clean data chunks is inoggasince there is
no punishment mechanism to prevent peers from giving nigigaecommenda-
tions in our system. Actually, it is not necessary since #ngdt peer can identify
the malicious peer that is sending polluted data chunksyejedt receiving data
from it. At the same time, it can also benefit from receivingarl data chunks
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Figure 5: Performance under collaborative attack

from those malicious peers that pretend to be good peers.

In Fig. [8, we investigate the performance of the proposest management
mechanism under the advanced collaborative attack whelieious peers take
turns to attack a target peer. Two scenarios are considened tScenario A

considerers that0 peers collude and take turns to attack a target peer. While

scenario B considers a group sizefof It is observed from the figure that the
trust values of the malicious peer in scenario A drop slovagnt those of the
malicious peer in scenario B. This is due to the fact thatemalis peers in scenario
B attacks the target peer more frequently. In scenario By eedicious peer sends
a polluted data chunk to the target peer after sending feanailata chunks, which
is similar as the on-off attack with a on-off ratio2#%. While in scenario A, each
malicious peer sends one polluted data chunk to the targetgber sending nine
clean data chunks, which is similar as the on-off attack witim-off ratio of10%.
This indicates that the group size of the collaborativec&ttaatters. Collaborative
attacks with a larger group size are more harmful than thagearsmaller group
size.

Besides, comparing scenario A with the% on-off attack scenario given in
Fig. [3(a), it is observed that the trust values of the malisipeer in scenario A
drop slowly than those of the malicious carrying 0% on-off attack, especially
during the first 30 interactions. This is due to the fact thatdenario A, the indi-
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rect trust value of the attacker is high since other maligipeers in the group keep
giving high recommendations on the attacker. Thus, thé walae of the attacker
drops slow than that of th&0% on-off attack. However, with the increasing of
the number of interactions, the effect of the indirect tarsthe trust computation
decreases due to the role of the dynamic confidence factas, Tie gap between
the two cases gradually diminishes.

5.5. Experiment 5: The effect of trust values on the numbeatat requests

In this experiment, we run our algorithm by implementing aerg-driven
script on the real-world testbed PlanetLabl [34]. We obsémeenumber of data
requests at 100 peers with different trust values. The waisies of these peers is
computed by a new peer that just joins the network and dodsavetany interac-
tions with others. It is observed from Figl. 7 that the peetth arge trust values
in general receive more data requests than peers with I@wvvalues. The peers
with trust values lower thafi.5 receive much less data requests. This indicates
that the proposed trust management mechanism is quitdiedféc reducing the
peers exposure to potential malicious peers. On the othmat, litds observed that
the peers with low trust values can still attract some dag@ests. These data
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requests come from the new peers that just join the netwohks i§ due to the
fact that when these peers join the network, they do not hayéderactions with

other peers. The indirect trust plays a dominate role in aging the trust of other
peers. Thus, these new peers are more vulnerable to maligitacks. They may
send data requests to those peers with low trust valuesyifroeive misleading
recommendations.

5.6. Experiment 6: Performance comparison between thegseghtrust manage-
ment system and PeerTrust

In this experiment, we compare the performance of the peghasist man-
agement system with that of the existing PeerTrust give@h [For our scheme,
we use the same simulation parameters as in example 3. Hoiseanario, we
let half of the malicious peers perform persistent attaok, lzalf of the malicious
peers perform on-off attack with 20% on-off ratio. The network condition is
emulated by randomly adding a packet loss rate betw&eand2% at each peer.
It is observed from Figl]8 that when there is no malicious péethe network,
the proposed trust management system performs the samerdsu3¢. However,
with the increasing of percentage of malicious nodes, tivardges of the pro-
posed trust management system become evident. This is astedsince the
proposed trust management system takes the features ofipolattack and the

22



—©— Proposed Scheme
0.98 : : —%— PeerTrust

Transcation Success Rate

5 10 15 20 25
Percentage of malicious nodes (%)

Figure 8: Proposed trust management system vs. PeerTrust

network conditions into consideration when it is designehile PeerTrust does
not.

6. Discussion and Future Work

6.1. Secure Transmission of Indirect Trust Values

Due to the distributed nature of P2P multimedia streamiryowks, the unau-
thorized manipulation of indirect trust values can happemng) the transmission.
Thus, it is very important to guarantee secrecy and integfithe trust data. This
can be achieved by a PKI-based (Public Key Infrastruct@) $cheme. When
a peeri wants to evaluate the trustworthiness of pget initiates an enquiry on
the indirect trust value of pegr, and sends its public key together with the en-
quiry. Then, the peers who have transaction experiencepesi;, encrypt their
responses with peéis public key and sign the responses with their own private
keys. Then, these peers sends the signed encrypted responseer; together
with their public keys. Upon receiving these responsesg, peerifies their signa-
tures with the attached public keys and decrypts the regsomish its own private
key. The fact that the responses are signed with the respgpeéers’ private keys
allows the detection of integrity violations of the trustuwes and the authenticity
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of their origins. The fact that the trust values are encryptéh peeri’s public
key guarantee the confidentiality of the trust data transimris

6.2. Joint Design of Trust Management and Incentive Medmasi

Indirect trust plays a significant role in computing the truslue of a target
peer when a peer does not have much interactions with thettpegr. However,
without effective incentive mechanisms, peers have nmineeto cooperate with
each other, and thus the trust records based on other peesshmendations can-
not be quickly established. Therefore, effective incemtivechanisms _[36, 37]
are crucial for the successful implementation of the pregdsust management
mechanism. On the other hand, trust management mecharesrmergrimportant
for P2P streaming systems with incentive mechanisms. \Witkfiective mea-
sures to identify malicious peers, the polluted data chaoksd be disseminated
to the whole network more quickly in a P2P network with inéemtnechanisms
than that without incentive mechanisms. This is due to thetfeat peers are mo-
tivated to upload data chunks to each other to earn pointsometary rewards
in a P2P system with incentive mechanisms. Without thetghdi identify mali-
cious peers, peers are more likely to forward polluted datamks, consequently
degrading the performance of the system. Therefore, trastagement and in-
centive mechanisms should be jointly designed to defenthsiglaoth malicious
attacks and selfish users. We leave this as our future work.

6.3. Tuning of the Parameters

In the proposed trust model presented in this paper, thera &t of tunable
parameters. The value of these parameters plays a sighifatarn the effective-
ness of the proposed trust model. Thus, how to optimally sadbe values of
these parameters is of great importance. In this paper, e tieese parameters
as tunable parameters and let the users decide these parsabseted on their own
benefits. This is due to the fact that different users havergifit requirement. Itis
clear that this design offers great degree of freedom, andflie each individual
peer. From the perspective of the whole P2P community, taismot be optimal.
Besides, the value of these parameters may have an impaut oretwork topol-
ogy resilience, the streaming quality, and the network amess [38]. Thus, how
to choose these parameters such that the performance ofhitie wommunity
can be optimized needs to be investigated. We leave thisrdstowe work.
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7. Conclusion

In this paper, a trust management system to fight againstuskinds of pol-
lution attacks for P2P multimedia streaming systems arpgsed by exploring
the unique features of pollution attacks. A dynamic confugsfiactor is proposed
to dynamically adjust the weight of direct and indirect tinscomputing the trust,
which is shown to be pretty effective in fighting against tlaeltmouthing attack.
Guidelines on how to deign such a dynamic confidence faceogiaen, and two
specific designs of the dynamic confidence factor are prapoBesides, a new
direct trust model that is proved to be resistant to the drpofiution attack is
proposed and investigated. The performance of the propngsdmanagement
mechanism under various types of pollution attacks is theestigated. Finally,
several numerical examples are presented, which show geeistity of the pro-
posed trust management system.
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