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From many years, the methods to defend against Denial of Service attacks have been very attractive from
different point of views, although network security is a large and very complex topic. Different techniques
have been proposed and so-called packet marking and IP tracing procedures have especially demonstrated a
good capacity to face different malicious attacks. While host-based DoS attacks are more easily traced and
managed, network-based DoS attacks are a more challenging threat. In this paper, we discuss a powerful
aspect of the IP traceback method, which allows a router to mark and add information to attack packets on

the basis of a fixed probability value. We propose a potential method for modeling the classic probabilistic
packet marking algorithm as Markov chains, allowing a closed form to be obtained for evaluating the correct
number of received marked packets in order to build a meaningful attack graph and analyze how marking
routers must behave to minimize the overall overhead.

1. Introduction

Network security has been one of the most significant issues in
information technology for decades, also because the demand for con-
nections between remote nodes have grown hand in hand with the
quality and speed of broadband connections. Given this enormous
amount of information exchange, a major problem in the information
and communications field is protecting the confidentiality and privacy
of data. This work focuses on a particular type of malicious attack that
may occur in IP networks, called Denial-of-Service (DoS). As we know,
the term “attack” means, in general, any action aimed at adversely
affecting a particular system. The impairment may only be unwanted
disclosure of information (the attacker can detect the running operating
system), but it may also stop the delivery of services provided by the
system or block it. In the worst case, the attacker can take complete
control of the system (with administrative privileges) and can use it as a
“bridgehead” to conduct new attacks. A distributed-DoS (DDoS) attack
is a malicious attempt to block/damage normal traffic of a selected
node (or an entire network) by shattering the selected node/network
with a flood of IP packets. The probability of appearing a malicious
attack is very high nowadays, given that we move to a complete IoT
reality, in which each node may have a connection to the Internet,
hence can be compromised by an attacker and used as a source for
malicious packets [1]. The literature describes two counter-measures:

one consists in mitigating the detrimental impact of attacks on the
victim, while the second consists in attempting to discover the position
of the source by tracing back the offending paths, then stopping the
attacks at the source (this method is discussed in detail in this paper).
In fact, the TraceBack (TB) method consists in deploying IP tracing
technology: the source address in the packet header can be forged, and
it therefore needs a security mechanism to determine the attack sources
and attack paths when a DDoS attack occurs. The discussed algorithm
can reduce the number of packets collected to reconstruct the attack
path, especially in situations when an enormous number of counterfeit
attack packets exist. It can also identify the correct attack path, and the
tracing scheme uses a probability labeling method. In this paper, we
propose a potential method for modeling the classic probabilistic PM
algorithms as Markov chains, allowing a probabilistic closed form to be
obtained for evaluating of the correct number of received marked pack-
ets in order to build a meaningful attack graph. The main contribution
of this paper is therefore in providing an indication to the reader how
the minimum number of required marked packets can be evaluated.

The structure of the following sections of the paper is as follows:
Section 2 gives an overview of some of the existing works on network
security issues and countermeasures, Section 3 proposes the main TB
approach based on Markov chains, while conclusions are summarized
in Section 4.
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2. Related work

Because of its widespread distribution and range of use, the Internet
offers endless business opportunities for companies and consumers by
making information available in a simple and straightforward manner,
especially when remote and distributed applications are exploited.
Unfortunately, it is also a powerful vehicle in the hands of hackers
to launch attacks on almost anyone [2]. Today, the availability of
hacking tools allows anyone to improvise as a hacker. Network at-
tacks generally adopt computer networks as transportation media to
convey the intrusion or even attack the communication system itself.
The TCP/IP (Transmission Control Protocol/Internet Protocol) protocol
suite, which is the most widely used communication protocol and the
de-facto standard in the Internet society, is the vector used to launch
an attack. These attacks are based on a number of serious security
flaws inherent in the protocol design and implementation. By exploiting
these security holes, different types of network attack can be launched.
All network attacks exploit one or more security vulnerabilities or
weaknesses present in the TCP/IP architecture. In the following section,
we present some articles in the literature concerning typical network
attacks that exploit (D)DoS operations.

2.1. DoS attack and mitigation

There are many works in literature about DoS mitigation, and
most of them exploit several alternative approaches (such as neu-
ral networks, Markov chains, Kalman filtering, machine learning, etc.
In [1] the authors study the effects of DoS attacks by establishing an
attacker/defender game and analyzing the evolution based on game
theory. They observed that managing all the expired state-entries can
give more utility to the defender. The proposed scheme is the enhanced
Distributed Low-rate Attack Mitigating (eDLAM), based on the concept
of the Malicious Request Table (MRT), which allows to reduce the
forwarded data, if a packet match is found inside. Simulation results
shown that eDLAM outperforms some of the existing schemes (DPE,
Rate-Limit). In [3], the authors mainly focus on security mechanisms
and attacks analysis. The authors propose a queuing model that can
perform several evaluations of DoS attacks in a computer network,
characterized by a two-dimensional embedded Markov chain model
used to develop an algorithm able to find the stationary probability
distribution and other interesting performance metrics for analyzing
traffic attacks. These analytical methods for security and studying
networks under DoS attacks could open new lines of research in com-
puter networks. Another work on DoS attacks is presented in [4]. In
this paper, the authors provide a survey of the current attacks and
possible defense solutions from both theoretical and practical points
of view. These studies can help us understand rapid and increasingly
sophisticated attacks and aid us in designing and implementing suit-
able countermeasures for security purposes. DDoS flooding attacks are
also one of the biggest concerns for security professionals. In [5],
the authors examine DDoS flooding attacks that try to disrupt access
to user services by exploiting the vulnerabilities of computers inside
the networks. In their paper, the authors present a survey on DDoS
attacks, describing the problems of the attacks, and attempt to find the
right countermeasures to these issues. They highlight the need for a
comprehensive, distributed and collaborative defense mechanism able
to prevent and anticipate DDoS attacks. The main goal was to provide
the research community with a good basis for developing opportune
defense mechanisms in order to prevent and detect these malicious
attacks. In [6] the authors propose a completely different approach
(detecting delay) to deal with the, so-called, interest flooding attack
in Information-Centric Networks (ICNs). Instead of caring about the
detecting accuracy, the authors propose a new scheme for minimizing
it, while guaranteeing an acceptable detecting delay, by the use of
an m-list table (mT), which maintains the entries related to the ma-
licious Interests, based on the proposed algorithm. Simulation results
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demonstrate that the detection delay is minimized, with a negligible
loss of the false negative/positive rate. The work in [7] underlines
the importance of traffic security in vehicular environments, where
the risk of an information leakage can influence the overall driving
(car and personal) safety. To this aim, the authors propose the SINET
architecture, as an instance of smart collaborative networking. SINET
is vertically composed by three layers and horizontally contains two
domains. A very good and deep description of the provided functions,
services and protocols is given into the paper, giving to the reader
the possibility to well understand all the advantages of the proposed
architecture for different vehicular scenarios.

2.2. IP traceback and packet marking for security tracking

As introduced in the previous section, another topic deeply studied
by researchers is IP Traceback technology. In [8], the authors propose
a new and very light approach that is simple to implement and does
not introduce processing overhead into the system. The mechanism
proposed by the authors is innovative in being able to trace back
possible attacks even if they are composed of only a few packets.
The method also previews the possibility of implementing a service
provider that implements the proposed scheme without revealing its
internal network topology. In [9] the authors considered the issue of
DDoS attacks launched from P2P systems. The paper demonstrates that,
generally, the attacks derive from the violation of three key aspects:
(a) the validation of membership information is necessary before use,
(b) unaware nodes must forward only validated information, (c) the
network must be able to protect nodes against multiple references to
the victim. The authors validated their consideration in the context of
P2P deployments. The authors of [10] analyze existing methods of IP
Traceback systems. They discuss the active research in this topic and
also consider possible attacks sent from infected hosts. Many existing
works are based on efficient packet logging. They conclude their work
affirming that an active security system utilizing IP Traceback technol-
ogy could contribute to a safer and more reliable Internet environment
by effectively protecting against intentional Internet hacking. The IP
Traceback issues are examined in [11]. The authors compare the differ-
ent Traceback techniques present in the literature. Their analysis shows
that a best solution does not exist. Each proposed method has good
qualities and its own advantages and disadvantages, but none of them
can resolve all issues. The functionalities of each method are discussed
in detail and then evaluated. They conclude their article with a discus-
sion on the legal implications of IP Traceback. The work in [12] focuses
on a particular type of attack called a reflector attack, which a serious
DoS threat. The authors propose a new scheme based on reflective
algebraic marking. This scheme comprises three different algorithms:
marking, reflection and reconstruction. The proposal has been tested
through simulations that have demonstrated it achieves high results in
being able to trace the sources of potential attack packets. The merit
of the proposal is also confirmed by the ability to produce a very
low and consequently negligible number of false positives. In addition,
in [13] an enhanced marking algorithm is proposed, based essentially
on hash functions, able to mitigate the effects of false positives. By
their proposal, the authors are able to reduce the number of needed
packets to reconstruct the reverse path, and to authenticate the marking
that enables a victim to detect the attackers attempts. In [14] the
authors propose a solution for DDoS attacks. A traceback technique
to support the detection of attackers by Deterministic Packet Marking
(DPM) is investigated. The DPM marks the multiple bots engaged in
tackling the victims IP address and once the DDoS attack is confirmed,
the victim procure an identified DDoS attack on to his IP address
through marks refining. Their results show a better performance of
DPM compared to other approaches. In [15] a novel and practical SDN-
based traceback technique to confirm the communication relationship
between the suspicious server and the user is proposed. They validate
the feasibility and effectiveness of the proposed technique through an
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extensive real-world experiments showing a significantly low false posi-
tive rates. In [16] the authors review an ICMP traceback method, called
SPITRI, and suggest few changes in the way the packets are marked
and traced back in order to reduce the number of clock cycles needed
for marking and tracking back. Their experiments demonstrate that the
refinements reduce the time for marking and tracing back with high
accuracy. In [17] A logging based IP traceback mechanism, referred
to as Singleton Flow Traceback (SFT) is proposed and analyzed. The
authors provide a mathematical description of the technique showing
how SFT reaches zero false negative. Their results are also proved by
experiments on a real Internet topology.

2.3. Traffic monitoring and DoS detection

The authors of [18] present a new application-level DoS detec-
tion approach, validating the proposed approach in the context of
web servers. In particular, the idea is based on a non-parametric
cumulative sum control chart algorithm (CUSUM), by which through
the exploitation of a sequential analysis approach, it is possible to
recognize DoS attacks. The authors, in addition, investigated also the
effects of sampling the traffic to be analyzed. In [19], the authors
propose a new mechanism that can identify and group together traces
on machines in the same botnets (a number of Internet-connected
nodes that communicate with other similar peers, in which components
located on networked hosts communicate and coordinate their actions
by “command and control” or by passing messages between them).
They provide a solution for detecting new botnets using very cheap
and easily deployable solutions, and the method has been validated
through many months of collected data. They have also provided a
solution for distinguishing relevant from not relevant traces. They have
also shown that these botnets can remain active for very long periods
of time. Through numerous experiments, the authors highlighted the
benefit of considering more point of views in each attack process.
The defense against DoS attacks has been receiving particular interest
in recent years. While different techniques have been proposed, the
Packet Marking (PM) and Traceback (TB) [20-24] procedures have
especially demonstrated good results in facing different malicious at-
tacks. Although host-based DoS attacks are more easily traced and
managed, network-based DoS attacks (which employ spoofing in order
to alter the source address of DoS packets and hide the source address)
are a more challenging threat [25,26]. The work in [27] takes into
account the current Internet shortcomings, as its poor data security. The
authors propose a new architecture and describe the different proposed
functions/services, able to allow the collaboration among users, so the
transmission path for a certain service can be actively changed to pro-
tect one node from being attacked continuously (collaborative service).
From this point of view, the authors show how the probability of a
given service, to be affected by a DDoS attack, is inversely proportional
to the grade of nodes collaboration. So, it will be more difficult for an
attacker to guess the accurate transmission path and target server. Our
paper differs from the literature by the implementation of the following
features:

« First of all, a dynamic probabilistic approach has been proposed,
instead of a static one in which each router of the network has
the same marking probability; we based our approach on the
theory proposed in [23,28] and a new expression of the left-over
probability is proposed;

» A new Markovian model, based on the marking probability ex-
pression is defined and analyzed by varying the available param-
eters;

+ The probabilistic and Markovian models are compared with some
marking algorithms proposed in the literature.
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3. Network attacks in IP networks and recent countermeasures

Network security is a large and very complex topic. As stated
in [29], the weakness in Internet Protocol is that the source host itself
fills the IP source host ID, and there is no means in TCP/IP to discover
the true origin of a packet. Then, it is important to study techniques
against protocol stack weaknesses potentially exploiting by attackers.
Categorization of potential network attacks can possibly be done by
considering transport or network layer attacks.

3.1. Attacks on the transport layer

The Session Hijacking attack exploits a web session to gain unau-
thorized access to data [30]. It can be categorized as follows: Man-in-
the-middle (MITM), the attacker is able to intercept packets passing
between two victims [31]; Blind hijacking, a malicious attacker injects
data into the captured communications between two nodes [32]. In a
Local Area Network Denial (LAND) attack, the attacker sends a TCP
SYN packet with the victim’s IP address and an open port for source and
destination address, causing a system loop whose counter measure con-
cerns control on IP addresses: suspicious packets are those with a source
address that is not in the local subnet [33]. A UDP flooding attack is a
DoS mechanism that sends a large number of UDP packets to random
ports on a remote host, causing the attacked system to be forced into
sending many ICMP packets, eventually leading it to be unreachable
by other clients. This attack can be managed by deploying firewalls at
key points in a network to filter unwanted network traffic [34,35]. E-
mail attacks have become common crimes in cyberspace. An attacker
exploits default port (25), because packets entering this port are not
filtered, sending malicious content [36].

3.2. Attacks on the network layer

IP spoofing is one type of network attack in which an attacker
assumes the IP address of another host and uses it as source address
to communicate with the targeted unaware hosts. This technique is
used mainly during a (D)DoS attack. The main defense against IP
spoofing is the packet filtering method [37,38]. Packet Sniffing is
a software or hardware technique in which the malicious attacker
captures packets from a network and takes advantage of known traffic
content unethically. By reviewing the different headers in the data link,
network, transport and application, sniffers can retrieve all kinds of in-
formation about the communication between two or more nodes [39].
An attacker can exploit also of IP packet fragmentation by create
overlapping fragments. In this way he may be able to evade firewall
packet inspection activity and still force packets to a target host. If the
malicious attacker makes any changes in a data packet, then the entire
data will change [40,41].

3.3. Defense against DoS attacks, general description of PM and IP TB

From the above, we can observe that PM suffers from two weak-
nesses: (a) it is a reactive scheme, and the attack must therefore occur
before corrective actions can be taken; (b) it does not scale well under
DDoS attacks, i.e., in terms of attacked hosts and effort needed to
identify the attack sites. So, the powerful aspect of the IP TB method
is in giving routers the possibility to mark and add information to
attack packets, considering a certain value of probability. The des-
tination victim can analyze the marked data in order to build-up a
structured graph, whose meaningfulness depends on the quantity of
information obtained by the victim, so an index should be considered
(as suggested in the literature) a Savage’s equation [21]. As shown
later, the obtained expression is valid for a single attacker, while for
several simultaneous attacks it is assumed or claimed that the number
of packets required to reconstruct each path is a linear function of the
number of simultaneous attacks. But, unfortunately, the main problem
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is represented by network topologies, because linearity is not a general
property (where for linear topology we refer to an acyclic graph with
a connection degree higher or equal to two [42]). For this reason,
Savage’s equation underestimates the number of packets required for
reconstructing the attack graph. Our proposal is based on the notion
in [43], which attracted the attention of several researches in this area
(in fact Savage’s work was the first one able to give an expression for
the number of packets needed to “build back” an attack path). From
that point, many studies have been proposed, because the Traceback
method allows “marking enabled” routers to mark attack packets.
When the number of received packets on the victim/receiver’s side is
enough (what “enough” means, in this case, should be analyzed), the
attack graph can be constructed and the path where the attack started
from can be traced.

4. Basic principles and considerations for the new packet marking
approach

4.1. Preliminaries on IP traceback

If we want to argue exactly about the origins of IP TB, we can
refer to the ICMP Traceback method proposed in [44] in which each
router, with a very low probability value (such as 1/25000), creates
an ICMP message containing the information extracted from a received
packet, including information about the adjacent nodes. ICMP traffic,
unfortunately, is however highly differentiated or filtered, therefore
its packets could be forwarded with lower rates than normal traffic.
Malicious attacks can also create false ICMP packets. In the same
year, the authors of [45] introduced for the first time the concept of
packet marking for tracing back the attacker by using the collected
packets. Savage in [21,43] analyzed this method in detail, arriving at
a main conclusion about the minimum number of packets needed to
reconstruct the attacker’s path. The author underlined that all marking
algorithms are composed of two components: marking (executed by
enabled routers in the network) and reconstruction (executed by the
attacked victim) and concluded that the convergence time of an algo-
rithm is related to the number of packets that the victim must observe
in order to reconstruct the attack path. A basic marking procedure
(node append) provides that each enabled router marks the packets by
appending its identity to the IP packet fields, arriving, however, with
a high overhead level. Differently from deterministic approaches [28],
this method can be enhanced by setting a certain marking probability
m, for each router and reserving the space for only one router identity
in IP packets (node sampling) so that each packet can be marked by
appending the router’s identity only once. In this way, if N is a set
of network routers, the probability of receiving a marked packet from
router r; € N that is k hops away from the victim (left-over probability)
is:

k—1
Prnar, 00 = my [ (1 = m, ), )}
j=1

assuming that m,,; is the marking probability of r; € N and the marking
events are, obviously, i.i.d. If m,, = m,¥r; € N, then the expression
in Eq. (1) becomes:

Pmari (k) = my, - (1 = m )< 2

The main issue of this method consists in the fact that the victim should
receive a huge number of marked packets for knowing the identity
of “distant” routers (packets can be marked only once). In order to
moderate the number of required packets, Savage [21,43] considered
edges for marking (edge sampling) instead of single nodes. Three fields
are used: the first (start field) adds the identity of the first marking
router, the second (distance field) is set to zero by the first marking
router and is then incremented by one by each no-marking router, and
the third (end field) is used by the next marking routers to set their
identity. The marking probability is the same for each marking-enabled
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router. Under these conditions and based on the model of the coupon
collector problem [46], Savage showed that the expected number E[P]
of received packets by the victim in order to have a meaningful manner
of reconstructing the attacking path of length k is bounded by:

In(k
ep) < —2 _ — gikom). ®)
my - (1 —m,)
If we analyze the Eq. (3), the derivative function of the second term in

respect of m,, is:

dg(k.m,)

5 = In(k) - [m;2 (1 - mp)l—k e

» @
vt (k=1) - (1= m,)7 ],

which is equal to zero for my = 1/k.

Referring to Figs. 1 and 2, we can observe how the trend of g(k, m,)
is minimized for m*. In these charts, some values have been removed
in order to show only comparable variables. The leftover probability in
the case of edge-marking, assuming constant marking probability, can
be easily determined as follows:

pmark, (k) = mp * (1 - mp)k_i- (5)

where i is considered as the distance of the marking router from the
source. The main issue of this approach consists in the distance k
between attacker and victim being an a priori unknown, therefore it
is difficult to determine which is the best value of the marking proba-
bility. Another consideration about marking probability is in assigning
low values to m,, but if we derive and illustrate (Fig. 3) the expression
of the probability of receiving an unmarked packet as:

Punmark ) = (1 = m)~, 6)

we can observe that if we set m, to values lower than 0.3 and the
network is not large (in terms of hops), then the marking field can be
improperly changed by an attacker, arriving undetected at the victim
and compromising the traceback algorithm.

A first enhancement was proposed in [47] in which the authors
suggested using a dynamic value of m,,, outperforming the previous idea

of edge marking introduced by Savage in terms of left-over probability.
4.2. Our proposed marking probability expression

Starting from the contents of the previous subsection, we propose a
more general approach in order to validate the potential of obtaining
better results both from a probabilistic and a stochastic point of view.
To this aim, we set the dynamic value of m, to:

mpy (i) =i™", @]

where n is a positive value. For n = 1, the authors of [47] showed that
a constant value of leftover probability can be obtained (as introduced
for Eq. (1)). If we consider a path from source S (as a potential attacker
A) to a destination D (as a potential victim V), then a packet sent from
S/A to D/V will traverse k intermediate routers {r,....r,} € N, as
illustrated in Fig. 4.

If we recall the expression of the leftover probability (that is to say
the probability of a packet being marked by r; and not by any other
router on a path of length k), then for the dynamic case with n = 1 we
have:

k k
1
Puari ) = my [T =mp=m, TTa--=
j=it1 j=it1 J
1 1 1 1 (8)
= (1= —) (1= ——) e (2) =
i ( i+1) ( i+2) (k)
1, i+1 k=1, _ 1
=7 G G e
which is a constant leftover probability Vr; € N.
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S/A | D/V )

Fig. 4. Illustration of the path between S/A4 and D/V, with k intermediate routers.

Comparing this result to the one obtained in Eq. (5), then for larger
k, the leftover probability is very low in the case of dynamic mark-
ing, while for Savage’s PM method it increases polynomially (Fig. 5).
Furthermore, for the proposed expression of marking probability, the
leftover probability decreases when the path length increases, outper-
forming the other methods. In order to derive the number of packets
needed to reconstruct a meaningful attack graph, we need to obtain an
expression for its expectation value. Following the method in [21,43],
we know that the probability of receiving a packet marked by the most
distant router r, is the lowest, and that the convergence time of the
marking procedure is dominated by the time to receive a sample from
r, (distance k). In this way, in order to find an upper bound, we can
assume that the victim receives a marked packet by any router with
the same likelihood as r, (these events are, however, not related), with
probability:

my(k) = k™" - (1 = k™" F = . )

Therefore, the probability that a given packet will be marked by a
router is at least k - m,(k). Recalling the theory of the coupon collector
problem, the number of events needed to obtain one of each k items
is k - (In(k) + O(c)), where ¢ is a constant value. In this way, we can
conclude that an upper bound for the expected number of required
packets E[P] for building a meaningful attack graph is the second term
of the following inequality:

E[P] < In(k) - k". (10)

Fig. 6 shows a comparison between the trend of the expected value
of the number of required packets for reconstructing a meaningful
attack graph. In the static case, the optimal value for p was selected as
1/k. It can be seen how the static approach is overcome by the dynamic
and the proposed methods. In particular, the range of the n parameter
was set as [0.8, 1.2]: in this way, the rule “at least one marking per
router” is satisfied. For different path lengths k, the proposed scheme
outperforms both static and dynamic methods for n < 1, while for
higher values of n the dynamic scheme demonstrates better results.

At this point, the proposed Markovian model is presented, based on
the discussion above.

5. The Markovian model for IP TB related to the PM

The main aim of this work consists in modeling the PM approach
as a Finite State Discrete Markov Chain (PM-FSDMC) in order to
demonstrate how a stochastic approach can be deployed for network
security and combating malicious attacks based on the PM procedure,
as previously explained. Clearly, the assumption of marking capability
by network routers must be made (so that routers are said to be PM-
aware). Let us briefly recall the concept of stochastic processes and
Markov chains.

5.1. Markov chains basics

A stochastic process is a family of random variables, all defined over
the same sample space 2 and indexed through a 7 parameter that varies
in the index set T

{X,(w),t €T,w € 2}. an)
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The difference between two stochastic processes is the type of
dependence existing between the random variables that compose them.
From the definition and from Eq. (11), a stochastic process can be also
considered a temporal evolution of a non-deterministic system. A pro-
cess is said to be “discrete” if the random variables can assume a finite
set of discrete values. A stochastic process is said to be “Markovian”
when, for a fixed observation time instant 7,, the process evolution
beginning from 7, depends only on 7, and not on the previous time
instants:

PIX (1) = x| X () = 0 X (1) = x_ N -
X)) = x1] = PIX(4)) = X0 1 X(8) = x,].

12

Eq. (12) shows the so-called chain dependence property. In this
paper, the discrete-time, discrete-values and finite-state Markov pro-
cesses (also called Markov chains, where X(7;) = X,) are employed
in order to analyze the behavior of the marking algorithm. Let Q =
{wg, w,...,wg_; } denote a finite set of states and {X;},j=0,12,... be
a constant Markov process. Since the constant Markov process has the
property of stationary transitions, the transition probability M between
two states is independent of the time index j, thus:

Mu,v = P(Xl+1 = wlel = wu) (13)

forall / =0,1,2,... and u,v € {0,1,2,...,K — 1}. Now, we can define
a K * K state transition probability matrix M with its elements M, ,,
as in Eq. (13). Note that a state transition probability matrix has the
property that the sum of elements on each row is equal to 1:
K-1
Y M, =1.Yme{0,1,2,....K—1}. 14)
m=0

Furthermore, with the stationary transition property, the probability
of state j at any permissible time index / without any state information
at other time indexes can be defined as:

p;=PX;=w)),j € (0,1,2,....K —1}. (15)

A Kx1 steady state probability vector p can be defined with its
elements p;, as in Eq. (15). In many cases, this vector can provide the
set of initial state probabilities. Note that Egs. (13) and (15) must satisfy
the equilibrium condition, which states that for any given state j, the
incoming flow and outgoing flow must be equal. That is:

K-1
D P My =pj¥m e (0,12, K — 1), ae)
m=0

and, in compact form, p' - M = p’, where p’ is the transpose of p.

5.2. The Markovian marking model (PM-FSDMC)

As illustrated in previous sections, let us now consider a network
composed of end-nodes and a set N of forwarding routers. Each r; €
N is “edge-marking capable”, exploiting the start, end and distance
fields: when a packet arrives at r;, € N, a random number x; € [0, 1)
is extracted. On the basis of the x; value, the marking procedure is
executed. Then, the packet is forwarded to the next hop, according to
the routing table. In this way, the marked packet represents an edge
that will arrive at the victim only if next hops do not encode it again.
The distance field is always increased in order to give to the victim
knowledge of the distance of the received edge (packet). The marking
process can terminate when 3 a marked packet V r; € N: that is to
say that the entire attack path (from the attacker to the victim) can be
completely built when all the routers on the attack path chosen to mark
a packet, which has been received by the victim side, are satisfying the
Savage’s equation. In order to define the discrete Markovian model,
the state space £ must first be defined. Let us again consider the set
N, with || N|| = ¢. If a Markov state represents a possible combination
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Fig. 7. Example of forwarding network, with q = 7..

of the collected marked packets, then the number of states ||2|| can be
easily evaluated as follows:

q
2l =1+ Cpp a7
k=1

where C,, represents the combination of ¢ elements of class k, and
an additional value is considered to take into account the case of no
marking (starting state).

Fig. 7 shows a sample mesh topology in which malicious packets
can flow from source S/A to destination D/V. In this case, N =

{ri rysr3s by trsaresrs), Q@ = 7, = {B,r|,ry,r3, 14,15, Fg, 17, (F1 1),
(r113), oo s (1 77), (ra13), (Fo1y), oo s (Pa17), (P374), ... s (1377), (P47s), (rare),
(r41r7), (rsre), (rsry), (r rar3), (K rary), oo, (P 1aF7), ooy oo, (FUFRT3TY), oy
e, (Prar3rgls), ooy oo s (P ToF3T4STG), oo s oo, (P PoF3T4FsT7) ), With || 2|

= Cy1+Cy 4 Cy 3+ Cy 4 +Cr s+Cr o +Cq 741 = TH21435435421 47+ 141 =
128. The state s; = @ is called the beginning state (the victim starts its

algorithm without marked packets), while the state s is called the
ending (or absorbing, as explained later) state (in the example s||2|| =
S1ag = (Firar3rarsrers)). The other states represent a transient condition
for the algorithm. As described in previous sections, a Markovian chain
is completely described by the state set and the transition probability
matrix M. We must consider that a transition occurs only when the
victim collects new information. For example, when the chain is in state
s, = r; and the victim receives a packet marked by r,, then a transition
occurs, and the new state will be sq = (r;r,). In order to define the
transition probabilities matrix, the packet marking probability should
be derived. Now, let p(Marked_by_r;) be the probability of a packet to
be marked by r; € N, while g —i is assumed to be the distance from r;
to the victim (in terms of number of hops), then:

q

p(Marked_by_r;) = % my [ =m,p, (18)
Jj=itl

where S, is the number of malicious sources that can reach r; through

attacking packets and S is the total number of sources. The marking

event of r; is independent of the marking event of r;. Clearly, the

probability of a packet to be not marked is:

q

p(\Marked)=1— Zp(Marked_by_rj). 19
=1

Considering the example in Fig. 7, we have only one source S,

therefore in this case, the ratio ;/.S is always 1. Since a transition

between the Markovian states occurs only if new edges are discovered
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Fig. 8. General structure of matrix M and its structure M' after row and column
permutations.

by the victim, the probability of receiving unmarked packets should be
not taken into account, so the expression in Eq. (18) should be rewritten
as:

p(Marked_by_r;)

4 p(Marked_by_ry)

p*(Marked by r;) = (20)

Here, the elements of M, indicated by Mw/, can be defined. The
exact expressions are as follows: My = 0, Mml = p*(Marked_by_r,),
Mrl,(r]rz) = p*(Marked_by_r2), aM(rlrz,
p*(Marked by ri (), .... M,

A.Ir,),(r]rzu.r,r,_‘_l) =
ZFI p*(marked_by._r;),

rp(ryry..rp)

M(r]..,rq),(r]...rq) =1
As known from Markov chains theory, M" (with r a positive integer)

represents the system state after r evolutions; in our case, r is the num-
ber of arrived packets, and the element M (1, ||£2||) is the probability of
completing graph construction after the victim receives r packets:

.
M(1, 1Ry = Y P[Pkt =1]. (21)
1=0

It is therefore easy to verify that the term in Eq. (21) represents
the probability that the considered system transits from state s; to
state s after r packets are received. This value also represents the
probability that r marked packets are enough to construct a consistent
attack graph. From the derived Markov model, we can now obtain
a theoretical evaluation of the upper bound E[P] by considering the
absorbing property of Markov chains [48,49]. A Markov process is
said to be “absorbing” if at least one state s; € £ exists that once
reached, the evolution of the process never leaves. The state s, is called
the absorbing state, while all the others are called transient states.
In general, a Markov chain is therefore an absorbing chain if and
only if the following two conditions are satisfied: (a) the chain has
at least one absorbing state, (b) it is possible to go from any non-
absorbing state to an absorbing state (perhaps in more than one step).
The considered PM-FSDMC is surely absorbing, given that the process
no longer evolves once the state s||2|| is reached. When the considered
system evolves (the victim receives more packets), considering the
M" structure, and when M is raised to higher and higher powers,
the system will tend towards an absorbing state. Regardless of the
original state, the chain will therefore enter an absorbing state in a
finite number of steps. Clearly, in general, if there are more absorbing
states, the long-term trend depends on the initial state (changing the
initial state can change the final result). In our case, only one absorbing
state exists. In fact, regardless of the marking probability values (static,
dynamic, proposed), the obtained structure of M is always composed
of several components: a lower triangle of zero (zero) below the main
diagonal, an upper triangle of transient probabilities (T"), a diagonal of
probabilities values with a zero in the upper left corner and a one in
the lower right corner, as illustrated at the left of Fig. 8.

We can evaluate the composition of M" in order to determine the
final probabilities of entering an absorbing state, however, depending
on the required value of r, the computation can be quite long. In order
to obtain the same information without evaluating all the powers of
M, the concept of “fundamental matrix” should be taken into account.
By acting a permutation of the states, the matrix M can be rewritten as
M, as illustrated at the right of 8, where I, is the 1 x 1 identity matrix,
zero is the sub-matrix of zero at the upper-right, R is the sub-matrix at
the lower left and related to the transition probabilities from transient
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to absorbing states, and Q is the sub-matrix at the lower right related
to the transition probabilities between transient states. From Markovian
theory, it is known that Q" — 0 for r — oo, because the probability that
the chain cannot reach an absorbing state from a transient state s; is
the sum of the corresponding row of Q, indicated as Q - The values of
Q; are less than 1, and for this reason, Q ; — 0. In our case and given
that we have only one absorbing state, we can re-write M so that the
rows and columns corresponding to the absorbing state come first. In
this way, the fundamental matrix of M is defined as [50,51]:

F=g- —O)7" (22)
or, equivalently:
F=I+0+0*+Q*+0%+ (23)

Each element F(i, j) is intended as the expected number of times the
process is in state s; if it started in state s;. In the case of PM-FSDMC,
the starting state is always s, (the potential victim starts without having
received any marked packets), so the expected number of received
packets E[P] can be also evaluated as the expected number of visits
from s, to any transient state (each visit represents a received packet)

before reaching the absorbing condition (state s||2||):
E[P]=F(,)+ F(1,2)+ -+ F(L, ||| - ). (@)

In this way, once the network structure and the value of ¢ and
the marking algorithm (static, dynamic or proposed) are determined,
the expected number of marked packets to be received for meaningful
attack graph reconstruction can be easily evaluated using Eq. (24).

6. Numerical analysis

In this section, we introduce some concrete examples of the theo-
retical approaches proposed in the previous sections so that the reader
can better understand how these concepts can be applied.

First, let us use an example to clarify how the parameters can be
determined numerically, considering the topology of Fig. 9, where g =9
and N = {r|,ry, 13, F4,Fs5, g, 17, Fg, Fo}. We have Q= {s;,55,..., 552} =
(0,11 1y F3, Fas PsuFga P, 1. Fu (F112)s ooy (F1Fg), (F2F3), oon s (FoFg), (P3Fy), et s
(r3rg), (r4rs), ..., (rarg), (rsre), ..., (rsrg), (rgr7), ..., (rgrg), ..., (ryrg), (r779),
(rgrg), (r11o13), (r11o1y), ..., (r11o1g), (1pr31y), ..., (raF3rg), ... , (r71grg),
(ryrorary), (P Farrs), ..., (FFarsFy), ..., (Fgryrgry), (F 1ar3rats), (K FaFsrsrg),
(ror3rarsre), ..., (Far3rarsry), ..., (rsrerargro), (F1rar3rarsrg), ...,
(ryrorsrarsr), ..., (rarsrerrgro), (rirarsrar'srery), ..., (Firarsrarsrero), ... »
(r3rarsrgrorgro), (F{FaF3FaFsFeFarg), ..., (F1FoF3rarsrgiaigro) ), where || Q[ =
1+Coy +Cop+Cyz+Cyy+Cys+Cyg+Cyy+Cog+Cog=512. We
consider what happens when the probability is set to 1/q (static, ST),
i~! (dynamic, DY) and i~ (our proposal, PR based on PM-FSDMC).
Without the loss of generality, we assume only one source, therefore
in Eq. (18) the ratio Si/S is always equal to 1. Another assumption
regards the forwarding protocol: we assume that the best path from §
to D is always evaluated as the shortest one, that is in Fig. 9 neither
vertical forwardings (for example from R, to R5 or from R; to Rg) nor
backward forwardings (for example from Rs to R, or from Rg to Rg)
are allowed. Red dotted lines in the figure separate routers on the basis
of their distance from the source.

Fig. 10 represents the values of Eq. (20) for different values of n for
ST, DY and PR schemes, with ¢ =9 and m,=1/q, while Table 1 lists
the values of Eq. (20) for the topology of Fig. 9, with n = 1.2.

Recalling that, for the forwarding network of Fig. 9, we have ||| =
512, then the associated Markov model, as defined in the previous
section, can be illustrated as in Fig. 11.

The transition matrix (as defined in Eq. (13) and in Eq. (20)) can
now be evaluated by considering the starting state and the transition
probabilities.

For readability issues, we illustrate only a portion of M, as indicated
in Fig. 12. It can be seen how the first column is equal to zero (it is
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Fig. 9. Sample topology, with ¢=9.
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Fig. 12. A portion of the Transition Probabilities Matrix M associated with the model in Fig. 11 for the PR scheme, with ¢ =9, n=1.2, ||Q|| = 32.

Table 1
p*(Marked_by_r;) values for ST, DY, PR(n = 1.2) algorithms, related to the topology of
Fig. 9.

ALG r, ry r3 ry rs rg ry rg ry

ST 0.066 0.074 0.084 0.094 0.106 0.119 0.134 0.151 0.170
DYy 0.033 0.033 0.066 0.066 0.100 0.150 0.150 0.200 0.200
PR 0.060 0.081 0.081 0.127 0.127 0.127 0.137 0.137 0.122

related to the initial state) and its composition respects the structure
illustrated in Fig. 8 on the left side. Because of space limitations, we
only illustrate the portion of the matrix structure only for PR, but the
results are also evaluated for the ST and DY schemes. In addition,
scalability is not an issue, because of M is a 2 £ sparse upper
triangular matrix, which can be easily stored and/or compressed by
considering only non-zero values [52] and, for example, one of the
Compressed Sparse Row (CSR), Compressed Sparse Column (CSC), or
COordinate Format (COF) algorithm.

Before comparing the main results obtained by Savage [21,43] and
the Markov model (under PR), we show the trend of some M(i,j)
values, as illustrated in Fig. 13. Four sub-figures are shown, and all of
them illustrate the trend of some (i, j) elements of M: the indexes i and
Jj represent the set of routers which have marked the packet received
by the destination (victim). That is, M (), 3) represents the probability
of receiving a packet marked by router 3, given that the receiver has
not received any marked packet before, so a transition from the state
@ to the state r3; similarly, M (1234, 1234) represents the probability of
receiving a packet marked by r, or by r,, or by r3, or by r, given that
all these markings have already been received before, so the probability
of remaining in the state r,r,rs3r,, and so on. Each curve is plotted in
function of n, that is the parameter chosen in our proposed marking
scheme PR. The sub-figures b, ¢ and d represent diagonal elements
of M. It can be seen how, there is a variable trend in function of n,
recalling that the sum of all elements on a row of M should be 1.

At this point, in order to verify the effectiveness of the proposed
scheme, we first examine the analysis of the M'(1, ||£2||) element, which
is the probability of attack graph reconstruction after r packets received
by the victim (Eq. (21)). In other words, Figs. 14-16 represent the

10

trend of the probability that r marked packets are enough in order
to construct a meaningful attack graph. Values exists only in corre-
spondence of each point on the x-axis, connecting lines are illustrated
only to represent the trend (pdf and cdf are discrete functions in this
case). Fig. 14 shows how increasing the number of received packets
will also increase the cumulative probability of r packets, although the
static scheme offers slightly lower values. The same information can be
determined from the pdf (Fig. 15) simply by evaluating the following
quantity:

M1, 12D - M1, 12l) = M"(1,512) — M"1(1,512), (25)

in other words, by deriving the pdf from the cumulative values, we
have the punctual information about the probability of having enough
packets for a meaningful attack graph.

Fig. 16 shows the exact values illustrated in Figs. 14 and 15, but
additional comments need to be made. First, it can be seen that with
ST and PR (n=1.2), the victim needs to receive at least fifteen packets
to reconstruct the attack graph completely, while with PR (and » values
from 0.8 to 1.1), thirteen marked packets are enough. It should be also
highlighted that the values in Fig. 16 respect precisely the upper bounds
illustrated in Fig. 6.

The same analysis can be done by considering the fundamental
matrix related to M. By applying Eq. (22), the matrix F with size
511x511 has been obtained. From F, the upper bound for E[P] can
be evaluated by applying Eq. (24), and repeating the experiment for
different values of n, the chart in Fig. 17 is obtained, which shows a
comparison of the different ways of obtaining the expected value of
required packets for meaningful graph reconstruction.

The curve trends verify the probabilistic method and fundamental
matrix: it can be seen that the obtained theoretical bounds are very
close, independently on the particular approach (pdf/cdf, probabilistic
or Markovian). The maximum evaluation error is around 3 packets (for
n=1.1).

7. Conclusions

In this paper, we studied and proposed potential method for combat-
ing malicious attacks in telecommunications networks. The aim was to
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Fig. 13. The trend of some M(, (j) values.
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Fig. 14. Cumulative probability of having a meaningful attack graph after receiving r marked packets (g = 9).
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r ST PR(n=0.8) PR(n=1)=ST PR(n=1.2)| ST PR(n=0.8) PR(n=1)=ST PR (n=1.2)
1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0
8 0 0 0 0.0006 0 0 0 0.0006
9 0.0958 0.1143 0.0814 0.0354 0.0958 0.1143 0.0814 0.0359
10 0.2157 0.2099 0.2157 01723 0.3114 0.3242 02971 0.2083
11 0.4367 0.5088 0.5106 0.4705 0.7481 0.8330 0.8076 0.6788
12 0.1468 0.1265 0.1515 0.1615 0.8949 085395 0.9592 0.8403
13 0.0545 0.0270 0.0275 0.0565 0.9494 0.9865 0.9866 0.8968
14 0.0230 0.0135 0.0134 0.0456 0.9724 il 1 0.9424
15 [0.0171 0 0 0.0344 |0.9895 1 1 0.9768
16 0.0105 0 0 0.0232 1 1 1 1
17 0 0 0 0 1 1 1 1
18 0 0 0 0 1 1 1 1
pdf cdf

Fig. 16. Tabular values of pdf and cdf probability of having a meaningful attack graph after receiving r marked packets (¢ =9).
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[+~ PR (PDF/CDF) - Probabilistic (E[P])

PR (Markov)|

E[P]

study the statistics that can be obtained from a packet marking Marko-
vian approach, taking into account different methods of assigning
marking probabilities values. For this kind of approach, one of the main
issue consists in obtaining information about the minimum number of
marked packets to be collected in order to derive a meaningful attack
graph. The victim should avoid waiting to receive additional marking
information after the necessary number of marked packets have been
received. We started from Savage’s fundamental relationship, which
provides an indication of the upper limit of the expected number of
packets, and then modeled the marking algorithm as a Markov chain,
investigating the fundamental matrix and relating the kernel of the
transition probabilities matrix to the number of packets required to
start the graph reconstruction. A closed form was derived in order to
provide a more precise indication of the number of required packets.
We also provided a deep description of the main numerical results,
which show that the proposed approach is reliable and comparable
with the main existing works in literature.
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