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Abstract

The security of the smartphone touch screen has attracted considerable attention from academics as well as industry and

security experts. The maximum security of the mobile phone touch screen is necessary to protect the user's stored

information in the event of loss. Previous reviews in this research domain have focused primarily on biometrics and

graphical passwords while leaving out PIN, gesture/pattern and others. In this paper, we present a comprehensive literature

review of the recent advances made in mobile touch screen authentication techniques covering PIN, pattern/gesture,

biometrics, graphical password and others. A new comprehensive taxonomy of the various multiple class authentication

techniques is presented in order to expand the existing taxonomies on single class authentication techniques. The review

reveals that the most recent studies that propose new techniques for providing maximum security to smartphone touch

screen reveal multi-objective optimization problems. In addition, open research problems and promising future research

directions are presented in the paper. Expert researchers can benefit from the review by gaining new insights into touch

screen cyber security, and novice researchers may use this paper as a starting point of their inquiry. (C) 2019 Published by

Elsevier Ltd.

Keywords

Author Keywords: Mobile device security; Graphical password; PIN based authentication; Biometric security; Touchscreen

gesture/pattern; Natural algorithms

KeyWords Plus: USER AUTHENTICATION; IRIS RECOGNITION; PHONE; DESIGN

Author Information

Reprint Address: Chiroma, H (reprint author)

       Fed Coll Educ Tech, Dept Comp Sci, Gombe, Nigeria.

Addresses:

       [ 1 ] Natl Open Univ Nigeria, Dept Informat Technol, Lagos, Nigeria

       [ 2 ] Fed Univ Technol, Dept Cyber Secur Sci, Minna, Nigeria

[ 3 ] Univ Jeddah, Dept Comp Sci, Jeddah, Saudi Arabia

       [ 4 ] Fed Coll Educ Tech, Dept Comp Sci, Gombe, Nigeria

[ 5 ] Qatar Univ, Dept Comp Sci & Engn Dept, Doha, Qatar

[ 6 ] Univ Teknol Malaysia, Fac Comp, Johor Baharu, Malaysia

       [ 7 ] Gombe State Univ, Dept Math, Gombe, Nigeria

[ 8 ] Int Islamic Univ Malaysia, Dept Comp Sci, Selangor, Malaysia

[ 9 ] Bayero Univ, Dept Comp Sci, Kano, Nigeria

       [ 10 ] Princess Nourah Bint Abdulrahman Univ Saudi Arabi, Comp Sci & IT Dept, Coll Community, Riyadh, Saudi Arabia

E-mail Addresses: freedonchi@yahoo.com

Citation Network

In Web of Science Core Collection

0
Times Cited

Create Citation Alert

67
Cited References

View Related Records

Use in Web of Science

Web of Science Usage Count

6 6

Last 180 Days Since 2013

This record is from:

Web of Science Core Collection

- Science Citation Index Expanded

Suggest a correction

If you would like to improve the quality of

the data in this record, please suggest a

correction.

Web of Science InCites Journal Citation Reports Essential Science Indicators EndNote Publons Kopernio Sign In  Help  English 

Tools  Searches and alerts  Search History Marked List

Free Accepted Article From Repository Look Up Full Text  Full Text from Publisher Add to Marked ListFind PDF Export...A

 1  of  1 

Learn more

Search Search Results

http://apps.webofknowledge.com.ezproxy.um.edu.my/home.do?SID=F2wRxULpxWE895JHfdo
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=9923044
javascript:sup_focus('addressWOS:000475993700001-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=31773140
javascript:sup_focus('addressWOS:000475993700001-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=31298845
javascript:sup_focus('addressWOS:000475993700001-3')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=968640
javascript:sup_focus('addressWOS:000475993700001-4')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=3400571
javascript:sup_focus('addressWOS:000475993700001-5')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=30597907
javascript:sup_focus('addressWOS:000475993700001-6')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=31203033
javascript:sup_focus('addressWOS:000475993700001-7')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=673248
javascript:sup_focus('addressWOS:000475993700001-8')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=28237575
javascript:sup_focus('addressWOS:000475993700001-9')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OutboundService.do?SID=F2wRxULpxWE895JHfdo&mode=rrcAuthorRecordService&action=go&product=WOS&daisIds=5482033
javascript:sup_focus('addressWOS:000475993700001-10')
javascript:hide_show('show_resc_blurb', 'inline');hide_show('show_resc_blurb_link', 'none');hide_show('hide_resc_blurb_link', 'inline')
javascript:;
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=Mobile+device+security&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=Graphical+password&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=PIN+based+authentication&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=Biometric+security&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=Touchscreen+gesture%2Fpattern&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=Natural+algorithms&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=USER+AUTHENTICATION&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=IRIS+RECOGNITION&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=PHONE&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=F2wRxULpxWE895JHfdo&field=TS&value=DESIGN&uncondQuotes=true
javascript:hide_show('research_pref_org_exp_link_3', 'inline');hide_show('show_research_pref_org_exp_link_3', 'none');hide_show('hide_research_pref_org_exp_link_3', 'inline')
javascript:hide_show('research_pref_org_exp_link_5', 'inline');hide_show('show_research_pref_org_exp_link_5', 'none');hide_show('hide_research_pref_org_exp_link_5', 'inline')
javascript:hide_show('research_pref_org_exp_link_6', 'inline');hide_show('show_research_pref_org_exp_link_6', 'none');hide_show('hide_research_pref_org_exp_link_6', 'inline')
javascript:hide_show('research_pref_org_exp_link_8', 'inline');hide_show('show_research_pref_org_exp_link_8', 'none');hide_show('hide_research_pref_org_exp_link_8', 'inline')
javascript:hide_show('research_pref_org_exp_link_9', 'inline');hide_show('show_research_pref_org_exp_link_9', 'none');hide_show('hide_research_pref_org_exp_link_9', 'inline')
mailto:freedonchi@yahoo.com
javascript:csiovl('PCTAdd', '/OutboundService.do?action=go&mode=Wos1pAlertingPCTAdd&product=WOS&SID=F2wRxULpxWE895JHfdo&component=pct&forwardTo=None&qid=18&doc=1&colName=WOS&num_cited=0');
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d18%26log_event%3dyes%26product%3dWOS%26SID%3dF2wRxULpxWE895JHfdo%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000475993700001&search_mode=CitedRefList&SID=F2wRxULpxWE895JHfdo&parentProduct=WOS&parentQid=18&parentDoc=1&recid=WOS:000475993700001&PREC_REFCOUNT=67&fromRightPanel=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d18%26log_event%3dyes%26product%3dWOS%26SID%3dF2wRxULpxWE895JHfdo%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000475993700001&parentProduct=WOS&parentQid=18&search_mode=RelatedRecords&SID=F2wRxULpxWE895JHfdo&parentDoc=1
javascript:;
javascript:;
javascript: void('InCites')
javascript: void('JCR')
javascript: void('ESI')
javascript: void('EndNote')
javascript: void('PUBLONS')
https://kopernio.com/?utm_source=WOS_home&utm_medium=web&utm_campaign=kopernio_wos_product&ref=wos
javascript:void(0);
javascript:void(0)
javascript: void(0)
javascript: void(0)
javascript: void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_CombineSearches_input.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CombineSearches
http://apps.webofknowledge.com.ezproxy.um.edu.my/ViewMarkedList.do?action=Search&product=WOS&SID=F2wRxULpxWE895JHfdo&mark_id=UDB&search_mode=MarkedList&colName=WOS&entry_prod=WOS
javascript:;
javascript:void('Links');
javascript:void('Full Text from Publisher');
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_GeneralSearch_input.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=GeneralSearch
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&search_mode=GeneralSearch&qid=18&SID=F2wRxULpxWE895JHfdo&page=


(from Web of Science Core Collection)

Funding

Funding Agency Grant Number

Tetfund Institutional Based Research Grant, Federal College of Education (Technical), Gombe   

View funding text   

Publisher

ELSEVIER ADVANCED TECHNOLOGY, OXFORD FULFILLMENT CENTRE THE BOULEVARD, LANGFORD LANE, KIDLINGTON,

OXFORD OX5 1GB, OXON, ENGLAND

Journal Information

Impact Factor: Journal Citation Reports

Categories / Classification

Research Areas: Computer Science

Web of Science Categories: Computer Science, Information Systems

See more data fields

  1  of  1 

Cited References: 67

Showing 30 of 67 View All in Cited References page

Privacy Preserving Social Network Data Publication

By: Abawajy, Jemal H.; Ninggal, Mohd Izuan Hafez; Herawan, Tutut

IEEE COMMUNICATIONS SURVEYS AND TUTORIALS  Volume: 18   Issue: 3   Pages: 1974-1997   Published: 2016

Times Cited: 24 

Title: [not available]

By: AGRAWAL A

INT J COMPUTER SCI I  Volume: 5   Pages: 4839   Published: 2014

Times Cited: 4 

A forensic evidence recovery from mobile device applications

By: Alhassan, JK; Gbolahan, A; Idris, I; et al.

Int. J. Digit. Enterp. Technol.  Volume: 1   Issue: 1-2   Pages: 79-95   Published: 2018

[Show additional data]

Times Cited: 1 

A novel image-based implicit password authentication system (IPAS) for mobile and non-mobile devices

By: Almuairfi, Sadiq; Veeraraghavan, Prakash; Chilamkurti, Naveen

MATHEMATICAL AND COMPUTER MODELLING  Volume: 58   Issue: 1-2   Pages: 108-116   Published: JUL 2013

Times Cited: 12 

Intelligent biometric pattern password authentication systems for touchscreens

By: Alpar, Orcan

EXPERT SYSTEMS WITH APPLICATIONS  Volume: 42   Issue: 17-18   Pages: 6286-6294   Published: OCT 2015

Times Cited: 17 

Spin-lock gesture authentication for mobile devices

By: Aly, Y; Munteanu, C; Raimondo, S; et al.

P 18 INT C HUM COMP  Published: 2016

[Show additional data]

Times Cited: 1 

Biometric authentication based on touchscreen swipe patterns

By: Antal, Margit; Szabo, Laszlo Zsolt

9TH INTERNATIONAL CONFERENCE INTERDISCIPLINARITY IN ENGINEERING, INTER-ENG 2015  Book Series: Procedia Technology   Volume: 22

  Pages: 862-869   Published: 2016

Times Cited: 5 

VAP code: A secure graphical password for smart devices

By: Azad, Saiful; Rahman, Musfiq; Ranak, M. S. A. Noman; et al.

COMPUTERS & ELECTRICAL ENGINEERING  Volume: 59   Pages: 99-109   Published: APR 2017

Times Cited: 4 

1.

2.

3.

4.

5.

6.

7.

8.

javascript:hide_show('show_fund_blurb', 'inline');hide_show('show_fund_blurb_link', 'none');hide_show('hide_fund_blurb_link', 'inline')
javascript:;
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=18&parentDoc=1&qid=19&SID=F2wRxULpxWE895JHfdo&colName=WOS&page=1
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000384887100018
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=1&REFID=515531213&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=2&REFID=514849999&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_3 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_3 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_3 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=3&REFID=588295726&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000320601000012
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=4&REFID=454020593&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000356122000002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=5&REFID=487673352&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_6 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_6 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_6 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=6&REFID=588295728&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000383949300121
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=7&REFID=510338805&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000404197400010
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=8&REFID=533965547&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct


An implicit author verification system for text messages based on gesture typing biometrics

By: Burgbacher, U; Hinrichs, K.

P SIGCHI C HUM FACT  Published: 2014

Times Cited: 1 

Strengthening authentication with privacy-preserving location verification of mobile phones

By: Camenisch, J; Ortiz-Yepes, DA; Preiss, F-S.

P 14 ACM WORKSH PRIV  Published: 2015

Times Cited: 1 

MobSecure: A Shoulder Surfing Safe Login Approach Implemented On Mobile Device

By: Chakraborty, Nilesh; Randhawa, Gurpinder Singh; Das, Kuntal; et al.

PROCEEDINGS OF THE 6TH INTERNATIONAL CONFERENCE ON ADVANCES IN COMPUTING AND COMMUNICATIONS  Book Series: Procedia

Computer Science   Volume: 93   Pages: 854-861   Published: 2016

Times Cited: 6 

A graphical-based password keystroke dynamic authentication system for touch screen handheld mobile devices

By: Chang, Ting-Yi; Tsai, Cheng-Jung; Lin, Jyun-Hao

JOURNAL OF SYSTEMS AND SOFTWARE  Volume: 85   Issue: 5   Pages: 1157-1165   Published: MAY 2012

Times Cited: 52 

Sensor-assisted facial recognition: an enhanced biometric authentication system for smartphones

By: Chen, S; Pande, A; Mohapatra, P.

P 12 ANN INT C MOB S  Published: 2014

Times Cited: 1 

Improving user authentication on mobile devices: a touchscreen graphical password

By: Chiang, H -Y; Chiasson, S.

P 15 INT C HUM COMP  Published: 2013

Times Cited: 1 

Mobile user identification through authentication using keystroke dynamics and accelerometer biometrics

By: Corpus, KR; Gonzales, RJDL; Morada, AS; et al.

P 2016 IEEE ACM INT  Published: 2016

[Show additional data]

Times Cited: 1 

A framework for continuous, transparent mobile device authentication

By: Crawford, Heather; Renaud, Karen; Storer, Tim

COMPUTERS & SECURITY  Volume: 39   Pages: 127-136   Part: B   Published: NOV 2013

Times Cited: 33 

Toward the design of adaptive selection strategies for multi-factor authentication

By: Dasgupta, Dipankar; Roy, Arunava; Nag, Abhijit

COMPUTERS & SECURITY  Volume: 63   Pages: 85-116   Published: NOV 2016

Times Cited: 14 

Touch me once and i know it's you!: implicit authentication based on touch screen patterns

By: De Luca, A; Hang, A; Brudy, F; et al.

P SIGCHI C HUM FACT  Published: 2012

[Show additional data]

Times Cited: 3 

FIRME: Face and Iris Recognition for Mobile Engagement

By: De Marsico, Maria; Galdi, Chiara; Nappi, Michele; et al.

IMAGE AND VISION COMPUTING  Volume: 32   Issue: 12   Pages: 1161-1172   Published: DEC 2014

Times Cited: 70 

Continuous mobile authentication using touchscreen gestures

By: Feng, T; Liu, Z; Kwon, K -A; et al.

P 2012 IEEE C TECHN  Published: 2012

[Show additional data]

Times Cited: 3 

Touchalytics: On the Applicability of Touchscreen Input as a Behavioral Biometric for Continuous Authentication

By: Frank, Mario; Biedert, Ralf; Ma, Eugene; et al.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY  Volume: 8   Issue: 1   Pages: 136-148   Published: JAN 2013

Times Cited: 255 

Multimodal authentication on smartphones: Combining iris and sensor recognition for a double check of user identity

By: Galdi, Chiara; Nappi, Michele; Dugelay, Jean-Luc

PATTERN RECOGNITION LETTERS  Volume: 82   Pages: 144-153   Part: 2   Published: OCT 15 2016

Times Cited: 17 

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=9&REFID=588295729&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=10&REFID=588295730&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000383945000111
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=11&REFID=517737495&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000301828800012
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=12&REFID=430067187&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=13&REFID=588295733&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=14&REFID=588295735&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_15 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_15 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_15 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=15&REFID=588295737&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000329007400002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=16&REFID=463925918&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000387193200006
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=17&REFID=518479109&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_18 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_18 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_18 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=18&REFID=505738410&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000348888600017
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=19&REFID=480518876&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_20 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_20 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_20 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=20&REFID=513057897&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000318595000012
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=21&REFID=443189258&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000386874600007
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=22&REFID=519449409&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct


The Shoulder Surfing Resistant Graphical Password Authentication Technique

By: Gokhale, Aakansha S.; Waghmare, Vijaya S.

PROCEEDINGS OF INTERNATIONAL CONFERENCE ON COMMUNICATION, COMPUTING AND VIRTUALIZATION (ICCCV) 2016  Book Series: Procedia

Computer Science   Volume: 79   Pages: 490-498   Published: 2016

Times Cited: 12 

Forgery-resistant touch-based authentication on mobile devices

By: Gong, NZ; Payer, M; Moazzezi, R; et al.

P 11 ACM AS C COMP C  Published: 2016

[Show additional data]

Times Cited: 1 

New mobile phone and webcam hand images databases for personal authentication and identification

By: Hassanat, Ahmad; Al-Awadi, Mouhammd; EmanBtoush; et al.

6TH INTERNATIONAL CONFERENCE ON APPLIED HUMAN FACTORS AND ERGONOMICS (AHFE 2015) AND THE AFFILIATED CONFERENCES, AHFE

2015  Book Series: Procedia Manufacturing   Volume: 3   Pages: 4060-4067   Published: 2015

Times Cited: 6 

Gait authentication on mobile phone using biometric cryptosystem and fuzzy commitment scheme

By: Hoang, Thang; Choi, Deokjai; Thuc Nguyen

INTERNATIONAL JOURNAL OF INFORMATION SECURITY  Volume: 14   Issue: 6   Special Issue: SI   Pages: 549-560   Published: NOV 2015

Times Cited: 19 

Keystroke dynamics-based authentication for mobile devices

By: Hwang, Seong-Seob; Cho, Sungzoon; Park, Sunghoon

COMPUTERS & SECURITY  Volume: 28   Issue: 1-2   Pages: 85-93   Published: FEB-MAR 2009

Times Cited: 52 

Secure Smartphone Unlocking using NFC

By: Jambusaria, Utsav; Katwala, Neerja; Mistry, Dharmeshkumar

INTERNATIONAL CONFERENCE ON ADVANCED COMPUTING TECHNOLOGIES AND APPLICATIONS (ICACTA)  Book Series: Procedia Computer

Science   Volume: 45   Pages: 465-469   Published: 2015

Times Cited: 3 

Two-factor face authentication using matrix permutation transformation and a user password

By: Kang, Jeonil; Nyang, DaeHun; Lee, KyungHee

INFORMATION SCIENCES  Volume: 269   Pages: 1-20   Published: JUN 10 2014

Times Cited: 18 

Keystroke dynamics-based user authentication using long and free text strings from various input devices

By: Kang, Pilsung; Cho, Sungzoon

INFORMATION SCIENCES  Volume: 308   Pages: 72-93   Published: JUL 1 2015

Times Cited: 27 

Showing 30 of 67 View All in Cited References page

23.

24.

25.

26.

27.

28.

29.

30.

Clarivate
Accelerating innovation

© 2019 Clarivate Copyright notice Terms of use Privacy statement Cookie policy

Sign up for the Web of Science newsletter Follow us  

http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000375222800062
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=23&REFID=510962738&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_24 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_24 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_24 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=24&REFID=588295740&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000383740304026
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=25&REFID=506363720&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000363976600006
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=26&REFID=499716971&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000262802600010
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=27&REFID=264100165&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000360016300055
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=28&REFID=494437557&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000334897600001
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=29&REFID=470100444&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitedFullRecord&isickref=WOS:000353848900007
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=F2wRxULpxWE895JHfdo&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=30&REFID=484899795&logEventUT=&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=18&parentDoc=1&qid=19&SID=F2wRxULpxWE895JHfdo&colName=WOS&page=1
javascript: void('home')
javascript: void('copyright')
javascript: void('policy');
javascript: void('privacy');
javascript: void('cookies')
javascript: void('Newsletter')

