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Abstract. Blockchain-based platforms, particularly those based on permissioned
blockchain, are increasingly popular in a broad range of settings. In addition to
security and privacy concerns, organizations seeking to implement such
platforms also need to consider performance, especially in latency- or delay-
sensitive applications. Performance is generally less studied in comparison to
security and privacy, and therefore in this paper we survey the existing empirical
performance evaluation of different permissioned blockchain platforms
published between 2015 and 2019, using a comparative framework. The
framework comprises ten criteria. We then conclude the paper with a number of

potential future research directions.
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1. Introduction

We are living in an era where data is being generated at a
significantly fast pace [1], and this trend is likely to
continue in the foreseeable future. Such a trend also
necessitates the availability of platforms where data can be
stored and exchanged reliably. Information exchange is
typically controlled and centralized by some third-party
entity. For instance, a financial transaction between two
entities (e.g. consumer and the resource provider such as
supermarket), a financial institution or credit card provider
plays an intermediary role to complete the transaction and
the two involved entities in the transaction must trust the
third-party. In providing the trusted service, the financial
institution or credit card provider imposes a transaction
processing fee. This process is typical in many other
domains, such as healthcare and real estate. There are,
however, situations where reliance on a centralized third-
party entity is not desirable. Thus, there have been attempts
to explore the potential of utilizing blockchain technology.
Blockchain technology provides a decentralized
platform where information can be exchanged without
relying on an external third-party entity. As a distributed

ledger, blockchain stores a copy of completed transactions
on top of a peer-to-peer network [2]. The information
about each completed transaction in the blockchain is
immutable and also available to every involved party.
These key features make blockchain technology a potential
solution to facilitate enhanced security, reliability,
transparency, efficiency, and cost-effectiveness of
information processing. Although blockchain was initially
applied to digital currency (i.e., Bitcoin) [3], it has the
potential to be applied in other settings and sectors, such as
smart cities [4]-[6], healthcare [7]-[9], insurance [10],
education [11], supply chain management [12], [13],
Internet of Things (l1oT) [14]-[16], 5G networks [17], etc.
For example, over $1 billion investment was reportedly
made by technical and financial firms in 2016 to deploy
blockchain technology into their businesses [18].

As its name suggests, blockchain is a chain of connected
blocks where each block comprises multiple records of
transactions. The security of these records depends mainly
on the underlying cryptographic algorithms. Each block in
a blockchain is associated with a unique identifier (i.e.,
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hash), which is produced based on the data stored in that
particular block, and the hash of the previous block. This
allows the detection of any manipulation to a block of data,
since the modification will result in the alteration of the
hash of the modified block, as well as the other subsequent
linked blocks. In other words, the hash identifiers play a
critical role in ensuring the security and immutability of the
blockchain. The decentralized feature of blockchain also
makes it more resistant against attacks, for example
miniziming the risk of single point of failure since multiple
copies of data are replicated among all peers in the
network. However, other conditions and factors need to be
taken into consideration prior to deploying a blockchain in
practice. There are two types of blockchain platforms,
permissionless and permissioned. Although both types of
platforms share some similar characteristics, their key
differences can influence the security requirements they
can fulfill. In permissionless (also known as public)
blockchain platforms, no permission is required to join a
network. Therefore, anyone is able to freely join the
network and perform read/write operations on the ledger.
The most popular or widely known  permissionless
blockchain is Bitcoin. However, when additional layers of
control and privacy are needed, we can consider
permissioned blockchain platforms. These platforms
require specific permissions prior to the user accessing and
performing any read/write operation on the ledger. In other
words, permissioned blockchain platforms provide an
additional layer of security, where an access control layer
is deployed in order to handle permissions for performing
some specific operations by authorized participants [19].

There are a number of popular blockchain platforms,
and examples include Ethereum, Hyperledger Fabric,
Multichain, Quorum, and Libra, and the options for
consumers are growing. Hence, it can be challenging for
consumers to determine which platform(s) is/are more
appropriate for a given use case without an unbiased
evaluation of the platform’s key properties and features.
Performance is generally a key concern in the adoption of
blockchain platforms, but it is generally less studied
compared to other concerns such as security [20], [21].
This reinforces the importance of unbiased evaluation of
popular blockchain platforms’ performance, which is partly
evidenced by the small number of empirical studies that
attempt to quantify and measure performance
characteristics of different blockchain platforms under
divergent settings. Nonetheless, key differences, significant
similarities, and potential opportunities for improvement
can be overlooked unless the existing empirical
performance studies are also critically reviewed and
analyzed. This is the focus of this paper.

Specifically, we will analyze, assess, and compare recent
empirical studies focused on the performance evaluation of
different permissioned blockchain platforms. By doing so,
we answer the following research questions.

RQ1: What are the existing empirical studies in the
literature focusing on performance evaluation of
permissioned blockchain platforms?

Answering RQ1 would help the blockchain community,
as well as the broader community, to understand the
current state-of-the-play.

RQ2: What are the key aspects and achievements of the
identified empirical studies?

Answering RQ2 would provide the blockchain
community, as well as the broader community, a
comparative overview of these empirical studies, such as
key differences and common performance characteristics
of different permissioned blockchain platforms.

RQ3: What are the existing limitations and potential
future research opportunities?

Answering RQ3 would provide the blockchain and
broader communities’ potential research agenda.

This paper is the first attempt to conduct a thorough
review of the empirical performance evaluation of
permissioned blockchain platforms. Findings would
potentially benefit business leaders (seeking to adopt a
given blockchain platform for a specific application),
blockchain developers (seeking to identify and optimize
performance issues and bottlenecks of different platforms),
and blockchain researchers (seeking to recognize potential
opportunities for future enhancements).

The rest of this paper is organized as follows. A
literature review on popular consensus algorithms and
recent blockchain platforms is given in Section 2. Section 3
presents a detailed review of the recent empirical studies
focusing on the performance evaluation of permissioned
blockchain platforms. Section 4 explains the comparison
criteria and presents a discussion on the results. Section 5
describes potential future research opportunities, based on
the discussion in the preceding section. Finally,
conclusions and future work are given in Section 6.

2. Literature Review

This section aims at reviewing blockchain literature from
two main perspectives. First, in Section 2.1, we explain the
concept of consensus algorithm and give an overview of
some popular consensus algorithms. Second, in Section
2.2, we review the most recent established blockchain
platforms.

21  Consensus Algorithms

Blockchain technology has been attracting massive
attention from the public since its first appearance to the
world as the technological knowledge behind Bitcoin [3].
Blockchain is a decentralized ledger with the ability to
record transactions between two bodies without the
intervention of an intermediary. Instead, a set of nodes
connected to each other via a peer-to-peer network. When
a transaction is made between two nodes, the other nodes
would validate the transaction by some form of “proof” or
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to vote for an agreement between the nodes [22]. This
validation process is done through a mechanism called the
consensus algorithm. Once the transaction has been
verified among all nodes, the transaction is kept in a block
and then appended to a chain of blocks, which is the reason
behind the name “blockchain”. Several variations of
consensus algorithms have been proposed so far, each of
which offers varying performance efficiency, security and
reliability. Several surveys on consensus algorithms have
been conducted in recent years [22]-[29]. These surveys
are listed and summarized in Table 1. Some of the popular
consensus algorithms are explained below.

Proof of Work (PoW) [3]: This is the first consensus
mechanism that gained widespread adoption due to its
implementation in Bitcoin. In this algorithm, a new block
is added to blockchain just after a complex mathematical
puzzle is solved. This puzzle usually is a hashing function
that involves finding a particular hash that is a sequence of
consecutive 0’s at the end of the hash. Finding the hash
becomes difficult over time and requires immense
computing capability. All nodes in the network try to solve
the puzzle, i.e., finding the hash. Any node that finds a
solution to the complex puzzle, disseminate the solution to
the network, which is then verified by the other nodes. The
node that solves the puzzle receives rewards for its efforts.
In the case of the Bitcoin network, the node will receive
Bitcoin as a reward. PoW has become quite unpopular
because of performance bottleneck (low transactions rate)
and sustainability issues (high power consumption).

Proof of Stake (PoS) [30]: PoS is the most popular
alternative to PoW. The number of stakes a node holds in
the network characterizes this consensus mechanism. This
mechanism does not require huge computational power as
in PoW. Unlike POW where the nodes earn the reward by
solving a complex puzzle, PoS let the nodes to acquire the
coins upfront before any transaction even happens. After
the coins have been acquired by the node, the nodes earn
the reward by helping in the transaction, .i.e., adding new
blocks to the blockchain. In PoS there is no race to solve
the complex puzzle; instead, the node that has more stakes

Table 1. Summary of surveys on consensus algorithms

has higher chances of creating a new block in the
blockchain. After the block has been created, the way it is
added to the blockchain may vary.

Proof of Activity (PoA) [31]: PoA can be considered to
be the combination of PoW and PoS. In this mechanism,
the process of adding a block to the blockchain starts in a
fashion similar to the PoW. The nodes race to solve the
computationally  complex  mathematical ~ problem.
However, the new block created by the winning node does
not constitute a transaction; it merely contains the header
(relevant information of the block) and the address of the
node that created the block first. To add to the blockchain,
the system switches to PoS, where the nodes with higher
stakes are sent the blocks to be signed. Once enough signs
required by the system are reached, the transaction value is
distributed among the node that created the block and the
signing nodes.

Practical Byzantine Fault Tolerance (PBFT) [32]: PBFT
is proposed to make or reach a decision in a distributed
network, such as blockchain, in the presence of the
malicious nodes. The concept of PBFT was proposed in
1999 [32]. In PoW, the node that solves the puzzles gets to
add the block, whereas, in PoS, the node that put in the
highest stake has the chances to add the block. In PBFT, no
such special requirement is needed, the block that will be
added to the chain would be the one validated by the
majority of the nodes. PBFT results in higher throughput
(transaction rate), scalability and low power consumption.
In PBFT, a proposer (block generator) is chosen in a
round-robin manner. This proposer then collects the
transaction details to create a block and broadcasts the
created block to the network. Upon receiving the block,
nodes will validate the received blocks and commit the
block to the blockchain.

Istanbul Byzantine Fault Tolerance (IBFT) [33]: IBFT is
similar to PBFT with an added functionality of the way
nodes are added or removed from the validation group.
IBFT uses pool validating nodes to determine whether the
proposed block is suitable for addition to the chain. One of
the validator nodes is chosen randomly to create a block

Source | Publication | Key contribution
Year

[23] 2017 It discusses the most popular consensus algorithms such as PoW, PoS, DPoS, PBFT, and Raft along with a
theoretical analysis of their performance characteristics.

[24] 2017 It provides an in-depth review on the consensus algorithms deployed in permissioned blockchain platforms.

[25] 2017 It introduces an evaluation framework to assess performance and security attributes of classical consensus
algorithms.

[22] 2018 It classifies the consensus algorithms into two main categories of proof-based such as PoW and voting-based such
as PBFT. Then, it highlights the main differences between various consensus algorithms under each category.

[26] 2019 It provides a comparative analysis on well-known consensus algorithms. It also discusses the main factors that can
influence the performance and security of consensus algorithms.

[27] 2019 It presents a detailed review on the recent design schemes used in developing different permissionless consensus
algorithms.

[28] 2019 It gives a summary of popular consensus algorithms along with their advantages and disadvantages.

[29] 2020 It presents different taxonomies of consensus algorithms from different perspectives to establish a baseline for a
detailed comparison. This study also categorizes consensus algorithms into two types of incentivized and non-
incentivized.




after committing the previous block. If the majority (~66%
of the nodes) of validating nodes approve the block, then it
is added to the blockchain. If a block cannot be added to
the chain, the proposer is changed, and the process starts
again. The nodes in the validation group may change over
time. The new nodes are added via a voting mechanism
where members can be added or removed through a
majority vote. Once a node reaches majority votes, they
immediately join/leave the validator group. Each block in
IBFT each block goes through several voting rounds by the
set of validators to reach a bilateral settlement before
adding it to the blockchain.

Raft [34]: This represents another distributed consensus
protocol that is utilized in blockchain. The defining feature
of this protocol is that each node is assigned three states,
namely leader, follower or candidate. The leader node is
chosen by voting rule and is allowed to append-only
operation. During normal operations, there is only one
leader node and other nodes are followers. Followers
simply respond to requests from leaders and candidates
nodes. In Raft, the time is divided into arbitrary length
term. At the beginning of each term, a leader is selected via
an election mechanism. One or more candidate nodes
attempt to become the leader. If a candidate node receives
majority votes, then it will operate as a leader until the term
expires. The Raft is envisioned for use in a comparatively
small cluster of nodes. In Raft, the followers blindly trust
their leader and follow what is instructed by the leader.
Raft consensus results in significant storage savings
because it does not create a block if there are no
transactions. This is significantly different from other
consensus algorithms where blocks containing zero
transactions can be added.

LibraBFT [35]: This consensus algorithm was proposed
by Facebook. It is similar to other BFT-based networks,
such as PBFT and IBFT, where the nodes acting as
validators decide which block can be appended to the
chain. However, LibraBFT reduces the complexity
associated with the PBFT consensus protocol. It makes
sure that all honest nodes agree on the block and
continuously adds the block to the chain. LibraBFT
protocol proceeds in rounds and a leader is chosen among
the set of validators in each round. The leader broadcasts
new block requests to all validator nodes and waits for
enough votes before proceeding. Once enough votes are
collected, it forms a Quoram Certificate (QC). This QC is
broadcasted to all the validators for verification. After
verifying the QC, the validators commit the proposed block
to its local storage and the round finishes.

2.2  Blockchain Platforms

Bitcoin [3] is the first and most popular blockchain
platform which facilities a reliable, cheap, and fast
mechanism to perform digital financial transactions
without the need for a central bank. Bitcoin enables the

implementation of smart contacts using a scripting
language. However, the limitation of scripting language
makes Bitcoin an inappropriate choice to create smart
contracts.

Ethereum [36] is a blockchain platform that has had a
profound effect on the evolution of blockchain technology
in recent years. Ethereum has proven itself as the most
well-known platform to support smart contracts using a
built-in scripting language, named Solidity. The simplicity
of creating smart contracts using Ethereum enables the
blockchain technology to be applied not only on
cryptocurrencies but also on different application domains.
This has made Ethereum as the most popular solution to
develop blockchain applications. Parity and Geth are the
two leading Ethereum clients’ implementation.

Hyperledger Fabric [37] is an open-source blockchain
platform, developed under the Linux foundation to be used
in enterprise context. Hyperledger Fabric facilitates the
creation of smart contracts using general-purpose scripting
languages such as Go, Java and Node.js rather than
constrained domain-specific languages (DSL). This
simplifies the implementation of blockchain solutions in
enterprises, as there is no need for developers to learn a
new scripting language for developing smart contracts.
Another key attribute of Hyperledger Fabric is to support
the pluggable consensus protocols that provide the
platform with the ability to be tailored to specific industry
use cases.

MultiChain [38] is a blockchain platform, which enables
the users to set up private blockchains in organizations
with speed. It provides a command-line interface for
network interaction and extends the core functionality of
Bitcoin APl using a simple API. MultiChain allows
different clients such as C#, Go, Java, Node.js, PHP,
Python and Ruby to interact with the network through
JSON-RPC API.

Lisk [39] provides an open-source blockchain platform
that simplifies the creation and deployment of
decentralized applications in JavaScript. It deploys
Delegated Proof of Stake (DPoS) as its consensus protocol.
Lisk enables the users to establish personal blockchain,
called sidechain, which can be simply developed and
tailored with Lisk tools. Sidechain stores all the data
generated by a decentralized application. With a special
focus on accessibility and usability, Lisk intends to be the
most prominent platform for developing blockchain
applications.

Quorum [40] is an Ethereum-based blockchain platform
established to simplify the development of Ethereum’s
blockchain applications in enterprises. Quorum is an ideal
solution for applications for which transactions’ processing
time and throughput are major concerns. The functionality
of Quorum is almost the same as Ethereum. However, it
has few differences such as permissions management of
both network and peer, improved transaction and contract
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privacy, voting-based consensus protocols and higher
performance.

HydraChain [41] is an open-source extension of
Ethereum blockchain platform that supports the
development and deployment of permissioned distributed
ledgers. HydraChain is entirely compatible with the
Ethereum protocol and allows the creation of smart
contracts using Python. The key feature of HydraChain is
that it enables different components of the system to be
easily customized based on customer needs. It supports
many tools, which enable reducing development time
while improving debugging capabilities.

Libra Blockchain [42] provides an open-source,
programmable, and decentralized database that aims at
offering a powerful and efficient platform to accommodate
the daily financial demands of all people around the world.
It facilitates the creation of smart contracts using a new and
user-friendly programming language, called Move. In line
with its main goal, which is to support billions of people,
high scalability, extreme security, and flexibility are
amongst the highest-priority features of this platform.

3.Empirical Studies on Performance Evaluation of
Blockchain Platforms

In order to answer the first research question (RQ1), we
conducted an exhaustive review of the blockchain literature
using popular scientific research databases such as Web of
Science, Scopus, IEEE Xplore, Google Scholar, etc. We
selected  "performance”  AND  ("evaluation”  OR
“analysis") AND ("blockchain” OR "blockchains”) as a
search query string, covering the time span between 2015
and Dec 2019. The search process resulted in locating
more than 1000 articles, focusing on the performance
evaluation of blockchain platforms, and we used the
following inclusion/exclusion criteria to further filter the
located articles.

e We included studies that focused on the
empirical performance  evaluation  of
permissioned blockchain platforms. In other
words, the performance evaluation of
permissionless (public) blockchain platforms
was not considered.

e We considered empirical studies that compared
the performance of at least two permissioned
blockchain platforms.

e We excluded studies that explored the
performance  evaluation of  blockchain
platforms through analytical modeling.

Eventually, we ended up with seven articles that will be
examined in the following sub-sections.

3.1 Hyperledger Fabric 0.6 Vs. Fabric 1.0

In [43], two experiments were conducted to have a
comparative evaluation of two versions of Hyperledger
Fabric, Fabric v0.6 and Fabric v1.0 to assess different

metrics including execution time, latency, throughput, and
scalability. In the first experiment, the execution time,
latency, and throughput of the two platforms were analyzed
on a single-peer network by changing the number of
transactions up to 10000 for each platform. The results
proved the superiority of Hyperledger Fabric v1.0 over
Hyperledger Fabric v0.6 across the three assessment
metrics. In the second experiment, the same metrics were
measured but on a multiple-peer network to measure the
scalability of the two platforms. Here also Hyperledger
Fabric v1.0 outperformed Hyperledger Fabric vO0.6,
although increasing the number of peers up to 20 nodes
resulted in longer execution time, more latency, and lower
throughput for both platforms. This study also reported that
the highest number of peers that Hyperledger Fabric v1.0
and Hyperledger Fabric v0.6 can handle is 4 and 16 peers,
respectively, for the execution of 10000 transactions (see
Fig. 1). However, this number would be 26 and 16 peers
for Hyperledger Fabric v1.0 and Hyperledger Fabric v0.6,
respectively, when executing 1000 transactions. This
shows that Hyperledger Fabric v1.0 is more scalable for a
lower number of transactions (up to 1000) and Hyperledger
Fabric v0.6 is a better choice in terms of scalability for
higher number of transactions (up to 10000).

Issues. Consensus algorithms play a critical role in
addressing the performance of blockchain platform. Given
this, a detailed discussion on the type of consensus
algorithm used in experiments and its effects on the
performance results are overlooked in this research.

3.2  Hyperledger Fabric 0.6 Vs. Ethereum 1.5.8

In other research [44], execution time, latency, and
throughput of two well-known blockchain platforms,
Hyperledger Fabric 0.6 and Ethereum 1.5.8, have been
assessed while the number of transactions was increased
from 1 to 10,000. The results highlighted that Hyperledger
Fabric attains lower execution time, higher throughput and
lower latency compared to Ethereum when the number of
transactions are increased up to 10,000. However, it is
reported that Ethereum is able to execute a higher number
of concurrent transactions compared to Hyperledger Fabric

el FaDriC 0.6 e==lll== Fabric 1.0

250

3

S 200

2

£ 150 g::l,_,__‘

S

2 100

&

£ 50

5 0 : . . ; -
1 2 4 8 12 16

Number of Peers

Figure 1. Scalability (increasing the number of peers) of

Hyperledger Fabric 1.0 and 0.6 (adapted from [43])
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(i.e., 50000 and 20000, respectively).

Issues. The presented results in this research are
obtained in a situation where consensus protocol is
discarded by configuration. In other words, the results only
highlight the difference between the execution layers of
two platforms. Therefore, the impact of the consensus
algorithm on the performance evaluation of the two
platforms is not investigated in this research. The
experiments were executed on a single-node network.
Another drawback is concerned with the lack of scalability
evaluation of both platforms. In this sense, the effects of
varying the number of nodes on performance metrics of
both platforms are not addressed in this research.

3.3  Ethereum 1.7.3 Vs. Hyperledger Fabric 1.0

In [45], the authors compared two permissioned
blockchain platforms, namely Ethereum 1.7.3 and
Hyperledger Fabric 1.0, in terms of throughput and latency.
The major difference between this work and [44] is that
different consensus algorithms, i.e., PBFT and PoW, were
taken into consideration to explore their impact on
performance evaluation of both platforms. The
experiments were performed on a multiple-node network,
including four severs and four clients. The results, as
sketched in Fig. 2, indicated that Hyperledger Fabric
outperforms Ethereum in terms of average throughput and
latency under different transaction rates (from 1 to 10000
transactions). These results are in line with the results
presented in [46] as BFT-based blockchain platform, i.e.,
Hyperledger Fabric, shows a better performance compared
to the PoW-based blockchain platform, i.e., Ethereum.
Issues. The execution time of transactions, as one of the
important performance metrics, is not measured and
discussed in this research. Moreover, the scalability of both
platforms is not explored in the presence of consensus
algorithms. It is worth scrutinizing the impacts of changing
the number of nodes on the performance metrics of both
platforms. The ability of both platforms to handle
concurrent transactions is also not addressed in this work.
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34  Ethereum 1418 Vs. Parity 1.6 Vs.
Hyperledger Fabric 0.6

In [47], the authors proposed a performance benchmarking
framework, called BLOCKBENCH, to compare three
permissioned Blockchain platforms, namely Ethereum
1.4.18, Parity 1.6, and Hyperledger Fabric 0.6. The
evaluation was based on measuring throughput, latency,
scalability, and fault-tolerance. The experimental results
highlighted that Hyperledger outperforms Ethereum and
Parity in terms of throughput. However, Parity achieved
the lowest latency while Ethereum showed the highest. The
scalability was measured by fixing the transaction rate
while increasing the number of servers and clients. The
results illustrated that throughput and latency of Parity
remained at the same level where for Ethereum both
throughput and latency reduced continually over 8 servers.
Surprisingly, Hyperledger stopped responding over 16
servers. From fault tolerance point of view, it was
described that Ethereum and Parity remain unaffected
against failing four servers while Hyperledger Fabric fails
to generate any more block once failure occurs. In
summary, although the similarities and differences among
three blockchain platforms are well-investigated in this
research, the authors concluded that the investigated
blockchain platforms are not able to show a good
performance in case of large-scale data processing
workloads.

Issues. Although the effects of changing the number of
nodes on performance evaluation of three platforms were
well-explored in this research, the impacts of modifying
the number of transactions on performance metrics were
not addressed. Furthermore, the transaction execution time
and the ability of both platforms to handle concurrent
transactions are ignored to be measured and reported in this
research.

3.5 Geth Vs. Parity

Another research [48] analyzed two popular Ethereum
clients, called Parity and Geth, to determine which one is
faster in processing a different number of transactions,
ranging from 1000 to 10000 transactions. The results
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Figure 2. Latency (left) and throughput (right) of Ethereum and Hyperledger Fabric (taken from [45])



demonstrated that Parity is able to process transactions, on
average 89.9%, faster than Geth.

Issues. No information and discussion are given about
the consensus algorithm deployed in the experiments.
Latency and throughput of transactions are not measured.
Although the influence of changing the amount of RAM on
execution times of both Parity and Geth has been explored
in this research, the impacts of changing the number of
nodes on execution times of both platforms were not
investigated. The ability of both platforms to handle
concurrent transactions is also not taken into consideration.

3.6 Quorum (Raft-Based Vs. Ibft-Based)

In another research [49], the performance characteristics of
another blockchain platform, called Quorum, have been
investigated through an empirical study. In practice, the
focus was on comparing the performance of two versions
of Quorum, Raft deployment and IBFT deployment, in
terms of throughput and latency. The experiments were
performed on a three-node and four-node network for Raft-
based and IBFT-based Quorum respectively, based on the
least requirements of both platforms. After executing the
experiments and collecting the results, the authors deduced
that IBFT-based Quorum has higher latency compared to
Raft-based Quorum. Unexpectedly, the difference was not
significant in terms of throughput. Nevertheless, for input
transaction rates of 1650 per second and above, Raft-based
Quorum outperformed IBFT-based Quorum to a small
extent and for lower transaction rates IBFT-based Quorum
performed slightly better than Raft-based Quorum.

Issues. This research failed to notice how increasing the
number of peers would affect the throughput and latency of
both platforms. The number of peers remained fixed
throughout the experiments. In other words, scalability and
its impact on both platforms are not addressed in this
research. The number of transactions also kept rather low
compared to other similar empirical studies. There is no
information behind making such a design decision.
Moreover, the ability of both platforms to handle
concurrent transactions and transaction execution time are
overlooked in this study.
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3.7 Libra Vs. Hyperledger Fabric 1.4.1

In [50], the authors performed an experimental study to
evaluate the performance and scalability of two
permissioned blockchain platforms, called Libra and
Hyperledger Fabric 1.4.1. The performance evaluation was
based on measuring two properties, execution time and
throughput. A four-node network was utilized to run
experiments. The results, as sketched in Fig. 3, ascertained
the superiority of Hyperledger Fabric over Libra against
both properties. However, in terms of scalability, it has
been shown that increasing the number of peers, from 1 to
16, resulted in execution time increment and throughput
reduction for both platforms. By analyzing the
performance and scalability of Libra blockchain platform,
the authors figured out that Libra in its current version is
still far from a decent level to satisfy the requirements of a
given heavy-load real application.

Issues. Although this research applied a rigorous
methodology to compare both platforms under different
circumstances, measuring performance metrics of both
platforms beyond 16 nodes are not addressed. Tackling
such a point could certainly strengthen the findings of this
study.

4. Comparison of the Empirical Studies

To answer the second research question (RQ2), we
performed a comparative analysis of the empirical studies
introduced in the preceding section. This kind of analysis
would enable us to provide a broad overview of all
empirical studies by discovering the similarities and
differences among those studies.

41  Comparison Criteria

Before presenting the results of our analysis, it is initially
important to describe the comparison criteria we have
identified and used in order to characterize the empirical
studies. These criteria are described below.

Blockchain platforms. This represents the blockchain
platforms that have been empirically evaluated by a given
experimental study.

Blockchain type. As previously discussed, there are two

Figure 3. Throughput (left) and execution time (right) of Libra and Hyperledger Fabric (adapted from [50])



categories of blockchain platforms [29], [51]:

Permissionless blockchain is a fully decentralized
network that allows any peer to freely join the network and
participate in a transaction and consensus process without
any kind of permission.

Permissioned blockchain requires every unknown peer
to be verified and permissioned by a set of known peers
before joining and accessing to a blockchain network.

Consensus algorithm. It represents a specific process
that a blockchain platform under evaluation might have
been deployed in order to reach agreement among peers
before letting any block to be added into a blockchain
network. Currently, various types of consensus algorithms
exist, each of which has its own fundamental process.
Further details about different types of consensus
algorithms are given in Section 2.1.

Performance metrics. The performance of a given
blockchain platform can be measured in terms of execution
time, latency, and throughput.

Execution time is the amount of time required by a
blockchain platform to successfully confirm and execute a
transaction.

Latency is the amount of time taken by a blockchain
platform to respond to a transaction.

Throughput is the number of transactions that can be
executed successfully by a blockchain platform per second.

Evaluation workload. It represents the number of
transaction requests sent to a given blockchain platform
while monitoring its effect on the performance metrics.

Network type. It determines whether the performance
metrics of a given blockchain platform have been
measured on a single or multi-node network.

Scalability. The scalability of a given blockchain
platform is measured by increasing the number of nodes
while still measuring the performance metrics.

Fault tolerance. The fault tolerance of a given
blockchain platform is measured as to how a node failure
can affect the performance metrics. In other words, it
determines how resilient a blockchain platform is against
failures.

Evaluation framework. It describes which testing
framework was deployed in order to produce workload and
collect performance results. It can be classified into three
categories:

Hyperledger Caliper [52] is a performance
benchmarking tool, developed by the Linux Foundation
that can be used to quantify different performance
properties, such as success rate, latency, throughput, and
resource consumption, of multiple blockchain solutions.
The key component of Hyperledger Caliper’s architecture
is the adaption layer, which enables practitioners to
customize this benchmarking tool by adding a plugin to
accommodate the requirements of a particular blockchain
implementation.

Blockbench [47] is a performance testing framework for
evaluating and comparing the performance of different
permissioned  blockchain platforms. The extensible
architecture of Blockbench allows the integration of any
permissioned blockchain platform into it using APIs. It
measures the performance of a blockchain platform in
terms of latency, throughput, fault tolerance, and
scalability.

Synthetic application is involved with deploying a
synthetic application and evaluation framework for
measuring the performance of permissioned blockchain
platforms. In other words, no specific performance
benchmarking tool has been utilized for testing purposes,
which makes it cumbersome for the other researchers to
replicate such empirical studies.

Maximum concurrent transactions. It specifies the
capacity of a certain blockchain platform to handle
concurrent transactions.

4.2  Results and Discussion

The comparison results of the identified empirical studies
with respect to the comparison criteria are summarized in
Table 2. The results of performance metrics are also
elaborated in Table 3.

Based on the results characterized in Table 2 and Table
3, here, we discuss the different factors that lead to
different performance results for different blockchain
platforms.

e Impact of different consensus algorithms:
Consensus algorithms play a critical role in
justifying the performance characteristics of
different permissioned blockchain platforms. From
Table 3, it is perceptible that Hyperledger Fabric
consistently outperforms Ethereum in terms of
performance metrics, as also demonstrated in [45]
and [47]. This can be justified by the underlying
consensus algorithm deployed by each platform, i.e.,
PBFT for Hyperledger Fabric and PoW for
Ethereum. This justification is also in consonance
with the results given in [46] where it has been
proved that BFT-based consensus algorithms show
better performance compared to PoW-based ones. It
is worth highlighting that even with the exclusion of
the consensus algorithm and only by assessing the
execution layer of both platforms, Hyperledger
Fabric still performs better than Ethereum [44]. This
implies the fact that the smart contract infrastructure
of Hyperledger Fabric is developed more efficiently
than Ethereum.

As discussed earlier in Section 3.4, Parity has the
lowest latency and is more fault-tolerant compared
to Hyperledger Fabric and Ethereum. The main
reason behind this is the deployment of PoA
consensus algorithm in Parity as it has been
proposed to offer better performance and fault
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tolerance compared to other BFT-based consensus
algorithms [53]. Nevertheless, due to its fixed block
generation rate, Parity’s throughput appears to be
less than the other two platforms.

Better performance of Raft-based Quorum over
IBFT-based Quorum in terms of latency (which is
discussed in Section 3.6) is also rooted in the
consensus algorithm deployed in each version of
Quorum blockchain platform. Raft, as a variation of
Crash Fault Tolerance (CFT) consensus algorithm,
is designed and developed to process transactions
faster than BFT-based consensus algorithms like
IBFT. The same reason justifies the superiority of
Hyperledger Fabric 1.4.1 over Libra (as discussed in
Section 3.7) in terms of execution time and
throughput as a CFT-based consensus algorithm,
i.e., Raft, has been deployed in Hyperledger Fabric
1.4.1 while a BFT-based consensus algorithm, i.e.,
LibraBFT, is exploited in Libra blockchain
platform.

Influence of varying number of peers: Not many
empirical studies have addressed how performance
characteristics of blockchain platforms can be
affected by increasing the number of peers in the
network. From Table 2, we can figure out that only
studies [43], [47], and [50] have undertaken such
issue. An in-depth analysis of those empirical
studies implies the fact that growing the number of
peers will negatively affect the performance of
blockchain platforms. Even in the worst case, it
causes some platforms such as Hyperledger Fabric
to stop responding beyond a certain number of
peers. This is in contrast with the hypothesis that
increasing the number of peers would be a logical
solution to improve performance. This is mainly
because Hyperledger Fabric is a communication
bound network and adding more number of peers
inflicts more network communication overheads.
Only Parity’s performance appears to be unaffected
against increasing the number of peers [47], because
of its fixed block generation rate.

Impact of evaluation workload: Increasing the
number of input transactions to be processed by a
blockchain platform affects the performance
metrics. In general, it has to be said that longer
execution time and more latency are also caused by
growing the number of transactions. However, the
scenario is different for throughout where increasing
the number of transactions usually results in higher
throughout but up to a certain point from which
throughout also declines as the number of
transactions grows.

different circumstances and one may outperform the other
in terms of a specific performance metric, the evaluated
blockchain platforms with their current performance
specifications are still faraway to accommodate the needs
of large-scale data processing systems.

5. Open Issues

Thorough overview of the existing contributions in
empirical performance evaluation of permissioned
blockchain platforms enabled us to identify some open
issues that can be considered as future investigations by
active researchers in this field. This section aims at
introducing those open issues, which in turn addresses the
third research question (RQ3).

o Further empirical performance studies:
Performance of blockchain platforms has been
identified as a major issue that needs to be
investigated more by blockchain  research
community [20], [21], [54]. Although the
significance of considering performance evaluation
of blockchain platforms, it can be observed, from
Table 2, that only a mere handful of research studies
have been dedicated to addressing this important
challenge. This shows that the current body of
research in this area is still at its nascent stage and
further empirical studies need to be conducted in
order to empirically evaluate the performance of
recently established blockchain platforms.

e Performance evaluation of other permissioned
blockchain platforms: From Table 2, we can easily
distinguish that only a limited number of
permissioned blockchain platforms have been
empirically compared together in terms of
performance. From the other side, an in-depth
review of the blockchain literature implies that
blockchain platforms are evolving rapidly. Some
popular permissioned blockchain platforms, other
than those were investigated in Table 2, are Corda
[55], MultiChain [38], Hyperledger Sawtooth [56],
HydraChain [41], BigchainDB [57], Ripple [58],
Hyperledger Iroha [58], OpenChain [60], Kadena
[61], and so forth. As the number of blockchain
permissioned platforms grows, it is essential to
empirically evaluate the key performance properties
of each platform before applying on a real use case.
This gap creates an interesting line of research for
scholars to conduct more empirical performance
analysis on the aforementioned platforms. This kind
of studies would also reveal the key differences that
might exist among different consensus algorithms
deployed in  each  blockchain  platform.

Overall, after a thorough analysis of the empirical
studies, it has to be said that, although each blockchain
platform has its own performance characteristics under



Table 2. Comparison of the empirical studies addressing performance evaluation of permissioned blockchain platform

Performance
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Table 3. Summary of performance metrics results of the empirical studies along with their experimental infrastructures

Paper | Execution Time Latency Throughput Experimental Infrastructure
[43] Fabric 1.0 < Fabric 0.6 Fabric 1.0 < Fabric 0.6 Fabric 1.0 > Fabric 0.6 HPC server with Intel(R) Xeon(R)
24 core CPU E5-2690, 2.60GHz, 64
GB RAM, running Ubuntu 16.04
[44] Hyperledger Fabric < Hyperledger Fabric < Hyperledger Fabric > Amazon AWS EC2 with Intel E5-
Ethereum Ethereum Ethereum 1650 8 core CPU, 15GB RAM,
running Ubuntu 16.04
[45] Hyperledger Fabric < Hyperledger Fabric > Yahoo Cloud System Benchmark,
x Ethereum Ethereum 8GB RAM, 128G SSD HD,
running Ubuntul16.04
[47] Parity< Hyperledger Fabric < | Hyperledger Fabric > 48-node commodity cluster with
Ethereum Ethereum>Parity E5-1650 3.5GHz CPU, 32GB
X
RAM,
2TB HD, running Ubuntu 14.04
[48] Parity < Geth < < Core i7-6700 CPU, 24GB RAM
[49] X Raft-based < IBFT-based IBFT-based > Raft-based (for | 8 vCPUs (4 cores at 3.6 GHz), 16
lower transaction rates) GB RAM, running Ubuntu 14.04
Raft-based > IBFT-based (for
higher transaction rates)
[50] Hyperledger Fabric < Libra x Hyperledger Fabric > Libra 2 Intel E5-2680 v4 CPU (14 cores),
384G RAM, running Ubuntu 18.04

Scalability:  Scalability, like performance, is
considered as a significant non-functional
requirement of any blockchain-based system.
Despite its importance, only a few empirical studies
measured the scalability of different blockchain
platforms (see Table 2). This brings out the
necessity for the blockchain research community to
conduct more experiments to measure the scalability
of different permissioned blockchain platforms.
Those few studies, [43], [44], and [50] also
demonstrate that the evaluated blockchain platforms
are suffering from scalability issues. Although some
mechanisms such as sharding, directed acyclic
graph, side chain, and off-chain have been proposed
in recent years to address the scalability issue of
blockchain platforms, it is essential for researchers
to conduct rigorous empirical studies to explore and
report the effects of such solutions on the
performance and scalability of permissioned
blockchain platforms.

Block size: Block size, as the number of transactions
that can be fitted into a block, has a significant
impact on the performance of a blockchain platform
[47], [62]. Despite this, only one empirical work in
Table 2 measured the impact of such a factor on
performance  characteristics of  permissioned
blockchain platforms, concluding that it has no
effect on improving performance. In contrast,
another study evidences the positive impact of block
size on the performance of permissioned blockchain
platforms [62]. Hence, further empirical studies
need to be carried out in order to provide more
rigorous evidence on either advocating or negating
the positive impact of block size on the performance
of permissioned blockchain platforms.

¢ Node configuration: The other parameter that can
affect the performance of a permissioned blockchain
platform is the computational power of a node,
which is called node configuration, such as RAM
and CPU’s amount and type [62]. The effect of this
parameter on performance is partially addressed in
only one empirical study [48]. In this sense, it is
worth conducting more empirical studies to explore
the effect of varied node configuration on the
performance of different permissioned blockchain
platforms.

6. Conclusions and Future Work

In this research, we performed a detailed review of
empirical studies that addressed the performance
evaluation of different permissioned blockchain platforms.
The reason for conducting such research work is advocated
by the fact that performance has been recognized as the
most concerned but often neglected issue of blockchain
platforms.

By proposing a comparative framework, including ten
criteria, we were able to not only highlight the similarities
and differences between different performance empirical
studies but also figure out the performance characteristics
of each permissioned blockchain platform under different
settings. This comparative framework also guides us
towards identifying and discussing the main factors, such
as consensus algorithm, number of peers, and number of
transactions, which could lead to the different performance
characteristics for each platform. We also delineated some
open issues for future investigation. In summary, we can
conclude that the investigated blockchain platforms in this
study with their reported performance behaviors are not at

a decent level to be replaced with traditional large-scale
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databases. Therefore, further empirical studies need to be
conducted in order to report any potential improvements in
the performance characteristics of permissioned blockchain
platforms.

Overall,

this research made the following major

contributions:

o Initially, it represents the first endeavor in the
blockchain literature towards surveying empirical
studies that addressed performance evaluation of
permissioned blockchain platforms.

e Second, it offers some notable implications to the
blockchain enthusiasts who are keen to conduct
research and development in this research area,
i.e., performance evaluation of permissioned
blockchain platforms.

As a future line of this research, we are planning to
conduct an empirical study to evaluate the performance of

the

MultiChain  permissioned blockchain platform.

Furthermore, it is worth addressing the open issues
introduced in Section 5 as future research directions.
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