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Abstract

Recent studies show that attackers evade authentication by exploiting valid
credentials and crafting authentication request messages to compromise as-
sets and illegitimately access data in smart communities such as smart cam-
puses and smart cities. In addition, attackers can send large numbers of
authentication and data access requests to spread malware across the smart
communities’ network and cause Distributed Denial of Service (DDoS) at-
tacks. This paper proposes SPrivAD, a secure and privacy-preserving mu-
tually dependent authentication and data access solution by which smart
communities’ assets such as users, devices, and apps can authenticate each
other before allowing data access. SPrivAD uses an Inter-Attribute-based
Zero Knowledge Proof of Knowledge (IA-ZKPK) protocol based on compu-
tational attributes of cryptographic operations, and cryptographic identities
of the assets to perform Mutually Dependent Multi-Factor Authentication
and Data Access (MDMFA). The computational attributes such as message
size and number of executed steps of cryptographic operations are features
derived from the knowledge of cryptographic operations between the assets.
Our approach for deriving a unique, deactivatable, and revocable crypto-
graphic identity is based on the secrets of an asset in a modified Elliptic
Curve Pedersen Commitment Scheme (EC-PCS) with security and privacy
guarantees. We implement a prototype of SPrivAD and evaluate it with
respect to its security, privacy, and performance. The results show that it
is secure, privacy-preserving, and efficient for mutually dependent authenti-
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cation and data access in smart communities. Furthermore, we design and
analyse a new attack, Smart Communities Authentication Bypass Attack
(SCABA), on real-world authentication and secure access schemes such as
Ruckus Cloudpath Enrollment System and Duo Multi-Factor Authentication
(MFA). This type of attack exploits valid credentials of smart communities’
assets. We show that SPrivAD mitigates SCABA.

Keywords: Smart Communities, Authentication, Data Access, Security,
Privacy

1. Introduction

Assurance on the verification of an asset’s identity and security and pri-
vacy of the identity are key requirements for authentication and data access in
smart communities, which refer to Internet of Things (IoT) applications and
interconnect users, devices, and apps to create intelligent services, automate
services delivery, and enhance operational efficiency. Public key authentica-
tion is a stronger authentication method compared to traditional symmetric
key and password-based authentication methods. However, public key au-
thentication has both advantages, such as using private keys for stronger
identity verification, and disadvantages, such as distribution of public keys
and storage of private keys on assets, and reuse of private keys. These disad-
vantages can cause exploitation of sensitive information which may lead to
authentication evasion and illegitimate data access, which can further cause
malware spread across smart communities’ assets. Therefore, an authenti-
cation and data access mechanism suitable for smart communities needs to
address those shortcomings. In this work, the key requirement is thus to
develop mutually dependent techniques supporting the generation of strong
cryptographic keys from cryptographic identities, which are unique, deacti-
vatable, and revocable and used during authentication. The cryptographic
keys can then be used for granting data access in smart communities.

Many smart communities Authentication and Identity Management (AIM)
solution providers, such as Cisco [1], Amazon [2], and Ruckus Networks [3],
are increasingly adapting and deploying public key authentication. However,
existing public key-based remote authentication systems have security and
privacy concerns. Different authentication features such as identities or cryp-
tographic keys are used by solution providers to implement their proprietary
public key authentication mechanism, which requires smart communities’ as-
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sets to perform an asset registration process. Upon an asset registration, the
public key authentication system records an asset’s digital certificate (that
is used to prove the identity of the asset) and stores it in some database.
The digital certificate is validated when the asset needs to authenticate. Se-
curity of the database and certificate are thus important for the public key
authentication. If the database and/or certificate are compromised, smart
communities’ assets may be exposed to attackers that can evade authentica-
tion and illegitimately access data.

Providing asset information to too many AIM solution providers increases
security and privacy risks. To address such risks, a trusted authority (or cer-
tificate provider) could be deployed to register the asset information. When
an asset needs to authenticate to a solution provider, the solution provider
uses the asset information signed and issued by the trusted authority as well
as the trusted authority information to authenticate the asset. Thus, the
solution provider relies on the trusted authority for the asset authentication
so that the asset does not have to register or reveal his/her information at
the solution provider, thereby providiiig better asset information protection.
However, such authentication solution raises other types of security, privacy,
and performance concerns as follows: i) because the solution provider relies
on the trusted authority for authentication transaction, it can lead to single
point of failure, DDoS attack, and attacks to escalate attacker privileges to
administrative level (say, the trusted authority level); ii) because the solu-
tion provider needs to validate the asset and trusted authority information
for each authentication transaction, sensitive information about the asset’s
transactions can be gathered by the solution provider, thereby exposing the
privacy of the asset; and iii) because the solution provider uses computational
resources to access and validate asset and trusted authority information, it
increases the communication and computational overheads, which can make
it difficult to meet our 20 msec latency target of smart communities’ appli-
cations such as renewable and smart grids [4], which enable communities to
utilise local renewable energy sources to effectively capture clean energy. As
today commercial products [5] support public key authentication based on
the trusted authority approach, such as security, privacy, and performance
concerns are not addressed.

The goal of this paper is to propose SPrivAD, a secure, privacy-preserving,
and efficient scheme for authentication and data access between smart com-
munities’ assets based on their cryptographic identities and secrets. SPrivAD
does not have the drawbacks that we have discussed, namely: i) it does not
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require the involvement of solution providers or a trusted authority in au-
thentication transaction as it uses registration and identity providers (RIDs)
to register or enrol assets before authentication and data access note that
the RIDs can be regarded as trusted servers with synchronised distributed
databases to ensure that the databases maintain identical information and
are always available for data storage (in an encrypted manner) and verifica-
tion; ii) it does not require storing sensitive information at the RIDs or so-
lution providers; and iii) it meets the 20 msec latency target. SPrivAD uses
an Inter-Attribute-based Zero Knowledge Proof of Knowledge (IA-ZKPK)
protocol to design a Mutually Dependent Multi-Factor Authentication and
Data Access (MDMFA) protocol, which leverages tlie security and privacy
properties of the ZKPK protocol [6]. It also addresses the ZKPK challenge
of reflection attack [7], which is carried out to impersonate an honest as-
set, and other challenges of public key authentication carried out from smart
communities’ assets by: i) deriving a unique, deactivatable, and revocable
cryptographic identity from every asset’s secrets; ii) including a mutually de-
pendent computational attributes in the authentication protocol to support
mitigation of Smart Communities Authentication Bypass Attack (SCABA),
reflection attack, and crafting of authentication requests messages; iii) in-
cluding a key establishment miechanism for the authentication protocol to
support secure communication, identity verification, and granting data ac-
cess; and iv) employing lightweight cryptographic algorithms and operations
that meet the 20 msec latency target. The main contributions of our work
are as follows.

e We propose a Mutually Authenticated Registration (MAR) protocol
that registers every asset to SPrivAD by modifying the Elliptic Curve
Pedersen Commitment Scheme (EC-PCS) [8] to provide security and
privacy guarantees.

e We propose an MDMFA protocol between two assets using the IA-
ZKPK protocol by which the secrets of the commitment scheme, cryp-
tographic identities of the assets, and computational attributes of cryp-
tographic operations are used for authentication and deriving a unique
shared secret key for securely granting data access.

e We analyse the security and privacy of SPrivAD. Furthermore, we val-
idate the security of SPrivAD using the Automated Validation of In-
ternet Security Protocol and Application (AVISPA) tool [9].

4
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e We implement a prototype of SPrivAD and show that it is efficient and
meets our latency target.

e We identify SCABA as a threat for smart communities’ assets and its
absence is not guaranteed by real-world authentication and secure ac-
cess schemes such as Ruckus Cloudpath Enrollment System [10] and
Duo Multi-Factor Authentication scheme [11] for the smart communi-
ties.

e We provide security analyses of the Ruckus Cloudpath Enrollment Sys-
tem and Duo Multi-Factor Authentication (MFA) scheme in smart
campus scenarios and find some weaknesses in their authentication pro-
cedures. We show that using SPrivAD, slight variations of the schemes
offer stronger authentication and secure access benefits.

The rest of the paper is organised as follows. Section 2 introduces the
main building blocks used in our scheme. Section 3 presents a network ar-
chitecture of smart communities and an attack model. Section 4 presents
SPrivAD. Section 5 presents the security and privacy analyses of our scheme.
Section 6 presents the security validation of our scheme. Section 7 presents
the implementation and experimental results for our scheme. Section 8 intro-
duces SCABA. Section 9 presents case studies. Section 10 discusses related
work. Section 11 concludes the paper and outlines future work.

2. Background

In this section; we introduce the main building blocks in SPrivAD which
consists of the EC-PCS and ZKPK protocol.

2.1. Elliptic Curve Pedersen Commitment Scheme

The EC-PCS is an efficient implementation of the Pedersen Commit-
ment Scheme (PCS) [12] which uses Elliptic Curve Cryptography (ECC) [13]
based on the elliptic curve discrete logarithm assumption. In this scheme,
a committer commits to secrets such that it is hard for a verifier to open
the commitment. The description of the EC-PCS presented in the following
steps:

e Setup: Let F}, be a group of elliptic curve points, where p is a large
prime of 128 bits. Let Z, be an integer group of order p. Let G € F,
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be a random generator point of order n and H € F, be a chosen
generator point of n such as it is computationally hard to find H =
xy.G, where xy € Z, is a random secret (see [12] for more details).
A trusted authority, say an RID, publishes the elliptic curve domain
parameters (p, a,b, G, H,n, h), where a and b are curve parameters and
h is a cofactor.

e Commit: The committer creates a commitment C' of x € Z, by ran-
domly choosing r € Z, and computing C(z,r) = v.G+r.H. Please note
that C'(x,r) represents a dedicated value created by the committer.

e Reveal: To confirm the authenticity of C', the committer reveals x and
r and the verifier checks if C = .G + r.H.

The EC-PCS and PCS have similar properties as follows: i) Perfectly hid-
ing, i.e., every possible random secret x is equally committed in C'; and ii)
Computationally binding, i.e., a random secret ' cannot open the commit-
ment since &’ ¢ x, unless one can solve the Elliptic Curve Discrete Logarithm
Problem (ECDLP). In secure implementations of ECC, it is difficult to guess
xy from H = x5 .G as it is to guess zy from ¢*#, where g is an integer.
Thus, this is called the ECDLP.

In this paper, we modify the EC-PCS to support the derivation of a
unique, deactivatable, and revocable cryptographic identity for an asset with-
out transmitting and revealing the actual secrets of the asset thereby provid-
ing security and privacy guarantees to the secrets.

2.2. Zero Knowledge Proof of Knowledge Protocol

The ZKPK protocol [6] is a protocol that allows a prover to prove his/her
knowledge of a secret to a verifier without revealing the secret or allowing the
verifier to obtain the actual secret. To prove the knowledge of the secrets in
the EC-PCS, we use the ZKPK protocol to hide the secrets from which the
EC-PCS is computed, where the RID chooses and publishes G,, - a subgroup
of Z,, g - a generator of G,, and ¢ = ¢° mod p (where 0’ is a secret) - an
element of GG,. The description of this protocol between a prover A and
verifier B is presented in the following steps:

e A — B: A chooses random secrets s,t € Z, and sends d = ¢°¢* € G,
to B.
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e B — A: B sends a random challenge e € Z, to A.
e A— B: Asendsa=s+exand f=1t+e.r to B.
e B: B accepts o and g if ¢%¢® = d.C°.

The ZKPK protocol has three properties as follows: i) Completeness,
i.e., the protocol succeeds with overwhelming probability if both A and B
are honest; ii) Zero Knowledge, i.e., the proof does not leak any information
about the secrets; and iii) Soundness, i.e., the protocol does not allow the
prover to prove a false statement.

In this paper, we enhance the efficiency of the ZIKKPK protocol and make
it easier to use in the smart communities by introducing the TA-ZKPK pro-
tocols, which uses ECC for efficiency and integrates the computational at-
tributes of assets to primarily support multi-factor authentication. The de-
scription of the IA-ZKPK protocol is presented in the following steps:

e A — B: A chooses random secrets s,t € Z,, computes d = s.G +t.H,
derives computational attributes Syss, and STy, and sends d, Syrsg,
and STy to B, where Sy, is size of a message Msgs and ST, is
number of executed steps of cryptographic operations by A.

e B — A: B obtains Sy, and STp, verifies if Syreg, = Sy, and
STp = STy, selects a random challenge e € Z,, and sends Sy,
STy, and e to B if the verifications succeed. Note that: i) A and B
have knowledge of cryptographic operations; and ii) without loss of
generality, Msgqs = Msgp and ST4 = ST in our scheme (see Section
4 for more details).

o A — B: A verifies if Syreg, = Smsg, and STy = ST, and sends
a=s+e.x and § =t+e.r to B if the verifications succeed, where «,
are authentication values computed to support authentication.

e B: Baccepts aand fif a G+ (. H=d+e.C.

The notations used in this work are listed in Table 1.

3. Network Architecture and Threat Model

In this section, we present a network architecture of smart communities
and an attack model.
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Table 1: Notations and Meanings

Notations | Meanings

P Large prime of 128 bits

a,b Curve parameters

G Random generator point

H Chosen generator point

n Order of G and H

h Cofactor

1D, Identity of asset A

xz,r,8,t Random secrets

C,d Cryptographic Commitments

PUrid Private key of provider RID

Qrid Public key of provider RID

Stgp,.(-) | ECDSA digital signature ereated by provider RID
Tinfo Discrete clock information

Shisga Size of a message from asset A

STy Number of executed steps by asset A
Epr Preshared key

ATF Artifacts

T Timestamp

RN Random number

VU Verification value

e Randomn challenge

a, B Authentication values

k Shared secret session key

Hash(k,.) | Secure Hash Function (SHA-2)

F() Pseudo-Random Function (PRF)
Encg(?) Advanced Encryption Standard (AES)
MAC(.) | Keyed-Hash Message Authentication Code (HMAC)

3.1. Network Architecture

Every domain such as campus and commercial centre in smart commu-
nities consists of a collection of sensing devices that monitor and collect
information within the smart communities. Figure 1 represents a simple net-
work architecture of smart communities in this work. The figure shows that
through the Wide Area Network (WAN), the smart community domains use
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Campus Commercial Centre

Smart
Devices

Figure 1: A simple network architecture of smart communities.

their sensing devices (denoted as S) to gather and exchange data. Other
smart devices such as smartphones and wearables can also receive, monitor,
and control day-to-day activities in the smart community. It is very impor-
tant to note that the communications between all the devices take place via
public channels. In this case; the devices are vulnerable to security attacks as
the data exchanged and comimunication channels between the devices can be
manipulated by attackers. Thus, it is necessary to authenticate every device
(or asset) before having data access in smart communities. Furthermore, it
should be noted that our network architecture focuses on the domains pro-
vided in Figure 1 and other unknown domains which cannot be anticipated
may disrupt authentication and data access in the smart communities, thus,
we assume that the network architecture cannot be utilised for the unknown
domains to avoid disruption in the execution of our proposed scheme in this
work.

3.2. Attack Model

We consider the well-known Dolev-Yao attack model [18] for describing
the knowledge and capabilities of the attacker in this work. In the Dolev-Yao
attack model, communications between smart communities’ assets are per-
formed over public channels, where an adversary can eavesdrop, intercept,
modify, replay, inject, and delete data being transmitted. The attacker can
impersonate genuine assets in smart communities. Furthermore, authentica-
tion can be evaded by the attacker if the valid credentials of the assets are
exploited by the adversary.
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4. SPrivAD

SPrivAD involves two entities, namely: i) RID, which represents the
entity that registers and issues a cryptographic identity to every asset and
further provides a discrete clock that increments in rounds or epochs and can
be utilised by the assets for setting current time in the smart communities;
and ii) asset, which represents the entity that is authenticating using the
issued cryptographic identity as well as authenticates another asset before
allowing legitimate access to its data. SPrivAD consists of two main phases,
namely: 1) registration phase, which represents the phase by which every
asset obtains its cryptographic identity from the RID; and ii) mutually de-
pendent authentication and data access phase (M DA), which represents the
phase by which the asset proves its identity to another asset. We model the
RID and assets as honest entities as long as they follow the protocols in the
registration and M DA phases (see below).

4.1. Registration Phase

In this registration phase, an asset is issued a cryptographic identity D
by the RID, which digitally signs a cryptographic commitment provided
by the asset to derive the /D via the M AR protocol (see below). At the
end of this phase, the asset stores the ID and its random secrets in an
encrypted format (to provide security and privacy guarantees) within a dis-
tributed database and further uses the stored information during the authen-
tication phase. Before the registration phase, every AIM solution provider
provides a list of its assets to the RI D, which issues a unique name to every
asset and stores the name in a set Assets within the database, which also
contains the identity of the RID, I Dg;p. For assets that have been blocked
from being registered, the RID stores their names (say, A and B for assets
A and B, respectively) in a set Assetspockeq Within the database. We assume
that A and B cannot be forged since they are provided by the RID.

4.1.1. MAR Protocol

We modify the EC-PCS to design the MAR protocol (M AReg), which is
executed between a smart communities’ asset (A) and RID (I Dg;p) and the
steps are provided in Figure 2. In this protocol, we introduce cryptographic
algorithms such as 160 bits ECDSA digital signature Sigp,,,,(.), 128 bits Ad-
vanced Encryption Standard (AES) Ency(.), 256 bits Secure Hash Function
(SHA-2) Hash(.), and 160 bits keyed-Hash Message Authentication Code

10
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Asset A RID IDy;p

Initialising MAR State (IMA) Processing MAR State (PMA)

1. Verify IDg,,: Check that 1Dy, exists in the distributed database
2. Select two random secrets x,,7, € Z, and compute a
commitment C(x,,74) = x4.G +14. H

3. Compute a public key Q,: Select a random secret s, € Z, and 5. Verify A: Check whether A € Assets and A &
computes Q, = s;4.G AssetSpiocked
4. Clara)aQq 6. Sign C (x4, 71): Sigpy,,, (C(x4, 7))
7. Compute a preshared key k,, : select a random
(Registration request) secret s,iq € Zy, compute Qg = Syiq-G

and Qrig.a = Qa-Sria = Sa-G-Srig = Qria-Sa = ka,

and k. = Hash(ky, Qyiq, Qa, H)

8. Compute ID,: Hash(kyi, Sigpy,,, (C(xa,74))) =
D,

9. Verify ID,: Check whether ID, €

Identities,,ced

T Qria .z
AL ) AR SR (L) 13, &2 10. Store ID,: Add 1D, to the set Identities
11. Encrypt ID,: Ency, , (ID,, T; =y
14. Compute ky.: Compute Q4riq = Qria-Sa = Sria-G-Sa = ka, (Registration response) 4 Enci, (104 Tayo)

and ky, = Hash(ky, Qyia, Qu, H) 12. MACs y: MAC,(y) =z

15. Verifyz using a MAC verification algorithm VMAC,(.)
of MAC,(.): VMAC,(z,y) = 1?

16. Extract ID,: Decrypt y using a decryption algorithm Decy,, )
of Eanpk ): Decy, () = Dy, Ty

17. Store ID, and (x4,7,) in the database:
Add Ency, (ID4, %4, 74, Tingo ) and Ency, (kyi) to the distributed
database

Figure 2: Mutually Authenticated Registration Protocol (M AReg).

(HMAC) MAC,(.) to provide security and privacy guarantees to the se-
crets provided by the asset and ID issued to the asset, where pv,, is a
private key of RID and k is a shared secret session key. Please note that
the cryptographic algorithms support the construction of M AReg. For ex-
ample, M ACk(.), Encg(.), and Hash(.) support asset authentication, data
confidentiality, and data integrity, respectively. M AReg uses three states
as follows: i) initialising MAR state (IM A), which represents the state of
sending an asset registration request to the RID; ii) processing MAR state
(PMA), which represents the state of registering and issuing an 1D to the
asset; and iii) finalising MAR state (FMA), which represents the state of
verifying I D and other information such as shared secret session key.

Upon the first initialization of M AReg by an asset, the RID activates
M AReg and makes available the database for verification of IDgr;p. When

11
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RID receives an asset registration request that leverages the “perfectly hid-
ing” property of the EC-PCS to hide the random secrets (z4,74) and creates
a commitment C(x4,74) in the IMA. RID verifies A, signs C(z4,74) us-
ing Sigy,,,(.), creates a preshared key k,, using Hash(ks,.), hashes Sig,., .,
(C(za,ra)) and kyp as Hash(kpk, Sigpy,.,,(C(xa,74))), which becomes the
cryptographic identity D4 of A, where ks is an elliptic point curve, stores
1D, in a set Identities within the database, and returns 1D, and other in-
formation to A at the end of PMA. Then, A computes ky, verifies received
z, and securely stores (ID4,x 4,74, Tingo) and Encg, (ky) (in the database)
in the F'MA as depicted in Figure 2, where T}, s, represents information
about the discrete clock.

4.1.2. Deactivation of Cryptographic Identity

According to Figure 2, if the RID cannot verify A in the M AReg, it
will not register A. Additionally, if A cannot verify the received information
from the RID (as a result of a violation of any steps such as computing a
preshared key k in the PMA), it will request the RID to deactivate the
issued 1D 4 by providing the information (such as @4 or (y, z)) that cannot
be verified. If the information provided are genuine, RID stores ID,4 in a
set Identities,epored, Which represents a set containing issued identities that
have been revoked. Thus, A can request for a new I D by executing M AReg,
which is a repeatable procedure since every ID is unique, deactivatable, and
revocable.

4.1.3. Benefits of the MAR Protocol

MAReqg achieves the following main goals to ensure the security and
privacy of smart communities’ assets: i) secrets are only known to the owner
of the secrets and thus they are not revealed to the RID during registration,
thereby guaranteeing the secrecy of the secrets and mitigating the risk of
an adversary stealing the secrets; ii) a unique, deactivatable, and revocable
cryptographic ID can be derived for every asset; iii) sensitive information
are not transmitted in plaintext during the registration; and iv) secrets and
cryptographic keys are not stored at the RID or assets.

4.2. MDA Phase

In this phase, two assets prove the ownership of their cryptographic iden-
tities and computational attributes of several cryptographic operations to

12
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each other before deriving a shared secret session key for granting data ac-
cess. This is achieved by proving in zero knowledge, the random secrets in the
cryptographic identity of every asset and then proving the message size and
number of executed steps of several cryptographic operations in this phase.

4.2.1. MDMFA Protocol

The MDMFA protocol (MDMF A), as shown in Figure 3, is executed
between two assets, say A and B. The states of the protocol include ini-
tialising MDMFA state (IM D), processing MDMFA state (PM D), final-
ising MDMFA state (F'M D), and key establishment and data access state
(KED). Using the knowledge of cryptographic operations, the computa-
tional attributes, such as message size and number of executed steps are
derived in M DM F A. The computational attributes are authentication fac-
tors that depend on each other and can be verified during authentication to
support M DM F A and mitigate authentication bypass in a timely manner.
Hence, the attributes are required by A and B for authentication and both
A and B cannot bypass the execution of cryptographic operations in the
MDMFA. Without loss of generality, we note that every genuine asset has
knowledge of cryptographic operations and maximum acceptable time of all
computations in M DM F A.

In a state of MDMF A, S represents the message size while ST repre-
sents the number of executed steps by an asset. For example, a message that
contains only an ID is 256 bits and the number of executed steps of only
this computation is one (1). Note that: i) the number of executed steps in a
state at A is equal to the number of executed steps in the corresponding state
at B to support the accuracy of ST in MDMFA; and ii)) MDMF A uses
the states and computational attributes of cryptographic operations to miti-
gate the spread of malware (before an attacker’s authentication requests are
successfully accepted by the assets) and DDoS attacks during authentication
by requiring assets to initialise and finish authentication with the support of
computational attributes which are required for granting data access.

Upon the first initialization of M DM F A by an asset, the RID activates
MDMFA and stores the default computation size of cryptographic opera-
tions, such as Enc(.) (128 bits), Hash(.) (256 bits), and 160 — bit Pseudo-
Random Function (PRF) F(.), and artifacts such as I.D (256 bits), timestamp
T (32 bits), random number RN (32 bits), and every secret x in Z, (80 bits)
in a set CryptoSize in the database. All registered assets can use this set for
verifying the computation size of cryptographic operations and attributes. In

13
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Asset A

Asset B

Initialising MDMFA State (IMD)

1. Verify IDg: Check that IDy € Identities and IDg &
Identitiesycked

2. Compute an MDMFA commitment d,:

dy =s4.G +t,. H, where s,, t, € Z, are random secrets

3. Compute a public key Q4p: select a random secret m, € Z, and
compute Qup = my.G

4.Set Msga(1) = (IDs,1Dp, da, Qap) SIZ€ Sysg, (1) = Smsg,(1)s
where Sy, 1) represents the size of the message Msg,(1).

5. Set IMD, state: ST;yp, = 5 = steps 1,2,3,4,and 5 which
represents the number of executed steps by A in IMD at time T;yp,

6.
Msga(1).Smsg (1)
STimp 4. TIMD 4
_—

7. Verify ID,: Check that ID, € Identities and ID, ¢
Identitiesyocied

8. Compute a public key Qgp: select a random secret my € Z, and
compute Qgp = mp.G

9. Compute a preshared key k. : ki, = Qap-mg = my.G. My =
Qpp-my and k. = Hash(kpy,, Qap, Qpp)

10. Self-obtain Sy, 1).5° Calculate Syy, (1).8 =

(ID4, 1D, ke, Qgp) and verify if Syq. (1) = Smsg, 1y (Via
knowledge of cryptographic operations).

11. Self-obtain STy, : Calculate ST;yp, =5 =

steps 7,8,9,10,and 11 and verify if STy p, = STjyp, at

time Ty p,. Max. time to perform steps 7, 8, 9, 10, and 11 = Ty,
12. Select a random challenge e; € Z,

Processing MDMFA State (PMD)

16. Compute k. : kpy, = Qgp-my = mp.G.my = Qup. Mg

and ky, = Hash(ky,, Qap, Qp)

17. Self-obtain STpyp,: Calculate STpyp, = 2 = STpyp,, at

time Tpyp,

18. Obtain Msgj (1): Verify if VMAC,, (Msgs(3),Msgs(2)) =
Lusing ky; Decy,, (Msgp(2)) = Msgs(1)

Msgp (4
15, sgp(4)

13. Create messages:

Msgp(1) = (ID4,1Dg, ep, QBPITIMDBISMsgA(l).B'STIMDB'ATF)r
where ATF are some artifacts that contain details of cryptographic
operations used by IDg.

Msgp(2) = Ency,, (Msgp(1)); Msgp(3) = MAC, , (Msgp(2))
Msgp(4) = (Msgp(3), Msgs(2), Qpp)

14. Set PM Dy, state: STpyp, = 2 attime Tpyp,

Finalis

ing MDMFA State

FMD)

19. Verify if |Tiyp, — Timp, | < Tp,

20. Compute incremental preshared key k.,

kpiz = Hash(kyi, STimpy» Smsg,1).8)

Maximum time to perform step 20 = T,

21. Set Msg,(2) = (STpmp, Tpmp,» ATF) Size Sys g, 2) =
Smsga@)

22. Compute authentication values a, and ,: a, = s, + €p.x,
and B, =t, +ep.7y

23. Create messages:

Msg,(3) = (Msg,(2),ay, Ba); Msg,(4) = Enckp“(MsgA(3));
Msg,(5) = MAC, , ,(Msg,(4)); Msg,(6) = Msg,(5), Msg,(4))

M. 6
24 594(6)

25. Compute incremental preshared key k,.,:

kpiz = Hash(kyy, STimpy» Smsga1).8)

26. Obtain Msg, (3): Verify if VMAC,.,, ,(Msg,(5), Msga(4)) =
1 DeCkp“(MSHA(‘l')) = Msg,(3); Msg,(3) =
(Msg,(2), ay, Ba): Msga(2) = (STpup,» Temp,» ATF)

27. Verify if STpyp, = STpup,

28. Self-obtain Sy, 2).5: Calculate Sy, 2).5 =

(STempg Tpupy, ATF) and verify if Syc, 208 = Susga)

29. Verify if |Tpyp, — Tomp, | < Ta,

30. Compute a verification value: vv: ay.G + B4. H

Key Establishment and Data Access State (KED)

31a. Derive a shared secret session key

kapz = (dy + e5.C) (kpi2)

kapz = ((54-G + tg. H) + ep.x4. G + 14. H) (Kpi2)
kas = F(kapz) (Susg, 1080 STemp, Tomn, ) 1Da ID5)
32. Data access request using k,z — Create messages:
Msg,(7) = Ency,, (data access request)
Msg,(8) = MAC,,, (Msg,(3))

Msga(8),
Msga(7)
L —

33

35.
MACed data
access result

with a timestamp
P ——

31b. Derive a shared secret session key

kgaz = (@4.G + Ba- H)(Kpic2)

[kpaz = (G(sq + ep.x4) + H(ts + €5.72)) (kpie2)]

kga = F(kap2, (SMsgA(l),BvSTPMDAvTPMDA)v 1Dy, 1Dg)

34. Grant data access using kg,: Verify
if VMAC,,, (Msg,(8), Msg,(7)) = 1? (to check whether 4 is the
owner of ID,). Then, Dec,,, (Msg,(7)) = data access request

Figure 3: Mutually Dependent Multi-Factor Authentication and Data Access Protocol

(MDMFA).
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MDMFA, A and B use their issued ID,4 and I Dpg, respectively, and com-
putational attributes (based on the IA-ZKPK protocol) to authenticate each
other and generate a shared secret session key kap to secure data access and
further mitigate reflection attacks that are carried out on ZKPK protocol by
an attacker or a malicious asset. In the reflection attack, the adversary tricks
an asset into responding to its challenge and revealing the secret shared in
the ZKPK protocol. Three major solutions have been proposed to mitigate
this attack, including: (i) allowing an asset that initiates authentication to
prove its identity before proceeding with the authentication [14], (ii) using
different keys or types of challenge for the assets during authentication [14],
and (iil) inserting an identifier in every response to a challenge to mitigate re-
flection attack [7]. However, even if these solutions were deployed, reflection
attacks would still arise as follows:

e Reflection attack in the scenario where the initiator asset proves its
identity before proceeding with authentication.

This solution works for ZKPK protocols that use a single factor during
authentication but may not be able to a mitigate reflection attack in
the protocols that use multi factors during authentication. To see this,
consider a scenario where an initiator asset and a responder asset want
to use the ZKPK protocol for authentication based on a single factor.
An adversary with username and password of the initiator asset can still
carry out the reflection attack after using the username and password.
Once the single factor has been compromised, the adversary can still
trick the responder asset into revealing the secret in the ZKPK protocol.
Therefore, it is preferable to use multi factors for the ZKPK protocol.

e Reflection attack in the scenario where different keys or types of chal-
lenge are utilized in the ZKPK protocol.

Because using different keys or type of challenge introduces additional
processes for either computing the keys or type of challenge, security of
the keys or types of challenge is not guaranteed in the communication
path as well as the sensitive information about the computing the keys
or type of challenge is vulnerable to active man-in-the-middle (MITM)
attack, which can be carried out by either an adversary or malicious
asset to intercept and alter communications. This could lead to a
reflection attack in which the adversary or malicious asset can reveal the
secret in the ZKPK protocol after compromising the communications.

15



Journal Pre-proof

Therefore, it is preferable to have a secure in-built key establishment
mechanism in the ZKPK protocol to help in securing messages and
mitigating the active MITM attack.

e Inserting an identifier in every response to a challenge to mitigate re-
flection attack.

In this solution, an active adversary or malicious asset can still replace
the identifier and use it along with the response to carry out a reflection
attack in the ZKPK protocol. Therefore, a ZKPK protocol with a capa-
bility of mitigating the replay of a response with an unknown identifier
will help in protecting the protocol’s secrets. Also, the verification of
asset authenticity via secret keys that are supported by identifiers and
only known to the assets can mitigate the reflection attack and further
prevent impersonation attack on the ZKPK protocol.

The solution to protect against those reflection attacks associated with
the ZKPK protocol is to integrate mutually dependent multi-factor authenti-
cation and data exchange mechanism with authenticated encryption to serve
three purposes, namely: i) it establishes a multi-factor authentication for en-
hancing identity verification in the protocol; ii) it establishes a preshared key
and an incremental preshared key for securing messages during communica-
tion and further mitigating active MITM attacks (note that the introduction
of an incremental preshared key prevents the reuse of a preshared key whose
sensitive information may have been leaked during communication); and iii)
it helps in preventing replacement of identifier and replay of a response by
allowing assets to verify received messages and computational attributes of
the messages.

Remarks: An attacker can eavesdrop messages and based on the size and
sequence can determine the number of steps that have been executed or count
the messages that are exchanged by the assets. Additionally, an attacker can
buy the same devices used by the parties and extract information about the
size of the messages and steps. As we have already mentioned, preshared
keys are used for securing messages (in an encrypted and/or MACed man-
ners) during communication and the computational attributes support the
MDMFA protocol and mitigate authentication bypass in a timely manner,
i.e., the assets can securely verify the time interval of received and created
messages against the maximum acceptable time of creating the messages,
which rely on the computational attributes and preshared keys. Thus, the
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success probability that the adversary can determine the size of the messages
(in a timely manner), number of messages in an encrypted message, number
of steps executed by the assets, or extract information about the size of the
messages and steps in the MDMFA protocol is negligible.

According to the steps in MDMFA as depicted in Figure 3, A sends
an authentication and data access request message Msga(1) along with the
message size of Msga(1), i.e., Sirsg,(1), the number of steps executed by A,
ie, STivp,, and timestamp T7pp, to B, which verifies the identity of A
(ID,) in step 7, verifies Shrsq,(1) in step 10, and verifies STyp, in step
11 for multi-factor identity verification. In the key establishment and data
access state, A and B derive a shared secret session key kup using their
cryptographic identities and secrets known to them. A and B then use kap
to request and grant data access, respectively. Additionally, B uses kg to
verify if A is the owner of ID,4. In the final step, a MACed data access
result with a timestamp is issued to A. Note that k,p as well as the data
access expire based on the expiration of the timestamp issued by B. Once an
existing data access expires, A may request a new authentication and data
access by initiating M DM F A with B and then B may grant another data
access based on Figure 3. As a result of the MDMF A, a computationally
bounded adversary’s success probability to bypass authentication after craft-
ing authentication request messages is negligible since the M DM F' A provides
mutually dependent authentication with the support of the computational
attributes of its cryptographic operations.

Remarks: 1) to verify that the reflection attacks have not taken place
during the MDMFA, A and B use multi factors such as ID, @, and ky to
perform authentication, preshared key £, and the incremental preshared key
Epke to secure communications, and self-obtain computational attributes such
as S and ST to support the protection of secrets such as ki, kpr2, and kap;
ii) the secure communications in M DM F A mitigate active MITM attack
and achieves forward secrecy and a new state-based forward secrecy, which
provides assurances that session key in every new state in M DM F' A will not
be compromised even if session key in a previous state is compromised, and
thus, any future compromise of an asset’s I.D or secrets will not compromise
the past preshared keys and shared secret session keys thereby preserving
the secrecy of past communications in M DM F A; and iii) M DM F A miti-
gates impersonation attack by a malicious asset or an adversary through the
verification of asset identity and derivation of shared secret keys.
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4.2.2. Revocation of a Cryptographic Identity

An asset A with D, can initiate revocation of another asset’s ID (say,
asset B with IDg) based on the violation or misuse of cryptographic oper-
ations during the execution M DM F A/violation of any steps in the states
of the MDMF A. In this case, ID4 tells RID to replace IDpg. If all the
information provided by I D4 are genuine and I D4, I Dg € Identities, RID
marks I Dp as revoked, stores I Dg € Identitiesycred, and sends a revocation
and replacement message (Revoked(IDpg), Request forReplacement(IDpg))
to ID4 and IDp. Asset B can request for a new identity using M AReg
before executing M DM F' A with any asset.

SPrivAD achieves the following main goals: i) a unique, deactivatable,
and revocable cryptographic identity is derived from the asset’s secrets; ii)
the RID is not involved at authentication; and ii1) it mitigates reflection
attacks.

5. Security and Privacy Analyses

In this section, we formally define SPrivAD and analyse its security and
privacy properties.

5.1. Modelling SPrivAD

Let asset A, asset B, and RID be the main entities in SPrivAD. Let D Db
denote a distributed database. Before authentication and data access takes
place, A and B register with the RID. After the registration is completed,
A can authenticate with B in order to obtain data access.

Definition 1: We define two procedures of SPrivAD: M AReg and
MDMFA.

o MAReg: thisis a protocol between A and RID as well as between B and
RID across three states IMA, PMA, and FMA. If the registration
between A and RID is successful, A obtains I D4. Similarly, B obtains
1 Dp if its registration with RID is successful. Both 1D, and I Dg are
securely stored in the DDb.

e MDMFA: this is a protocol between A and B across four states IM D,
PMD, FMD and KED, where A initialises authentication and data
access with B.
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Definition 2: SPrivAD is a scheme with the following properties: Secure,
Complete, Privacy-preserving, and Sound.

e Secure: A computationally bounded adversary’s success probability in
breaking the M DM F A procedure and impersonating an honest asset
is negligible.

e Complete: Two honest assets can successfully authenticate each other
across the four states of the M DMF A.

e Privacy-preserving: Sensitive information is neither leaked nor revealed
from the records of M AReg and M DMF A. Aslong as A and B follow
the MDMF A, RID does not learn about their communications.

e Sound: MDMFA does not allow an honest asset to derive or prove
false information. Furthermore, no other asset or adversary learns
about the shared secret session key and access granted.

5.2. Analysing Security and Privacy Properties of SPrivAD

In this section, we analyse the security and privacy properties of SPri-
vAD which involves breaking and bypassing SPrivAD and leaking sensitive
information from it, respectively.

5.2.1. Security Proof of SPrivAD

This proof involves the following: i) showing that breaking SPrivAD im-
plies that the ECDLP can be solved since SPrivAD is constructed based
on the IA-ZKPIK protocol, which uses ECC; and ii) showing that bypassing
SPrivAD 1mmplies that an attacker or dishonest asset has all the valid cre-
dentials and random secrets of an entity since SPrivAD is built to mitigate
authentication bypass (and provide secure data access). Thus, if the ECDLP
is hard and all the valid credentials and random secrets are not exposed, the
adversary’s success probability to break or bypass SPrivAD is negligible and
the properties of SPrivAD as per Definitions 1, 2, 3, and 4 are satisfied.

In this proof, we define a function RSECRET that derives two unique
random secrets of 80 bits each, and a set VOCREDENTIALS that contains
valid credentials in SPrivAD.

Theorem 1. If RSECRET 1is a random oracle for deriving two unique
random secrets, VCREDENTIALS is a set of valid credentials, and there
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exists an adversary I that successfully authenticates and gets data access with
the MDMF A procedure with non-negligible probability, then I has a knowl-
edge extractor that can extract secrets and solve the ECDLP, and also has all
the valid credentials to bypass authentication with non-negligible probability.

Proof: Assume that such an adversary [ exists, and another adversary
J is given access to RSECRET, the Pedersen commitment of x and r,
VCREDENTIALS, and Hash(.). J sends ID; and randomly chosen e
and .G + r.H to I. Then, I is expected to validate ID; and output IA-
ZKPK of x and r against e.

We now simulate RSECRET and VCREDENTIALS and then present
three cases of our security proof. To simulate RSECRET, J creates a set of
tuples RSSET and initialises it by selecting two random secrets (z,r;) of
length 80 bits each. J adds (x;,r;) to RSSET. To simulate
VCREDENTIALS, J adds ID; to IDSET'.

e (Case 1: When I queries RSECRET on a secret x;, J does the fol-
lowing: If there is a tuple (x;,7 ) already in RSSET), it responds with
rs2. Otherwise, it selects a random secret r;, adds (x,7;) to RSSET,
and outputs 7’} to I. Similarly, when I queries VCREDFENTIALS on
an identity IDy, if there exists ID; already in IDSFET, it responds
with /D;. This simulation is similar to when J is not involved in the
protocol. Thus, .J succeeds in the simulation.

e Case 2: When [ queries Hash(.) with kr and SCt, J does the following:
If k; = kjyand SC; = SCy, J outputs fail with negligible probability
because [ does not know the preshared key of J and random secrets
in SC;. Otherwise, J queries Hash(.) with k; and SC}, receives ID;
and sends it to I. Furthermore, when I queries IDSFET with 1Dy,
J verifies if ID; = ID;. If the verification succeeds, J outputs fail
with negligible probability because I D; and ID; are unique. Thus,
authentication bypass is mitigated.

e Case 3: If J does not output fail and I can create ZKPK of x and
r and use I D and computational attributes, then by the properties of
ZKPK, x and r can be produced by I using a knowledge extractor and
ID can be exploited by I. In this case, J solves the ECDLP using
the knowledge extractor and bypasses authentication using the valid
credentials. This shows that if I succeeds, J also succeeds. However,
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I does not exist if the ECDLP is hard and bypassing authentication is
difficult.

5.2.2. Privacy Proof of SPrivAD

This proof shows that no sensitive information is leaked from the following
four cases.

e (lase 1: The privacy of I D directly follows the perfectly hiding property
of EC-PCS as per Section 2.1.

e Case 2: The privacy of the transcripts of M AReg and M DM F A fol-
lows from the M AReg that sensitive information of /D are not leaked
or revealed during registration, from the zero-knowledge property of
ZKPK and constructed TA-ZKPK used in the M DM F A such that A
and B reveals nothing during the execution of MDMF A, from the
fact that no sensitive information is exchanged during the M AReg
and MDMFA, and from the setting that sensitive information is not
stored on the entities even if the M AReg and M DMF A are broken
with negligible probability.

e (Case 3: The fact that no sensitive information is revealed during
MAReg and MDMF A, the transcripts of deactivating ID (during
M AReg) and revoking I D (during M DM F A) cannot reveal any sen-
sitive information.

e (Case 4: The fact that we have adopted mutually dependent authenti-
cation and access control, which avoids going through the RID for any
asset authentication and data access, the privacy of communications
between A and B is guaranteed.

We can conclude that SPrivAD satisfies the four properties mentioned in
Definition 2, and thus it is secure, complete, privacy-preserving, and sound
with overwhelming probability. Please note that formal proof supporting our
Theorem 1 is provided in Section 6.

6. Formal Security Validation using AVISPA

In this section, we simulate and validate the security of SPrivAD using
the AVISPA tool [9], which is a well-known formal security verification tool
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that has been successfully used for automated security analysis of crypto-
graphic protocols in the smart communities [15], [16]. It uses the High-Level
Protocol Specification Language (HLPSL) [17] for implementing the proto-
cols and follows the Dolev-Yao attack model [18]. In our simulation, we
use the On-the-fly Model-Checker (OFMC) [19] and Constraint Logic based
Attack Searcher (CL-AtSe) [20] backend model checkers in AVISPA for fast
detection of attacks on SPrivAD and proving the correctness of SPrivAD.
These backends verify against replay and man-in-the-middle attacks. More
details about our simulation are provided as follows:

e We specify the registration and MDA phases that are decomposed into
three basic roles: asset A, asset B, and RID IDyp (see Section 4),
where the initial state of every asset is 0.

e We describe the composition roles that comprise sessions of the pro-
tocol, and environment representing the construction of the sessions
with modelling of intruder knowledge according to SPrivAD as pre-
sented in Section 4 and analysed in Section 5. In the construction of
the sessions, all random secrets and valid credentials in the registration
and MDA phases are supported by the function RSECRET and the
set VCREDENTIALS as presented in Theorem 1. EC-PCS, ZKPK,
and [A-ZKPK are modelled in the construction based on SPrivAD (see
Section 4).

e We model secrecy and authentication goals in SPrivAD (see Section 4).

Figure 4 depiets the simulation results from the OFMC and CL-AtSe
backends. The results show that SPrivAD is resilient against replay and
man-in-the-middle attacks with the bounded number of sessions and the
derived shared secret session key and data access granted are safe from the
Dolev-Yao attack model. Thus, the shared secret session key can be used
for secure data access in the smart communities. The simulation results in
Figure 4 have the following sections:

e SUMMARY: This indicates that SPrivAD is safe. In this case, SPri-
vAD properties are satisfied.

e DETAILS: This indicates the conditions where SPrivAD is safe. In this
case, we have bounded number of sessions associated with SPrivAD.
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OFMC Backend

CL-AtSe Backend

% OFMC
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
Ipapers/protocols/SPrivAD.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.01s
visitedNodes: 4 nodes
depth: 2 plies

%CL-AtSe
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL
PROTOCOL
Ipapers/protocols/SPrivAD.if
GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS
Analysed : 2 states
Reachable : 0 states
Translation: 0.01 seconds
Computation: 0.00 seconds

Figure 4: Simulation results using AVISPA’s OFMC and CL-AtSe backends.

e BACKEND: This indicates the backend used in analysing SPrivAD. In
this case, we have the OFMC and CL-AtSe backends.

GOAL: This indicates the goal of analysing SPrivAD as specified in
Sections 4 and 5.

PROTOCOL: This indicates the name of the protocol, i.e., SPrivAD.

STATISTICS: This indicates the data on the analysis. For example,
Reachable of 0 states shows that SPrivAD is secure as no attack was
reachable.

Thus, no attack was found in the execution of SPrivAD.

7. Implementation and Experiments

In this section, we present the architecture of a prototype of SPrivAD
and our experiments.

7.1. Architecture

The components of the prototype and the execution of M AReg and
MDMFA are provided in Figure 5. Details of the components and com-
munications among them are as follows.
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Figure 5: Architecture of SPrivAD.

7.1.1. Components

The components that represent the two main entities described in Section
4 are Tmote Sky sensor nodes [21], which are low power wireless sensor nodes
that are widely used for data collection and simulating smart communities
(see, e.g., [22]). The sensor nodes include CM5000 sensors and XM1000
sensors which are capable of monitoring and delivering critical information
such as physical and environmental conditions in the smart communities. We
use one of the CMbH000 sensors as the RID to perform registration of two
XM100 sensors, which are the assets that authenticate each other for data
access.

We have modified the TinyECC library [23] to construct two libraries,
SC-Crypto Lib and IA-ZKPK Lib, that contain different building blocks of
the protocols and which can be used by the components. SC-MAReg Lib
and [A-ZKPK Lib are used for the execution of M AReg and MDMF A,
respectively. They are stored in a Crypto-ops module that is attached to
all the components for the implementation of cryptographic operations (via
events) and return of implementation results (via commands) due to the
limited physical resources such as 10 KB data memory. Furthermore, the
CM5000 is equipped with a distributed database in a MacBook Pro machine.
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7.1.2. Communications

The communications between the entities during the MAR and MDMFA
protocols are illustrated in Figure 5. We use a series of numbered arrows
to depict the flow of communications in the protocols. Steps 1A and 2A
represent the MAR protocol executed between the asset A and RID. At the
end of the MAR protocol, A and B obtain I D4 and I D, respectively. When
A wants to initiate authentication and data access with B, it first uses the
Crypto-ops module to implement cryptographic operations and then send a
request to B in step 3 to obtain initial authentication and data access factors
such as public key @)gp, random challenge ep, and [ Dp. These factors are
given to A by B in step 4 after using the Crypto-ops module. A then processes
the response it received from B and sends a finalizing authentication and data
access request to B in step 5. A and B can now derive a shared secret key
kag. In step 6, A initiates a data access request with B using kap. If the
zero-knowledge proof and attributes’ computations are successful, B grants
the request using k4p in step 7. Note that steps 3 to 7 represent the MDMFA
protocol as depicted in Figure 3.

7.2. Ezxperiments

The main goal of our experiments is to evaluate the performance of SPri-
vAD using the MAR and MDMFA protocols as follows: i) evaluating the
processing times of cryptographic operations in the protocols states to en-
sure the capabilities of components in handling requests; ii) evaluating the
security of the experiments by measuring the execution times of the main
steps of the protocols to identify any potential bottlenecks such as inabil-
ity to compute a unique identity; and iii) measuring the End-to-End Delay
(EED) of the protocols to show their impacts on smart communities’ appli-
cations. We set up our experiments by connecting our sensors to a MacBook
Pro machine with Ubuntu 16.04 TLS, 2.3GHz dual-core Intel Core i5 pro-
cessor, 256 SSD, and 8GB memory. We use an operating system, TinyOS
[24], to compile all the cryptographic operations, which are written in nesC
language [25].

7.2.1. Evaluation of the States of the Protocols

We present the experimental evaluation of the states of the MAR and
MDMFA protocols using the number of bits obtained from the protocols and
then measured their processing times. The number of bits represents the
size of messages, while the processing time represents the execution time
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Table 2: Breakdown of Number of Bits and Approximate Processing Times of States of
The MAR and MDMFA Protocols

MAR Protocol
Number of Bits | Processing Time
States o .
(in bits) (in sec)
Initialising MAR (IMA) 352 ~ 2.082
Processing MAR (PMA) 1,440 ~ 1.621
Finalising MAR (FMA) 1,728 ~ 0.0326
MDMFA Protocol
Number of Bits | Processing Time
States o .
(in bits) (in sec)
Initialising MDMFA (IMD) | 1,088 ~ 3.1233
Processing MDMFA (PMD) | 3,088 ~ 0.0493
Finalising MDMFA (FM D) | 2,400 ~ 0.0765
Key Establishment and
Data Access (KED) 1,152 ~ 0.0520

of cryptographic operations. We measured the processing times of steps
related to the states by executing the cryptographic algorithms in the states.
The breakdown of the number of bits and processing times of the states is
presented in Table 2.

From our results in Table 2, it can be observed that: i) the IM A and IM D
states have the most demanding processing times in the MAR and MDMFA
protocols, respectively, due the use of a large number of 160 bits EC point
multiplication, which takes approximately 1.041 sec to be implemented on
our CM5000 and XM1000 sensors. Performance benchmark [26] indicates
that cryptographic protocols in IoT require cryptographic operations that
provide at least asset authentication, data confidentiality, and data integrity
since the performance requirements for these operations depend on specific
software and hardware platforms. In our experiments, SPrivAD satisfies the
above performance requirements by using MACy(.), Encg(.), and Hash(.)
for asset authentication, data confidentiality, and data integrity, respectively.
Without loss of generality, we leave an investigation of performance bench-
mark based on processing times for future work since the main scope of this
work is to provide secure and privacy-preserving authentication and data
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Table 3: Simulation Parameters

Parameter Description
Platform Ubuntu 16.04 TLS
Network Scenarios 1 for M AReg and 2 for MDMF A
Number of components Two (2) for every scenario
Size of data packet S, 1,184 bits for scenario 1 and
3,824 bits for scenario 2
Packetization delay T, 0.00704 msec for scenario 1 and

0.03968 msec for scenario 2
De-packetization delay T, | 0.01664 msec for scenario 1 and
0.03680 msec for scenario 2
Communication medium | Wi-Fi

Channel Model P2P at 50 Mbps

Transport Layer UDP

access solution for the smart communities.

Furthermore, we compare SPrivAD with existing related schemes of Wazid
et al. [34], Kumar et al. [35], and Kyusuk et al. [36] in terms of the
number of bits. Please note that: i) SPrivAD requires 2F(.) + Enc(.) +
Dec(.) + 2HMAC(.) + 8RN = 1,512 bits; ii) Wazid et al. [34] requires
22Hash(.) + 2Enc(.) + 2Dec(.) = 6,144 bits; iii) Kumar et al. [35] requires
2Hash(.) + 3BHMAC(.) + Enc(.) + Dec(.) = 1,248 bits; and iv) Kyusuk et
al. [36] requires 5Hash(.) + THMAC(.) + 4Enc(.) + 4Dec(.) = 6,144 bits.
It can be seen that SPrivAD requires the lowest number of bits, and thus, it
is more efficient than the existing related schemes.

7.2.2. EED

This represents the average time taken by the messages to arrive at the
responder component from the initiator component. We simulated the EED
of the MAR and MDMFA protocols using the widely accepted network simu-
lation tool, Network Simulator 3 (NS-3) [27], on Ubuntu 16.04 TLS platform
to show the impact of the protocols.

The EED can be formulated as >, T),, + > 202, Ty, + >, Ta,, where
T, is the packetization delay (i.e., the time taken to prepare the packet), Ty,
is the propagation delay (i.e., the time taken by the network to deliver the
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packet), and Ty, is the de-packetization delay. Details of the parameters used
in our NS3 simulation are provided in Table 3. Apart from these parameters,
other standard parameters such as flow monitor (for measuring network per-
formance) in NS3 are used in our simulation. The bit lengths of the random
number /timestamp, name, identity, digital signature, commitment, and hash
function are taken as 32 bits, 32 bits, 256 bits, 160 bits, 160 bits, and 256 bits,
respectively. In the MAR protocol, i.e., scenario 1, two different types of
messages are used, namely, (C(x4,74),A,Q4) and (Qyia,y, z) which are of
sizes 352 bits and 832 bits, respectively. On the other hand, five different
types of messages, namely, (Msga(1), Sasga(1), STrmp . Tivip, ), Msgp(4),
Msga(6), (Msga(8), Msga(7)), and (MACed data) of sizes 928 bits,
1,424 bits, 640 bits, 416 bits, and 416 bits, respectively, have been used
in the MDMFA protocol, i.e., scenario 2 (see Figure 3 for more details on the
messages). The EED values are given as ~ 7.4238 msec and ~ 9.8476 msec
for scenarios 1 and 2, respectively. These results show that the EED value
increases as the number of transmitted/received packets increase across the
network. Furthermore, the EED values are below our maximum 20 msec
latency target.

8. SCABA

In this section, we present SCABA and propose a protection uing SPri-
vAD.

8.1. Definition of SCABA

We define SCABA and relate it to authentication and secure access pro-
tocols in smart communities, and propose a solution using SPrivAD. We say
that an asset A is honest, i.e., did not bypass authentication, if and only if
all of A’s actions conform to the execution of SPrivAD.

Definition 5. A SCABA is an attack in which a dishonest asset A or an
attacker exploits one or more valid credentials of an asset B to provide a
responder asset F' with the valid credentials of B, thereby bypassing authen-
tication to access data in the smart communities.

A protocol is then said to be vulnerable to SCABA if it allows A to bypass
authentication. In the context of authentication and secure access protocols
in smart communities, some valid credentials about an asset are passwords
and security tokens or touch identity; hence SCABA involves convincing F
that A is B. In a typical SCABA on an authentication and data access
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protocol, a dishonest asset A convinces a responder asset F' that B has
executed an authentication and data access protocol with F', whereas the
protocol has been executed by A. This is performed without the cooperation
of B. This type of attack can be carried out by allowing A to complete the
authentication and data access protocol using the valid credentials of B.

Example 1 (SCABA on Authentication in Ruckus Cloudpath Enrollment
System). Figure 6 depicts a SCABA on the authentication in Ruckus Cloud-
path Enrollment System, which uses both Protected Extensible Authentication
Protocol (PEAP) and Extensible Authentication Protocol-Transport Layer Se-
curity (EAP-TLS) IEEE802.1X authentication scheme to let users register
their devices through a self-service portal and gain access to network resources
using their existing login credentials. The EAP-TLS relies on TLS to estab-
lish a secure communication channel. Note that: i) when the PEAP method
is selected during authentication, the RADIUS server issues a certificate,
which is verified using the Certificate Authority (C'A) certificate on the as-
set, and the asset is required to provide username and password in order
to authenticate itself to the server; 1) authentication using the EAP-TLS
method requires both the RADIUS server and asset to issue their certificates
to each other in this case, the server certificate is verified using the CA
certificate on the user, while the certificate from the asset is verified using
the CA certificate on the server; iii) since C'As are in charge of issuing cer-
tificates, these authorities can be compromised by attackers and they present
a single point of failure; iv) certificates are vulnerable to MITM attacks as
they can be intercepted during communication; and v) storing certificates on
assets make the assets prime targets for the attackers as the certificates are
not adequately protected. Thus, we consider certificates as valid credentials
that can also be exploited by attackers in this work.

In the SCABA as shown in Figure 6, the authenticator F' thinks he is
communicating with B, where B is an honest asset. When the dishonest asset
A tries to prove its identity using I Dp, F', allows the protocol to proceed as
normal. Note that P has no evidence that the EAP-Response identity packet
it received was indeed sent by A since A is using B’s valid credentials such
as passwords and keys. Upon receiving the RADIUS Access-Accept packet
from the authentication server in step 9, F' will falsely conclude that B sent
the EAP Response packet. Thus, F' assumes that A is B, even though in
reality, this protocol was performed by A thereby bypassing authentication
to access resources such as data.
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Figure 6: SCABA on Authentication in Ruckus Cloudpath Enrollment System.

Furthermore, we present another example scenario in which SCABA pose
a threat to Duo MFA scheme that is widely used for personal accounts au-
thentication in smart communities.

Example 2 (SCABA on Duo MFA scheme). Consider the real-world sce-
narto depicted in Figure 7, in which several people are situated in a secure
smart communities facility. In this facility, authorized personnel can access
data using Duo MFA scheme. As an added security mechanism, users can
choose any authentication methods that are allowed in the smart communi-
ties. These methods, such as duo push (i.e., username and password), call
me, and enter a passcode use login request, phone call-back, and passcode
(generated by a hardware token or provided by an administrator), respec-
tively, as authentication factors for identity verification. These factors are
used every time a user wants to access Duo-protected resources from their
devices.

Assume that an attacker I has managed to get hold of a user B valid
credentials and/or device. I can exploit the credentials to execute SCABA.
The Duo MFA scheme now believes that [ is B and then [ is granted access
to the Duo-protected resources thereby making the scheme vulnerable to
SCABA.

8.2. Protecting Against SCABA

We have seen some authentication and secure access protocols that are
vulnerable to SCABA, and we now present how to repair them. In SCABA,
a dishonest asset or an attacker exploits an honest asset’s valid credentials
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Figure 7: Real-world scenario for SCABA on Duo MFA scheme.

during authentication. The attacker can construct his messages and does not
have to follow the execution of the protocols, which can be exploited by the
attacker at any step. Therefore, in the solution we propose, we ensure that
the secrets of an asset are neither transmitted nor revealed to another asset
(say, asset F') so that the attacker cannot exploit the secrets of the asset in
its communication with F'.

Using SPrivAD, we discuss our three possible integrated solutions as fol-
lows: i) deriving a unique, deactivatable, and revocable identity using cryp-
tographic commitment with random secrets during registration; ii) deriving
a shared secret session key using the (features of the) identity and computa-
tional attributes of cryptographic operations; and iii) verifying the identity
using the shared secret session key.

Solution 1: Deriving a unique, deactivatable, and revocable identity this
solution ensures that the identity of every asset is distinguishable by explicitly
including random secrets in a cryptographic commitment that is created by
the asset and used in deriving the identity, which can be deactivated and
revoked if any cryptographic operations is misused during registration and
authentication, respectively. An example of deriving a unique, deactivatable,
and revocable identity (for an asset A by RID) is via M AReg, which derives
an identity in its processing MAR state.

o Asset A Compute C(z4,74) : C(xa,74) = 24.G+1ras.H, where x4, 174
are random secrets and C'(z4,74) is a cryptographic commitment

e RID Derive IDy: Hash(kyk, Sigp,,,(C(xa,74))) = D4, where IDy4
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is an identity of A used during authentication.

Solution 2: Deriving a shared secret session key This solution uses the
identity features (such as cryptographic commitment), and computational
attributes of cryptographic operations to derive a shared secret session key
during authentication. This solution relies on the fact that sensitive infor-
mation about the key is secure during authentication and only honest assets
can compute the shared secret session key. Thus, only the assets executing
a protocol can derive the shared secret session key and then use it to con-

struct messages. An example of deriving a shared secret session key is via
MDMFA.

o Asset A Derive kap : kaps = (da + ep.C)(kp2) and kap =
F(kABQ, (SMsgA(l).Bu STPMDA; TPMDA>7 IDA, IDB), where kAB is a
shared secret session key, d4 is an MDMFA commitment from A, ep
is a random challenge, C' is a cryptographic commitment of A during
its registration, k,i2 is an incremental preshared key, STpyp, is the
number of several executed steps in PMD at A, Tppp, is a timestamp
of setting STparp,, Susgacr).p is the message size of Msgu(1) in IMD
at B, and I Dpg is an identity of B.

o Asset B Derive kap @ kpaz = (aa.G + Ba.H)(kpr2) and kpa =
F(kap2, (Smsgact).8sSTprp s Tpvp,), IDa, IDp), where ay and (34
are authentication values from A and kg4 = kap.

Solution 3: Verifying the identity The third solution uses the shared
secret session key kg4 to verify the identity of an asset (via Macy, ,(.)) before
granting data access after authentication. This solution relies on the fact
that kg is used by a responder asset B to verify and show that an initiator
asset A is an owner of ID,. Note that if any cryptographic operations
during authentication are misused, I D4 can be revoked (see Section 4.2 for
more details about revoking a cryptographic identity). Until a shared secret
session key is computed, the ownership of I D, cannot be fully proven, and
an attacker or dishonest asset does not have the (unrevealed) secrets of A.
Thus, B can check that the claimed identity (/D4) of A corresponds to its
verification using Macg,, (.) since kap at A is equal to kpa at B.

Hence, these solutions can be integrated and applied to repair the Ruckus
Cloudpath Enrollment System and Duo MFA scheme for SCABA mitigation.
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9. Case Studies

In this section, we carry out some case studies to strengthen the security
of Ruckus Cloudpath Enrollment System and Duo MFA schemes in smart
campus scenarios.

9.1. Ruckus Cloudpath Enrollment System

The Ruckus Cloudpath Enrollment System uses an in-built and compre-
hensive C'A that allows users to create and manage their public key infras-
tructure, which yields every user’s login credentials. The potential drawbacks
of this protocol are as follows: i) impersonating the user in the case of using
PEAP for authentication and secure access since the user can be imperson-
ated after its password is exploited; ii) using existing login credentials for
authentication and secure access exposes the system to security attacks such
as phishing attack; iii) limitations of the C'A as presented in Section 7; and
iv) leaking sensitive information; and v) breaking the enrolment and authen-
tication procedures.

According to a case study for the Ruckus Cloudpath Enrollment System
for providing user authentication in Evangel University [28], Ruckus-patented
Dynamic Pre-shared Key (DPSK) technology was used by smart devices for
authentication and secure access via a unique pre-shared key generated by a
Ruckus controller. The generation of pre-shared keys for the devices by the
controller leads to pre-shared key secrecy concern thereby leaking sensitive
information about a user’s authentication and data access. Thus, the security
and privacy of the users cannot be guaranteed. In this paper, we use the
MAReg and MDMFA in SPrivAD to strengthen the security of Ruckus
Cloudpath Enrollment System.

Let CA be a CA certificate and CERT'S be a set of certificates stored
by every user and server in the Ruckus Cloudpath Enrollment System using
EAP-TLS. The following theorem states that authentication and secure ac-
cess via EAP-TLS in the system is vulnerable to compromised and privacy
attacks.

Theorem 2. If CA is a CA certificate, ASReq is an authentication and
secure access request, S is a server with a set of certificates CERT Sg, U 1is
a user with a set of certificates CERT Sy, and both S and U issue their cer-
tificates CERTs 1 and CERTy . respectively, to each other for authentication
and secure access, we say that CERTy 1 and CERTy can be compromised
by an adversary I and further leak sensitive information about U and C'A in
the Ruckus Cloudpath Enrollment System with overwhelming probability.
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Proof: We assume that such adversary I exists and has access to CERT'Sy
since I can exploit U. Then, I sends CERTy, to S in order to be authenti-
cated and granted access. Then, S uses CA in CERTSg to verify CERTy .
As CERTy, is stored in CERTy, S authenticates and grants access to I. It
is straightforward to see that I has compromised C' ERT;; and CERTy; and
sensitive information about U and C'A have been leaked and thus the au-
thentication and secure access procedure has been broken. We can now say
that authentication and secure access via EAP-TLS in Ruckus Cloudpath
Enrollment System does not satisfy the secure, privacy-preserving, complete,
and sound properties of SPrivAD.

To fix the above problems, we propose a variant of the authentication
and secure access via EAP-TLS in the Ruckus Cloudpath Enrollment Sys-
tem, i.e., SPrivAD-based Ruckus Cloudpath Enrollment System, which uses
SPrivAD’s M AReg and M DM F A procedures in the Ruckus Cloudpath En-
rollment System so that we can replace the use of certificates and introduce
EC-PCS and TA-ZKPK protocol since M AReg guarantees that random se-
crets of a user are not revealed during registration to mitigate the problem of
issuing sensitive information (such as CA certificate) and M DM F A guaran-
tees that the user cannot be successfully compromised (since it does not store
its random secrets on its memory). The following theorem states that our
variant of the authentication and secure access via EAP-TLS in the Ruckus
Cloudpath Enrollment System mitigates compromised and privacy attacks.

Theorem 3. Let M AReg and MDMF A be the MAR and MDMFA proce-
dures, respectively, modelling the SPrivAD-based Ruckus Cloudpath Enroll-
ment System that allows a user and server to authenticate each other. Let U,
S, and I be a user, server, and adversary, respectively, where U and S regis-
ter with M AReg, U, S, and I authenticate with MDMF A, and M AReg and
MDMFA use a set RSECRET as a random oracle. Then, I has a negligi-

ble success probability in compromising U, leaking any sensitive information,
and breaking M AReg and MDMF A.

Proof: This statement follows easily from Theorem 1 and the fact that
U and S are successfully registered separately via M AReg and authenti-
cate each other with MDMF A, and I cannot violate the procedures with
overwhelming probability.

While we opted for an authentication and secure access via EAP-TLS
in the Ruckus Cloudpath Enrollment System for simplicity, it is trivial to
analyse authentication and secure access via PEAP in the system as such
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analysis requires only the server to issue a certificate while the user provides
a username and password, which can be exploited according to SCABA.

9.2. Duo MFA scheme

The Duo MFA scheme uses two-factor authentication to verify the identity
of users before granting access to applications and data at the duo resources
component in the smart campus. Its authentication factors such as duo
push, phone number, or passcode are used for identity verification. The
potential drawbacks of this protocol are as follows: i) impersonating the
duo resources component; ii) leaking sensitive information; and iii) breaking
the MFA procedure. As the identity of the duo resources component is not
verified by the scheme and users can enter sensitive information, these could
lead to impersonation and privacy attacks, respectively. In the impersonation
attack, an adversary can impersonate an honest user and deceive other users.
In a privacy attack, the users can unknowingly provide their passwords to
the adversary.

According to two case studies of Duo MFA scheme for mitigating the
impact of users’ weak passwords at the University of Michigan Departmental
Computing Organization [29] as well as providing trusted MFA solution to
improve detection of potential compromised accounts at Duke University
[30], Duo MFA scheme was deployed between the users and systems (such as
portals, servers, or web applications) before access to the systems is granted.
Lack of authenticating the systems by the users before the users provide their
secret information makes the scheme vulnerable to impersonation attack at
the systems’ ends and privacy attack at the users’ ends. Thus, the security
and privacy of the systems and users cannot be guaranteed. In this paper,
we use the M DM F A in SPrivAD to strengthen the security and privacy of
Duo MFA scheme.

Let ITDEN be a set of identities which is used for verifying the identity
of every system and USERS be a set of users for verifying the identity and
attributes of every user. Let AReq be an authentication and data access re-
quest. The following theorem states that the Duo MFA scheme is vulnerable
to impersonation and privacy attacks at every system and user, respectively.
Theorem 4. If IDEN is a set of systems’ identities, USERS is a set of
users’ identities and attributes, AReq is an authentication and data access
request, U is a user, and there exists a system S that authenticates and grants
data access to U, we say that S can be impersonated by an adversary I as
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1(S) and U can leak sensitive information to I in Duo MFA scheme with
overwhelming probability.

Proof: Assume that such an adversary [ exists and is given access to
USERS since it can impersonate S. U sends AReq to I(S) for identity
verification. (S) can now verify U since it has access to USERS. As
U has no access to IDEN since the Duo MFA scheme only considers S
authenticating U, it can be seen that U has leaked its sensitive information
to I, who impersonated S, and the authentication procedure has been broken
via impersonation attack by I and privacy attack at U. Thus, the Duo
MFA scheme does not satisfy the secure, privacy-preserving, and complete
properties of SPrivAD.

To fix the above problem, we propose our variant of the Duo MFA scheme,
i.e., SPrivAD-based Duo MFA scheme, which uses SPrivAD’s MDMF' A in
the Duo MFA scheme so that we can analyse the Duo MFA scheme using
IA-ZKPK protocol and since M DM F A provides mutual multi-factor au-
thentication and data access that is dependent on the attributes of two users
and prevents leakage of sensitive information, system impersonation, and
breaking of authentication procedure. The following theorem states that our
variant of the Duo MFA scheme provides mutual multi-factor authentication
and data access.

Theorem 5. Let MDMFA be the mutual multi-factor authentication and
data access procedure modelling the SPrivAD-based Duo MFA scheme that
allows mutual authentication. Let U, S, and I be user, system, and ad-
versary, respectively which authenticate with MDMFA. Then, I’s success
probability in leaking any sensitive information, impersonating S, and break-
mg MDMF A is negligible.

Proof: The proof of this theorem follows easily from Theorem 1 and the
fact that U and S successfully authenticate each other before data access with
M DM FA, which cannot be violated by I with overwhelming probability.

10. Related Work

Providing a secure authentication and data access mechanism in smart
communities is a rising area of research. Public-key authentication is a well-
known authentication method used for such a mechanism. A public key
authentication mechanism relies on cryptographic algorithms to generate a
key pair, i.e., a public key @) and its corresponding private key d. @) is made
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public while d is kept as a secret usually stored on an asset. These keys
are used as authentication factors during authentication and data access via
public key authentication. However, there are issues when using a public-
key authentication mechanism to provide authentication and data access,
namely exploitation of stored sensitive information and reuse of private keys
and passcodes. The reason is that in public-key authentication the stor-
age and reuse of private keys pose security and privacy issues due to asset
compromised attacks and leakage of sensitive information, respectively. Ad-
dressing such security and privacy issues requires additional measures such
as multi-factor authentication and key derivation.

Several proposed schemes to authentication and data access have focused
on providing security of assets in the smart communities (see, e.g., [10], [11],
[15], [31], [32], [33], [34], [37], [38]). The schemes address the authentica-
tion problem of verifying if an asset is who he/she claims to be. On the
other hand, the privacy of the asset is not well supported during authenti-
cation and data access. Zheng et al. [15] proposed a mutual authentication
protocol for the smart campus. However, the protocol neither provides con-
fidentiality nor achieve mutual authentication as an encryption algorithm is
required for confidentiality and verification of identity is needed for mutual
authentication. Hence the protocol is vulnerable to compromised attacks,
impersonation attacks, and leakage of sensitive information (such as a times-
tamp) that support the protocol execution. Unlike the protocol, SPrivAD
provides confidentiality, uses IA-ZKPK protocol to support multi-factor au-
thentication, and prevents compromised attacks, impersonation attacks, and
sensitive information leakage during authentication and data access in the
smart campus.

Safkhani et al. [31] discovered that Zheng et al.’s protocol [15] is vulnera-
ble to replay attack and then addressed this weakness by proposing a secure
authentication protocol for information system and smart campus. However,
Safkhani et al.’s protocol [31]] is vulnerable to impersonation and compro-
mised attacks as follows: i) a reader can be compromised since no secret
information of the reader is required during authentication; and ii) a com-
promised reader can initiate the protocol with a genuine tag and server and
carry out impersonation attack since the protocol does not support MDMFA
between two nodes. In [31], assurance on the verification of the identity
is not considered during authentication. Furthermore, sensitive information
that supports the protocol is leaked during the protocol execution and the
compromised reader can carry out an active MITM attack to intercept and
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alter communications in the protocol. Note that the protocols [15], [31] do
not provide SCABA mitigation. Thus, our scheme uses the M AReg and
MDMF A procedures to address the weaknesses of the protocols and pro-
vide SCABA mitigation.

Ye et al. [32] presented an IoT system-level authentication scheme that
can be implemented in a smart campus. In [28], two nodes rely on a preshared
credential to compute a shared secret key for securing data during authenti-
cation. While the preshared credential introduces extra computational and
communication overheads in the scheme, it can also be intercepted by an
adversary or be made available to a compromised or malicious node. In this
case, the sensitive information that supports the shared seeret key computa-
tion and execution of the scheme has been leaked and mutual authentication
has been compromised. Thus, the scheme is vulnerable to compromised and
impersonation attacks, and an attacker can interrupt and alter communica-
tions in the scheme thereby carrying out an active man-in-the-middle attack
on the scheme. Furthermore, the scheme does not mitigate SCABA. In our
scheme, we use the MDMFA procedure to address the preshared credential
and shared secret key weaknesses and provide SCABA mitigation.

Li et al. [33] proposed a lightweight mutual authentication protocol based
on a public-key encryption scheme for IoT and its applications such as smart
campus. The protocol stores and utilises existing private keys for mutual au-
thentication make the protocol vulnerable to compromised attacks and leak-
age of private keys, and the storage capabilities of the resource-constrained
[oT devices may not be adequate for storing the keys. In our scheme, we over-
come these security, privacy, and storage weaknesses by providing MDMFA
procedure, preventing the revealing of sensitive information, and preventing
the storage of sensitive information on the devices, respectively. Further-
more, the protocol does not mitigate SCABA when applied to the smart
communities and thus we provide SCABA mitigation in our scheme via the
MDMFA procedure.

Wazid et al. [34] proposed a secure remote user authentication scheme for
a smart home network to enable only authorised users to have access to smart
devices, where smart home is an application in smart communities. However,
the security of the scheme relies on a tamper-resistant device, which makes
the scheme suffer from compromised, impersonation, and privacy attacks
as an attacker can at any time successfully break the security of the device.
Furthermore, since the authority in the scheme is responsible for generating a
unique secret key and storing the key and other information into the memory
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of smart devices, this leads to a lack of secret key secrecy and the attacker
can further compromise these devices to extract the stored secret keys. Note
that the scheme [34] does not mitigate SCABA and thus our scheme can be
applied to overcome the weaknesses in [34].

Saud [37] proposed a user authentication scheme for smart e-governance
applications in smart cities. However, the scheme relies on a trusted authority
that issues confidential values needed to login into the smart cities. Ali et
al. [38] proposed a lightweight authentication mechanism that enhances the
security of smart city surveillance. However, the mechanism relies on a server
during authentication. This reliance presents a single point of failure in
the mechanism. Thus, the scheme [37] and mechanism [38] neither prevent
leakage of sensitive information nor mitigate SCABA. Our scheme can be
applied to enhance the privacy of sensitive information and mitigate SCABA
in [37] and [38].

Ruckus Networks [39] provided Ruckus Cloudpath Enrollment System
[10] for authentication and secure access. However, the system relies on cer-
tificates issued by C'A and/or passwords which has security, privacy, and
performance concerns such as compromised attack and single point of fail-
ure, leakage of sensitive information, and computational and communication
overheads associated with issuitig and revoking certificates, respectively. Fur-
thermore, the system does not cover SCABA prevention. Our scheme uses
the features of the MDMFA procedure (as presented in Section 4.2) to pre-
vent SCABA and introduces a variant of the system to prevent compromised
attacks and sensitive information leakage and further restricts the use of
certificates to mitigate the performance concern of the system.

Duo [40] designed an MFA scheme [11] that easily enrols, and grants users
access to resources in a smart campus. However, the scheme does not provide
mutual authentication and it is vulnerable to impersonation attacks. Addi-
tionally, while the scheme neither prevent sensitive information leakage nor
prevents SCABA, our scheme uses the features of the MDMFA procedure (as
presented in Section 4.2) to prevent SCABA and introduces a variant of the
Duo MFA scheme with the MDMFA procedure that applies IA-ZKPK pro-
tocol to provide mutual (multi-factor) authentication and generates a shared
secret session key to overcome the above security and privacy challenges. A
summary of the functionalities and limitations of all the related schemes is
provided in Table 4. The various notations used in this table are as follows:
Fy, Fy, F3, Fy, Fy, and Fy denote whether a scheme mitigates compromised
attack, mitigates impersonation attack, mitigates active man-in-the-middle
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Table 4: Functionalities and Limitations of Related Schemes

Schemes | F1 | Fy | F3 | Fy | F5 | Fg
[10] X | X |V [V | x| x
[11] X | x |V | x | x |x
[15] X | X |V x| x| x
31] X | X | x| x| x| x
32] X | X | X [ X | x |X
33] X |V |V V| x |x
[34] X | X |V [V x [ %
37] X |V |V [V | x| x
[38] X |V [V |V Ix X
Ours VIV VYV

attack, supports secure mutual authentication, mitigates SCABA, and miti-
gates privacy attack, respectively. It can be observed that our scheme offers
more security and privacy benefits compared to the other related schemes.

11. Conclusion and Future Work

In this paper, we presented an authentication and data access scheme,
SPrivAD, in which smart, communities’ assets authenticate each other before
data access using their cryptographic identities. Our scheme mainly focuses
on security and privacy-preserving authentication and data access in order
to overcome drawbacks of the existing public key authentication solutions
in the smart communities. At the same time, our scheme provides strong
and mutually dependent assurance about the ownership of a cryptographic
identity. Three significant contributions of our scheme are: i) using EC-PCS
in a new MAR protocol to securely derive a unique, deactivatable, and revo-
cable cryptographic identity, which is based on the unrevealed secrets of an
asset; ii) introducing IA-ZKPK protocol that uses computational attributes
of cryptographic operations to support mutual authentication and mitigation
of reflection attacks on ZKPK protocol in a new MDMFA protocol, which
provides mutually dependent authentication and secure data access between
smart communities’ assets; and iii) introducing and protecting SCABA on
authentication and secure access schemes in the smart communities.
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We evaluated the performance of our scheme by performing some exper-
iments and implementing a prototype of the scheme on Tmote Sky sensors
to prove the feasibility of the scheme in terms of robustness in security and
performance. The results show that our scheme meets the 20 msec latency
target of smart communities’ applications. The security and privacy analyses
of our scheme show that it is secure and privacy-preserving, respectively. We
illustrated the usefulness of our scheme in two real-world authentication and
secure access schemes, Ruckus Cloudpath Enrollment System and Duo MFA,
in the smart campus environments. We uncovered some weaknesses of the
schemes and applied our scheme to provide some security and privacy guar-
antees. In future work, we will extend our scheme to support asset anonymity
and facilitate security risk assessment and implement it as a service in the
smart communities.
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