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Abstract. Malware detection is still a very challenging topic in the cyber-
security field. This is mainly due to the use of obfuscation techniques. To
solve this issue, researchers proposed to extract frequent API (Applica-
tion Programming Interface) call sequences and then use them as behav-
ior indicators. Several methods aiming at generating malware detection
rules have been proposed with the goal to come up with a set of rules
that is able to accurately detect malicious code patterns. However, the
rules generation process heavily depends on the training database con-
tent which will affect the detection rate of the model when confronted to
new variants of malicious patterns. In order to assess a rule’s detection
accuracy, we need to execute the rule on the whole malware database
which makes the detection rule quality evaluation very sensitive to the
database content. To solve this issue, we suggest in this paper to consider
the detection rules generation process as a BLOP (Bi-Level Optimization
Problem), where a lower-level optimization task is embedded within the
upper-level one. The goal of the upper-level is to generate a set of detec-
tion rules in the form of: trees of combined patterns. Those rules are able
to detect not only the real patterns from the base of examples but also
the artificial patterns generated by the lower-level. The lower-level aims
to generate a set of artificial malicious patterns that escape the rules of
the upper-level. An efficient co-evolutionary algorithm is adopted as a
search engine to ensure optimization at both levels. Such an automated
competition between the two levels makes our new method BMD (Bi-
level Malware Detection) able to produce effective detection rules that
are capable of detecting new predictable malicious behaviors in addition
to existing ones. Based on the statistical analysis of the experimental
results, our BMD method has shown its merits when compared to sev-
eral relevant state-of-the-art malware detection techniques on different
Android malware datasets.

Keywords: Android malware detection - Bi-level optimization - Detection
rules generation - Artificial malicious patterns - Evolutionary algorithms
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1 Introduction

Malware, or malicious software, is any program or file that is harmful to a com-
puter system. These malicious programs can perform a variety of functions in-
cluding stealing, encrypting, deleting sensitive data, altering or hijacking core
computing functions and even monitoring the users’ computer activities without
their permission. The use of packers and obfuscation techniques have further
empowered the malware coders to redevelop malware variants. This requires
the use of effective techniques to detect malware. Indeed, several malware de-
tection methods have been proposed in literature and these can be classified as
static, dynamic and hybrid approaches; based on how the code is analyzed. While
the static approaches try to identify the malicious code without any execution,
the dynamic approaches analyse the code during runtime. Hybrid approaches
use static and dynamic features as they combine both static and dynamic ap-
proaches. Most of the existing approaches in literature derive from the static
analysis and this is due to the limitations in power consumption of the majority
of mobile devices. However, the static approaches are inefficient against some
obfuscation techniques and new attacks. Also, hybrid approaches may have lim-
itations related to both static and dynamic aspects. Therefore, in recent years,
researchers have focused on improving the detection techniques in order to be ef-
fective not only against known attacks but also against unknown attacks relying
on several research fields and areas. Among these are approaches which create
new malware and variants of known malware using mainly Evolutionary Algo-
rithms (EA) which enable them to mimic mobile malware evolution [44] [26] [30]
[11] [37] [20]. Despite the good performance of these methods, in these research
papers, the weaknesses of the proposed detection tools were indeed highlighted
when it comes to creating new attacks. The need for new detection techniques
which should be more suited to mobile devices was also emphasized. Addition-
ally, it is important to mention that in literature, most of the approaches that
create new attacks are either not fully automated or are only proposed for a
specific attack type.

In this paper, we propose a new effective and robust malware detection
method named “Bi-level Malware Detection” (BMD). BMD improves its detec-
tion rate thanks to the evaluation of each detection rule based on the generation
of more evasive artificial malware patterns and in recognizing new variants of
existing and even unseen malware patterns. Let us precise that the generation of
artificial malware behaviors can be considered as a great alternative to face one
of the most inconvenient problems to researchers in different fields which is the
problem of data availability. In fact, in order to assess a given method, bench-
marks with limited size are available. To face such shortcoming, we propose to
generate artificial malicious patterns that come to enrich the used base of exam-
ples. Also, let us mention that in our previous work [19], a dynamic detection
method, named Artificial Malware-based Detection (AMD), is proposed to solve
the obfuscation issue. AMD makes use of not only extracted malware patterns
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(i.e., extracted frequent API call sequences also called behaviors) but also ar-
tificially generated ones. The artificial malware patterns are generated using a
Genetic Algorithm (GA). The latter evolves a population of APT call sequences
with the aim to find new malware behaviors following a set of well-defined evolu-
tion rules. The artificial fraudulent behaviors are subsequently inserted into the
base of examples in order to enrich it with unseen malware patterns. In AMD, an
executable is classified as malware or benignware based on its similarity to the
benign patterns, to the real available malicious patterns, and to the artificially
generated ones. More precisely, when AMD receives a new executable program
P for analysis, it first extracts its API call sequences and then computes the
support of all these sequences. Afterwards, two metrics are calculated: (1) the
malicious credence value of all malicious patterns CM(P) and (2) the benign cre-
dence value of all benign patterns CB(P). If the former is strictly greater than
the latter, then P is classified as malicious; otherwise, it is judged to be benign.
Eventually, if P is labeled as malicious, it will be executed on a sandbox system
and then analyzed in a dynamic way. Regarding the artificial patterns, these are
generated based on the bases of examples of malicious and benign patterns using
an EA.

It seems that it is of primordial importance to mention that our previously
proposed method AMD presents some deficiencies that occur in three main as-
pects:

1. AMD uses a static detection rule that is defined in an apriori manner based
on similarity measures to benign and malware patterns.

2. The detection rule is prespecified independently of the generated malware
patterns; and thus the rule definition and the classification tasks are done
separately without any interaction.

3. In AMD, the artificial malware patterns are generated in a global ad-hoc
manner based on their similarities to real malware and benign patterns from
the bases of examples, which may increase the number of false positives, as
some generated artificial patterns could be benign.

To overcome the limitations of AMD, BMD is proposed in this paper. In fact,
based on Figure 1, unlike AMD in which the classification of a new app relies on
a pattern matching process where two similarity metrics are used to determine
its nature, our BMD approach relies on the use of detection rules. An app is
classified based on the nature of its extracted patterns. Indeed, each gathered
pattern is analyzed using each of the BMD rules that are generated using an
evolutionary optimization process. If one of these rules returns true, the pattern
(and hence the app) is classified as malicious.

Besides, to prevent the detection process from depending, heavily, on the
base of examples, AMD [19] diversifies the base of examples with new artificial
malicious patterns using a GA [12]. The malicious patterns base remains inde-
pendent from the malware detection task. Similarly to AMD, BMD uses artificial
patterns, but its main distinction and originality rely on the modeling of the mal-
ware detection task as a bi-level optimization process. In BMD, the upper-level
generates a set of detection rules, each encoded as a tree of combined patterns
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(each defined as a set of frequent API call sequences), where the quality opti-
mization of each one of them consists in maximizing the coverage of not only the
patterns extracted from the base of examples but also the artificial malicious ones
generated by the lower-level. In this study, the malware detection task is framed
as a bi-level optimization problem in which the upper-level role is to design a
set of effective malware detection rules, while the lower-level one is to generate
a set of challenging artificial malware patterns for each rule. In this way, in our
bi-level approach, the upper population and the lower one are not co-evolved
in parallel (without hierarchy), which avoids the issue that one population con-
verges before the other. Moreover, in such formulation, both populations depend
on each other. Finally, another distinction of our BMD approach in comparison
to AMD [19] corresponds to the hierarchical quality evaluation and optimiza-
tion of each upper-level detection rule using not only malware patterns from the
base of examples but also artificial ones designed by the lower-level search. Such
hierarchical process creates a competition between both levels’ populations and
thereby allows optimizing both rules and artificial patterns. This competition
may significantly reduce the number of false positives, which is not the case of
AMD.

To sum up, the BMD evolutionary process is composed of a number of gen-
erations each ensuring a single competition between each generated upper-level
detection rule and its related lower-level artificial malicious patterns. In this way,
a sequence of competition rounds are performed over the search process, which
allows designing at the same time a set of effective rules with maximized detec-
tion rates and a set of optimized artificial patterns with maximized evasion rates
with respect to their corresponding rule. These rounds strengthen the ability of
BMD in minimizing the number of false artificial malicious patterns. The main
contributions of this paper are:

1. Modeling the malware detection rule generation process as a BLOP, where
the upper-level generates a set of detection rules maximizing the coverage
of not only the patterns extracted from the base of examples but also the
artificial malicious ones generated by the lower-level.

2. The evolutionary optimization at both levels using an efficient EA called
CODBA [10], which makes use of decomposition, co-evolution, and multi-
threading to reduce as much as possible the computational cost of bi-level
optimization.

3. The demonstration of the benefits of the bi-level competition between both
levels since for every detection rule, there exists a whole search space of
possible artificially generated malicious patterns that should be effectively
sampled to come up with fit and challenging artificial patterns that positively
affect the detection quality of the corresponding upper-level rule.

4. The evaluation of the outperformance of our BMD approach compared to
several state-of-the-art detection methods in terms of accuracy maximization
and false alarms minimization.

The rest of this paper is organized as follows: Section 2 presents a detailed
description of the related work. Section 3 describes our proposed approach. The
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experimental setup and the results of the performance analysis are given in
Section 4. The conclusion is given in Section 5.

2 Related work

In this section, some background information is provided about the different
types of malware detection techniques which are based on the use of evolu-
tionary algorithms aiming either to optimize the malware classification task or
to perform pattern generation.

2.1 Classification-based evolutionary detection methods

Among the works that tried to address the classification problem, we cite the
work of [43] where a framework for Android malware application detection using
machine learning techniques was proposed. It extracts permission features from
several downloaded applications from Android markets. In this work, a classifier
named MSGP Malware System (MSGP-MS) was developed by combining GA
and Particle Swarm Optimization (PSO) with Random Forest (RF) to classify
Android APK files. Yusoff et al. [49] proposed a framework that optimizes the
classification problem addressed in [43] by using a GA. Authors proposed the
use of Decision Trees (DT) and a GA to enhance and optimize the performance
of a new classifier. The results of this work provided a solid setting designed to
improve, as much as possible, the classification of harmful programs or apps,
specifically worms and Trojan horses, targeting Windows operating systems.
The work of D’Angelo et al. [13] performs the malware classification using a re-
curring subsequences alignment-based algorithm that exploits associative rules.
More precisely, authors in [13] use Markov chains to model: (i) the set of states
which are API calls and (ii) the edge between two states which reflect the proba-
bility of transitioning from two API invocations (the probability of a given state
(API) to be invoked by another state). In [1], authors proposed MalFamAware,
an approach to malware family identification based on an online clustering algo-
rithm, namely BIRCH, which updates clusters as new samples are fed without
requiring to re-scan the entire dataset. MalFamAware is able to classify new
malware in existing families and identify new families at runtime. Firdaus et al.
[16] started by extracting relevant features, named strings, which consist of per-
missions, words in double quotes, functions, intents, Linux commands, directory
paths, and system commands. This was achieved by applying an evolutionary al-
gorithm to search for optimal and relevant features in multiple categories. Then,
authors applied the Genetic Search (GS), based on a GA, process to select the
best features (i.e., minimum number of features in multiple categories) among
all the extracted strings obtained in the string identification phase. The final
phase involved a machine learning classifier which trained the information in the
dataset to construct a detection model which predicts an application to be either
benign or malware. In [9] , authors proposed an approach for malware detection
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and phylogeny studying based on dynamic analysis using process mining. The ap-
proach exploits process mining techniques to identify relationships and recurring
execution patterns in the system call traces gathered from a mobile application in
order to characterize its behavior. In another study [4], authors used permissions
and API calls to discriminate between the malware and goodware applications.
For this purpose, two features ranking algorithms, Information Gain (IG) and
Pearson CorrCoef (PC), were used to rank the individual permissions and API
calls based on their importance for classification. In addition, authors proposed
a hybrid method for Android malware detection based on the combination of
the adaptive neural fuzzy Inference System (ANFIS) with PSO. The PSO was
utilized to optimize the ANFIS parameters by tuning its membership functions
to generate more precise fuzzy rules for Android apps classification. Also, in [50],
authors proposed a method to detect Android malware based on the combina-
tion of multiple types of features and a machine learning algorithm; Rotation
Forest. The static information considered in this mechanism includes permis-
sions request, monitoring system events, sensitive APIs and permission-rate. In
[15], authors proposed a novel approach that constructs frequent subgraphs (fre-
graphs) to represent the common behaviors of malware samples that belong to
the same family. Moreover, authors developed FalDroid, a system that automat-
ically classifies Android malware and selects representative malware samples in
accordance with fregraphs. In [47], a deep learning and machine learning com-
bined model is proposed for malware behavior analysis. One part of it analyzes
the dependency relation in API call sequence at the functional level, and extracts
features for random forest to learn and classify. The other part employs a bidirec-
tional residual neural network to study the API sequence and discover malware
with redundant information preprocessing. The work of Aksu and Aydin [3] pro-
poses an intrusion detection framework based on feature selection and a set of
classifiers. Authors propose a meta-heuristic algorithm called modified genetic
algorithm (MGA) m-feature selection for dimensionality reduction by selecting
optimal feature subset based on k-fold cross validation. Then, they use five dif-
ferent linear and nonlinear classifiers: support vector classifier (SVC), logistic
regression classifier (LRC), decision tree classifier (DTC), k-nearest neighbors
classifier (KNC), and linear discriminant analysis classifier (LDAC), as candi-
date classifiers to develop an efficient IDS. Finally, they select the best classifier
from the candidates and build an IDS. Also, authors in [18] propose a hybrid
optimization and deep-learning-centric IDS to face the IoT-enabled smart cities’
intrusion threats. The dataset initially undergoes pre-processing. Then, feature
selection and clustering are performed utilizing the Hybrid Chicken Swarm Ge-
netic Algorithm (HCSGA) and MK-means Algorithm. Lastly, the transformed
data is loaded to the Deep Learning-based Hybrid Neural Network (DLHNN)
classifier, classifying the normal and attack data. In the work of [8], authors
proposed a multi-dimensional machine learning approach to predict the Stuxnet
malware from a dataset that consists of malware samples by using five distin-
guishing features of advanced malware. Authors in [8] defined the features by
analyzing advanced malware samples in the wild. This approach uses regression
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models to predict malware. Authors created a malware dataset from existing
datasets that contains real samples for experimental purposes. Authors in [31]
proposed a framework named AdDroid, for analyzing and detecting malicious
behaviour in Android applications based on various combinations of artefacts
called rules. The artefacts represent actions of an Android application such as
connecting to the Internet, uploading a file to a remote server or installing an-
other package on the device. AdDroid employs an ensemble-based machine learn-
ing technique where Adaboost is combined with traditional classifiers in order to
train a model founded on static analysis of Android applications that is capable
of recognizing malicious applications. Feature selection and extraction techniques
are used to get the most distinguishing rules. Also in [34] authors proposed an
autonomous Host-based Intrusion Detection System (HIDS) for Android mobile
devices that overcomes the limitation of continuous connectivity to a central
server and addresses the risk of data leakage due to the communication of the
intrusion detection system with the remote central server. The proposed system
is based on dynamic analysis of the device’s behaviour characterised by a vec-
tor of features and continuously monitors a specific set of features at the device
level in order to define the runtime behaviour of the mobile device and applies
detection algorithms (i.e., Machine Learning (ML) and statistical algorithms) to
classify it as benign or malicious.

2.2 Pattern generation-based evolutionary detection methods

In comparison to the different ways of classification, malware generation tools
attempt to create new versions of dangerous programs or apps in order to shield
the analysis process from several obfuscation techniques and even mutating pro-
grams. About the second category, i.e., the generation of new patterns, in lit-
erature, different works proposed new approaches to detect malicious programs
without lying on the use of a static base of malware signatures. Among these,
we can cite the work proposed in [7] which evolved new malware, specifically
new versions of known malware, by using Genetic Programming (GP) in order
to figure out the performance of existing static analysis tools. Also, [51] pro-
posed a technique that combines a signature-based technique with a GA. In
another work proposed in [14], an artificial immune system genetic algorithm
(REALGO) was developed based on the human immune system’s use of reverse
transcription ribonucleic acid (RNA). The REALGO algorithm combined known
information from past viruses with a type of prediction for future viruses. Au-
thors generated antibodies (new virus signatures) from antigens (string of known
virus signatures). Also, [29] proposed a framework based on the concept of evo-
lution in viruses on a well-known virus family, called “Bagle”. In [29], features
were extracted based on the assembly code and were evolved using GAs. The
generated virus files were afterwards tested using a commercial antivirus. The
work of [21] proposed a static anomaly based approach to detect malware. This
work focused on the vulnerability testing of host-based anomaly detectors by
generating evasion attacks. In a typical evasion attack, the attacker aims to
alter a generic attack template — the core of an attack — so that the evasion
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attack ‘mimics’ normal behavior to evade detection. Authors in [21] mainly fo-
cused on generating malware, particularly buffer overflow attacks, rather than
detecting them. Already developed detectors were used to evaluate the generated
attacks. In [45], authors demonstrated how malware can take advantage of the
ubiquitous and powerful graphics processing unit (GPU) to increase its robust-
ness against analysis and detection. Authors presented, respectively, the design
and implementation of brute-force unpacking and run-time polymorphism, two
code armoring techniques based on the general-purpose computing capabilities
of modern graphics processors. By running part of the malicious code on a dif-
ferent processor architecture with ample computational power, these techniques
pose significant challenges to the existing malware detection and analysis sys-
tems, which are tailored to the analysis of CPU code. In [48], authors applied
the dynamic code generation and loading techniques to produce malware in or-
der to assess the existing anti-malware tools at runtime. Also, the work of [6]
proposed a cloud-based malware detection method. Malicious behavior patterns
(system calls with corresponding relationships) are determined. Those behav-
iors are trained using learning algorithms (learning-based detection module).
Afterwards, they are evaluated regarding their repeated frequencies (rule-based
detection module). The final list of behaviors is used to predict new apps. In[27],
authors developed a framework, MYSTIQUE, to automatically generate mal-
ware with specific features covering four attack features (triggers / permissions/
intent filter/ source and sink) and two evasion features (control based evasion /
data based evasion), using a GA. In [19], AMD, thoroughly presented in Section
1, was proposed to solve the obfuscation issue. However, it suffers from some
limitations which are: (i) the use of static detection rules based on similarity
measures, (ii) the rule definition task and the detection task are done separately
and (iii) the possible existence of false patterns among the artificial generated
patterns, as previously highlighted.

As most of these cited approaches are not fully automated or are only pro-
posed for a specific attack type, in [38], the goal was to investigate the use of
co-evolutionary computation techniques on the development of mobile malware
and anti-malware as well as to design a fully automated system. In most of these
state-of-the-art methods, among many others, a system using co-evolutionary
algorithms for malware detection is proposed where a first population gener-
ates detection rules, and a second population generates artificial malware. Both
populations are executed in parallel without hierarchy. The problem with such
co-evolutionary approaches is that one population may converge before the other.
Contrariwise, in our proposed BMD bi-level approach, there is a hierarchical evo-
lution process that allows avoiding the problem of premature convergence of one
population over the other. Indeed, the evaluation of every detection rule solu-
tion (upper-level) requires running a search algorithm to find the least detectable
and undetectable malicious patterns for the considered rule. This avoids driving
the search towards uninteresting directions. Furthermore, the state-of-the-art
co-evolution approaches treat the two populations independently; however, the
BMD approach proposes a bi-level modeling using an existing co-evolutionary
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algorithm so that a competition is ensured between detection rules and their
related artificial malicious patterns. In our BMD approach, the evaluation of
solutions in the upper-level depends on the lower-level (both populations cannot
be executed in parallel). To the best of our knowledge, this is the first work that
applies bi-level optimization to malware detection.

2.3 Bi-level Optimization

Most state-of-the-art optimization problems concern a single level of optimiza-
tion. However, in practice, several problems are naturally described by two levels.
These are called BLOPs [23]. In such problems, we find a nested optimization
problem within the constraints of the outer optimization one. The outer op-
timization task is usually referred to as the upper-level problem or the leader
problem. The nested inner optimization task is referred to as the lower-level
problem or the follower problem, thereby referring to the bi-level problem as
a leader-follower problem or as a Stackelberg game [42]. The follower problem
appears as a constraint to the upper-level, such that only an optimal solution to
the follower optimization problem is a possible feasible candidate to the leader
one (see Figure 2). A BLOP contains two classes of variables: (i) the upper-level
variables x, € Xy C R", and (ii) the lower-level variables x; € X; C R™. For the fol-
lower problem, the optimization task is performed with respect to the variables
x; while the variables x, act as fixed parameters. Thus, each x, corresponds to a
different follower problem, whose optimal solution is a function of X; and needs
to be determined. All variables (x,,x;) are considered in the leader problem for
given values of x; (Figure 2). In what follows, we give the formal definition of
BLOP. Assuming L: R" x R™ — R to be the leader problem and f:R" x R" — R
to be the follower one, a BLOP could be defined as follows:

Gr(xy,x1) <0,k=1,...,K.
Min  L(xy,,x;)subject to q x; € ArgMin{ f(x,,x;) : (1)
e gux) <0.j=1,....7}

In the given formulation, L represents the upper-level objective function, f
represents the lower-level objective function, x, represents the upper-level deci-
sion vector and x; represents the lower-level decision vector. Gy and g; represent
the inequality constraint functions at the upper and lower levels, respectively.

Existing methods to solve BLOPs could be classified into two main families:
(1) classical methods and (2) evolutionary methods. The first family includes
among others extreme point-based approaches [41]. The main problem of these
methods is that they strongly depend on the mathematical traits of the BLOP.
The second family includes metaheuristic algorithms that are mainly Evolution-
ary Algorithms (EAs). Recently, different EAs proved their efficacy in tackling
such types of problems thanks to their immunity against the mathematical fea-
tures of the problem in addition to their ability to tackle large-size problem
instances by delivering acceptable solutions in a reasonable time. Some repre-
sentative works are the works proposed in [40] [42] [25] [22].
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3 Proposed approach: Bi-Level Malware Detection

In this section, we give a description of our proposed BMD approach. We first
give a general description of the proposed model, then, we detail the approach
by describing its different phases.

3.1 General overview and motivation

The majority of the previous proposed techniques accomplish high and quick
detection results. However, the greater parts of them are less adapted for real-
world requirements for malware detection as they have to be robust against
evolving malware. Different requirements for the use of malware detection sys-
tems in the real-world need to be considered. One such requirement is that
the used approaches should be tested against continuously changing data. An
important number of previous works have proposed to extract frequent API
call sequences from already-met harmful apps using pattern mining techniques.
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These sequences build a base of fraudulent behaviors. Afterwards, API call se-
quences can be extracted from any program and based on these, the considered
program behavior can be judged to be more similar to malware behaviors or to
benign-ware ones.

In this paper, we present our proposed BMD evolutionary based solution
which is capable to overcome the problem of lack of diversity where the detection
ability becomes less dependent on the base of examples of malware behaviors.
Differently to the state-of-the-art methods, BMD diversifies the base of examples
in an automatic way and detects those new variants of malware. This is achieved
via the development of a bi-level optimization technique which relies on the use
of an automatic generation task of malicious patterns; using a GA. The leader
(upper-level) uses (i) patterns extracted from both the base of examples (input),
i.e., set of malicious patterns and (ii) the artificial malicious generated patterns
(the red box, dotted line in Figure 1) to produce detection rules. The detection
rules generation process consists of creating a combination of patterns used to
detect malicious patterns from new files. For example, for a new file P having a
set of patterns, we can decide the nature of the extracted patterns by comparing
them to our base of association rules: if it matches a rule in the malicious set
of rules than P is malicious otherwise it is benign. In the bi-level formulation
of BMD, the lower-level problem allows to find new malicious artificial patterns
(the red box, dotted line in Figure 1). The evaluation of a detection rule is based
on its accuracy using both the base of examples (input) and also the artificial
malicious patterns generated by the lower-level problem. We aim to maximize
the detection accuracy rate of the rules. The follower (lower-level) uses patterns
from the base of examples, i.e., the set of malicious and benign patterns, to
generate artificial malicious patterns. A GA is used in order to perform the
generation process of artificial malicious patterns that maximizes not only the
number of new artificial malicious patterns but also the number of generated
malicious patterns that are not detected by the leader (detection rules). The
upper-level keeps exchanging solutions with the lower-level, i.e., the upper-level
sends detection rules to the lower-level and the lower-level sends the generated
artificial malicious patterns to the upper-level, until a stopping criterion is met
(e.g., number of iterations). Within these exchanges, the detection rules are
improved from one iteration to another as they are capable of detecting the
new generated malicious patterns. On the other side, within the lower-level, the
generated malicious artificial patterns are improved from one iteration to another
that they can escape being detected by the produced detection rules which are
sent by the upper-level. At the end of these exchanges, the best detection rules
present the final output produced by our BMD approach. Figure 1 shows the
key parts (upper-level and lower-level) reflecting our main contributions. Details
related to each of the BMD phases will be given in Section 3.2.

3.2 BMD phases

As previously illustrated in Figure 1, BMD is based on two main phases: (1)
detection rules generation (upper-level problem) and (2) generation of artificial
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malicious patterns (lower-level problem). The first phase (Section 3.2) invokes a
detection model that uses an enriched collection of malicious patterns, i.e., the
malware patterns from the base of examples — these are stored in the database of
malicious API call sequences (MPDB) — and the artificially generated ones (the
output of the second phase) — these are stored in the artificial malicious patterns
database (AMDB) — to generate a set of detection rules (SDR). Throughout
this phase, malicious programs will be detected among the new apps by using
the generated detection rules. The evaluation of the generated detection rules
(upper-level) is based on the coverage of the base of examples (input) and also
the coverage of the artificial malicious patterns generated by the lower-level.
These two measures are used to be maximized by the population of detection
rules solutions. The second phase (Section 3.2) explains the required steps for the
generation of artificial malicious patterns, and is defined via two main steps: The
first step is responsible mainly for extracting the API call sequences with their
corresponding depths from the collection of normal and malicious applications —
i.e., from the database of benign sequences (DBB) and the database of malicious
sequences (DBM) — to transmit them afterwards to the next step. Through the
second step, the process of the patterns construction is subdivided into two main
sub-steps: First, the frequent API call sequences, referred to as frequent item sets
(also called patterns) — these are stored in the database of malicious patterns
(DBMFIV) and the database of benign patterns (DBBFIV) —, are extracted with
their corresponding depths using the apriori algorithm [2] which is one of the
most used algorithms for pattern mining. Among these, a selection is performed
to keep a set of the unique patterns, i.e., all the common patterns between the
benign and the malicious are removed. The output is stored in both databases:
the filtered malicious patterns database (MPDB) and the filtered benign patterns
database (BPDB). In the second sub-step (Section 3.2), a database of artificially
generated malware patterns (AMDB) is created using the set of the selected
patterns. This is achieved via the use of a GA aiming at diversifying the base
of malware examples with unseen artificial malicious patterns in order to escape
the detection rules in the upper-level.

The generation process of artificial malicious patterns is performed using a
GA that maximizes the distance between the generated malicious patterns and
the reference benign patterns (input, not-generated patterns), and minimizes the
distance between the generated malicious patterns and the reference malicious
ones. Also, the GA maximizes the number of the generated malicious patterns
that are not detected by the leader; i.e., by the detection rules.

Based on this bi-level BMD hierarchy, the upper-level is executed for a num-
ber of iterations, then the lower-level for another number of iterations. After
that, the best solution found in the lower-level will be used by the upper-level to
evaluate the associated solution, i.e., the detection rules, and then this process
is repeated several times until reaching a termination criterion (e.g., number
of iterations). Both levels are dependent. As presented, the evaluation of every
detection rule solution (upper-level) requires running a search algorithm to find
the best undetectable artificial malicious patterns by the upper-level solution.
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The ultimate output of our BMD approach is the best set of detection rules. An
example of such a rule is given as follows (also schematized in Figure 3): DRI:
IF (MF301 AND MF35 AND MF405) OR ((MF21 AND MF211) OR (MF301
AND MF311 AND MF78)) THEN App is malicious. In this sample rule (DR1)
which shows that an app App is considered as a malicious one, the antecedent
corresponds to a succession of patterns (i.e., MF301, MF35, etc.) with a set
of logical operators. The consequent of a detection rule determines its nature
(malicious/benign).

Detection rules generation phase In order to produce a set of effective detection
rules, and as shown in Figure 1 and Algorithm 1, the upper-level’s first step
consists of generating a set of detection rules (Algorithm 1, line 1) which will go
through an evaluation process (Algorithm 1, lines 2-3). This evaluation is based
on the coverage of the base of examples (input) and also the coverage of the ar-
tificial malicious patterns generated by the lower-level. These two measures are
used to be maximized by the population of detection rules solutions (Algorithm
1, lines 4-6). The output of this module is a set of final detection rules (RDB)
that will be used by the detection task which is responsible for labeling new apps
either as malicious or as benign. As the upper-level relies upon a GP process
and in order to evaluate a generated detection rule, an objective function is for-
mulated. This function helps maximizing the coverage of patterns from the base
of examples (input), i.e., MPDB, and to maximize the coverage of the generated
artificial patterns at the lower-level, i.e., AMDB. Thus, the objective function of
a detection rule (DR), at the upper-level, is defined as follows:

Precision(DR)+Recall(DR) + #damp
2 #amp ) (2)

Supper(DR) = Max( 5
where #damp refers to the number of detected artificial malicious patterns and
#amp refers to the number of artificial malicious patterns and

Zf:] DRi

Precision(DR) = .

(3)

P DR;
Recall(DR) = L DR

(4)
p is the number of detected malicious patterns after executing the solution, i.e.,
the detection rule, on the base of malicious patterns examples (MPDB), t is the
total number of malicious patterns within MPDB, and DR; is the i component
of a detection rule DR such that:

1 if the i detected malicious pattern exists in the
DR; = { malicious base of examples (5)
0 otherwise
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The evaluation of the upper-level detection rules depends on the lower-level
artificial malicious patterns . Thus, the fitness function of solutions at the upper-
level (detection rules) is calculated, at each iteration, after the execution of the
optimization algorithm in the lower-level. For each solution (detection rule) of
the upper-level an optimization algorithm, at the lower-level, is executed to gen-
erate the best set of artificial patterns that cannot be detected by the detection
rules at the upper-level. An objective function is formulated at the lower-level to
maximize the number of undetected artificial patterns that are generated (Equa-
tion 6 in Section 3.2). The technical description of the two BMD levels is given
in Algorithm 1 (upper-level) and in Algorithm 2 (lower-level).

Algorithm 1: Upper-level algorithm

Inputs: MPDB: set of malicious patterns, NDR: number of generated rules,
NAP: number of generated artificial patterns in AMDB, NU: number of
iterations in the upper-level, NL: number of iterations in the lower-level

Output: Set of detection rules RDB

1: SDRy < Initialization(NDR,MPDB) /*First generation of detection rules*/

2: For each DRy in SDRy do /*DR means detection rule*/

2.1:  SAPy < APGeneration(DRy,MPDB,NAP, NL) /*call lower-level*/

2.2: DRy + Evaluation(DRy,MPDB,SAR))

3: End For

4: 1+ 1

5: While (r < NU) do

5.1: O « Variation(SDR;_; )

5.2: For each DR; in Q; do /*Evaluate each rule based on upper fitness

function*/

5.2.1: DR; + UpperEvaluation(DR;,MPDB)

5.2.2: SAP, + APGeneration(DR,,MPDB,NAP,NL)
5.2.3: DR, + EvaluationUpdate(DR;,SAF;)

5.3: End For

54: U, « Q,U SDR,

5.5:  SDR;,; < EnvironmentalSelection(NDR,U;)
5.6:  t<t+1

6: End While

7: RDB < FittestSelection(SDR;)

When using bi-level optimization, it is necessary to define problem-specific
genetic operators to obtain the best performance. To adapt bi-level optimization
to our malware detection problem, the required steps are to create for both levels
(algorithms): (1) solution representation, (2) solution variation, and (3) solution
evaluation. We examine each of these in what follows.

Solution representation One key issue when applying a search-based technique
is to find a suitable mapping between the problem to be solved and the tech-
niques to be used when detecting malicious apps. A GP algorithm is used
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Algorithm 2: Lower-level algorithm

Inputs: MPDB: set of malicious patterns extracted from the base of examples,
BPDB: set of benign patterns extracted from the base of examples, SDR: set
of generated detection rules, G: number of generations, N: population size

Output: Set of generated malicious artificial patterns AMDB

1: SAPy + Initialization(BPDB,MPDB,N,G)

2: SAPy <+ Evaluation(SARy,BPDB,MPDB,SDR) /*Evaluation depends on

SDR*/

3+ 1

4: While (r < G) do

4.1:  Q; + Variation(SAP_1 )

4.2:  Q; + Evaluation(Q;,BPDB,MPDB,SDR)

43 U, « Q,USAP,

4.4:  SAP,;| + EnvironmentalSelection(N,U;)

4.5: t+t+1

5: AMDB < FittestSelection(SAF;)

6: End While

[17] for the upper-level optimization problem. In GP, a solution is composed
of terminals and functions. When applying GP to solve a specific problem,
terminals and functions should be carefully selected and designed. After
evaluating many parameters related to the malware detection problem, the
terminals and the functions are decided in order to meet the current prob-
lem’s requirements. In fact, the terminals correspond to different patterns
(frequent API call sequences). The functions that can be used between these
patterns are Intersection (AND) and Union (OR). More formally, each can-
didate solution in this problem is a detection rule that is represented by a
tree:

1. Each leaf-node (Terminal) belongs to the set of patterns.

2. Each internal-node (Functions) belongs to the connective set (logic op-

erators {AND, OR}).

An individual in the upper-level has the form of a GP tree as illustrated
in Figure 3. Each individual produces an if/then rule to determine the
maliciousness of an application which is being analyzed. An example of a
detection rule (DR1) was previously given in Section 3.2 for the GP tree
presented in Figure 3. For the crossover operation, new offspring if/then
rules are created for the new population by exchanging randomly chosen
parts of two selected parent GP trees. For example, the rightmost sub-tree
MF11 —AND — MF78 could be exchanged with another sub-tree selected in
another individual. For the mutation operator, one new offspring if/then
rule is generated for the new population by randomly mutating a randomly
chosen part of one selected GP tree. For example, the node AND could be
mutated to the OR operator.
As previously mentioned, for the lower-level optimization problem, a GA is
used to generate artificial patterns. The generated artificial patterns are com-
posed of API call sequences represented as item vectors. API call sequences
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Fig. 3: An example of a malware detection rule encoded as a GP tree.

are described with their identifiers (IDs) followed by their class labels in-
dicating their nature, i.e., either malicious or benign, then their different
calling depths and finally a set of binary values indicating if an APT call is
current or not in the API call sequence. To generate an initial population for
the GP, we start by defining the maximum tree’s length (maximum number
of APT call sequences per solution). The tree’s length is proportional to the
number of API call sequences to use for malware detection. A high tree’s
length does not necessarily mean that the results are more precise. These
parameters can be either randomly chosen or specified by the user.
Solution variation Specific variation operators have to be designed to combine
information from individuals (parents). More precisely, basic operators (i.e.,
crossover and mutation detailed in the following) should be adapted to our
solution representation.
In the upper-level, the GP mutation operator can be applied to a function
node or to a terminal node. It starts by randomly selecting a node in the tree.
Then, if the selected node is a terminal (pattern), it is replaced by another
terminal; if it is a function (AND-OR), it is replaced by a new function; and
if tree mutation is to be carried out, the node and its sub-tree are replaced
by a new randomly generated sub-tree.
As for the GP crossover operator, two parent individuals are selected, and
a sub-tree is picked on each selected parent. The crossover swaps the nodes
and their related sub-trees from one parent to the other. This operator must
ensure the respect of the depth limits. The crossover operator can be applied
with only parents having the same rule aim (malicious or benign pattern to
detect). Each child thus combines information from both parents. In any
given generation, a variant will be the parent in at most one crossover op-
eration.



18 Manel Jerbi et al.

Solution evaluation The encoding of an individual should be formalized as a
mathematical function called the “fitness function”. The fitness function
quantifies the quality of the proposed detection rules and the generated ar-
tificial malicious patterns. The goal is to define efficient and simple fitness
functions in order to reduce the computational cost. For our GP adapta-
tion (upper-level), we used the fitness function f,pper defined in Equation 2
to evaluate detection-rules solutions. For the GA adaptation (lower-level),
we used the fitness function fi,., defined in Equation 6 to evaluate the
generated artificial malicious patterns.

Generation of malicious patterns phase In the lower-level, an optimization al-
gorithm (Algorithm 2) is executed to generate the best set of artificial patterns
that cannot be detected by the detection rules at the upper-level. The second
population (lower-level) should seek to optimize the following two objectives:

1. Maximize the generality of the generated “artificial” patterns by maximiz-
ing the similarity with the reference malicious patterns examples, and by
minimizing their similarity with the benign patterns examples.

2. Maximize the number of uncovered artificial malicious patterns by the solu-
tions of the first population (detection rules).

These two objectives define the cost function that evaluates the quality of a
solution, an artificial malicious pattern (AP), and then guides the search. The
cost of a solution which is a set of generated malicious patterns (referred to
as SAP), is evaluated as the average costs of the included malicious patterns.
Formally, the fitness function to maximize is:

N
Jiower (AP) = Max(z + ZfQual (API)) (6)
i=1
where i € [1,n] ; n indicates the total number of artificially generated patterns,
and
7z =#gamp —#dagmp (7)

#gamp refers to the number of generated artificial malicious patterns and #dagmp
refers to the number of detected artificial generated malicious patterns.

The function fpuq(), defined in Equation 8, guarantees the diversity of the
generated malicious patterns.

_ Sim(MS,AF;) + Sim(BS,AP;) + Overlap(AF;)

fQual (AR) = 3 (8)

Based on foua(), the quality of a solution which refers to an artificially gen-
erated pattern (AP) is evaluated using the following three criteria:

1. Sim(MS,AP;) refers to the similarity between the generated pattern AP; and
the malicious patterns (MS). This measure of similarity needs to be maxi-
mized.
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MSjevsSim(AP, MS;
Sim(u5.Apy) = EMSimsSim(AR, MS;) (9)
M|

where j € [1,m]; m indicates the total number of malicious patterns.
2. Sim(BS,AP,) refers to the similarity between the generated pattern AP, and
the benign patterns (BS) which has to be the lowest.

BSicpsSim(AP;, BS,
Slm(BS,AP,) _ Z keBS ;”gr i k) (10)

where k € [1, p]; p indicates the total number of benign patterns.

3. Overlap(AP;) is measured as the average value of the individual Sim(AP;,AF;)
between the generated pattern AP; and all the other generated patterns AP
in the generated dataset AMDB. [ refers to the total number of the generated
artificial patterns.

YAP, i Sim(AP;,AP))
|AP|

Overlap(AP,) =1— (11)

To calculate the similarity Sim() between two patterns, we adapted the Needleman-
Wuunsch [28] alignment algorithm to our context. A detailed description of the
similarity function Sim() can be found in [19].

Let us recall that the lower-level’s aim is to generate a set of artificial ma-
licious patterns in order to maintain a fairly varied and renewed database of
malicious patterns that try to escape being detected by the detection rules of
the upper-level. To present this process, we start by giving a general overview
highlighting the process of artificially generating the malicious patterns. Then,
we detail the description of the pattern’s encoding schema using a GA.

General overview As shown in Algorithm 2, the process of artificially generating
malicious patterns using a GA goes through three main steps. In the first
step, (Algorithm 2, line 2), a set of malicious patterns is produced with com-
positional characteristics similar to those of the real patterns stored in the
filtered malicious patterns database (MPDB) that comprises the malicious
patterns. In the second step, each generated pattern is evaluated according
to a fitness function; (Algorithm 2, line 3); this is to keep only the best fit-
ting patterns (Algorithm 2, line 4). The third step described via its sub-steps
(Algorithm 2, lines 8-9) consists in replacing the initial set of patterns, i.e.,
the first generation of patterns from line 1, with those selected as best fitting
ones. The third step will be repeated until a stopping criterion is reached
(the number of generation is reached). Once the artificial set of malicious
patterns (SAMP) is generated, it will be stored in its related artificial set of
malicious patterns database (AMDB).

Pattern encoding using a GA Let us recall that a GA is a probabilistic search
algorithm that iteratively transforms a population of objects (a set of chro-
mosomes), each with an associated fitness value, into a new population of
offspring objects using operations such as crossover and mutation. Our used
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GA begins with a set of suitable solutions which are, in our case, the set
of selected malicious patterns namely MPDB. Each solution will be repre-
sented by a chromosome-like data structure. Solutions from one population
are selected and used to generate a new population. This is motivated by the
possibility that the new population will be better than the old one. Solutions
are selected according to their fitness to generate a new population; more
suitable they are more chances they have to reproduce. This is repeated
until a specific condition is satisfied, i.e., the fixed number of generations is
reached. To achieve the patterns generation task, three factors will have vital
impact on the effectiveness of the used GA; these are the following: (1) the
encoding of individuals, (2) the fitness function and (3) the GA parameters.
The first factor to consider is how to encode the potential solutions to our
problem in a form which can be processed by the GA. We consider that each
solution may be represented in the form of a chromosome. The different po-
sitions in a chromosome, referred to as genes, are changed randomly within
a range during the process of evolution. We will encode the solutions as iden-
tifier elements as {M1, M2, ..., MX} where X represents the total number
of extracted item vectors (API call sequences). In fact, each chromosome
is a sequence within which all the genes are encoded via fixed length item
vectors. Let us recall that, each item vector is assigned a specific ID followed
by its class label indicating its nature, i.e., either malicious or benign, then
its calling depth (length) and finally a set of binary values indicating if an
API call is current or not in the vector. A representation of a gene and a
chromosome is given in Figure 4.

Genel Gene2
IM1[1]25]ofof1]..|[[mia|1]25]1]0]1]..]
1 2 3 .. 1 2 3

Fig.4: A GA chromosome representation: A chromosome is a sequence of genes
each encoding an item vector corresponding to a particular behavior defined by
a sequence of API calls.

Please, note that this second phase, i.e., the generation of malicious and benign
patterns phase, was formerly proposed and detailed in [19].

3.3 Detection model process based on detection rules

Throughout this phase, our model will perform its classification task (upper-
level problem) where a new app, the executable, will be classified either as a
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malware or as a benign. This is achieved using the set of detection rules (SDR).
Formally, the first step aims to extract the patterns of the executable. Each
pattern will be labeled as benign or as malicious by comparing it to the patterns
of the MPDB and BPDB databases.Then, the obtained patterns are compared to
the antecedent of SDR. The comparison will allow the executable to be either
classified as a malware or as a benign app.

4 Experimental study

4.1 Research questions and benchmark datasets

Our proposed malware detection approach is evaluated by conducting a research
study. The study is conducted to quantitatively assess BMD’s performance when
applied in real-world settings. More precisely, a comparative study with a set of
well known state-of-the-art malware detection approaches is performed with the
aim to answer the following research questions (RQs):

— RQ1: To what extent can BMD detect malicious patterns?

— RQ2: How does BMD perform when compared to the state-of-the-art meth-
ods?

— RQ3: What are the benefits of using a bi-level approach?

— RQ4: How does BMD perform in terms of efficiency?

To answer RQ1, we evaluate the performance of BMD using precision, recall,
specificity, F1 _score, Area Under the Receiver Operating Characteristics (ROC)
Curve (AUC), and accuracy. To answer RQ2, we compare our obtained results
to those generated by recent prominent state-of-the-art methods. For RQ3, we
demonstrate the benefits of using an evolutive anti-malware system against un-
known generated attacks. To do so, we analyze the results based on the used
evaluation metrics by comparing them to the results obtained by other anti-
malware systems (state-of-the-art approaches and anti-viruses systems) by con-
fronting them to a set of unknown variants of malware. To answer RQ4, we
evaluate the execution time, using the CPU Time measure, required by our pro-
posed approach based on different parameter settings. In fact, there is a cost
in solving every lower-level optimization problem in each iteration. To demon-
strate the ability of our approach to detect malicious apps within a reasonable
time-frame, an evaluation of the execution time is required (discussed in Section
4.6). We show that our proposed BMD solution outperforms existing malware
detection approaches based on the previous research questions. The details of
the used methods for comparison are highlighted in Section 4.3.

To conduct our experiments, we gathered 3000 Android apps where 2 000 are
malicious obtained from the Android Malware Data set (AMD set) [46] and from
the DROIDCat dataset [32]. The rest of the 1000 apps are benign files gathered
from the DroidCat dataset [32] and also from various portable benign tools
such as Google play. The number of apps used within the experimental study
are explained in Section 4.2. Let us recall that the main goal is to artificially
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generate malicious patterns. This goal is of utmost importance as it can bring
a solution to a great problem that researchers in different fields have to deal
with and which is the problem of data availability. In fact, the use of this precise
number of apps is related to the accessible and available benchmarks within the
malware detection field. We try to deal with such shortcomings by producing
artificial malicious patterns that come to enrich the base of examples.

4.2 The choice of the number of malware and the benign apps

To explain the used number of apps in the conducted experiments within our
BMD method, we can refer to the AMD paper [19]. In fact, in AMD, to conduct
the experimental analysis, two tests were performed. For the first experiment, a
balanced dataset consisting of 800 malicious executables along with 800 benign
executables was created. In this setting, based on the API calls, a total of 4 605
distinct malicious item sets (API call sequences) and a total of 1 552 distinct be-
nign item sets were extracted. For the second experiment, an unbalanced dataset
was created and where all of the collected apps resulting in 2 000 malicious ex-
ecutables and 1000 benign executables were considered. For this test, a total of
29 483 201 distinct malicious item sets and a total of 11 302 447 distinct benign
item sets were extracted. The second experiment (unbalanced dataset) allowed
us to have better results based on the considered evaluation metrics. Based on
these results, we have built Experiment 1, which uses 2000 malicious patterns
and 1000 benign ones, in the current paper. In this version of our manuscript,
we have added another experiment (Experiment 2) to investigate the effect of
the use of different amounts of both benign and malicious examples on the de-
tection rates of BMD. This additional experiment uses 3000 benign apps and
6000 malicious applications gathered from different databases (TheZoo®, AMD
set and the DROIDCat datasets). These apps will serve to extract the frequent
API call sequences. The detailed obtained numbers are shown in Table 1:

Table 1: Number of patterns extracted for each experiment
Number of obtained distinct|Number of frequent item

Experiments [Number of apps item sets sets (API call sequences
(API calls) or patterns)
Experiment 1 2000 Malicious 29 483 201 27 534 880
1000 Benign 11 302 447 10 172 203
Experiment 2 6000 Malicious 74 582 915 67 124 623
3000 Benign 24 864 025 22 377 622

In order to assess the impact of increasing the number of apps on the detection
rates of BMD, the precision, recall, specificity, accuracy, F1 score (FS), false

5 https://github.com /ytisf/theZoo
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positive rate (FPR) and false negative rate (FNR) are calculated. The obtained
results are presented in Table 2:

Table 2: The different obtained measures for both Experiment 1 and Experiment
2 in terms of TP, FP, TN, FN, precision, F1 score and AUC.

Execution
Precision | Recall | Specificity | Accuracy| FS |FPR |FNR time
(hours)
Experiment 1| 98,06 | 98,34 98,33 98,18 (97,79|04.63|01,63 5.2
Experiment 2| 95,81 | 98,37 98.64 97,12 |97,08/04,09|01,62 12.4

We can deduce from Table 2 that increasing the number of patterns certainly
improved slightly the FPR and FNR rates but the accuracy dropped which can
be explained by the difference between the numbers of malicious and benign
apps used. Accuracy is better when having symmetric datasets which is not the
case of our method which needs more malicious apps in order for the GA to
produce malicious patterns. The recall and specificity values increased as the
number of examples increased, although this minor improvement came at a cost
in terms of execution time (7.2 additional hours). When using an important
number of patterns, the EAs in both levels needed more time to produce good
solutions (detection rules in the upper-level and artificial malicious patterns in
the lower-level). We can conclude that when increasing significantly the base of
examples it is clear that the detection rates improve but that is only interesting
when using advanced equipments (e.g., Graphics Processing Unit (GPU)). Also,
in order to fairly compare our work to other state-of-the-art methods in terms
of the used number of apps, we have conducted comparisons to four different
state-of-the-art methods which are Sen et al.’s method [38], Zhu et al.’s method
[50], D’Angelo et al.’s method [13], and Aslan et al.’s method [6].

The following table describes the used numbers of applications to build the
respective state-of-the-art-methods.
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Table 3: The numbers of applications used to build different state-of-the-art-

methods.

Method

Used dataset

Number of used apps

Sen et al, 2018

MalGenome (2011) Android
Malgenome Project

1,260 Android

malware samples

Zhu et al., 2018

Android official app store and
VirusShare. The total number
of samples gathered is 2,130:
1,065 benign samples and
1,065 malicious samples.

The used samples as the
training dataset to the Rotation
Forest algorithm are 600 benign
samples and 600 malware.

D’Angelo et al., 2021

TEKDEFENSE malware dataset,
2019 and Malware dataset for
security researchers, data
scientists, 2019 (Windows
malware dataset).

The whole dataset is split into
eight malware families and into

a training sample and a testing
sample.

The used numbers of malware
types for the training phase are
as follows:

Family Number of
samples
Adware 265
Backdoor 700
Downloader | 700
Dropper 624
Spyware 582
Trojan 700
Virus 700
Worms 700

The testing phase uses different
malware samples (from the
whole base of examples) where
the detection of each family is
performed separately.

Aslan et al., 2021

Malware samples (20 000)
were collected from various
sources:

Das Malwerk, MalwareBazaar,
Malware DB, Malware
Benchmark, Malshare,
Tekdefense, ViruSign,
VirusShare, KernelMode and
they are split into 14 malware
families. Benign samples (3000)
were collected from office
documents, games, system
tools, and other third party’s
software.

Authors used only 7000
malicious samples, split
between 14 malware families,
among the collected set of
malwares.

We can deduce from Table 3 that the number of used apps seem fair when
compared to different state-of-the-art methods and can be considered reliable to
make conclusions regarding the obtained results.
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4.3 Peer algorithms and parameters settings

To compare our results to other existing works, we choose four recently published
state-of-the-art approaches that are similar to our BMD approach. These are
the Zhu et al.’s approach [50], the AMD approach [19], the Sen et al.’s approach
[38] and Mystique [27]. In [50], authors proposed a method to detect Android
malware based on the combination of multiple types of static features like per-
missions request, monitoring system events, sensitive APIs and permission-rate.
Also, the authors make use of a machine learning algorithm which is Rotation
Forest (RF). The RF classifier is a method for generating classifier ensembles
based on feature extraction proposed by Rodriguez [35] in which each base classi-
fier on the entire dataset is trained. Because it preserves all of the main elements
and uses the whole training dataset for each individual classifier, RF is thought
to be robust. It also adopts Principal Component Analysis (PCA) [39] to handle
the feature subset randomly extracted for each base classifier in order to inten-
sify the diversity. Concerning the AMD approach [19], the Sen et al.’s approach
[38] and Mystique [27], they were explained in Section 2.2.

Parameter settings have a great impact on the performance of a search algo-
rithm. To ensure fairness of comparisons between evolutionary approaches, we
use the parameter settings specified in Table 4. In this way, all of the evolu-
tionary approaches perform 810000 function evaluations in each run. For our
experiments, we generated 476 000 malicious patterns with Eclipse® (about the
half of the number of the generated malicious patterns in our experiment) with
a total number of 4407 API calls (items). Both levels are run with a population
of 30 individuals and 30 generations. The algorithm will perform 810000 fitness
evaluations for each level. In both levels, we used the trial and error method to
set the population size and the number of generations. This means that we have
made several experiments using different values for these parameters. Following
these experiments, we concluded that when using a population size of 30 for
both levels, the fitness functions become stabilized around the 50 generation.
For these reasons, the algorithms did not suffer from premature convergence;
thereby the comparison is fair not only from the stopping criterion viewpoint
but also from the parameter setting one. For the variation operators, we used a
crossover rate of 0.9 and a mutation rate of 0.5 for both algorithms.

4.4 Performance analysis

In this section, we discuss the results obtained using our BMD approach and
thereby we respond to RQ1 and RQ2 highlighted in Section 4.1.

Cross validation and overall view of the results To estimate how accurately
our predictive model will perform in practice, 10-fold cross-validation was used
to evaluate the approach, we consider all of the collected apps resulting in
2000 malicious executables and 1000 benign executables. For this test, a total

6 https://www.eclipse.org/
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Table 4: EAs’ parameters used by each approach.

Approach Parameters

Population Generation|Crossover|Mutation| Number
size size rate rate |of evaluations

BMD Upper- level 30 30 0.9 0.5 810000
Lower-level 30 30 0.9 0.5 810000
AMD 180 4500 0.9 0.5 810000
Sen ot al. Malware generation [500| 1000 0.1 0.9 500 000
Anti-malware generation|310| 1000 0.1 0.9 310000

of 29483201 (27534880 patterns) distinct malicious item sets and a total of
11302447 (10172203 patterns) distinct benign item sets were extracted. The
conducted test is summarized in Table 5. The goal of using cross-validation is to
test our model’s ability to predict new apps and to give an insight on how the
model will generalize to an independent dataset.

Table 5: Ten-fold cross validation results.

Classifier| TP | FP | TN | FN |Recall|Specificity | Accuracy | Precision| FS |AUC

BMD [98.12]01.88]98.18|01.62| 98.34 98.33 98.18 98.06 |97.79|86.80
LR |90.21]|09.79(85.23|14.77| 85.93 89.70 91.90 90.21 |88.02|86.21
LDA |78.92|21.08]96.75|03.25| 96.04 82.11 97.84 78.92 [86.64|81.12
RF 95.23104.77|98.29|01.71| 98.24 95.37 96.76 95.23 ]96.71|87.30
J48  198.65]01.35(97.03(02.97| 98.16 93.17 95.53 92.80 ]95.40(82.39
NB [92.30|07.70]28.41|71.59| 56.32 78.65 60.36 92.30 |69.95(59.23
k-NN |86.25|13.75|91.98|08.02| 91.49 87.00 89.12 86.25 |88.79(83.69

LR: Logistic Regression; LDA: Linear Discriminant Analysis; RF: Random Forest;
J48: Decision Tree; NB: Naive Bayes;k-NN: k-Nearest Neighbours; FS: F1_score.

Our BMD approach is compared to six different classifiers namely: Logistic
Regression (LR), Linear Discriminant Analysis (LDA), Random Forest (RF),
Decision Tree (J48), Naive Bayes (NB) and k-Nearest Neighbours (k-NN), as
presented in Table 5 which also shows the true positives (TP), false positives
(FP), true negatives (TN), false negatives (FN), recall, specificity, accuracy, pre-
cision, F1 score and the Area Under the Receiver Operating Characteristics
(ROC) Curve (AUC) of the obtained dataset.

Based on the obtained results, and in terms of accuracy, it can be observed
that BMD outperformed all of the six classifiers (accuracy = 98.18%). Also,
we can state that the four classifiers (RF, J48, k-NN and LDA) have higher
accuracy rate while the other two classifiers (LR and NB) have a very close
accuracy. Figure 5 shows the box plot output of the classifier’s accuracy collected
during 10-fold cross validation. It is observed that RF and J48 have the highest
specificity values whereas NB and LR have the lowest specificity values. Among
the classifiers, with the same configuration, RF consumed the highest training
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time, 8.25 seconds, and J48 has taken the lowest training time, 0.83 seconds. It
is also observed that the training time is less for LR and NB than k-NN, for
example, both LR and NB have taken 0.02 seconds less time than k-NN.

False negatives and false positives analysis In this section, we will analyze BMD’s
performance with a particular focus on false positives and false negatives. False
negatives, also known as type 2 errors, may be a significant problem. However,
the majority of researchers are more likely inclined to accept an increase in false
positives, or type 1 errors, since they are judged as a less significant problem
than the false negatives. In our analysis of the results, we aim at keeping both
the false positive and the false negative rates as low as possible. In the conducted
experiment, and by analyzing 27 534 880 malicious patterns and 10172203 be-
nign patterns, the highest values of FP and FN registered among the classifiers,
as shown in Table 5, were obtained by the k-NN and NB classifiers respectively
with FP = 13.75% and FN = 71.59%. BMD got the best values with FP =
01.88% and FN = 01.62%. In the aim of reducing the number of FPs and FNs,
we can increase our base of examples with more benign and malicious patterns.
But, we should keep in mind that making the detection model over-fitting may
cause the degradation of the detection performance.

Precision interpretation Precision is a good measure to determine specially when
the amount of false positives is high. For instance, in our detection model, a false
positive means that a pattern that is benign (actual negative) has been identified
as malicious. Consequently, the detection model might refuse important apps
if the precision is not high. From Table 5, we can see that the best reached
precision value is 98.06% for BMD and RF classifier ranked second with 95.23%.
At this level, we can tell that our BMD approach is able to classify new instances
with a high precision. In fact, these results can be explained by the inclusion of
the generated malicious patterns in our detection process which is benefiting in
keeping the base of examples fairly varied.

Accuracy, recall and specificity interpretation Having a high accuracy does not
necessarily mean that our model is the best. Therefore, we have to look at other
metrics (i.e., precision and recall) to evaluate the performance of our model. For
instance from Table 5, among the six classifiers LDA registered the highest value
of 97.84%. BMD got the best accuracy value of 98.18% for BMD which means
that our model is approximately 100% accurate which is explained by the large
number of correctly predicted observations. These good results demonstrate the
impact of our BMD detection model which is not dependent on a static base of
examples but rather, the base of examples is quite varied thanks to the artificially
generated patterns using the genetic algorithm.

In our BMD detection model, the recall metric calculates how many of the ac-
tual positives our model captures through labeling it as positive (true positive).
For instance, in our malware detection model, the consequence of a fraudulent
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behavior (actual positive) that is predicted as non-fraudulent (predicted nega-
tive) can be noxious to the operating system and to the user. In our case a value
of 98.34% as recall for BMD can be positively interpreted. In fact, this satisfying
value can be explained by the high number of true positives accurately detected
(98.12%).

Based on the fact that the sensitivity (recall) quantifies the avoiding of false
negatives, the specificity does the same for false positives. In our case, we can
consider that the reached value of 98.33% of specificity obtained by BMD is
indeed a promising result. In fact, the high number of true negatives accurately
detected explains the obtained results. The obtained varied base of examples
guarantees a better detection of malicious patterns.

F1_ score and AUC interpretation When measuring how well our detection ap-
proach is doing, it is useful to have the F1 score to describe its performance.
In our obtained results, in Table 5 we can see that BMD reached 97.79% of
F1 score and this could be explained by the high values of precision and recall
achieved by our detection model. In fact, we also registered 98.06% of precision
and 98.34% of recall.

The area, for its part, measures discrimination, that is, the ability of the pat-
tern to correctly classify positive and negative instances. The best AUC value
is obtained with our BMD approach. In fact, AUC equals 86.80% which means
that BMD could be considered efficient in separating malicious and benign in-
stances. We can affirm that when we assure a continuous variability to our base
of examples by injecting the generated malicious patterns, we guarantee a better
detection of malware.

Graphical analysis of the ROC curve In order to perform a graphical based
evaluation of our conducted approach, we use the ROC curve analysis. We rep-
resent the obtained results by the mean of two graphics/curves where one curve
is drawn in terms of accuracy vs false positive rates and the other is in terms of
true positive rate vs false positive rates. Figure 5 represents the obtained ROC
curves. To choose the most appropriate cut-offs for our experiment we need the
ROC curves. The best cut-off has a highest accuracy of 98.18%, the highest
true positive rate of 98.37%, and the lowest false positive rate of 01.87%. All
obtained ROC curves follow closely the left-hand border and also the top border
of the ROC space which shows that the obtained results are accurate. Despite
the good shapes obtained by plotting the ROC curves, this cannot be sufficient
to give a real interpretation of the reached results. That is why, we previously
calculated and discussed the AUC value which serves as a quantitative summary
to evaluate the strength of the BMD retained patterns in classifying positive
and negative instances.
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Fig.5: BMD’s obtained ROC curves with different classifiers.

4.5 Evaluation of the contribution of the BMD approach and comparison with
state-of-the-art approaches

As an answer to RQ3 highlighted in Section 4.1, and in order to perform com-
parisons, it is very interesting to show that our proposed approach outperforms
existing malware detection approaches. Also, a comparison with existing state-
of-the-art approaches namely Zhu et al. [50], Sen et al.[38] and AMD [19] is
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shown in Table 7. This comparison is helpful to evaluate the benefits of the use
of our bi-level approach in the context of malware detection. We perform an
evaluation in terms of accuracy, recall, precision and false positive rate against
the new variants of malware and 0-day attacks in the Drebin dataset [5] and a
more recent set of malicious apps which is Android Adware and General Malware
dataset (AAGM) [24]. The Drebin dataset contains 123453 benign applications
and 5560 malware samples whereas AAGM dataset contains 1900 apps. Since
these samples are not used in the generation of artificial malware process, they
are considered as unknown malwares by the developed system. Further compar-
isons are made against a set of different antivirus engines also using the same
dataset. We used VirusTotal”, which is a subsidiary of Google and which is a
free online service that analyzes files and URLs by different antivirus engines
and website scanners. The results demonstrate that the BMD approach effec-
tively detected new variants of known attacks. The performance of the developed
system in the Drebin dataset and AAGM dataset can be seen in Table 6.

Table 6: Accuracy results of BMD, AMD, Zhu et al., Sen et al.’s approaches and
top ten commercial engines by Virus-Total on Drebin dataset [5] and AAGM
dataset [24].

Accuracy (%)

Anti-malware  |Reference Drebin |[AAGM

dataset|dataset
BMD Our current approach 96.76 |97.05
Sen et al. [38] 95.15 |96.46
AMD [19] 92.28 [94.15
Zhu et al. [50] 88.26 [89.01
ESET NOD32 |https://www.eset.com 66.68 [69.26
AegisLab www.aegislab.com 66.23 [69.13
NANO antivirus|http://www.nanoav.ru 66.23 [69.09
VIPRE https://www.vipre.com 62.53 [64.99
McAfee https://www.mcafee.com 56.21 |58.58
Ikarus https://www.ikarussecurity.com 55.65 [57.99
AVG https://www.avg.com 55.56 [57.00
CAT QuickHeal |www.quickheal.com 54.23 154.13
AVware http://www.avware.com.br/comprar.php|45.56 |45.21
Cyren https://www.cyren.com 45.23 144.89

The improvements made by our BMD approach reported in Table 7 show
the importance of setting up a detection system that will be as independent as
possible from the base of examples while at the same time taking into account the
rapid evolution of malware. Furthermore, the more independent from the base of
examples our detection model is, the more we ensure that the detection system
will be effective in detecting different variants of malware. These results show

7 https://www.virustotal.com
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that our BMD approach outperforms the state-of-the-art methods by offering a
powerful malware detection system based on the use of our bi-level approach.

Table 7: Our BMD approach’s achieved results compared to Zhu et al., Sen et
al. and AMD approaches on Drebin dataset [5] and AAGM dataset [24].

Measure [Zhu et al.’s approach[Sen et al.’s approach[AMD[BMD
Drebin dataset

Accuracy (%) 88.26 95.15 92.28 (96.76

Recall (%) 88.40 87.91 90.42(98.24

Precision(%) 88.16 94.58 94.30|95.23

False positive rate (%)|NR NR 05.69 |04.63
AAGM dataset

Accuracy (%) NR 96.46 94.15(97.05

Recall (%) NR 88.81 90.42 (98.79

Precision(%) NR 95.86 96.37 (97.83

False positive rate (%)|NR NR 03.60(02.20

NR: Not reported

4.6 Execution time evaluation

To answer RQ4, it is important to evaluate the execution time (CPU time) of our
BMD approach. To do so, we compared BMD to the three EA-based approaches
namely AMD [19], Sen et al. [38] and Mystique [27]. It is expected that BMD
requires higher execution time than the other approaches, since BMD has two
EAs to be executed in an embedded way to optimize both the upper and lower
levels.

All conducted experiments are run on an Intel® Xeon® Processor CPU Eb5-
2620 v3, 16 GB RAM. To further evaluate the scalability of the performance of
bi-level evolutionary algorithms for systems of increasing size, we executed our
bi-level tool on Eclipse that contains more than 3.5 MLOCs, without assessing
the precision and recall scores.

In fact, as reported from Table 8, the average execution time for BMD is 5.2
hours. Concerning AMD and Sen et al. each one of them took respectively 1.56
hours and 2.2 hours. This can be explained by the fact that in AMD, there is
only one EA that evolves artificial malware. Furthermore,in Sen et al., the EAs
are independent and executed in a sequential way.

Despite the fact that BMD took higher execution time than AMD and Sen et
al.’s approaches, the execution time for BMD seems reasonable because the two
EAs within BMD are embedded. Also, the whole process is executed only once
in order to generate the rules that will be used to detect the malicious patterns.
A new execution of the bi-level algorithm is recommended when major updates
are performed on the base of examples used by the upper-level. In addition, this
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Table 8: Comparison of BMD with different EA-based state-of-the-art methods.

Method Used datasets Used features Architecture Execution |Detection rate (Drebin| Number of
for training time dataset) evaluations**

AMD [19] AMD set [46] and|4407 API calls used to generate |A single GA 1.56 hours |92.28 800 000
DROIDCat [32]: |API call sequences
3000 apps

Sen et al. [38]|MalGenome: 100 APT calls/ 40 permissions |Two independent GPs (run in | 2.2 hours |95.15 772 000
1,260 apps parallel)

Mystique [27] |[MalGenome: 266 attack features (triggers / |A single GA Not reported| The used commercial |Not reported
1,260 apps permissions/etc) and 14 evasion|The system generates malware engines succeed to

features (storing data methods/
transmission data methods/etc)

with specific features covering
only 4 attack features and

2 evasion features. N.B.: The
model only generates specific
malware. There is no specific
detection module developed
by the authors.

have less than 30%

of detection rate when
confronted to the
generated malware.

BMD

AMD set [46] and
DROIDCat [32]:
3000 apps

4407 API calls used to generate
API call sequences

Bi-level architecture (with
interaction between a GA
and a GP)

5.2 hours

96.76

742 000

** The required number of evaluations (with F1_Score = 0.8) to generate acceptable solutions (with good detection rates)



Android Malware Detection as a Bi-level Problem 33

relatively high run-time is not an issue because we are not in a real-time setting.
In fact, the algorithms could run in a continuous way. Once we need new detec-
tion rules to enrich the base of examples, we select the best rules from BMD in
a delayed-mode. Figure 6 shows the number of evaluations needed to generate
efficient detection rules. We used the F1 score metric to evaluate the quality
of the best solution at each iteration for our BMD approach. We considered
an F1 score value higher than 0.8 as an indicator of an acceptable detection
rules solution based on our corpus. We selected a threshold value of 0.8, since
it represents a good balance between precision and recall that can lead to ac-
ceptable detection solutions. In fact, after around 740000 evaluations, BMD
generated detection rules that have 0.8 as the F1 _score value. Although BMD
needs important execution time, it is clear that the good solutions provided by
a single-level approach can be reached quickly by our bi-level adaptation as de-
scribed in Figure 6. Therefore, we can conclude that the lower-level helped the
upper-level to quickly generate good efficient detection rules. We can conclude
that an execution time of 5.2 hours is acceptable and reasonable, since the de-
velopers will not use our tool in their daily activities, they just need to execute
it once to extract the rules.
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Fig.6: The required number of evaluations to reach suitable results by the dif-
ferent algorithms (BMD, AMD and Sen et al.) (F1_score = 0.8).

5 Conclusion and future work

In this paper, we have proposed BMD as a new approach for Android mal-
ware detection. BMD is based on an efficient rules generation process which is
framed as a bi-level optimization process; where the upper-level maximizes the
accuracy of designed detection rules, while the lower-level builds a set of artifi-
cial malicious patterns that are not and/or less detectable for every upper-level
rule. Such a competition between both levels makes the detection rules not only
less dependent on the training database content but also more able to detect
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new predictable malicious behaviours. BMD has shown its outperformance over
many state-of-the-art methods with an accuracy rate that exceeds 97%. This
could be mainly explained by the competitive interaction between both levels,
which corresponds to the main originality of our work.

Following the study of the threats to validity, several interesting perspectives
could be investigated. The internal validity is related to the parameters tuning
of the different compared optimization algorithms. Although this tuning is still
so far an interesting research direction, there is no consensus among researchers
on how to define the parameters’ values. For this reason, most practitioners use
the trial-and-error method. An interesting future direction could be the design
of an adaptive parameter tuning strategy that aims at approximating the best
parameters’ values for a particular algorithm. The construct threat corresponds
to the choice of the peer algorithms. To date, there is no bi-level optimization
works in the malware detection field. This obliged us to compare our BMD
method to three single-level evolutionary methods [38] [19] [27], one random-
forest-based method [50], and several antivirus software tools given in Table 6.
We believe that our current work would encourage researchers to adopt bi-level
optimization in the design of malware detection methods as done in many other
domains such as software engineering [36] and Web service computing [33]. The
construct validity refers to the generalization of our results. In this work, we
focused on Android malware programs. The consideration of other operating
systems could be a very important direction to show the versatility of our BMD
approach. Another interesting perspective that we would like to explore consists
in the fact that generated malicious patterns are assigned the same level of
confidence as the real ones. We believe that structural and semantic analyses of
generated artificial patterns could be a motivating direction to assign an adaptive
confidence level to each artificial malicious pattern.
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