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Fake online reviews: a literature review, synthesis and directions for

future research

Abstract: Fake online reviews in e-commerce have substantially affected online consumers
and legal merchants and subsequently destroyed overall social welfare and market efficiency.
Despite the effort of researchers to examine fake online reviews, some important questions
remain unanswered. Moreover, existing studies only have partial understanding of fake online
reviews. For example, the majority of these studies merely focus on fake online reviews posted
by merchants and disregard individual consumers and review platforms that may also post fake
online reviews. The current study reviews the existing literature on fake online reviews and
proposes an antecedent—consequence—intervention (ACI) conceptual framework. The ACI
framework is used to develop an initial research agenda for fake online reviews with 13 open-
ended questions and 15 propositions. This study contributes to the overall understanding of the
existing research in this area and highlights the related challenges and promising research
directions. Lastly, we provide the theoretical and practical implications of the current research.
This study draws attention to fake online reviews in various aspects and assists practitioners in

understanding the antecedents and consequences of fake online reviews.

Keywords: clectronic commerce; fake review; online review; literature review; antecedents

and consequences

1. Introduction

Prior studies have proposed figures to describe the proportion of fake online reviews in e-
commerce from different domains, such as restaurant reviews on Yelp, hotel reviews on
TripAdvisor, and book reviews on Amazon. This proportion ranges from 16% (Luca et al. 2016),
20% (Schuckert et al. 2016), 25% (Roberts 2013; Munzel 2016), to 33.3% (Salehi-Esfahani et
al. 2018). As early as 2012, approximately 10.3% of online products were subjected to review
manipulation (Hu et al. 2012). Furthermore, fake online review prevalence continues to escalate
at present (Hunt 2015).

Some famous cases also demonstrate the seriousness of fake online reviews in e-commerce.

For instance, in 2012, the Advertising Standards Authority in the UK found TripAdvisor to be
1

© 2020. This manuscript version is made available under the CC-BY-NC-ND 4.0 license http://creativecommons.org/licenses/by-nc-nd/4.0/



involved in fake reviews as approximately 50 million online reviews in the site cannot be
verified as trusted (Travelmail Reporter 2012). In 2013, Samsung was ordered to pay a
$340,000 fine by the Taiwan Federal Trade Commission for posting negative fake reviews to
its competitor, HTC (Bates 2013). In 2015, Amazon sued 1,114 unidentified people for posting
deceptive reviews (Gani 2015). In 2018, Mafengwo.com, a famous tourism platform in China,
was involved in data fraud, such as duplicating online reviews from competitors, and the
platform subsequently admitted the fake review issue (Zhao 2018).

All sectors of society spend many efforts in detecting and punishing fake online reviews
to restrict their prevalence. Governments continually perfect legal systems and make great
efforts in supervising online sellers and platforms. In 2013, the Attorney General of the State
of New York spearheaded “Operation Clean Turf,” which is a year-long undercover
investigation that aims to identify and expose firms that create fake online reviews
(Schneiderman 2013). In 2018, China enacted the first E-commerce Law and stipulated that
merchants cannot conduct false or misleading commercial promotions to defraud or mislead
consumers with fictional transactions, fabricating online reviews, or any other means (CIRS
2018). Furthermore, many practitioners and scholars have continuously developed algorithms
to detect fake online reviews and assert that their algorithms have achieved a high percentage
of accuracy (Cardoso et al. 2018; Dewang et al. 2018). Yelp, one of the industry leaders in
review platforms, has also developed its own algorithms to detect fake online reviews and filter
them off (Luca et al. 2016).

However, the effect of reducing fake reviews is unclear when only external efforts are
taken. Developing computerized algorithms to identify fake reviews only place high emphasis
on treating the symptom from a methodological perspective, rather than thoroughly
understanding the root causes of fake online reviews. Many fake reviews still exist online
regardless of algorithms with high detection rates because smart promulgators frequently post
novel fake reviews endowed with new features that evade filter detection.

The phenomenon of fake online reviews has increased in complexity. Driven by various
ulterior motives, relevant interested parties, such as vendors, retailers, and platforms, may fall
into the trap of manipulating online reviews (Hu et al. 2011; Gossling et al. 2018; Lee et al.
2018). Online sellers may tend to release positive fake reviews of their own products or negative
fake reviews of competitors’ products for financial gains (Wang et al. 2018). Platforms may be
inclined to acquiesce to these manipulations and actively add fake reviews to increase traffic
and consumer engagement (Lee et al. 2018). Individuals may post fake online reviews for
various reasons, such as seeking opportunities (Salehi-Esfahani et al. 2018). However, most
studies only consider that fake online reviews are posted by online sellers with the aim of
maximizing their profits.

The understanding about fake online reviews is limited, and their antecedents and
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consequences need to be comprehensively explored. Despite existing studies, a number of
important questions about fake online reviews are still unanswered. To directly and deeply
comprehend this phenomenon, open-ended questions about fake online reviews are presented
and the related literature published in academic journals are reviewed and analyzed.

The value of this study lies in its comprehensive review of the articles in the subject area.
It exploits the antecedents and features studied by prior researchers and the influencing
mechanisms, detection algorithms, and other control measures. On the basis of these findings,
this study generates a roadmap and reference for both academics and researchers; and provide

directions for future research studies in fake online reviews.

2. Research design

To understand fake online reviews, we search and analyze journal articles related to fake online

reviews retrieved in the Science Citation Index (SCI) and Social Science Citation Index (SSCI),

which cover majority of high-quality academic journals (Ngai et al. 2002; Ngai et al. 2015).
As some similar terms of “fake review” are used in related journal articles, we search the
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related literature using descriptors “fake review,” “deceptive review,” “bogus review,” “spam
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review,” “spam opinion,” “review manipulation,” and “online review.” The search process
originally produced 822 journal articles written in English as of February 2019. The full text of
each article is strictly and independently verified by co-authors to ensure that all selected
articles are actually related to fake online reviews. To minimize any possibility of personal bias
affecting the selection of articles retrieved, each paper is classified in accordance with the
proposed conceptual framework. The classification process follows the three steps: classifying
articles selected by one co-author, verifying the classification with another co-author and double
checking with another independent co-author, and approving the categories assigned to the
article if the classification results are consistent or hold a discussion among researchers to reach
a consensus. As a result, 75 journal articles are identified as relevant for the next analysis.

The 75 selected journal articles, which are distributed across 59 journals, are first analyzed
by publication information. Most of these journals are in the fields of computer science and
information systems, including “/EEE Transactions on Information Forensics and Security,”
“IEEE Transactions on Knowledge and Data Engineering,” “Information Systems Research,”
and “Journal of Management Information Systems.” “Expert Systems with Applications” and
“Decision Support Systems” contain 12% (nine of 75) of the total number of articles. Moreover,
other leading journals in the fields of economics and management, marketing, and tourism pay
attention to fake online reviews, such as the “American Economic Review,” “Management

Science,” “Production and Operations Management,” “Journal of Marketing Research,”

“Marketing Science,” and “Tourism Management.”



The distribution of the 75 selected journal articles by publication year is shown in Figure
1. In 2006, an article published in “Management Science” (Dellarocas, 2006) proactively began
to pay attention to opinions manipulation. Since 2013, the related publications have
significantly increased. Moreover, in the last two years, many related papers have been

published.
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Figure 1 Distribution of articles by publication year

The next step is to thoroughly analyze the selected articles. The analysis is conducted in
accordance with the proposed conceptual framework and research issues. By answering the
open-ended questions, we offer propositions to help us understand fake online reviews. After
summarizing the findings and limitations of these studies, we discuss the challenges and

future research directions of the current study.

3. Conceptual Framework and Research Issues

We articulate an antecedent—consequence—intervention (ACI) conceptual framework.
Accordingly, we use this framework to develop an initial research agenda for fake online
reviews comprising 13 open-ended questions spanning antecedents, features, consequences,

and interventions.
3.1 ACI Conceptual Framework
In recent decades, some studies have advanced an input—process—outcome (IPO) framework or

implemented an adapted version of an IPO framework to study the antecedents and

consequences of team effectiveness (McGrath 1964), transactive memory systems (Ren et al.



2011), online brand community participation (Madupu et al. 2010), organizational citizenship
behavior (Chahal et al. 2010), and firms’ process innovation capability (Frishammar et al. 2012).
In the IPO framework, the inputs and outcomes describe the antecedents and consequences of
the studied objects, while various antecedents are combined to derive the process of the studied
objects (Mathieu et al. 2000; Mathieu et al. 2008).

An antecedent is the starting point of the development process of fake online reviews.
Thus, we need to understand the antecedents, including the definition of fake online reviews,
reasons for their emergence, and motivations for posting such reviews. In particular, we aim to
examine the “what, why, who, when, where, and how” of posting fake online reviews.

The emergence of fake online reviews has prompted many studies to start examining the
features of such reviews. Evidently, accurately realizing the features of fake online reviews will
enable us to substantially identify and avoid their hazards. We specifically aim to realize the
features, spreading features, and distributions of fake online reviews.

The influencing mechanisms of fake online reviews are crucial. First, the emergence of
fake online reviews undoubtedly affects the development of online product reviews. Second,
we should clearly realize how fake online reviews affect stakeholders. Third, the effects of fake
online reviews on the overall market and society is also important.

Similar as team effectiveness and transactive memory systems, the antecedents and
consequences of fake online reviews should be realized. Unlike these studied objects, fake
online reviews can be damaging, thereby underscoring the urgency of exploring intervention
measures for fake online reviews. The direct intervening measure should be detection methods.
However, merely proposing detection methods is insufficient to effectively reduce fake online
reviews. We also need to explore how stakeholders can respond to these types of online reviews.

Therefore, we extend the IPO framework to propose the ACI conceptual framework (see
Figure 2). Accordingly, understanding the ACI framework contents can help us understand fake
online reviews. From the existing literature review, we determine that further research is
necessary to understand a few aspects of fake online reviews. Hence, we offer 15 propositions

for future studies (see Figure 2).
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Figure 2 The ACI conceptual framework for understanding fake online reviews

3.2 Open-Ended Research Questions

We use the ACI framework to develop an initial research agenda for fake online reviews

comprising 13 open-ended research questions spanning antecedents, features, consequences,

and interventions of fake online reviews. These proposed research questions are presented in

the Table 1.

Table 1 Open-ended research questions

Domain

Open-ended Research Questions

Antecedents

RQI1.1: What are fake online reviews?

RQ1.2: Why do interested parties post fake online reviews?

RQ1.3: Who (which types of parties) have higher motivations to post fake online
reviews?

RQ1.4: When (under what conditions) and where are interested parties more
prone to post fake online reviews?

RQ1.5: How do the interested parties post fake online reviews?

Features

RQ2.1: What are the features of fake online reviews?
RQ2.2: What are the spreading features of fake online reviews?

RQ2.3: How are fake online reviews distributed?

Consequences

RQ3.1: How do fake online reviews affect the development of online product
reviews?

RQ3.2: What are the influencing mechanisms of fake online reviews on the
stakeholders, such as consumers, online sellers, and platforms?

RQ3.3: How do fake online reviews affect the overall market or society?

Interventions

RQ4.1: How about the existing methods in detecting fake online reviews?
RQ4.2: What can stakeholders, such as consumers, online sellers, and platforms,

do to effectively respond to fake online reviews?

4. Analyses and Propositions

This section follows the ACI conceptual framework. We conduct detailed analyses for the

identified articles to answer these open-ended research questions raised in the previous chapter
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from four aspects: antecedents, features, consequences, and interventions (Table 2).

Table 2. Classification of studies in terms of the open-ended research questions

Research Questions Studies N

Antecedents

RQ1.1 What Hu et al.(2011b); Hu et al.(2012); Anderson and Simester 6
(2014); Hunt (2015); Choi et al.(2017); Wang et al.(2018b).

RQ1.2 Why Dellarocas (2006); Anderson and Magruder (2012); Anderson 10
and Simester (2014); Filieri et al. (2015); Heydari et al.(2015);
Choi et al.(2017); Gossling et al. (2018); Lee et al. (2018);
Petrescu et al.(2018); Wang et al. (2018a).

RQ1.3 Who Hu et al.(2011a); Hu et al.(2011b); Anderson and Simester 9
(2014); Mayzlin et al.(2014); Luca and Zervas (2016); Choi et
al.(2017); Cardoso et al.(2018); Li et al.(2018); Zhuang et
al.(2018).

RQ1.4 When & Where Hu et al.(2011a); Luca and Zervas (2016) 2

RQ1.5 How Mayzlin et al.(2014); Li et al.(2018) 2

Features

RQ2.1 Difference Huang et al.(2012);Anderson and Simester (2014); Ong et al. 7
(2014);Banerjee and Chua (2017a); Banerjee and Chua
(2017b); Kleinberg et al.(2018); Petrescu et al.(2018).

RQ2.2 Spreading Ahmad and Sun (2018). 1

RQ2.3 Distribute Dellarocas (2006); Hu et al. (2011b); Mathews Hunt (2015); 8
Lappas et al.(2016); Luca and Zervas (2016); Munzel (2016);
Schuckert et al.(2016); Salehi-Esfahani and Ozturk (2018);

Consequences

RQ3.1 On “online review”  Zhao et al.(2013); Wan and Nakayama (2014); Luca and Zervas 6
(2016); Song et al.(2017); Zhang et al.(2017); Petrescu et
al.(2018).

RQ3.2 On “stakeholders” Dellarocas (2006); Hu et al. (2012); Zhao et al. (2013); 17
Anderson and Simester (2014); Filieri et al.(2015); Mathews
Hunt (2015); Lappas et al.(2016); Munzel (2016); Pranata and
Susilo (2016); Liu et al.(2017); Song et al.(2017); Zhang et
al.(2017); Ahmad and Sun (2018); DeAndrea et al. (2018); Feng
et al. (2018); Zhuang et al.(2018); Petrescu et al. (2018).

Q3.3 On “market/society”  Mathews Hunt (2015); Song et al.(2017); Zhang et al.(2017). 3

Interventions

RQ4.1 Detection methods ~ Hu et al. (2012); Wang et al. (2012); Fusilier et al. (2015); 41

Hammad and El-Halees (2015); Heydari et al. (2015); Rahman
et al. (2015); Ren et al. (2015); Zhu et al. (2015); Heydari et al.
(2016); Savage et al. (2015);Sun et al. (2016); Wang et al.
(2016); Zhang et al. (2016a); Zhang et al. (2016b); Cagnina and
Rosso (2017); Catal and Guldan (2017); Hool et al.
(2017);Hernandez-Castafieda and Calvo (2017); Liao et al.
(2017); Li et al. (2017); Ren and Ji (2017); Rout et al. (2017a);
Rout et al. (2017b); Shehnepoor et al. (2017); Viviani and Pasi
(2017); Xu and Zhang (2017); Akram et al. (2018); Dong et al.
(2018); Hazim et al. (2018); Kleinberg et al. (2018); Kumar et
al. (2018); Li et al. (2018); Liu and Pang (2018); Rajamohana
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and Umamaheswari (2018); Wang et al. (2018a); Wang et al.
(2018c¢); Yuan et al. (2018a); Yuan et al. (2018b); Zhang et al.
(2018b); Zhang et al. (2018a); Zhang et al. (2018c).

RQ4.2 Respond strategies ~ Hunt (2015); Lappas et al. (2016); Zhang et al.(2017); Ivanova 5
and Scholz (2017); Song et al. (2017).

4.1 Antecedents of Fake Online Reviews
4.1.1 What: Definition of fake online reviews (Q1.1)

Most studies in the extant literature just analyzed one type of fake online review and did not
comprehensively consider various aspects of such reviews. This research gap can be reflected
from the existing definitions of fake online reviews.

Huetal. (2011b) defined review fraud as an act occurring when online vendors, publishers,
or authors write “consumer” reviews by posing as real customers. Hu et al. (2012) defined
review manipulation as an act when vendors, publishers, writers, or any third-party monitor
online reviews and post non-authentic online reviews on behalf of customers to boost their
product sales. This definition tends to consider that only online sellers can post fake online
reviews and ignores the typical phenomenon that real consumers also perhaps post fake online
reviews. Subsequently, Hunt (2015) suggested that fake reviews are false, misleading, and
deceptive communications in a digital environment, which do not “reflect the genuinely held
opinion of the author.” Although this definition is more advanced than the prior definitions, it
does not consider that some incentivized online reviews reflect the genuinely held opinion of
the author. In addition, it continues to mislead consumers who cannot receive the incentive. We
then try to develop a definition of fake online reviews to consider various types on the basis of
these existing definitions.

Most existing definitions suggest that fake online reviews are merchants’ dominant
behavior. Merchants, such as vendors, publishers, and retailers, look for people to post fake
online reviews and offer compensation in return (Choi et al. 2017). Nonetheless, fake online
reviews are firms’ strategic (Wang et al. 2018) and individual behaviors. While individual
consumers perhaps receive incentives from merchants to affect product ratings, some
consumers who may have no financial incentive also do so (Anderson et al. 2014).

Through summarizing these literatures, therefore, we define fake online reviews as false,
bogus, and deceptive reviews, which are inconsistent with actual evaluations of products or
services themselves. The main feature by which we judge fake online reviews is whether they
mislead others. Fake online reviews can be posted by various kinds of people, including

individual consumers, online merchants, and review platforms.



4.1.2 Why: Reasons causing fake online reviews (Q1.2)

We intend to find the reasons behind the release of fake reviews by relevant interested parties.
The essential reason should be pecuniary motivation. The effect of online product reviews on
merchants’ profits is significant. Studies have confirmed that online product reviews directly
affect consumers’ purchase decisions (Heydari et al. 2015; Kostyra et al. 2016; Choi et al. 2017;
Watson et al. 2018) and product reputations (Filieri et al. 2015; Petrescu et al. 2018), and affects
the sales volumes and profits of merchants (Chevalier et al. 2006; Dellarocas 2006; Cai et al.
2009). For instance, some studies found that a 1% increase in hotel review ratings may increase
sales per room by approximately 2.6% in Paris and London (Ogiit et al. 2012; Gssling et al.
2018). An extra half-star rating causes restaurants to sell out 19 percentage points more
frequently (Anderson et al. 2012). While positive online product reviews yield considerable
financial gains, negative online product reviews cause monetary loss (Wang et al. 2018).

Competition is another reason causing the emergence of fake online reviews. Lee et al.
(2018) suggested that competition can lead to the manipulation of movie reviews. Online
product reviews can cause fierce competition and promote the formation of consumer decision-
making cultures (GOssling et al. 2018). For instance, the results from 20 semi-structured
interviews with accommodation managers reveal that managers fell into the prisoner’s dilemma
in manipulating online product reviews (Gossling et al. 2018). Anderson et al. (2014) pointed
out three reasons of individual consumers in posting fake online reviews: upset customers, self-
appointed brand managers, and social status. Therefore, we understand that merchants who
manipulate online product reviews are mainly driven by profits and competition, and that
individual consumers post fake online reviews because of the below three reasons: upset
customers, self-appointed brand managers, and social status.

Our summary of the existing literature enables us to qualitatively realize why merchants
and individual consumers post fake online reviews. However, a single study that focuses on
individual consumers is insufficient. Thus, we encourage that additional studies be conducted
to reveal the reasons why individual consumers post fake online reviews. Evidently, we still
have limited understanding of the reasons why review platforms, such as Mafengwo.com, post
fake online reviews. In contrast to ordinary businesses, in which profits are mainly dictated by
prices, demands, and costs of their products (Levin et al. 2008; Berger et al. 2013), such
platforms as Yelp, Amazon, TripAdvisor, and eBay, provide a space for merchants to sell their
goods and allow people to write public reviews. Their profits primarily come from two sources,
namely, commission revenues from the merchants selling products and advertising revenues
from the advertisements in the platform (Mayzlin et al. 2014). Thus, we consider that platforms
post fake online reviews because review manipulation increases commission and advertising
revenues. Although fake online reviews destroy the reputation of platforms, the additional
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profits provided by fake online reviews should be higher than the potential loss of the affected

reputation. Therefore, Proposition 1 (P1) is presented as follows:

P1: Fake online reviews attract traffic and consumer engagements in the platform and increase
commission and advertising revenues for the platform. At present, the additional profits

provided by fake online reviews are higher than the potential loss of the affected reputation.

Another gap in the literature is that the existing studies merely qualitatively analyze the
reasons and fail to quantify the motivations. Hence, quantifying the motivations of stakeholders
to post fake online reviews can facilitate the realization of the underlying reasons. To quantify
the motivations, we can focus on the effects of fake online reviews on the evolutional
development of such reviews and the number of consumers. Therefore, Proposition 2 (P2) is

presented as follows:

P2: Fake online reviews affect the evolutional development of online reviews and consumers’
purchase behaviors. The motivations of posting fake online reviews can be quantified by

comparing the dynamic differences of these indicators with and without fake online reviews.
4.1.3 Who: Promulgators of fake online reviews (Q1.3)

The behavior subject is also a key point of research. From firms’ perspective, those with small
owners and small management companies (Mayzlin et al. 2014), weak brands (Zhuang et al.
2018), low ratings (Li et al. 2018), and inferior quality (Hu et al. 2011) have high motivation to
post fake online reviews. Most studies consider that fake online reviews are mainly posted by
firms associated with inferiors. However, the famous case wherein Samsung posted negative
fake reviews on HTC (Cardoso et al. 2018) emphasizes that firms with strong brands, high
ratings, superior quality, and competitive advantages have a high probability of posting fake
online reviews when faced with fierce competition (Hu et al. 2011; Luca et al. 2016). From
consumer’s perspective, powerless individuals are more prone to write fake reviews than
powerful individuals (Choi et al. 2017).

The existing literature help us understand the promulgators of fake online reviews.
Merchants with weak brands, low ratings, inferior quality, or fierce competition have high
motivations to post fake online reviews, while individuals receiving incentives have a high
probability to post fake online reviews. Other superior merchants, individuals without financial
incentives, and online review platforms may also post fake online reviews.

The existing studies mainly focus on promulgators with high probabilities to post fake
online reviews but disregard other low-probability promulgators. In the future, we should

explore which types of review platforms post fake online reviews and the underlying
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psychological mechanism that cause individual consumers to post such online reviews.

Individuals without financial incentives may also post fake online reviews (Anderson et
al. 2014). However, the underlying mechanism remains unclear. Opportunism may be an
effective explanation for stating that individuals post fake online review without financial
incentive. Opportunistic consumers may attempt to gain monetary service recovery or pursue
other objectives by posting negative fake reviews (Salehi-Esfahani et al. 2018). Thus, we
present Proposition 3 (P3) for future research.

Mafengwo.com was reportedly involved in data fraud for duplicating online reviews of
competitors; this platform subsequently admitted the fake review issue (Zhao 2018). Evidently,
review platforms also post fake online reviews. However, no studies have yet to focus on review
platforms or the promulgators of fake online reviews. In P1, we propose that review platforms
may post fake online reviews when the additional profits provided by fake online reviews is
higher than the potential loss of the affected reputation. When the profits of review platforms
mainly rely on the commission revenues, these review platforms obtain additional profits from

fake online reviews. Therefore, Proposition 3 (P3) is presented as follows:

P3: Fake online reviews are also posted by opportunistic consumers and review platforms with

profits that mainly come from commission revenues.

Another research gap is that the existing literature exclusively focused on the promulgators
but disregarded the surrounding environment. When these promulgators are located in a specific
environment, they may have high motivations to post fake online reviews. For example, we can
further explore how the consumer structure affects the motivations of merchants for posting
fake online reviews. Similar with weak brands and low ratings, a small proportion of loyal
consumers may cause merchants to post fake online reviews. Therefore, Proposition 4 (P4) is

presented as follows:

P4: Fake online reviews are generally posted by merchants with only a few loyal consumers

and low initial assessments from consumers.
4.1.4 When and where: Time and place for posting fake online reviews (Q1.4)

The studies that answer Q1.4 are limited compared with the previously discussed aspects. The
extant studies have indicated that parties are less likely to manipulate reviews with the passage
of time (Hu et al. 2011). Positive fake reviews are considerably prevalent when a business
reputation is weak, whereas negative fake reviews are likely to occur when a business has an
independent competitor (Luca et al. 2016).Therefore, promulgators of fake online reviews are

likely to manipulate reviews when the time period is early, their business reputation is weak, or
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they have an independent competitor.

When and where relevant interested parties are considerably prone to post fake online
reviews should be further realized. For example, when the relevant interested parties receive
negative fake reviews from their opponents, firms often have high motivation to post fake
online reviews. When the interested parties can obtain additional profits, they have high
motivations to post fake online reviews. When the number of existing unscrupulous
promulgators is small, the promulgators of fake online reviews often obtain additional profits.

Therefore, Proposition 5 (P5) is provided as follows:

P5: The promulgators of fake online reviews are likely to manipulate reviews when the number
of existing unscrupulous promulgators is small or when they receive negative fake reviews from

their opponents.

Many review platforms are available and these platforms have different characteristics.
The number of fake online reviews varies among review platforms. However, our
understanding remains limited on why the number of fake online reviews varies among review
platforms. Although some review platforms have strict policies for punishing fake online
reviews, other platforms lack such measures. Therefore, Proposition 6 (P6) is presented as

follows:

P6: Unscrupulous promulgators tend to issue fake reviews in platforms with low sensitivity to

fake reviews and with inappropriate punishment intensity.
4.1.5 How: Ways for posting fake online reviews (Q1.5)

Firms typically post positive fake reviews of themselves or negative fake reviews of their
competitors to promote or diminish products or services, respectively. Firms adopt various
measures to achieve this goal, such as manipulation of the relationship with users (Li et al.
2018). To date, only exterior behaviors on how the fraudulent firms post fake online reviews
have been generally realized.

Fraudulent individuals may also post fake online reviews even without receiving monetary
incentives from merchants. With the aim of gaining monetary service recovery or pursuing
other objectives, opportunistic individuals may have a few active communication exchanges
with merchants. Fraudulent merchants may ask their employers or agents and outsource a
company to directly post fake online reviews and use incentives to induce consumers to
indirectly post fake online reviews.

In terms of posting fake online reviews, review platforms may adopt a variety of strategies

for different merchants. Platforms may duplicate the fake online reviews from other platforms

12



to attract consumers. When the merchants in the platforms can obtain additional profits and
provide substantial commission revenues, the platforms may acquiesce to their review

manipulation. Therefore, Proposition 7 (P7) is presented as follows:

P7: Opportunistic individuals may have a few active communication exchanges with merchants.
Fraudulent merchants may directly post fake online reviews and use incentives to induce
consumers to indirectly post fake online reviews. Platforms may duplicate the fake online

reviews from other platforms or acquiesce to some merchants’ review manipulation.
4.2 Features of Fake Online Reviews
4.2.1 Features of fake online reviews (Q2.1)

Fake and authentic online reviews have different features. We can distinguish authentic and
fake online reviews in terms of four constructs (comprehensibility, specificity, exaggeration,
and negligence) (Banerjee et al. 2017a; Banerjee et al. 2017b), seven characteristics (structure
and format, attributes of content, information orientation, number of words, lexical richness,
personal pronouns, and paralinguistic features) (Huang et al. 2012), and three aspects
(informativeness, subjectivity, and readability) (Ong et al. 2014). Compared with normal
reviews, manipulated reviews are not concerned with product prices and qualities (Petrescu et
al. 2018). Truthful reviews are more detailed and contain more contextual references (Kleinberg
et al. 2018) and expressive descriptions (Anderson et al. 2014).

Mining the features of fake online reviews and developing the detection algorithms for
fake online reviews are closely linked (Akram et al. 2018). Although we obtained a high degree
of information in this field, studies on the features and detection methods should be incessantly
developed.

The existing literature has provided us with a general understanding of the textual features
of fake online reviews, although we remain to have limited grasp of the image features of fake
online reviews. The development of technology has prompted promulgators to post textual
evaluations and provide product pictures or videos. Given that fraudulent promulgators often
rapidly post fake online reviews, they frequently disregard uploading the image information or

merely duplicate same images. Therefore, Proposition 8 (P8) is provided as follows:

P8: Fake online reviews provide minimal or low-quality image information. Images in the

normal online product reviews are more diverse and denser than those in fake online reviews.
4.2.2 Spreading features of fake online reviews (Q2.2)

To maximize the influence of fake online reviews, fraudulent promulgators tried to manipulate
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the spread of fake online reviews by adopting measures, such as manipulating the sorting rule
of online product reviews and giving “likes” or “helpfulness rating” to fake online reviews.
Given the existences of these behaviors affecting the spread of fake online reviews, selected
helpful online reviews may consist many fake online reviews (Ahmad et al. 2018).

Our understanding on the spread of fake online review is still limited. Although we know
fraudulent promulgators manipulate the spread of fake online reviews, the specific strategies
are unknown, and the understanding about the effects of manipulating the spread is limited.

Fake news and online reviews are fake online information. Existing studies have revealed
that fake news has three times more shares than verified stories because of elaborate features,
which purposely meet factors causing rapid transmission (Sommariva et al. 2018). Thus, we
are apprehensive that the spread of fake online reviews can be modeled as the spread of a viral
contagion. Some influencing factors may cause the extensive spread of fake online reviews,
including different technologies, the related business model, demographic factors, news
consumption habits, and features of e-commerce. Key opinion leaders (KOL) are important in
the social media transmission of fake news (Shin et al. 2018). We consider that fake online
reviews can gain visibility through influential KOLs. Therefore, Proposition 9 (P9) is presented

as follows:

P9: Fake online reviews spread more extensively than normal online product reviews. KOLs
are important in the spread of fake online reviews. The factors influencing the spread fake

online reviews include technologies and the features of consumers, merchants, and e-commerce.
4.2.3 Distribution of fake online reviews (Q2.3)

Among all online reviews, the fake ones occupy a substantial percentage (Luca et al. 2016;
Munzel 2016; Schuckert et al. 2016; Salehi-Esfahani et al. 2018) in e-commerce and their
proportion continues to increase (Hunt 2015). Thus, realizing the distribution of fake online
reviews is extremely beneficial. The gap between the total and specific ratings can facilitate the
determination of suspicious reviews (Munzel 2016; Schuckert et al. 2016). Compared with
normal online reviews, fake online reviews have more polarized distribution (Luca et al. 2016).
Existing studies have revealed that positive fake reviews are more common than negative fake
reviews (Lappas et al. 2016).

Although the general distribution of fake online reviews has been explored, we have yet
to be provided with any explanation for such a distribution. The perspective of analyzing the
relationship between the motivation values and specific percentages of fake online reviews will
enable us to understand the distribution of fake online reviews. Therefore, Proposition 10 (P10)

is provided as follows:
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P10: The motivation values of merchants posting fake reviews increase when the total
percentage of fake reviews decreases or the difference of percentage between fake positive

reviews and fake negative reviews increases.

We can further analyze the spatiotemporal distribution of fake online reviews. In different
periods or regions, the promulgators of fake online reviews possibly adopt different strategies
to post fake online reviews. Thus, the distribution of fake online reviews should be further
explored by combining temporal and spatial characteristics. Therefore, Proposition 11 (P11) is

presented as follows:

P11: The development stages of online reviews and a country’s culture affect the intensities of
fake online reviews, thereby leading to the spatiotemporal distribution of these fake online

reviews.
4.3 Consequences of Fake Online Reviews

The effects of fake online reviews on the development of online product reviews, stakeholders,
and the overall market and society have engendered serious concern. We depict the influencing

mechanisms of fake online reviews to answer Q3.1-Q3.3 (see Figure 3).
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4.3.1 Effects of fake online reviews on the development of online product reviews (Q3.1)

The existence of fake online reviews constantly increases the number of online product reviews
(Petrescu et al. 2018). The propensity for leaving fake online reviews is either positive or
negative, so such reviews are unlikely to be mediocre (Luca et al. 2016). Accordingly, as a
distorted form of online product reviews, fake online reviews aggravate the dispersion of online
product ratings (Luca et al. 2016).

If a specific company’s manipulation strategy is an increasing (decreasing) function of
true quality, then it will increase (decrease) information quality (Dellarocas 2006). Given that
the company’s manipulation strategy is usually a decreasing function of the product’s quality
(Hu et al. 2011), fake online reviews decrease informativeness, distort information quality
(Zhang et al. 2017), and impede the effective utilization of online product reviews (Song et al.
2017). Furthermore, fake online reviews damage the credibility of reviews (Zhao et al. 2013)
and affect review helpfulness (Wan et al. 2014).

Therefore, we summarize that fake online reviews increase the number of online reviews,
and aggravate the dispersion of online ratings. Moreover, fake online reviews usually decrease
information quality and damage review credibility, thus negatively affecting review helpfulness.
The influence mechanism of fake online reviews on the development of online product reviews

can also help understand the distribution of fake online reviews.

4.3.2 Effects of fake online reviews on stakeholders (Q3.2)

Fake online reviews significantly affect stakeholders, such as consumers, merchants, and
platforms. In terms of the effect on consumers, fake online reviews increase uncertainty (Zhao
et al. 2013; Hunt 2015; Liu et al. 2017) and mislead consumers (Song et al. 2017). However,
some people hold the opinion that fake online reviews cannot mislead consumers (Zhang et al.
2017). Furthermore, fake online reviews give rise to consumer distrust toward online product
reviews (Filieri et al. 2015; DeAndrea et al. 2018; Zhuang et al. 2018), leading to the
psychological discomfort of consumers (Pranata et al. 2016; Ahmad et al. 2018). While fake
online reviews directly increase consumers’ purchase intentions (Petrescu et al. 2018),
increased distrust and psychological discomfort weaken consumers’ purchase intentions
(Munzel 2016; Ahmad et al. 2018; Zhuang et al. 2018) and create negative word-of-mouth for
products (Filieri et al. 2015; Ahmad et al. 2018).

Consumers’ purchase intentions directly affect product sales/revenues (Zhuang et al. 2018).
Thus, fake online reviews also affect product sales/revenues. However, extant studies have not
researched a consensus as regards the effects of fake online reviews on product sales/revenues
(Dellarocas 2006; Liu et al. 2017). Different studies hold different opinions on the effects of

fake online reviews on product sales/revenues, including a positive relationship (Hu et al., 2012;
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Lappas et al., 2016), a negative relationship (Anderson et al. 2014), and an invented U-shaped
relationship (Zhuang et al. 2018). The effect of fake online reviews on product sales/revenues
is moderated by certain factors, including brand strength (Zhuang et al. 2018), property of the
targeted product, market self-exciting power (Liu et al. 2017), writing style (Hu et al. 2012),
and online visibility (Lappas et al. 2016). Fake online reviews can also increase merchants’
profits through attracting consumers in participating merchants’ virtual brand community (Feng
et al. 2018).

Therefore, we summarize that fake online reviews increase product uncertainty and give
rise to consumer distrust toward online product reviews, leading to the psychological
discomfort of consumers. Fake online reviews directly affect consumers’ purchase intentions,
and thus significantly affect product sales/revenues. However, we have not researched a
consensus as regards the effects of fake online reviews on product sales/revenues. The effect of
fake online reviews on product sales/revenues is moderated by certain factors, including brand
strength, property of the targeted product, market self-exciting power, writing style and online
visibility.

The Mafengwo.com case has revealed that review platforms have high motivation to post
fake online reviews (Zhao 2018). Given that review platforms post fake online reviews, we
believe that these reviews have significant effects on such platforms. However, we are unable
to find any studies that explore the effects of fake online reviews on review platforms.
Accordingly, studying the effects of fake online reviews will enable us to expand the research
boundary to review platforms in the future.

Fake online reviews give bad impressions to consumers, thereby damaging the reputation
of review platforms. Consumers would not like to use review platforms with many fake online
reviews. However, some review platforms continue to acquiesce to fake online reviews or
actively post fake online reviews. The reason is that fake online reviews may occasionally bring

profits to review platforms. Therefore, Proposition 12 (P12) is provided as follows:

P12: Fake online reviews damage the reputations of platforms and reduce the total number of
consumers in these platforms. If fake online reviews in various platforms increase merchants’
profits, then these platforms can obtain additional profits from fraudulent merchants. The final
effects of fake online reviews on a variety of platforms are moderated by consumers’ attitudes

toward fake online reviews.
4.3.3 Effects of fake online reviews on the overall market or society (Q3.3)

Fake online reviews affect the development of online product reviews and various stakeholders,
thereby resulting in a final effect on the overall market or society. In particular, fake online

reviews undermine market efficacy (Hunt 2015) and have a negative effect on social welfare
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(Song et al. 2017; Zhang et al. 2017). Therefore, fake online reviews undermine market efficacy
and social welfare.

Undoubtedly, fake news and online reviews are presented as detrimental to various aspects
of our lives. However, the emergence of fake news requires the media and journalists to reassert
their dominance and reaffirm the professional paradigm of news (Wasserman 2017). The past
news order can no longer adapt to the requirements of contemporary society. Fake news is
symptomatic of the collapse of the old news order and chaos of contemporary public
communication (Waisbord 2018). Moreover, fake news attests to the new chapter of news and
journalism by redefining the “truth” and creating the “empathic media,” thereby suggesting the
use of personally and emotionally targeted news produced by algo-journalism (Bakir et al.
2018). Moreover, fake news, bloggers, and columnists, comprise the fifth estate to watch over
mainstream journalism institution and relocate it to within its professional boundaries
(Berkowitz et al. 2016; Wasserman 2017).

Similarly, we consider that fake online reviews may provide an opportunity for e-
commerce because the emergence of such reviews requires e-commerce to considerably focus
on the healthy e-commerce environment and development of online product reviews. In the
early stage, the emergence of fake online reviews may drive the development of e-commerce
because fake online reviews considerably increase e-commerce traffic and attract users.

Therefore, Proposition 13 (P13) is provided as follows:

P13: Fake online reviews provide an opportunity for the development of e-commerce and are

beneficial in some specific environments.
4.4 Interventions of Fake Online Reviews
4.4.1 Summary of detection methods for fake online reviews (Q4.1)

The majority of related studies focus on the detection of fake online reviews. These detection
methods aim at three targets: review spam, spammer, and spammer group (Zhang et al. 2018).
A spammer is a person who writes fake reviews, whereas a spammer group is organized by
several spammers to collaboratively take full control of sentiment of a product or service
(Dewang et al. 2018; Wang et al. 2018). We classify related studies in terms of the three

detection targets in Table 3.
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Table 3. Related studies about detection of fake online reviews

Percentage

Targets Authors and Date of Articles Number (%)
0

Huetal. (2012), Fusilier et al. (2015), Hammad and El-Halees
(2015), Heydari et al. (2015), Rahman et al. (2015), Ren et al.
(2015), Zhu et al. (2015), Heydari et al. (2016), Sun et al.
(2016), Zhang et al. (2016a), Zhang et al. (2016b), Cagnina
and Rosso (2017), Catal and Guldan (2017), Hernandez-
Review Castafieda and Calvo (2017), Li et al. (2017), Ren and Ji
Spam  (2017), Rout et al. (2017a), Rout et al. (2017b), Shehnepoor
et al. (2017), Viviani and Pasi (2017), Akram et al. (2018);
Dong et al. (2018), Hazim et al. (2018), Kleinberg et al.
(2018), Kumar et al. (2018), Rajamohana and Umamaheswari
(2018), Yuan et al. (2018a), Yuan et al. (2018b), Zhang et al.
(2018D).
Wang et al. (2012), Savage et al. (2015), Hool et al. (2017),
Liao et al. (2017), Liu and Pang (2018)
Wang et al. (2016), Xu and Zhang (2017), Li et al. (2018),
Wang et al. (2018a), Wang et al. (2018c¢), Zhang et al. (2018a), 7 17.07
Zhang et al. (2018b)

Total 41 100

29 70.73

Spammer 5 12.20

Spammer
Group

As shown in Table 3, most of the extant studies (70%) have proposed several feature
selection methods and detection algorithms for distinguishing authentic and fake online reviews
(Hu et al. 2012; Hammad et al. 2015; Hernandez Fusilier et al. 2015; Heydari et al. 2015;
Rahman et al. 2015; Ren et al. 2015; Zhu et al. 2015; Heydari et al. 2016; Sun et al. 2016; Zhang
et al. 2016; Zhang et al. 2016; Cagnina et al. 2017; Catal et al. 2017; Hernandez-Castafieda et
al. 2017; Li et al. 2017; Ren et al. 2017; Rout et al. 2017; Rout et al. 2017; Shehnepoor et al.
2017; Viviani et al. 2017; Akram et al. 2018; Dong et al. 2018; Hazim et al. 2018; Kleinberg et
al. 2018; Kumar et al. 2018; Rajamohana et al. 2018; Yuan et al. 2018; Yuan et al. 2018; Zhang
et al. 2018).

In recent years, scholars have begun to pay attention on detecting spammer groups (\Wang
et al. 2016; Xu et al. 2017; Li et al. 2018; Wang et al. 2018; Wang et al. 2018; Zhang et al.
2018; Zhang et al. 2018). In additional to the 41 articles in Table 2, another two reviewed
articles focus on detecting fake online reviews and summarizing these detection methods
(Cardoso et al. 2018; Dewang et al. 2018).

The detection methods usually aim at three targets: review spam, spammer, and spammer
group. Even though these methods have high accurate rates in detecting fake online reviews,

their effects on reducing fake online reviews are not significant.

4.4.2 Response strategies of stakeholders of fake online reviews (Q4.2)

Aside from directly detecting fake online reviews, all sectors of society expend efforts to

intervene in fake online reviews. Governments continually improve laws and make great efforts

in supervising online sellers and platforms (Schneiderman 2013; Hunt 2015; CIRS 2018).
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However, the effect of these efforts on reducing fake reviews is unclear when only external
efforts are taken. Compared with consumers, merchants, and review platforms, governments
have an irrelevant role with regard to fake online reviews. We need to focus on exploring the
response strategies of stakeholders of fake online reviews, such as consumers, merchants, and
review platforms.

To some extent, the effects of fake online reviews are decided by how a platform operates.
With the aim of significantly reducing the effects of fake online reviews, review platforms can
invest more to detect fake online reviews (Zhang et al. 2017). Moreover, review platforms can
develop novel methods to display online reviews and reduce the visibility of fake online reviews
(lvanovaetal. 2017; Song et al. 2017). They can also develop novel methods for the aggregation
of online ratings to restrain the spread of fake online reviews and reduce the harmful effects of
rating manipulation (lvanova et al. 2017; Song et al. 2017).

To confront fake online reviews, attacked merchants can develop their own abilities and
enhance new features (Lappas et al. 2016). Furthermore, consumers need to strengthen their
awareness about responding to fake online reviews (Hunt 2015).

In summary, various stakeholders should proactively develop their abilities and respond
to fake online reviews. Consumers should strengthen their awareness and improve their abilities
to respond to fake online reviews. Normal merchants should enhance new features and improve
abilities to escape the attack of fake online reviews. Review platforms should also invest
substantially to detect fake online reviews and develop novel methods to aggregate online
reviews.

In the future, we can continuously enhance consumers’ ability to identify fake online
reviews and suggest timely and effective response of consumers to fake online reviews. If
consumers do not rely on existing online products when posting online reviews, then fake online
reviews have minimal effects on the evolutional development of online reviews. Legal
merchants should also develop strategies to respond to the fake online reviews of rivals. The
active confrontation of merchants with fake online reviews should be encouraged and suitable
response strategies for those individuals should be developed. Moreover, the intervention
measures of review platforms are extremely important because the policies of these review
platforms substantially affect the behaviors of consumers and merchants. Therefore,

Proposition 14 (P14) is presented as follows:

P14: To reduce fake reviews, we suggest that consumers rely minimally on the perceived value
and effect of existing online reviews. Merchants should promote their competitiveness by
winning over loyal consumers, promoting consumers’ initial assessment of their values, and
improving their actual star ratings. We further suggest that platforms adopt such strict regulatory
policies as imposing serious punitive measures and designing exhibition rule for presenting
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online reviews.

An effective aggregation method can reduce the online visibility of fake online reviews.
Thus, the effects of fake online reviews are reduced and the motivation for posting is weakened.
Although the current exhibition rules for presenting online reviews can guarantee that they
provide abundant, authoritative, and latest product information, they have been criticized for
their weakness in considering the characteristics of fake reviews. An effective exhibition rule
should be explored for presenting online reviews to reduce the effects of fake online reviews.

Therefore, Proposition 15 (P15) is provided as follows:

P15: Effective exhibition rules are substantially superior to traditional detection algorithms
because such rules can reduce the effects of fake online reviews with low cost and considerable
efficiency. Accordingly, excluding extreme online reviews could be simple but beneficial

exhibition rule of online reviews.

5. A Framework for Further Investigating Fake Online Reviews

Through the detailed analyses, we have a better understanding of fake online reviews. The
literature review also reveals some limitations of these existing studies, which need to be further
explored. With our review serving as a foundation, we present a framework in which scholars

can further investigate fake online reviews.

5.1 Data Sources

Fake online review is a typical practical research topic, so data sources are very important for
studying it. The data sources used in the 75 selected articles are summarized in Table 4. In terms
of the data acquisition method, we divide the data sources into four categories: public datasets,
private collected datasets, private crawled datasets, and experiments (surveys/interviews)

datasets.
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Table 4. Data sources used by the 75 selected studies

Categories Datasets Studies
Fusilier et al. (2015); Zhang et al. (2016b); Cagnina and Rosso (2017); Catal and Guldan (2017);
TripAdvisor (hotel) review datasets from Ott et al. Hernandez-Castaneda and Calvo (2017); Rout et al. (2017a); Rout et al. (2017b); Ajamohana and
(2011, 2013) Umamaheswari (2018); Ardoso et al. (2018); Kleinberg et al. (2018); Yuan et al. (2018a); Zhang et
Public . ' al. (2018c).
datasets E:}I;xlz;z;:igiplfg% t:eesttzﬁr?; (; la :)d doctor) Cagnina and Rosso (2017); Li et al. (2017); Ren and Ji (2017); Zhang et al. (2018c).
Yelp datasets from Rayana and Akoglu (2015) Kumar et al. (2018); Wang et al. (2018a); Wang et al. (2018c); Yuan et al. (2018b).
Yelp datasets from Mukherjee et al.(2013) Cardoso et al. (2018); Hazim et al. (2018).
SNAP Stanford repository Akram et al. (2018).
. Amazon review datasets from Mcauley et al.(2015) Liao et al. (2017).
Private . . .
Apparel review datasets from a private company Anderson and Simester (2014).
collected .
datasets Boqk review datasets from a U..S. company Zhao et al. (2013).
Review datasets from review site management Andreas Munzel (2016).
Hu et al. (2011a); Hu et al. (2011b); Hu et al. (2012); Anderson and Simester (2014); Ong et al.
. (2014); Wan and Nakayama (2014); Savage et al. (2015); Sun et al. (2016); Wang et al. (2016);
;ﬁﬁ%%(plr;d;?; jgxfi}::\?vs ;;le(é t(sts, DAD, video, Hernandez-Castaneda and Calvo (2017); Rout et al. (2017a); Shehnepoor et al. (2017); Xu and Zhang
play (2017); Petrescu et al. (2018); Wang et al. (2018a); Wang et al. (2018c); Zhang et al. (2018a); Zhang
et al. (2018Db).
Private . . . . Mayzlin et al. (2014); Hammad and El-Halees (2015); Ren et al. (2015); Lappas et al. (2016);
crawled Tr1pAdv1sor, Expedia, Agoda, Booking (hotel) Schuckert et al. (2016); Banerjee and Chua (2017a); Banerjee and Chua (2017b); Song et al. (2017);
review datasets
datasets Zhuang et al. (2018).
Yelp (restaurant, hotel and reservation) review Anderson and Magruder (2012); Rahman et al. (2015); Luca and Zervas (2016); Zhang et al. (2016a);
datasets Shehnepoor et al. (2017); Viviani and Pasi (2017); Xu and Zhang (2017); Dong et al. (2018).
Apple APP Store: Zhu et al. (2015); Barnes & Noble: Hu et al. (2011b); CNET Download.com: Liu
Other review datasets et al. (2017); Dianping: Li et al. (2018); Google: Rahman et al. (2015), Hazim et al. (2018); Reseller-
ratings.com: Wang et al. (2012); STR: Zhuang et al. (2018); Xiaomi community: Feng et al. (2018).
Experiments Participants write fake online reviews Huang et al. (2012); Ong et al. (2014); Banerjee and Chua (2017a); Banerjee and Chua (2017b).
(surveys/ Experiments Choi et al.(2017); DeAndrea et al. (2018); Wang et al.(2018b).
interviews) Interviews Huang et al. (2012); Gossling et al.(2018).
. . Raffaele Filieri (2015); Andreas Munzel (2016); Hernandez-Castaneda and Calvo (2017); Ahmad and
datasets Survey questionnaires

Sun (2018).

23



As shown in Table 4, public datasets are limited. Three gold standard datasets accepted by
most scholars are created by Ott et al. (Ott et al. 2011; Ott et al. 2013) and Li et al. (Li et al.
2014). The first two datasets are collected from deceptive positive/negative and truthful hotel
reviews on TripAdvisor in Chicago, whereas the last is dataset collected from three different
domains, i.e. hotels, restaurants, and doctors, on TripAdvisor and Yelp. Among the 75 selected
studies, 16 articles (21.33%) used the three datasets from Ott et al. (2011, 2013) and Li et al.
(2014). In the three public review datasets, the creators employ Amazon Mechanical Turk to
judge fake online reviews. Six articles (8%) used public Yelp datasets. Yelp, a famous review
platform, developed its own algorithm to filter fake online reviews and then publicized their
review datasets. Another widely used fake review dataset is Stanford Network Analysis
Platform (SNAP) which is a public dataset repository. Currently, public fake review datasets
are still limited, but the demand is huge. These public review datasets cannot completely meet
the requirements of scholars. In the future, we need to build and update more review datasets
from different domains and groups.

Given the lack of public fake review datasets, most scholars have collected their required
review datasets from specific companies or crawled review datasets from popular e-commerce
sites, such as Amazon.com, TripAdvisor.com, and Yelp.com. Although privately collecting or
crawling review datasets is an efficient method for scholars to acquire required review datasets,
the processes are time consuming and have restraints. Thus, we suggest that more review
platforms should publicize their review datasets after deleting users’ private characteristics.

In addition, conducting experiments (surveys/interviews) is a good strategy to study
personal behaviors. When we cannot distinguish authentic and fake online reviews, we can ask
participants to write fake online reviews in our experiments. The fake online reviews written
by our invited participants can help realize the characteristics of fake online reviews. Moreover,
these reviews can explore the effects of fake online reviews on personal behaviors in e-

commerce in future experiments.

5.2 Research Methods

Table 5 summarizes the research methods utilized in the 75 selected journal articles. The table
demonstrates that majority of the journal articles (87.67%) adopted quantitative methods to
examine fake online reviews. Only 8.22% used qualitative methods and 4.11% employed
qualitative and quantitative methods.

Given that most of the studies focus on detecting fake online reviews, the proportion of
articles using quantitative content, sentiment analysis, and machine learning is high at 53.33%.
14 articles (18.67%) employed empirical methods to analyze fake online reviews after obtaining
the required review datasets. Although conducting experiments is a good way to understand

fake online reviews from a personal perspective, the proportion of studies using experiments is
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only 8.00%.

Table 5. Analyses about research methods

Method Number Percezg/ta)lge
Qualitative
Descriptive 2 2.67
Conceptual 2 2.67
Narrative/Case study 2 2.67
subtotal 6 8.00
Quantitative
Empirical method (regression/factors’/ ANOVA/DID) 14 18.67
Experiment 6 8.00
Mathematical models 6 8.00
Quantitative content/sentiment analysis/machine learning 40 53.33
Subtotal 66 88.00
Hybrid 3 4.00
Total 75 100.00

5.3 Future Research Directions

After a detailed analysis of the related studies on fake online reviews, we find that some open-
ended research questions should continuously be explored. We provide several propositions in
Section 4 to improve the related future research. The current section concluded these

propositions and suggest promising research directions.

5.3.1 Motivations for posting fake online reviews

Fake online reviews are posted by various types of people, including individual consumers and
online merchants, and review platforms. However, the understanding on the reasons why
individual consumers and review platforms post fake online reviews remains limited. In the
future, we can study the review manipulation of review platforms (P1) by obtaining some
empirical data sets and building analytical models.

Quantifying the motivations of stakeholders posting fake online reviews can facilitate the
understanding of the underlying reasons. To quantify the motivations, we can focus on the
effects of fake online reviews on the evolution of online reviews and the number of consumers.
An interesting technique to quantify the motivations of posting fake online reviews (P2) is by
adopting various methods, such as building mathematical or analytical models and conducting
empirical analyses.

By analyzing and comparing the motivational differences in multiple scenarios, we can
realize the “when and where” of interested parties who are prone to post fake online reviews.
Moreover, focusing on opportunistic consumers and the source proportion of platforms’ profits

(P3) could facilitate the comprehensive identification of the interested parties. Hence,
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conducting experiments is effective for studying opportunistic consumers.

Apart from studying the promulgators, we also need to explore their surrounding
environment. For P4, combining the analytical models and empirical analyses can obtain
additional findings to understand the effects of consumer structure.

By realizing the preferred time and place of the promulgators of fake online reviews, we
can improve the avoidance of the negative effects of fake online reviews and contribute to the
detection of these types of reviews. PS5 and P6 are proposed to enable us to understand the
“when’ and “where,” respectively. We can study these two propositions by performing
statistical analyses of the number of fake online reviews in different environments and building
analytical models.

Moreover, we need to further explore how fraudulent individuals, merchants, and review
platforms post fake online reviews. Evidently, understanding how fraudulent promulgators post
fake online reviews (P7) is important to enable us to respond to fake online reviews. Conducting
experiments is a good method to analyze individual behaviors. To understand the behaviors of

merchants and platforms, we need to build models or conduct empirical analyses.

5.3.2 (Spreading) Features of fake online reviews

To date, we have limited understanding of the features of fake online reviews despite the
importance of such features. Future research could further explore the image features of fake
online reviews (P8). If the required data sets cannot be acquired from public data sets, then we
need to crawl the data sets. Various computation technologies, such as the Natural Language
Processing and Image Mining, could be applied.

The spreading process of fake online reviews and its influencing factors (P9) should be
explored. Mathematical models and simulations may be useful for depicting the spread process
of fake online reviews. Moreover, the structural equation models and empirical analyses can
facilitate the understanding of the factors that affect the spreading process. Experiments and

empirical analyses may obtain additional findings on KOL.

5.3.3 Distributions of fake online reviews

Understanding the distribution of fake online reviews is important for control. From existing
studies, we could realize the preliminary distributions of fake online reviews. Currently, we
realized that merchants prefer to post positive fake online rather than negative fake reviews, but
have not provided explanations. P10 is proposed to understand the underlying reasons causing
the distribution of fake online reviews. Simulations could help analyze the relationship between
the motivation values and the specific percentages of fake online reviews

In the future, we should further analyze the spatiotemporal distribution of fake online

reviews. P11 was proposed to enable us to understand the spatiotemporal distribution of fake
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online reviews. The structure equation model may help collect data to analyze the
spatiotemporal distribution of the motivations. Collecting empirical data is also useful for

exploring P9.

5.3.4 Effects of fake online reviews on review platforms

Existing studies have comprehensively explored the effects of fake online reviews on the
development of online product reviews and stakeholders, such as individual consumers and
online merchants. Some studies have analyzed the effects of fake online reviews on the overall
market or society. The Mafengwo.com case has revealed that review platforms have high
motivation to post fake online reviews (Zhao 2018). However, understanding the effects of fake
online reviews on review platforms (P12) remains limited.

Given the difficulty of acquiring the data sets on review platforms, we may explore P12
by building mathematical and analytical models. The game-theoretical model is suitable for
studying the review platforms because the behaviors of platforms are the results of the game

among consumers, merchants, and platforms.

5.3.5 Benefits of fake online reviews

The existing literature has focused on the detrimental effects of fake online reviews but
completely disregarded their benefits. Hence, we should continue to evaluate the benefits of
fake online reviews in an objective manner. The analytical model can be used to evaluate P13

because it can describe the features and effects of fake online reviews to evaluate their benefits.

5.3.6 Accurate detections of fake online reviews

Although nearly all studies developing novel algorithms/methods to detect fake online reviews
assert that their algorithms have achieved a high percentage of accuracy, the prevalence of fake
online reviews continues to increase. Thus, the continuous development of methods or
algorithms for detecting fake online reviews should be prioritized.

In continuously developing detection algorithms, we need to mine many more features of
fake online reviews. Only after realizing the features of online product reviews can we

accurately distinguish between authentic and fake.

5.3.7 Intervening measures for fake online reviews

If online consumers are not misled by fake online reviews and promulgators have less
motivation to post fake online reviews, then the number of fake online reviews can be
spontaneously reduced. Thus, we should continuously improve detection algorithms and
explore how stakeholders can effectively respond to fake online reviews. Developing

computerized algorithms to identify fake reviews only treats the symptom, not the underlying
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problem. Finding suitable intervening measures for fake online reviews has become a
fundamental problem.

To evaluate the effects of the intervening measures, we should observe the results of the
intervening measures of fake online reviews. We cannot collect the data sets to explore the

intervening measures. Hence, the experiments and simulations can be beneficial to study P14.

5.3.8 Aggregations of online product reviews

One of the effective intervening measures for fake online reviews is to design aggregation
methods of online product reviews. Due to the importance of designing exhibition rule for
presenting online reviews, it is solely analyzed here.

An effective aggregation method can reduce the online visibility of fake online reviews.
Thus, the effects of fake online reviews are reduced and the motivation for posting is weakened.
If we want to design a useful aggregation method for online product reviews to reduce fake
online reviews, then we should first realize the spread characteristics of fake online reviews.
Currently, the spread process is still not clearly understood. Thus, we need to understand more
about the spread features of fake online reviews and design effective aggregation methods of
online product reviews with the aim of reducing fake online reviews.

To explore an effective aggregation method of online product reviews (P15), we can build
mathematical models and design algorithms. Simulations can also be used to verify these

aggregation methods.

6. Conclusions and Discussions

6.1 Conclusions

A critical component of any new research venture is the timely establishment of a reference
collection of the relevant literature and the forward-looking analyses of the existing literature.
The research area of fake online reviews is no exception. Although some studies have explored
various aspects of fake online reviews, they do not have comprehensive understanding of the
subject. For example, the majority of the existing studies only focus on fake online reviews
posted by merchants but disregard reviews from individual consumers and review platforms
who also post fake online reviews. Thus, a literature review should be conducted to enhance
public understanding of fake online reviews and improve future research.

To understand fake online reviews, we propose the ACI conceptual framework and use the
ACI framework to develop an initial research agenda for fake online reviews. The ACI
framework comprises 13 open-ended questions spanning antecedents, features, consequences,
and interventions of fake online reviews.

The present study uses such descriptors as “fake review,” “deceptive review,” “bogus
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review,” “spam review,” “spam opinion,” “review manipulation,” and “online review” to search
relevant journal articles published as of February, 2019 on the SCI and SSCI databases.
Thereafter, by meticulously reading 822 original journal articles, 75 journal relevant articles are
identified and further analyzed to provide 13 open-ended questions and 15 propositions. By
exploring the research questions, we gain an improved understanding of fake online reviews
and realize the current research status of fake online reviews.

Our intention is to inform academicians and practitioners of this area regarding the current
research situations, implications, and limitations of existing studies and prospective research
directions in this area. Although our literature review cannot be considered exhaustive, we are
convinced that this review can be a beneficial resource for anyone interested in fake online
reviews. Moreover, our literature review can stimulate further interest in the field. Apart from
contributing to the overall understanding of the existing research and the corresponding
limitations, the current study analyzes the data sources and research methods in this area and

highlights promising research directions.

6.2 Theoretical and Practical Implications

6.2.1 Theoretical implications

From a theoretical perspective, this study makes three contributions. First, this study extends
the classic IPO framework to propose the ACI conceptual framework for developing an initial
research agenda for fake online reviews. The ACI framework can be used to explore harmful
objectives, such as fake online reviews.

Second, by summarizing the literature and observing the cases, we define fake online
reviews. Existing studies provide an incomplete understanding of fake online reviews. For
example, the majority of studies merely focus on fake online reviews posted by merchants
and disregard individual consumers and review platforms that may also post fake online reviews.
We start our literature review by defining fake online reviews.

Third, we analyze the antecedents and consequences of fake online reviews and explore
effective ways to respond to fake online reviews. Moreover, aiming at the limitations of current
literature, this study makes 15 propositions for conducting future research to provide an
enhanced understanding of fake online reviews. The propositions in this research suggest eight

promising future research directions.

6.2.2 Practical implications

This study has short- and long-term practical implications. In particular, studying the
motivations of posting fake online reviews and the related features can facilitate a considerably

effective detection of fake online reviews. Moreover, the welfare of various stakeholders, such
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as consumers, merchants, and platforms, is substantially affected by fake online reviews. This
study could enable us to understand the effects. After determining the limitations of the current
literature, this study offers 15 propositions to improve the comprehension of fake online reviews.

In the long term, understanding and effectively responding to fake online reviews can
guarantee the healthy development of e-commerce and improve the welfare of various

stakeholders.
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