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Abstract—Disk encryption is frequently used to secure confi- Worse, mobile devices are usually battery-powered in order
dential data on mobile devices. However, the high energy cbs to improve portability. For example, sometimes mobile vide
of disk encryption poses a heavy burden on those devices with ¢\, eillance device is equipped on a multi-rotor unmanned

limited battery capacity especially when a large amount of . X .
data needs to be protected by disk encryption. To address the 2€Mal vehicle, so battery becomes its sole power supply [7]

challenge, we develop a new kerel-level disk encryption ftware, ~Due to mobile devices’ limited battery capacity, existirigkd
Populus Almost 98% of Populus'sencryption/decryption compu-  encryption software may strongly affect their normal usage
tation is not related with the input plaintext/ciphertext, so we  The significant energy overhead of existing disk encryption
accompllsh the computation in ad_vance during initializaton whe_n software can be explained by the following two reasons.
a consistent power supply is available. We conduct cryptarigsis First, the ciphers used in existing disk encryption sofawvar
on Populusand finally conclude that state-of-the-art cryptanalysis ' P g_ ) yp

techniques fail to break Populus in reasonable computational Ccontain many CPU and RAM operations, which are usually not
complexity. We also conduct energy consumption experimest energy-efficient. Second, massive data needs to be prdtegte
on Populus and dm-crypt, a famous disk encryption software disk encryption for data-intensive application, which tiplies

for Android and Linux mobile devices. The experimental resuts its energy consumption. For instance, mobile video surveil

demonstrate that Populus consumes 50%-70% less energy than . .
P M 4 lance devices need to real-timely record and securely store

dm-crypt. : ‘ /
Index Terms—privacy protection, disk encryption, energy- large amount of video datal[7]. According to our experiments
efficient computing. nearly 1/3 of energy consumption comes from existing disk
encryption software in mobile video surveillance.
l. INTRODUCTION In fact, energy consumed by CPU and RAM operations

In recent years, mobile devices, such as smartphon&s)ds to become more prominent than other conventional con-
smartwatches and mobile video surveillance devices [Me hacerns such as screen and network communication, especially
become an integral part in our daily life. Meanwhile, mobilevhen disk encryption software participates in data-intens
devices are usually facing profound security challengses, ¢asks. Aboutsix years agpabout 45%-76% of daily energy
pecially when beingphysically controlled by attackers. For consumption came from screen and GSM when disk encryp-
example, due to device loss or theft, data leakage in mobilen software is disabled [8]. However, the distribution of
devices happens more frequently than befaore [2]. To dedl wignergy consumption has been changed dramatically in recent
the aforementioned security challenge, mobile devices cgars due to software&hardware optimization and usage habi
encrypt secret data and store its ciphertext locally orifjtsetransformation. A recent study![9] shows that for typicages
which is also known aglisk encryption[3]. This method only about 28% of energy consumption results from screen
attracts extensive attention in industry and acadernia [4pnd GSM, while CPU and RAM spend about 35% energy
Generally speaking, there are two types of disk encrypti@md become the largest energy consumption source in mobile
solutions: software and hardware solutions. This papeniyai devices when disk encryption is disabled. In addition, §8fh
focuses on software solutions as they usually have advesitagnd [9] measures energy consumption without enabling disk
in compatibility and scalability. encryption function. So when considering that existingkdis

However, for data-intensive applications such as mobi@ncryption software owns many CPU and RAM operations,
video surveillance [1] and seismic monitol [5], the whole erwe believe that the energy consumption percentage of CPU
ergy consumption of mobile devices highly rises after aijgly and RAM may be more higher than 35% if data-intensive
existing disk encryption software. One evidence proposed obile devices enable disk encryption software. Li's ekper
Li et al. states that for data-intensive applications nearl- ment results[[6] exactly verified it. Hence, to build an eerg
5.9 times more energy is required on commonly-used mobédfficient mobile system, reducing the energy consumption in
devices when turning on their disk encryption softwéare [6Hisk encryption software is a rational starting point.
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To reduce energy consumption of disk encryption software, encryption software, which can be used to reduce its
some researchers try to reduce the number of CPU or RAM energy consumption.
operations in disk encryption software. But it is really kha « We design and implement an energy-saving kernel-level
lenging to make disk encryption software both energy-savin  disk encryption softward?opulusthat can both defend
and cryptographically secure in this way. Generally spagki against state-of-the-art cryptanalysis techniques avel sa
the less computation disk encryption software needs, & le  50%-70% more energy than dm-crypt.

energy it costs, but possibly the more insecure in crypfaitya  The remainder of the paper is organized as follows. Sec-
For example, some trials [10] are faced with challenges {yn [l explains why existing disk encryption software iska
terms of cryptographyl[11]. In existingryptographically of input-free computation and how to improve its proportion
securedisk encryption software, the disk encryption softwarg, Populus Sectior{Tl] presents our systeRopulusin detail.
used in Linux and Android, also known dsn-crypt theoreti- Section[IV evaluates the cryptographic security Rafpulus
cally owns less computation than others. But our experiaiengectiod ¥ presents the experimental results of mobile @svic
results show that nearly 30%-50% of mobile device's energergy consumption. Sectidn]VI summarizes related work.
consumption comes from dm-crypt for typical usage of datoncluding remarks then follow.
collection and transmission. So the energy consumption of
state-of-the-art disk encryption software is still unngitle. Il. INPUT-FREE COMPUTATION

In this paper, we design and implement a new energy-In this section, we present more details about input-free
efficient kernel-level disk encryption softwarBppulus The computation. We first introduce the design consideration of
basic idea behinBopulusis to extract the ihput-fre¢ compu- existing disk encryption software (e.g., dm-crypt) andlaxp
tation from the cipher in disk encryption software and aceomnwhy they are lack of input-free computation. Then, we show
plish it during initialization, where the input-free contption the basic idea ofopulusand illustrate why it can improve
refers to the cipher’s operations that are not involved wh#h the proportion of input-free computation.
input text (i.e., plaintext or ciphertext). For example AES- Existing disk encryption software including dm-crypt is
CBC cipher, its key expansion can be regarded as input-fresually based oriweakable scheml?], where each disk
computation. The initialization’s energy consumption st n sector should correspond to an independent key used only for
considered in this paper because it is performed only onite encryption and decryption. However, in practice, a user
when a mobile device is first used and a consistent powanly provides one master key. To solve this problem, most of
supply is usually available. Therefore, the more inpuefreexisting disk encryption software achieves tweakable mehe
computation we can extract, the more energy we can savein the following two steps:l) produce sector-specific keys

However, the ciphers used in existing disk encryption sofitased on master key and sector B);use sector-specific key
ware only have a little input-free computation. For exampléo encrypt certain disk sector with a block cipher.
we found that input-free computation of AES-CBC cipher Due to the fact that attackers can get multiple (plaintext,
accounts for at most 1% of all its computation. To improve thephertext) pairs in the same disk sector, they can conduct
proportion of input-free computatiofopulusfirst generates chosen-plaintext attackCPA) [13] by exploiting (plaintext,
pseudo random numbel®RNS$ and global matrices in an ciphertext) pairs sharing same sector-specific key. Hetuce,
input-free manner. Next, it use those PRNs and global nestriccecure the whole crypto system, the block cipheR)rmust
to construct temporary matrices and then conduct carefuligve the ability to defend against CPA. To achieve this, one
designed matrix multiplication when encrypting user's/acy. effective solution is to construct a block ciphersunbstitution-
Each PRN can only participate in disk encryption once ggermutation networKSPN [14]. Unfortunately, we find that
that sufficient PRNs are usually needed for data-intensiuearly all SPN-based block ciphers have a little input-free
application. To protect those PRNs and matricBepulus computation because their core componesihstitution box
encrypts them in arterative manner. In this wayPopulus andpermutation boxdirectly or indirectly rely on input.
can save much energy because almost 98% of its computatiofo improve input-free computation, we give up aforemen-
is input-free and the residual real-time computation is Imutioned tweakable scheme and SPN when desigritogu-
smaller than current disk encryption software. In additionus. Instead, we construcPopulus based onnonce-based
Populus costs acceptable extra storage space (typically scheme[15]. Populus'score design can be briefly described
256MB) for those PRNs and matrices. as follows: a) for i*" encryption, produce an independent

To asses$opulusin the respect of cryptographic securittemporary key based on master key and) use the tem-
and energy efficiency, we conduct cryptanalysisRopulus porary key and a light-weight block cipher to accomplish
and a series of energy consumption experiments on bath encryption. Our design has four advantages. First, it is
Populusand dm-crypt. Finally we find th&opuluscan defend compatible to tweakable scheme. Second, it makes attackers
against state-of-the-art cryptanalysis techniques amilg&- hard to get multiple (plaintext,ciphertext) pairs sharsame
neously consume less energy than dm-crypt. Our contributiRey, and thereafter basically eliminate the threat from CPA
can be generalized into the following items. Third, nearly all procedures in) are input-free. Forth, SPN

« To the best of our knowledge, this paper is the first wolecomes unnecessary I, which gives us more freedom to

focusing on extracting input-free computation from disklesign a light-weight block cipher owning much input-free



TABLE I: Table of notations.

Figure Legends:

E— Data stream for both Notation Meaning
System Initialization — - —»  Datastream for encryption A 512-byte plaintext consisting @&f4 numbers.
r — '; --------- »  Data stream for decryption PorPp In particular,s is used to differentiate multiple
| . plaintexts.
——IFCR—
| IFCR Encryption | Real-Time Encryption and Decryption The jth number inP or P;.
: i l [ 1 PU or Pi(j) In particular,i is used to differentiate multiple
| M2 | IFCR  |—Master Key»| Temporary | | plaintexts.
| Mastar Key ' : Decryption _;;_:RNZL Key | A 512-byte ciphertext consisting @ numbers.
| : I Manager | CorC; In particular, 7 is used to differentiate multiple
Il Master Key | p_prNs | | Temporary | ciphertexts.
: Generator | | Transparent Key : The jth number ofC or C;.
| | : - E“I;ryp'i”"}o:“d _ | @) or (ji(j) In particular,i is used to differentiate multiple
ecr 1 H
| | | Plaintext - w - Ciphertext | ciphertexts.
| MK-PRNs == ===y == U Master key that consists of 125x 2 matrices.
| | : é Plaintext Ciphertext | U® The i** matrix in U.
: | . A temporary key that consists of 125x 2 matrices.
| | PRN Generator [wjUser Key “™|Disk Storage| M or M; In particular,: is used to differentiate multiple
I | temporary keys.
_________ a User 7 —
) The 7" matrix in M or M;.
Fig. 1: Overview forPopulus M@ or MY | In particular,i is used to differentiate multiple
T temporary keys.
R RT-PRNs
RO Theit® PRN in R.
computation. As a trade-off, our scheme needs extra storage(P, M) Encryption for one plaintext.
space for input-free computation. Fortunately, the steragZ(FiMi) Encryption for one plaintext.
space can be reduced to an acceptable level by carefihyorre:ue) L (B M. E(Fy, Mo))
p el p_ y (C,M) Decryption for one ciphertext’.
designing the temporary key production methodanand [ D(C;, ;) Decryption for one ciphertext’;.
the block cipher inb). In Sectior1ll, we complement details| D(Ci.0, M1.0) (ﬁ(chj\/él)m-fvdD(kCQJ\/[G)) :
: : : : The numbers of disk sectors storing input-free
regarding the design and implementationRofpulus n computation result (IFCR).
Si The set containing all-byte sequences.

Ill. PoPuLUS: AN ENERGY-SAVING DISK ENCRYPTION
SOFTWARE SYSTEM

_The overview ofPopulusis shown in FigLlLPopuluscon-  generating master key and real-time encryption/decryptio
sists of two partssystem initializatiorand real-time encryp- Next, Populusencrypts IFCR and then stores it on disk.
tion/decryption We perform system initialization once when 1y prN Generator To produce PRNS, we use Salsa20/12

a mobile device is first used and we assume that a consistgptam cipher, which has been extensively studied and faund
power supply is available and the energy consumption ($,qyce PRNs of very high quality [17]. Salsa20/12 requires
not a concern during system initializatioRopulusinitially  350_p;t input, hence we use the SHA3 algoritim [18] to map a
accomplishes all input-free computation and stores itsltres gops arbitrary-length key into a 384-bit number, and &ntr

on disk, which is used for processing real-time encryptioth a.he first 320-bithash keyas the input of Salsa20/12 stream
decryption requests latéPopulusworks at 2512-byte disk Sec- ¢jpher PRNSs are mainly used for master key production and

tor level, and it allows users to manually configrévate disk  re5|.time encryption/decryption, which are separatelyned
sectors which store users’ confidential information. For eacfyk_prNsand RT-PRNs
private disk sectoRopulusinitially assigns it aemporary key 2) Master Key Generator Populus generates master key

Wh'.(t:hE'S L;]S‘ted for enclzyptmg/declrytp))tlng tr(;ef Conf'dem'a'adt.ausing MK-PRNs. We define a square matrxs 25¢ modular
on it. Each temporary k€y can only be used for one encryplif.q iy e \when there exists a matri® such thatAB = I

If a sector has "consumed’ its temporary key due to encrjnptlomod 264 where  is the identity matrix. If this is the case,

Populuswill recycle its _current temporgry key and allocate fhen the matrix3 is uniquely determined byl and is called
new temporary key for its next encryption. We desRkppulus i?%

. . e modular inverse ofd (mod 2%4). For simplicity, we
for 64-bit systems because 64-bit processors are popular : 1 X
mobile devices[[16]. Throughout the paper, the defaultealu note it by A in this paper. We denote r(rz)aster(i)key as
of a number’s size is 64 bits unless stated otherwise. For thie= (U(1) ... (125, where eactU() = (u%l)l u%ﬁ)
ease of reading, we list notations used throughout the paper Uy Uz
in Table[]. Next, we introduce each part Bopulusin detail. 1 < < 125, is a2 x 2 matrix andU ) is modular invertible
which is critical for the real-time encryption and decrypti
A. System Initialization discussed later.
The system initialization includes three input-free megul  We randomly select matrice& (), ..., U125 from the
PRN generatarmaster key generatoand IFCR encryption set of modular involutorymatrices based on the Acharya’s
Here, IFCR is the abbreviation ofinput-free computation method [19]. Here a modular involutory matrix is defined

result PRN generator produces PRNs, which are basic fas a matrix whose modular invertible matrix is itself. Since



there exists.66 x 103® modular involutory matrices [20], the as
number of all possiblé is (7.66 x 10°%)1%” ~ 3.38 x 10159, BEDm® 4+ B0 e =126 — i
which is much larger than the size of our hash key space ("e(i+1 i y _71)1,1(1.) ) %1)2  J=h .
9320 ~ 2,14 10°%). Therefore, the master key is more difficul® = § [8"7 " Vmgy + B my5lae,  j =i+1,127 i
to brutally crack than the hash key. B otherwise.

3) IFCR Encryption and Decryption To protect IFCR Finally, we setE(P, M) = (30126:1), .., g126,64))T

(ie., RT-PRNs and master keyRopulus encrypts them  1ne gecryptionD(C, M) function works as follows: Let

and then stores them on disk. During real-time encryp- HORNO)

tion/decryption,Populus decrypts master key and RT-PRNgM ())~1 = <}1)1 %j) andk = 126 — i. We sety(1)) =

from disk. Later, we will introduce more detail in Sec- 12,_1 12_,2 o

tion [M=CJ CU) and then iteratively compute+7), 1 < i < 125,
1<j5<64, as

DU 4y @G0 e, j = 14,126 — i

B. Real-Time Encryption and Decryption YOI = & [y G098 4 AN pes, =i +1,127 — i
B3 otherwise.
Populusperforms disk encryption/decryption when the file
system writes/reads data on disk in real time. We introdu&énally, we setD(C, M) = (y(126:1) . (126,697
each of its modules as follows: 2) Temporary Key Manager Each temporary key consists

of 125 x2x 2 x 8 = 4000 bytes, therefore storing all temporary

parent encryption and decryption is based on matrix mthys requires a Iqrge storage space. To solve this P{,?b'em'
tiplication in modular linear algebra[21]. In cryptography, Populusfcomp#tes 'tiM based ooni sz—1R§|1_ng§in for J<
matrix multiplication has achieved Shannon’s diffusio][2 .encrzpt_lon, w ere;% - (}31’ ...,Rd)benot;d -h _SRi’lf—
and it dissipates statistical structure of the plainteid iong- * < d, Is a pseudo random number, ands the size ofR.

range statistics of the ciphertext to thwart cryptanalpsised .NOtE‘T tha}tliolsosgared by all temporary keys ::onstrgctlt())lr:mand
on statistical analysis_[14]. However, matrix multipliiat Its size is . ytes, so on average, we ohy need at t
Ibytes for storing a temporary key. Then, f@f encryption,

we compute eaclm,(,f)q (p,g=1{1,2})in M@, as

1) Transparent Encryption and Decryptian Our trans-

matrix multiplication between &4 x 64 matrix and a64 x 1

matrix requires4 x 64 4+ 64 x 63 + 128 = 8256 operations. [2(u§)i21 & Roj_1) + [ug)qh]gm i—1
To reduce its computatiorRopulus only constructs125 ) [2(u§f)q ® Roj @sz)' + [ugzl]z]w i — 63
I 633 0 0 my . = i N i ' T ' (1)
64 x 64 sparse matrice (V) = 0 MO 0 i [2(Uz(),)q ® Raj) + [uhlaloss, i =125,
0 0 ez ul, otherwise

wherei € {1,...,125}, I; is the i-dimensional identity

matrix, and M is a 2 x 2 modular invertible matrix. ~ Theorem 1:M () is modular invertible.

Then Populus computesH(1?%) ... H(UP as encryption or Proof: From [21], we find that\/ () is modular invertible
(HW)=1 ... (H129))~1C as decryption wheré is a64 x 1 if and only if M| and 26 are co-prime, wherd\ (@]
matrix as one 512-byte plaintext addlis a 64 x 1 matrix as denotes the determinant of matrik/(. Therefore, M (")
one 512-byte ciphertext. Exploiting/) is a sparse matrix, is modular invertible when3/()| is an odd number. Next,
125 64-dimensional matrix multiplications can be simplifiedve prove |M/()| is an odd number. From Ed](1), we can
to 125 2-dimensional matrix multiplications. The simplifiedeasily find thatmg)q and ngz have the same parity for any

encryption and decryption only consistsiafs x (2x2+2x 4, ¢ e {1,2}. Thus, [MD| = m{Im$) — m{%m? and
1) + 128 = 868 operations. U] = uul), — ulul’) have the same p’ariww is

Next, we describe our transparent encryption and dgjodular invertible, so We'knovw(i)| and 264 are co-prime
cryption in more detail. Fig[12 presents its full view. Lefgm [21]. Thus,|U®| and|M @] are both odd numbersm
P = (PW, . PONT, ¢ = (CW,.,COT andM = considering that RT-PRNs can only be used oncshould
(MW, M(29)) denote its plaintext, ciphertext, and teMpe a5 |arge as possible in order to securely store mass dta. B
porary key respectively, wher@") is the i'" number in it 7is too large, RT-PRNs will occupy a lot of storage space so
the plalntex'E,i)C(Z) '2_) the i number in the ciphertext andhat there may be no enough space for user’s data. To mitigate
MO — m%é)1 m%é)g is the it" 2 x 2 matrix in M. For this contradiction,Populus only stor_es a balan_ced amour_1t

My Myh of RT-PRNSs that can support real-time encryption/decoypti

simplicity, we use the notatiofin],, to denote the function before battery uses up and then replenishes RT-PRNs during
m mod n, i.e., [m], = m mod n. The encryption function device charging or battery replacement.
E(P, M) works as follows: We first sep/) = PU) and  After applying our method, only small storage space of
then iteratively computeg(“+19), 1 < i < 125, 1 < j < 64, RT-PRNSs is able to satisfy most of applications in practice.
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Fig. 2: An illustration of transparent encryption and dextign

Suppose that on average mobile devices require to securghpuld be decrypted for each time of transparent encryption
store [-byte data each day and can wotkdays without which obviously costs lots of energy.
enabling disk encryptionPopulusneeds at most = [t/256

pseudo random numbers in RT-PRNs. For example, as #¥dicated encryption method callé@rative encryptionfor

smartphone, we let = 4 and! = 23' so that only256 MB
are required to storé = 22° pseudo random numbers.

C. lterative Encryption and Decryption on IFCR

To reduce the aforementioned energy cost, we propose a

IFCR protection. The basis idea of iterative encryption eesm

from our observation tha®opulusonly needs one new master

key (4000 bytes) andk new RT-PRNs 16k bytes) when

encrypting k disk sectors (512 bytes for each disk sector)

whose data is never changed. Considering that master key and
In Sectior 1-A3, we have briefly introduced the function oRT-PRNs are never changed once generated, we iteratively

IFCR encryption and decryption. However, IFCR decryptioancrypt them as followsa) If IFCR only occupiesk < 9

may cost much energy if we choose existing block ciphers disk sectors in all,Populusdirectly encrypts them through

its encryption/decryption algorithm. For example PFépulus a SPN-based cipher (e.g., AES-CB®); If IFCR occupies

uses AES-CBC to encrypt IFCR, nearly all encrypted IFCR > 9 disk sectors,Populus produces another new IFCR



including one new master key and16k + 4000)/512] new later discus$opulus’ssecurity against certain attack method

RT-PRNs and use them to encrypt original IFCR through obased on Def]1 and Luca’s suggestion.

proposed transparent encryption methgdEncrypt new IFCR  In addition, when discussingopulus’ssecurity, we assume

by repeatinga) andb). As for iteration decryptionjust reverse that our pseudo random number generator (i.e., Salsa2i@/12)

the whole process of iteration encryption. secure so we don't conduct secure analysis on it. We don't
We can usemaster methodto prove that the compu- discuss attack techniques out of cryptography such as DMA-

tation complexity of our iterative encryption/decryptiam based attack, cold boot attack and evil maid attack because

O(log(n)). Here,n denotes the number of disk sectors occuthey are beyond this paper’s scope.

pied by IFCR. Compared with AES-CBC which needsn)

computation in same task, our iterative encryption/deiioyp B- Linéar Attack and Differential Attack

save much energy. Linear attack[[28] and differential attack [24] are two pow-
erful cryptanalysis techniques towards block ciphers hBuft
IV. SECURITY ANALYSIS OF POPULUS the two techniques are chosen-plaintext attacks expipttie

To rigorously assesBopulus’ssecurity, we first introduce design defects iS-box Here, S-box is a widely-used compo-
widely-used security definitions in cryptanalysis theougls nentin bl(_)ck ciphers t_hat substitutes its |_nputb|t segeanith
asmessage indistinguishabilitpased on those definitions, weanother bit sequence in same length as its output. For exampl
analyze whethePopuluscan effectively defend against state@ function f(z) = (z + 1)mod(256),z € {0,...,255} is a
of-the-art cryptanalysis techniques suchliagar [23], differ- S-box. ) ] )
ential [24], algebra[25], slide [26], andBiclique attackg27] E_ven though linear a_nd differential attacks have br(_)k_en
. The analysis results show that all those techniques fail {8rous kinds of block ciphers such as DESI[29].1[30], it is

breakPopulusin reasonable computational complexity. ~ hard for them to distinguish messages protecte@dpulusin
reasonable computational complexity in the eye of our sgcur
A. Security Definition definitions in Sectiof IV-A. InPopulus each S-box is hidden

rom attackers and closely randomly chosen from a huge S-

0X space containing at leagtf’® S-boxes, which makes it

most of existing security analysis works always discusg)mputationally impractical to analyze all possible Smx
ircumventing the useless brute force, some attackers may

Message indistinguishability oPopuluscan be briefly ex- . : . ;
plained as the difficulty to distinguish two groups of Ci_endeavor to collect special (plaintext,ciphertext) paitsse

phertexts. In detail, we assume tHadpulushas produced a corresponding S-boxes are the same and then consider linear
group of .temporaryy/ keys denoted By, .4 — (M, Mp) or differential characteristics. However, they still régs to

with the same hashed key randomly chosen by a user :ﬂiﬁtiHQUiSh ciphertexts encrypted by different S-boxefolee

then encrypted two groups of 512-byte plaintexts denotgéplo'tm.g -I|near.or differential characteristics. Obugty, I
by Py = (P Py) p (P' P') with My is an infinite logic loop. Hence, we conclude that linear and
0 = voosPy), Py = (P,..., P :

and getCiy — (E(Py, M), ..., E(Py, My)) and Ci;e _ dlffl\(lar(t-:-nt;ﬁl ?ttacks canltttleffe(itwely brt'f[a&k)gglusB
(E(P{,Ml),...,E(Pé,Me))). Provided withC}.9 and C;_Q, ote thatzero correlation finear a ackST], boomerang

/ , . . - attack [32], impossible differential attack33], higher-order
Prg, Py, @nd Populus'sencryption algorithm, attackers try ifferential attack[34], truncated differential attaci35] and
to design a distinguisher that can propose a correct corf:j - , » Y ! !

spondence betweef?l:g,Pll:e and Cy.p and Ci:e- Then we ifferential-linear attackj36] are derivative from linear attack

informally conclude thaPopulusis message indistinguishableor differential attack. After finding those attack method8 s

if attackers can’'t accomplish the distinguishing work irttho can't elegantly deal .W'.trPOpUIl.JS s.multlple.S-Boxes, we con-
low computational complexity and high success robabilitCIUde that those existing Qer|vat|ves (.jf linear and diffiied

: P : piexity 9 b gttacks can't brealopulusin an effective manner.
without any prior knowledge of\/;.4 and the hashed key.

Next, we give a formal definition oPopulus’smessage C. Algebra Attack
indistinguishability.

Definition 1: Populus is (t,¢,6) message indistin-
guishable against an attack methoddv defined as
{sequences of 512 bytes}? — {0,1} if and only if the
computational complexity ofidv is not more thart and for
every Py, P, ,, andCl.p, C\.,

Our security analysis mainly focuses on message ind
tinguishability, an important property in cryptographyath

Algebra attack pays close attention on the algebraic system
adopted by a cipher and then break the cipher by exploiting
its algebraic characteristics [25]. In practice, existaighers
on linear system are easier to break because linear system
has been fully studied. For example, Hill cipher, a cladsica
block cipher based on modular linear algebra, is not secure

IP(Adv(Chg) = 1) — P(Adv(Ci.e) =1)<e ) against_algebra—based chosen—pla_intext attack thrpugﬂyea
' solved linear transformation. Considering tiRapulusis also
In Def.[d, the values of, ¢ andf are strongly linked to the constructed on linear system, algebra attack seems to iimper
real-world security ofPopulus From Luca’s suggestion [28], Populusmore intensely than other attack methods.
we can get that typical parameters adopted in practicalrsecu However,Populus’salgebraic system is a volatile linear sys-
crypto system followg < 280, ¢ < 2760 and§ < ¢. We will tem, which substantially reduces its conspicuousness et



characteristics. We propose a thorough cryptanalysischase 22000 .

linear-based algebra attack. The cryptanalysis resubts tat 20000 4 r 7
Populuscan’t be broken by existing linear-based algebra attac < 1000 | ol
methods in reasonable computational complexity. Its whol £ 1600 ; 5 <
process is shown in Appendix A. § 14000 o .
D. Other Attacks § o ™
10000 A .

Slide attack is another excellent cryptanalysis technand: gﬁ 8000 1 P
can only be used to analyze the ciphers that constitutepieilti & oo | _ -7 e
rounds and each round shares same key [26]. For examp 0] .o
DES, who consists of 16 rounds and the keys of every rount ;00

remain equal, can be broken by slide attack [26]. Given th: R T A
. . L . . Video Time Length (minute)
Populusconsists of125 matrix multiplications which can be
regarded ad25 so-called rounds, it seems that slide attach
may breakPopulus However, inPopulus the probability of Fig. 3: Energy consumption of video playing
the equivalence among 'keys’ (i.el/ i € {1,...,125})
in all rounds is lower thar2=36900  Given the precondition
of slide attack is nearly impossible, we don't think thatlsli enablingPopulusand disabling any disk encryption. For each
attack is suitable to bredRopulus configuration, we measure the mobile device’'s whole energy
Biclique attack is a distinguished chosen-plaintext &ttagonsumption in four typical usage: video recording, video
that can theoretically attack full AES-128 with the compuplaying, data sending throgh WIFI, data receiving through
tational complexity2'26-! [37]. It can also attackPopulus WIFI. As for video playing and recording, video format is
by skillfully searching correc/; . in the meet-in-the-middle mp4 video resolution is 480270, the choices of video length
strategy [[38]. However, alMl.(J) are nearly independent andare 50min, 100min, 150min and 200min and video quality is
randomly chosen, which extremely extends its search spadehigh definition. As for WIFI network, the choices of trans-
(i.e., at leasR*%°7). Due to the unacceptable search space, viierred data size are 256MB, 512MB, 768MB, 2048MB.
conclude that Biclique attack can’t bre&@opulusin rational ~ Then we introduce our experiments separately. Video play-
computational complexity. ing is a common function for handheld mobile device such
In conclusion, we have studied five popular cryptanalysigs smartphone and its energy consumption status is shown in
techniques and find thdtopulussuccessfully defends againstFig.[3. Note that when playing an encrypted video, decryptio
them. We don’t discuss other existing cryptanalysis teph@s$, is necessary so that part of energy consumption comes from
for they are not quite matched Ropulus Populusor dm-crypt if they are enabled. As you can see, nearly

V. ENERGY CONSUMPTION EVALUATION 1/2 of energy is cost by dm-crypt arRbpuluscan reduce it

In this section, we usélonsoon power monitof39] to to nearly 1/4.

. . . We also present relevant experimental results of video
measure energy consumption of the whole mobile device

and estimate the energy cost by disk encryption softwarreecomIing in FigL¥#, as video recording on mobile device is

We choose Google Nexus 4 smartphone with Android 5\_/6|dely used in personallife, industry and military (e.golile

OS as our tested mobile device. To compared with POpU|\l/J.|geo surveillanceL[1]). Obviously when recording a secret

. : : video, disk encryption is necessary so that part of energy
proposed in this paper, dm-crypt is chosen as the baseI{:noensum tion comes. fronPopulus or dm-crvot if thev are
for the following two reasons. First, the architecture Of_dmenabledp our ex erimentalpresults show >t/rl?at near)I/ 1/3 of
crypt is similar to other popular disk encryption softwarela y P . y
their computation is close. So we can use dm-crypt ase$6ergy Is cost by dm-crypt arRbpuluscan reduce it to nearly
representative of existing disk encryption software. &eco 1/e.
dm-crypt is compatible with Android. So it is convenient for
us to conduct energy consumption experiments on our Goo

Nexus 4 smartphone.

<+=. disable disk encryption == - only enable dm-crypt only enable Populus

As for network data transference, Fifl 5 demonstrates
I(gbile device's energy consumption when it sends data to
emote terminal through WIFI network. Here, data has been

encrypted by disk encryption software in advance so that dat
A. Evaluation on Typical Usages for Mobile Device decryption before network transference should be consitier

We conduct a series of experiments to measure the dihdisk encryption software is enabled. Apparently, these i
ergy consumption of mobile device’s typical usage. Througin approximate linear relation between transferred daia si
those experiments, we can verify whether enabling dm-cryged mobile device’s energy consumption. On average, 51% of
tremendously raises the whole device's energy consumpti@nergy consumption on mobile device is cost by dm-crypt and
and whethePopuluscan mitigate it. Populuscan reduce it to 20%.

We choose Google Nexus 4 smartphone with Android 5.0 Fig.[8 shows mobile device’s energy consumption when it
OS as our tested mobile device. We also design three configeeives data from remote terminal through WIFI network.
urations for the mobile device: only enabling dm-crpyt,yonlHere, we regulate that those received data will be encrypted
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in certain experiment. For example, when recording a video,
i denotes the video file size. L&E; = “‘EA;E{?& denote the
percentage of energy th&bpulussaves in comparison with
dm-crypt when processingmegabyte file, and we uséF,

the average of alGE;, to compare the energy consumption
betweenPopulusand dm-crypt. We regulate three different
configurations asConf.1, all disk encryption systems are
disabled;Conf.2, only dm-crypt is enabledConf.3, only
Populusis enabled.

We first measure the energy consumptidiC’; ; (j €
{1,...,3}) and the time costET;; (j € {1,...,3}) of
our mobile phone with differentonf.j (j € {1,...,3}). In
addition, we observe that the energy consumption of Android
OS is stable, so we denofP as the energy cost of system

per second, and P can be directly computed by measuring
Fig. 5: Energy consumption of data sending through WIFIthe power consumption when our mobile device is idle. Then
we computeGE; based onEC; ;,j € {1,...,3}, ET;,,j €
{1,...,3}, andSP. Let FE; denote the energy consumption
by disk encryption software if enabled. As you can see, ibis nof the pure file and disk operations obyte file excluding disk
a pure linear relation between data size and mobile deviceiscryption/decryption and'E; ;,j € {1,...,3} denote the
energy consumption. In detail, the energy consumption ehergy consumption of Android OS faton f.;j. Considering
the mobile device enabling dm-crypt is close to the mobilsr; ; = SP - ET;;,EC;; = FE; + SE;1, ECio =
device enablindPopuluswhen data size is small and graduallyfE, + SE; s + AE;, andEC; 3 = FE; + SE; 3 + PE;, we
changed to linear relation as data size grows larger. Duéeto ftan compljteGEi as follows: '
system buffer and disk I/O buffer, part of received data may AE; — PE;
be lazily cached in buffer so that disk encryption may not b&E; = —AE
fully triggered. On average, 56% of energy consumption is ‘
cost by dm-crypt andPopuluscan reduce it to 25%. _ (BGi, — FE; — 5Ei5) — (ECi3 — FE; — 5Fi3)
ECLQ — FEZ — SELQ

(ECi2 — SE;2) — (EC;3 — SE;3)
EC;2— (EC;1 —SE; 1) — SE; 2

To compare dm-crypt wittPopulus one effective way is _ (ECi2 — EC;3) — (SE;i2 — SE;3)
to compute the energy consumption of pure disk encryption — (EC;s — ECi1) — (SE;2 — SE; 1)
operations in dm-crypt anéPopulusand then compute the (EC; 5 — EC;3) — SP(ET; 5 — ET; 3)
improvement percentage. However, both of them can not be — (EC;5 — EC;1) — SP(ETi» — ETi 1)
directly measured by Monsoon power monitor. To solve this ' ' ' ' 3)
problem, we design a comparison model to estimate them.

Next, we formally introduce our comparison model. Th&hen we can comput€’ E with all GE;.
energy cost of dm-cryptis denoted By; and the energy cost To prepare for this experiment, we implement a test APP
of Populusis denoted byPF;. Here,i denotes the file size using JNI technique to invoke random file reading and writing

B. Evaluation on Pure Disk Encryption/Decryption Opera-
tions
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we found that tweakable scheme and SPN essentially lead to
the energy overhead in disk encryption software and exgthin

it in Section[l. As an attempt to improve efficiency, Crow-
ley and Paul proposed Mercy, a lightweight disk encryption
software [10]. Unfortunately, Fluhrer proved that Mercy is
insecure in cryptography [11].

VIl. CONCLUSION

In this paper, we develop a kernel-level disk encryption
softwarePopulusto reduce the high energy consumption of
disk encryption, which is critical for mobile devices. We
observe that at most 98% @&bpulus’sencryption/dycryption
computation is input-free, which can be accomplished in
advance during initialization, sBopulusis energy-efficient for
processing real-time encryption/decryption requests.cdfe
duct cryptanalysis ofPopulusand find it is computationally

without caching data into various buffer mechanism. We alsecure when facing state-of-the-art cryptanalysis teples.
turn off irrelevant APPs and sensors and then run our test AMR also conduct energy consumption experiments and our

while measuring energy consumption.

Then we use Monsoon power monitor to obsew®,
EC; ;, ET; ;. Samples ofSP are shown in Figl]7. As you
can see, most of samples are closed and a few samples

experimental results show th&bopulusconsumes 50%-70%
less energy in comparison with dm-crypt.
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is conditionally independent from/;" = Mo, a(l)|u obeys
binomial distribution so that:
T 1 1 r—
Pla(D)]p) = ( )(ﬁ)l(l - ﬁ) L (8)
[ |
From LemmadL, we can useclusion-exclusion principl¢41]
and Chernoff bound42] to infer that
Lemma 2:For everyMi.q, Pi.¢, P;.o, We have
P(3p(Event,)) < fe T (5 5m) 9)
whereT (z,y) = zlog() + (1 - x)log(ﬁ) andr < 2129,
Proof: Based on inclusion-exclusion principle [41] and
Chernoff bound[[42], we have
6
P(3u(Event,)) < ZP(Event#)
pn=1
63 1 1 .
=06(1 - Z(?)(ﬁ)l(l - ﬁ)rﬂ)
=0
< 96_7‘7’(67?721%)

[ |
From LemmdXR, we can get the folloing theorem.
Theorem 2: Populuss (¢, e~ *7 (312 ) message indis-
tinguishable from linear-based algebra attack if 23°.

Proof: Assume that the distinguisher’s computational
complexity is not more than. Thenr < ¢ because choosing
(plaintext,ciphertext) pairs belongs to attackers’ cotafian.
Sor < 280 < 2120 whent < 280, Therefore, Lemma&l2 can
derive that the possibility of a successful distinguish @& n
more thange *7 (% 315). N
Supported by the scientific computational softw&velfram
Mathematica we getee’”(%’zﬁ) < 55 whent < 280
and § < t. Hence, Theoreni]2 implies that linear-based
algebra attack can’t bredopulusin reasonable computational
complexity.
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