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Abstract

This work studies the English auction protocol, which comprises three interactive parties—the Registration Manager, the Auction
Manager and the Bidder. The registration manager confirms and authenticates the identities of bidders; the auction manager issues
the bidding rights and maintains order in holding the auction. The proposed scheme provides the following security features—anonym-
ity, traceability, no framing, unforgeability, non-repudiation, fairness, public verifiability, non-linkability among various auction rounds,
linkability within a single auction round, bidding efficiency, single registration, and easy revocation. The scheme developed herein can
effectively reduce the load on the registration and auction managers by requiring the end server to derive the key. It also eliminates the
need for bidders to download the auction key and the auction certificate. Hence, the time complexity of processing data is clearly reduced
and the best interests of the bidders can be achieved. Accordingly, the scheme is consistent with the actual practice of online transactions.
� 2007 Elsevier Inc. All rights reserved.
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1. Introduction

Online auction protocols presently applied over the
Internet include the sealed-bid auction (Omoto and Miyaji,
2000; Franklin and Reiter, 1996; Chida et al., 2001; Kobay-
ashi et al., 2001; Kudo, 1998; Omote and Miyaji, 2001a;
Juang et al., 2005) and the public-bid auction, also called
the English auction (Kumar and Feldman, 1998; Mullen
and Wellman, 1998; Nguyen and Traore, 2000; Wu et al.,
2002; Omote and Miyaji, 2001b; Stubblebine and Syverson,
1999; Omote and Miyaji, 2002; Lee et al., 2001). In public-
bid auction related works, many researchers proposed var-
ious types of auction protocols (Chang and Chang, 2003;
Jiang et al., 2005; Hwang et al., 2002; Liaw et al., 2006)
focused on the maintenance of bidder’s anonymity and
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the fairness during bidding. However, in these protocols,
the auctioneer must verify the identity and bid price of
all bidders one by one during the bidding stage to ensure
the legality of a bidder and the integrity of the bid price.
This type of auction protocol will constitute a heavy calcu-
lation load for the server at the auctioneer’s end. So, to
reduce the calculation load of the entire auction, Omote
and Miyaji (2001b) initially developed the use of the bulle-
tin board method for verifying information. Their concept
was based on the one proposed by Nguyen and Traore
(2000), who suggested the use of group signature technol-
ogy in the English auction protocol. However, the method
of Omote and Miyaji does not publicize bidder information
because publishing such information compromises privacy,
including anonymity, fairness, and non-linkability among
various auction rounds, etc. Later, Lee et al. (2001) pro-
posed a new English auction method that reformed the
problem in Omote and Miyaji’s method; it allowed infor-
mation on bidder’s identity to be publicized but not to
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the extent as to compromise the anonymity of the bidder in
the next round of auction, achieving true one-time registra-
tion that lets a bidder repeatedly participate in auctions
after registering only once. In the methods proposed by
Omote and Miyaji (2001b) and Lee et al., during the auc-
tion, the auctioneer must choose a secret parameter for
each bidder, and calculate its corresponding public infor-
mation. Suppose there are n bidders participating in the
auction, then the information load that is to be published
by the auctioneer on the information verification bulletin
board is 3n; so the greater the number of bidders, the
higher the cost of calculation at the auctioneer’s end server.
Subsequently, Wu et al. (2002) took Omote and Miyaji’s
method as a prototype and proposed an improvement
method that raises efficiency. First, it reduced the informa-
tion load on the bulletin board from 3n to n. Second, it
eliminated the need for the auctioneer to choose a secret
parameter r for each bidder. Even so, the method could
not avert the security concerns that originally existed in
Omote and Miyaji’s method. Therefore, this work investi-
gates the security compromises of related research
approaches, their causes and remedies, and the satisfaction
of the requirements (Lee et al., 2001) of the English auction
protocol.

(1) Anonymity: No one shall be able to identify the bid-
der during the auction.

(2) Traceability: The winning bidder must be identifiable
at the end of the auction.

(3) No framing: No one shall participate in the auction
as the identity of another bidder.

(4) Unforgeability: No one shall falsify a valid bidding
price.

(5) Non-repudiation: Bidders cannot deny their bid after
the winning bidder has been announced.

(6) Fairness: Bidding must be justly handled by the auc-
tion manager.

(7) Public verifiability: Anyone can confirm the identities
of bidders and the validity of their bids.

(8) Non-linkability among various auction rounds: No
one can access results that enable a bidder to be
identified having been involved in various auction
rounds.

(9) Linkability within a single auction round: During a
single auction round, anyone can determine the num-
ber of times a bidder has bid, and tell a bid that is
submitted by a particular bidder.

(10) Bidding efficiency: The number of operations and
transmissions during the auction must be minimized.

(11) Single registration: A bidder needs only register once,
and then can participate in all auctions.

(12) Easy revocation: The register manager can easily
revoke the bidding rights of a particular bidder.

This work consists of the following six parts, as follows:
brief introduction to auction protocols; operation of the
proposed English auction scheme; discussion of security;
analysis of performance and operations of the system; com-
parisons with other methods; conclusions.
2. Proposed English auction scheme

The system has seven stages—initialization, bidder regis-
tration, auction key generation, auction setup, bidding,
verification, and winning-bidder announcement stages.
There are three system participants which are the Registra-
tion Manager (RM), the Auction Manager (AM) and the
Bidder (B). The system parameters are as follows.

System parameters
p, q big prime numbers, satisfying qjp � 1
g an element g 2 Zp with order q

Bi the bidder indexed i

ki, t1,i, t2,i secret parameters chosen by Bi (ki, t1,i, t2,i 2 RZq)
SKi Bi’s private key (SKi 2 RZq)
RKi Bi’s registration key
SKAM AM’s private key (SKAM 2 RZq)
PKAM AM’s public key
Yi,j RM with regard to Bi’s auction key produced in

the jth round of auction
rj a secret parameter chosen uniformly at random

from Zq by AM in the jth round of auction
gj a generative number published by AM in the jth

round of auction
Ci,j AM with regard to Bi’s auction certificate pro-

duced in the jth round of auction
h a collision-resistant cryptographic hash function h:

{0,1}*! {0,1}160. In each round of auction, tak-
ing the jth for example, h satisfies the conditions
hj(x) = h(x,hj�1(x)) and h0(x) = x

k a concatenate operation notation

2.1. Initialization stage

RM and AM work together to establish the system
parameters, as follows:

Step 1: RM establishes a read-only bulletin board, on
which are posted the two types of information
given below. Only RM may write on and update
this board.
(1.1) The identities and the corresponding registra-

tion keys of all bidders.
(1.2) The auction keys of bidders in the jth round

of auction.
Step 2: RM declares p, q, g and h publicly.
Step 3: Along with AM, RM establishes a read-only bulle-

tin board for a winning bidder. At the end of each
auction, AM and RM together post the winning
bidder’s information on the board, and allow oth-
ers to confirm it. Only AM and RM may write
on and update this board.
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Step 4: AM establishes a read-only bulletin board, and
posts all bidders’ auction certificates on it. Only
AM may write on and update this board.

Step 5: AM randomly selects an integer SKAM 2 RZq as the
private key, and determines the corresponding pub-
lic key PKAM using Eq. (1)
PKAM ¼ gSKAM mod p ð1Þ
Step 6: Along with RM, AM establishes a read-only bulle-
tin board for a winning bidder. At the end of each
auction, RM and AM together post the winning
bidder’s information on the board, and allow oth-
ers to confirm it. Only AM and RM may write
on and update this board.
2.2. Bidder registration stage

A new bidder, Bi, joining the auction follows the follow-
ing steps to register:

Step 1: Randomly select an integer SKi 2 RZq as the pri-
vate key and determine the corresponding registra-
tion key RKi using Eq. (2)
RKi ¼ gSKi modp ð2Þ
Step 2: Randomly select an integer ki 2 Zq and keep it
secret.

Step 3: Randomly select an integer t1,i 2 Zq to determine
the verification information of RKi, ci and ei, using
Eqs. (3) and (4)
ci ¼ hðgt1;i mod pÞ ð3Þ
ei ¼ ðt1;i þ SKi � ciÞ ð4Þ
Step 4: Transmit {RKi, ki, ci and ei} to RM over a secure
channel.

Step 5: After receiving {RKi, ki, ci and ei}, RM validates it
using Eqs. (5) and (6)
c0i ¼ hððgei �RK�ci
i ÞmodpÞ ð5Þ

ci9c0i ð6Þ

If Eq. (6) holds, then RKi is identified as a valid
registration key, and Bi is confirmed to exhibit
the private key SKi, which corresponds to RKi.
Conversely, if Eq. (6) does not hold, such a request
for registration is refused.
Step 6: RM posts the information on the relation between
Bi’s identity and RKi on the RM’s bulletin board.

Step 7: RM stores the information on the relation between
Bi’s identity and the secret parameter ki in the secret
database.
2.3. Auction key generation stage

Consider the jth round of auction. Let the set of regis-
tered bidders be U = {B1,B2, . . . ,Bn}. According to
Eq. (7) below, RM generates n auction keys, Yi,j, for each
bidder Bi, then shuffles all Yi,j completely and randomly,
and posts them on the RM’s bulletin board

Y i;j ¼ RKhjðkiÞ
i modp ð7Þ

Simultaneously, each Bi determines the auction key Yi,j

using the same equation, and verifies that the key is
publicly declared on the RM’s bulletin board. If Bi can-
not find his auction key on the board, then he appeals
to RM.

2.4. Auction setup

Consider the jth round of auction, AM generates n auc-
tion certificates Ci,j for all valid bidders using their auction
keys Yi,j on the RM’s bulletin board, as follows:

Step 1: Randomly select an integer rj 2 Zq to determine the
public parameter gj using Eq. (8), and post it on the
AM’s bulletin board
gj ¼ grj modp ð8Þ
Step 2: Generate the secret parameter Si,j for each Bi to
determine the auction certificate Ci,j using Eq. (9),
completely shuffle all auction certificates Ci,j

using Eq. (10), and post Ci,j on the AM’s bulletin
board
Si;j ¼ Y SKAM
i;j modp ð9Þ

Ci;j ¼ Y rj�Si;j
i;j modp ð10Þ
2.5. Bidding stage

The Bi participates in the jth round of auction following
the steps below:

Step 1: Generate Si,j using the AM’s public key PKAM and
Eq. (11)

j

Si;j ¼ PKh ðkiÞ�SKi
AM modp ð11Þ
Step 2: Determine the auction certificate Ci,j using Si,j and
the personal private key SKi, based on Eq. (12)
Ci;j ¼ ghjðkiÞ�Si;j�SKi
j modp ð12Þ

Also, check whether Ci,j is publicly declared on the
AM’s bulletin board; if not, appeal to AM.
Step 3: Randomly select an integer t2,i 2 Zq and determine
bidi,j to generate the corresponding signature {ai,j,
bi,j} following the Schnorr-like signature scheme
(Schnorr, 1990) as shown in Eqs. (13) and (14)
ai;j ¼ hðgt2;i
j modpkbidi;jÞ ð13Þ

bi;j ¼ ðt2;i þ ai;j � hjðkiÞ � Si;j � SKiÞ ð14Þ
Step 4: Post the bidding information {Ci,j,bidi,j,ai,j,bi,j} on
the bidders’ bulletin board. Each bidder is enabled
to write on and update the board.
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2.6. Verification stage

After bidders have posted their individual bidding infor-
mation on the bidders’ bulletin board, any verifier can
validate the bidding information thereon, as follows:

Step 1: Confirm the auction certificate Ci,j, based on Eqs.
(15) and (16)
a0i;j ¼ hððgbi;j
j � C

�ai;j
i;j modpÞkbidi;jÞ ð15Þ

ai;j9a0i;j ð16Þ

Only if Eq. (16) holds, Ci,j is identified as a valid
auction certificate, and Bi offers the bidding infor-
mation attached to Ci,j.
Step 2: Check the AM’s bulletin board to determine
whether a valid bidder submitted the auction certif-
icate RM.
2.7. Winner-bidder announcement stage

Following the bidding, the bidder who has submitted
the highest bid is the winner. For others to verify the
winning bidder, AM and RM together post the relevant
information on the winning bidder’s bulletin board, as
follows:

Step 1: AM posts the winning bidder’s information
{Ci,j, (rj ÆSi,j), Yi,j} on the winning bidder’s bulletin
board. Hence, any verifier can confirm the relation
between Ci,j and Yi,j, given by the equation below
Ci;j ¼ Y rj�Si;j
i;j modp
Step 2: According to the information Yi,j posted by AM,
RM determines the winning bidder’s identity and
the corresponding registration key RKi, and posts
{Yi,j,hj(ki),RKi} on the winning bidder’s bulletin
board. Therefore, any verifier can confirm the exist-
ing relation between RKi and Yi,j, according to the
equation below, and thus determines the winning
bidder’s identity from the RM’s bulletin board,
by comparing with RKi
Y i;j ¼ RKhjðkiÞ
i modp
3. Security analysis

The security requirements (Lee et al., 2001) of an Eng-
lish auction scheme are explained as follows:

(1) Anonymity: Unless AM and RM are colluding, no
one can identify the bidders during the auction.
(1.1) Anonymity in the case of RM: AM uses the ran-

dom number rj to generate the auction certifi-
cate Ci,j, so RM cannot identify a bidder by
comparing Ci,j with the corresponding Yi,j.
(1.2) Anonymity in the case of AM: RM generates
the auction key Yi,j using the secret parameter
ki chosen by Bi and the mutual operation of
hj(ki), so RM provides AM a different Yi,j for
each Bi in each round of the auction. Addition-
ally, hj(ki) is kept secret to AM. Hence, AM can
neither determine RKi that corresponds to Yi,j

nor identify the bidder that corresponds to Yi,j.
(2) Traceability: Throughout the entire auction process,

all bidders bid anonymously with the help of the auc-
tion certificate Ci,j issued by AM. Therefore, to the
bidders, the most important thing at the end of the
auction when the winning bidder is finally announced
is the ability to confirm the identity of the winning
bidder, and verify his legality. Besides, the owner of
the auctioned goods can also directly deliver the
goods to the winning bidder, completing the transac-
tion and preventing compromise of the winning
bidder’s rights in the case that RM fails to announce
the winning bidder. So, at the end of the auction, AM
and RM each make public the partial information
they hold on the winning bidder’s identity for any
person to verify. As described in the winner-bidder
announcement stage, any verifier can look up the
winning bidder’s auction key Yi,j through the winning
bidder’s information {Ci,j, (rj ÆSi,j),Yi,j} announced by
AM, and then through the winning bidder’s informa-
tion {Yi,j,hj(ki),RKi} announced by RM obtain the
registration key RKi that corresponds to the winning
bidder’s auction key. Then, by comparing RKi, the
verifier can obtain from the bulletin board the true
identity of the winning bidder.

(3) No framing: Unless an attacker obtains Bi’s private
key SKi, no one can forge a valid signature, {ai,j,bi,j},
and participate in the bidding in Bi’s name. If an
attacker seeks to determine the private key SKi from
the public information, then he must use one of the
two following methods:
(3.1) The attacker derives from RKi the computation

complexity of SKi as the difficulty of solving the
discrete logarithm problem (DLP).

(3.2) First obtain the t1,i in Eq. (3) or the t2,i, in Eq.
(13), then use Eq. (4) or Eq. (14) to obtain SKi;
the attacker shall face the difficulty of breaking
Schnorr’s signature scheme (Schnorr, 1990).
According to the above analyses, the following con-
clusion is obtained: the attacker cannot derive SKi

via those two methods because no one can imperson-
ate Bi to generate his valid bidding information
{Ci,j,bidi,j,ai,j,bi,j}.
(4) Unforgeability: Based on the following analyses, the
proposed scheme confirms that attackers cannot gen-
erate a valid auction certificate Ci,j or forge any valid
bidder information.
(4.1) An attacker cannot obtain SKi, Si,j and ki.
(4.2) If an attacker intends to determine (hj(ki) Æ

Si,j ÆSKi) from Ci,j, he must initially handle the
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Analysis of security requirement for auction schemes

Comparison items Contrast method (Wu The

Y.F. Chung et al. / The Journal of Systems and Software 81 (2008) 113–119 117
difficulty of solving the discrete logarithm
problem.

(4.3) hj(ki) evolves with each round of the auction.

et al., 2002) proposal

Anonymity in the case of RM Yes Yes
Anonymity in the case of AM No Yes
Hence, each bidder is assigned different auction
key Yi,j and auction certificate Ci,j in each round
of the auction.
Traceability Yes Yes
No framing Yes Yes
Unforgeability Yes Yes
Undenialability Yes Yes
Fairness No Yes
Public verification No Yes
Non-linkability among various

auction rounds
No Yes

Linkability within a single auction
round

Yes Yes

Bidding efficiency Yes Yes
Single registration No Yes
Easy revocation Yes Yes

Table 2
Definition of operation symbols

Symbol Definition

TMUL Time complexity of modulus multiplication operation
TEXP Time complexity of modulus exponentiation operation
TINV Time complexity of modulus inverse element operation
TH Time complexity of one-way hash function operation
TS Time complexity of searching for a key on the bulletin board
(5) Non-repudiation: According to the analysis on ‘‘No
framing’’, signature {ai,j,bi,j} can be generated only
by the bidder himself. If the validity of {ai,j,bi,j}
passes verification, then the winning bidder cannot
deny his bid price.

(6) Fairness: Bidders bid anonymously and post the bid-
ding information on the bidders’ bulletin board by
themselves. Hence, AM is bound to justly handle all
bidding information.

(7) Public verifiability: All participants can test and ver-
ify the legitimacy of the bidders and the winners.
(7.1) The bidding stage: Bi posts bidding information

{Ci,j,bidi,j,ai,j,bi,j} on the bidders’ bulletin
board. Any bidder can use Eqs. (15) and (16)
to test and verify the legitimacy of {Ci,j,bidi,j},
and through the information posted on the
AM’s bulletin board, confirm whether the certif-
icate Ci,j has been issued by AM or not, and also
whether the bidder is authorized to participate
in the auction.

(7.2) The announcement of the winner: The winner is
announced through the bulletin board shared
by AM and RM, by posting the informa-
tion {Ci,j, (rj ÆSi,j), Yi,j} and {Yi,j,hj(ki), RKi}.
The identity of the winner is available to all.

(8) Non-linkability among various auction rounds: In
each auction round, RM causes Yi,j to differ, and
AM also causes Ci,j to differ using a different random
number rj. That is, unless AM and RM conspire, no
one can determine the linkability of the same bidder
among various rounds of auctions.

(9) Linkability within a single auction round: During an
auction, a bidder uses a single auction certificate Ci,j

to bid. Hence, how many times a bidder bids in the
same round of auction can be determined, along with
which bids are made by which bidder.

(10) Bidding efficiency: A more detailed discussion is pre-
sented in Section 4.

(11) Single registration: Bidders bid anonymously during
the auction. Therefore, bidders need only register
once with RM, and still keep themselves anonymous
in any subsequent round of the auctions.

(12) Easy revocation: RM needs only remove the informa-
tion about Bi, including the secret parameter ki from
the database, and related information on the bulletin
board. Then, he can revoke Bi’s bidding rights.

On the method by Omote and Miyaji, Wu et al. (2002)
refined it by reducing the load associated with verifying
the content of the bulletin board, and increased the effi-
ciency of the system. However, this method does not allow
posting of the identity of the winner for verification
because the registration key is not renewed with each round
of auction. Consider that a past winner participates in a
subsequent auction. AM might compare this bidder’s key
to the registration key issued by RM; he can thus determine
the actual identity. This case leads to unfair bid handling
for the requirements of anonymity and non-linkability
among various auction rounds become inapplicable to
AM. To maintain anonymity, the winner is forced to create
a new registration key and register it with RM. Such a
device ensures anonymity, but undermines the efficiency
requirement of single registration. The security analysis is
in contrast to the method presented below, in which
‘‘Yes’’ indicates that the requirement is satisfied, and
‘‘No’’ indicates that the requirement is not satisfied. The
details can be referred to Table 1.
4. Analysis and discussion of performance

Time complexity is used for comparison to estimate the
cost of executing operations. The given symbols are defined
as follows.

The time complexity of modulus addition operation is
very low, so it is neglected in the calculation of the cost
of computation. The details can be referred to Table 2.

Table 3 below presents the required computation com-
plexity for the contrast method (Wu et al., 2002) and the
proposal, based on the above information. The values in
Table 3 are the result of the summing the number of times



Table 3
Computation complexity for processing

Computation complexity The contrast method The proposal

Bidder registration 4TEXP + 2TMUL + 2TH 4TEXP + 2TMUL + 2TH

Auction key generation – nTEXP + nTH

Auction setup (2n + 1)TEXP + 3nTMUL + nTINV + nTH (2n + 1)TEXP + nTMUL

Bidding 4TEXP + 3TMUL + 2TH 3TEXP + 6TMUL + 1TH

Verification 2TEXP + 3TMUL + 1TINV + 1TH + 1TS 2TEXP + 1TMUL + 1TH
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the various operations were used in different stages of auc-
tion. The comparison table shows drops in the number of
the modulus multiplication operations, modulus exponen-
tiation operations, modulus inverse element operations
and one-way hash function operations in the auction setup
stage of the proposed scheme.

From Table 3, it can be seen that the computation com-
plexity required for the bidder registration stage in these
two methods is similar. In the bidder registration stage,
each bidder creates a registration key associated with
related verification information, and the required computa-
tion complexity is 1TEXP for Eq. (2) and 1TEXP +
1TH + 1TMUL for Eqs. (3) and (4). Also, RM has to vali-
date the registration key using Eqs. (5) and (6), which
employs 2TEXP + 1TMUL + 1TH. Therefore, the total com-
putation complexity is 4TEXP + 2TMUL + 2TH in the regis-
tration stage.

Assume that there are n bidders in the auction key gen-
eration stage, then what costs for RM to launch an auction
key to each bidder using Eq. (7) is nTEXP + nTH. Although
the proposed scheme additionally employs an auction key
generation stage, the extra stage is worth the effort from
the perspective of security. For instance, the requirements,
such as anonymity, fairness, public verifiability, non-link-
ability among various auction rounds, single registration,
are thus met.

For the auction setup stage in the proposed method,
AM firstly generates the public parameter gj using
Eq. (8), which takes 1TEXP. Then, AM generates n auction
certificates for all bidders, and spends nTEXP for Eq. (9)
and nTEXP + nTMUL for Eq. (10). Thus, the total computa-
tion complexity is (2n + 1)TEXP + nTMUL. Instead, the
contrast method employs (2n + 1)TEXP + 3nTMUL +
nTINV + nTH. Obviously, the proposed method runs more
efficiently than the contrast one.

In the bidding stage, the expense of creating the auction
certificate for each bidder is 1TEXP + 1TMUL in Eq. (11)
and 1TEXP + 2TMUL in Eq. (12); also, the expense of
assigning the signature for the bidding is 1TEXP +
3TMUL + 1TH in Eqs. (13) and (14). Consequently, the
total computation complexity for the proposed method is
3TEXP + 6TMUL + 1TH, and for the contrast one is
4TEXP + 3TMUL + 2TH. Despite double modulus multipli-
cation operations, the former saves one time of modulus
exponentiation operation and one-way hash function
operation.

For the verification stage, anyone can validate the bid-
ding information, which only costs 2TEXP + 1TMUL + 1TH
for Eqs. (15) and (16). However, the contrast method takes
2TEXP + 3TMUL + 1TINV + 1TH + 1TS.

To summarize, the proposed method forces the operat-
ing load down in the prerequisite of reasonable security,
making the load and capital for the auctioneer server
lower. It also significantly reduces the waiting time for
the bidders to download the bidder information.

5. Conclusions

This work develops approaches that satisfy the security
requirements of the English auction scheme, identifying
causes or problems and providing solutions, while reducing
the time complexity of bidder verification and auction
setup. The proposed scheme improves bidding efficiency,
and the effectiveness and convenience of the auction. The
scheme proposed by this paper assumes a wired network.
To free the scheme from the hardware constraints of a
wired network environment, we hope to be able to expand
the protocols for use on wireless communication platforms
in the future, so as to bring about an electronic auction
protocol that is more portable and more convenient.
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