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ARTICLE INFO ABSTRACT

Article history: Attribute-Based Encryption (ABE) plays an important role in current secure data sharing through fine-
Received 20 September 2021 grained customizable policies. However, the existing ABE schemes only support simple predicates,
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expressivity of ABE will enlarge the ciphertext storage and reduce the communication efficiency. To
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overcome this problem, we propose an ABE supporting Dual Membership (DM-ABE). The core problem

Keywords: for implementing this scheme is how to use cryptographic methods to decide the membership between
Dual Membership the verified element and the given set. In order to solve this problem, we design a cryptographic
Secure Decision of Membership algorithm, called Secure Decision of Membership (SDM), based on aggregation functions. In this
Attribute-Based Encryption algorithm, any set can be aggregated into one cryptographic element, and the verified element and the
Private data sharing given set can be converted into another cryptographic element in decision process. The membership

between them can be decided by the above two cryptographic elements. Furthermore, we construct the
DM-ABE by using SDM. Because of the good expressivity of our DM-ABE, we further propose a novel
cryptographic data sharing framework by integrating DM-ABE and attribute-based access control to
provide fine-grained access control and security protection for private data. In the security proof of
DM-ABE, we prove that the DM-ABE satisfies the semantic security against chosen-plaintext attacks
under the DBDHE assumption in the standard model through a unified way, considering both two
encryption methods for € and ¢ at the same time. Finally, we analyze our scheme in terms of time
and space complexity, and compare it with some existing schemes. The results show that our DM-ABE
has a better expressive ability on the boolean logic of general membership predicates, € and ¢.

© 2022 Published by Elsevier Inc.

1. Introduction and users comes the risk of privacy leakage and unauthorized
access. For this problem, many countries and regions established
Thanks to the rapid development of information technologies, ~ strict laws to provide protection for data sharing, such as the

such as Internet of things (Xu et al, 2020) and cloud com- EU General Data Protection Regulation (GDPR) and the California

puting (Fan, 2021a), large-scale data sharing has become more ~ Consumer Privacy Act (CCPA). However, only around 10% of the
and more widespread in the recent decade. For example, many wor!d s population has personal information covere;d by the GDPR
countries have seen a steep rise in the amount of health data or similar laws at the moment. How to use technical method to

being generated. These data come not only from professional protect data pr.ivacy so that more people can enjoy the benefits
health systems (MRI scanners, pathology slides, DNA tests, etc.), from data sharing has become a popular challenge.

. . ] Attribute-Based Encryption (ABE), as a mature public-key
but also from wearable devices. With up-to-date patient data ; . .
. . . . t hy technology, lly Ciphertext-Policy ABE (CP-
at their fingertips, accurate and efficient health service can be CIVPLOSTAPIY tECOOBY, €SPECd’y “Ipherext1oicy (

. , - e ABE), is considered by many experts as an important technology
provided to t'he fully mformgd patients and. even save thglr llives. to face the above challenge (Zhang et al,, 2020a). The reason is
However, private data sharing between different organizations  hat Cp-ABE uses attributes as the minimum authorization units

to describe subjects and objects (i.e. users and data), and encrypts

% Editor: W. Eric Wong private data according to access policies. The policy refers to
* Corresponding authors. the boolean statement represented by a formula involving logic
E-mail addresses: zhuyan@ustb.edu.cn (Y. Zhu), cchu@thu.edu.tw operators (“AND(A)” and “OR(V)") over a set of attribute rules,
(W.C.-C. Chu). e.g., Depart € {Surgery, Radiology} A Stuff ¢ {Patient, Nurse}. A
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0164-1212/© 2022 Published by Elsevier Inc.
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Table 1
Example policy expressed in different logics.
Type Expression Number of Number of Expressivity
predicates logic operators
DML Depart € {Surgery, Radiology} A Stuff ¢ {Patient, Nurse} 2 1 High
EL (Depart = Surgery Vv Depart = Radiology) A (Stuff = >5 >4 Low
ChiefPhysician Vv Stuff = Anesthetist \/ Stuff = Pharmacist v - --)
EL and NEL (Depart = Surgery Vv Depart = Radiology) 4 3 Medium

A (Stuff # Patient A Stuff # Nurse)

user has the right to decrypt the encrypted data if and only if
his attribute set corresponding to his private key satisfies the
policy. Therefore, CP-ABE can protect data for the large-scale data
sharing, since any subject satisfying the policy can decrypt private
data.

Currently, various CP-ABE schemes have been proposed to
meet different requirements, including outsourcing computing
(Lai et al.,, 2013; Ma et al., 2017), fast decryption (Malluhi et al.,
2017), multi-authority (Li et al., 2011; Chow, 2016), traceabil-
ity (Zhang et al., 2020b), etc. However, the existing CP-ABE
schemes only support simple predicates, mainly including equiv-
alence decision (=) and non-equivalence decision (), which
correspond to Equivalence Logic (EL) and Non-Equivalence Logic
(NEL), respectively. They are just extreme cases of member-
ship logic (€ and ¢), which is called Dual Membership Logic
(DML). The DML can represent two opposite memberships, Pos-
itive Membership (PM) € and Negative Membership (NM) ¢.
However, the existing CP-ABE schemes cannot efficiently express
the DML-type predicates.

We take a policy Depart € {Surgery, Radiology} A Stuff ¢
{Patient, Nurse} as an example, and Table 1 presents the policy
expressed in different logics. If a CP-ABE only supports EL, it
will express this policy into (Depart = Surgery v Depart =
Radiology) A (Stuff = ChiefPhysicianV Stuff = Anesthetist v Stuff =
Pharmacist Vv - - -). However, if this CP-ABE can support both EL
and NEL, it can express this policy into (Depart = Surgery Vv
Depart = Radiology) A (Stuff # Patient A Stuff # Nurse).
Clearly, the original policy only involves 2 predicates and 1 AND
operators, while the policy expressed by the CP-ABE with EL
and NEL involves 4 predicates and 3 AND/OR operators, because
the DML-type predicates must be divided into several simple
predicates for expression.

The above comparison indicates that the existing CP-ABE
schemes have a low expressivity for the DML-type predicates
because the DML-type predicates must be divided into several
simple predicates for EL or NEL. Considering that each of pred-
icates will be converted into a subciphertext in the encryption
process of CP-ABE, the low expressivity will further increase the
cost of ciphertext storage and computation, especially for the
complex policies involved several DML-type predicates.

1.1. Motivation and approach

To overcome the low expressivity for DML-type predicates
in the existing CP-ABE schemes, we construct a new CP-ABE
scheme supporting Dual Membership, called DM-ABE scheme.
The challenge in achieving this goal is how to use a cryptographic
method to securely decide the membership between the verified
element and the given set. For this challenge, we design a crypto-
graphic algorithm, called Secure Decision of Membership (SDM),
to securely make decision for dual memberships, i.e. PM and NM.
The core part of the algorithm is the aggregation function which
can implement compact cryptographic representation of sets. In
this algorithm, any element u or set S will be converted into an
element of the cryptographic space, where S is firstly encoded
into a binary code, and then aggregated into a cryptographic

element EAgg(S) through an aggregation function EAgg(). In order
to verify whether the element u belongs to the set S, another ag-
gregation function DAgg() is constructed to aggregate u and S into
a cryptographic element DAgg(u, S). The membership between u
and S can be decided according to EAgg(S) and DAgg(u, S).

Then, on the basis of the SDM algorithm, the DM-ABE scheme
will be constructed so as to support the expression of dual mem-
bership. In this scheme, our approach is to convert the decision
problem of SDM into a computation problem for a specified
value. If the user’s attribute satisfies the predicate, he can recon-
struct the correct value for decryption; otherwise, he only obtains
a random value. Considering that the two different encryption
methods for dual memberships are involving in DM-ABE, we
intend to prove the security of DM-ABE in a complete proof rather
than in two parts.

1.2. Related work

Since Sahai and Waters (2004) proposed a prototype of ABE,
where each user’s identity is described by a set of attributes, var-
ious ABE schemes have been proposed. The existing ABE schemes
can be divided into three types: Key-Policy ABE (KP-ABE) (Goyal
et al., 2006; Kim et al., 2017), CP-ABE (Bethencourt et al., 2007;
Waters, 2011) and Dual-Policy ABE (DP-ABE) (Attrapadung and
Imai, 2009). This paper mainly focuses on CP-ABE because data
owners can specify scope of authorized users in CP-ABE scheme.

Recently, CP-ABE has become a mature technology, in terms
of outsourcing computing (Li et al., 2020; Ning et al.,, 2018a;
Zhong et al,, 2021), fast decryption (Agrawal and Chase, 2017;
Tsuchida et al.,, 2018), traceability (Li et al., 2009; Ning et al.,
2018b), multi-authority (Jiang et al,, 2016; Yu et al., 2017), se-
curity proof (Ambrona et al., 2017; Lin and Luo, 2020), etc. For
example, Li et al. (2020) proposed an outsourcing CP-ABE scheme
in which both authorized users and unauthorized users can ver-
ify the correctness of ciphertext transformation. Tsuchida et al.
(2018) proposed a CP-ABE scheme supporting fast decryption
and NEL. This scheme only needs constant pairing operations in
decryption. Ning et al. (2018b) proposed a fully secure white-
box traceable CP-ABE scheme to capture malicious users who
leak their access credentials. Yu et al. (2017) proposed a multi-
authority ABE scheme, which avoids key escrow and prevents the
malicious sharing of secret key by traceability mechanism.

However, for the expressivity, the existing CP-ABE schemes
only support simple logic, and cannot express DML-type predi-
cates efficiently. For example, Bethencourt et al. (2007) and Goyal
et al. (2008) only support equivalence decision = . To improve
the expressivity, Waters (2011) proposed a CP-ABE scheme to
support NEL. However, this scheme regards the negative version
of a positive attribute as an independent attribute. It results in
the doubling of the attribute number in system.

To overcome this problem, Ostrovsky et al. (2007) proposed
a method to convert a monotonic access structure into a non-
monotonic access structure. By using this method, Yamada et al.
(2014) proposed a CP-ABE scheme supporting NEL. The above
schemes do not involve the concept of attribute variables. When
these schemes decide whether an attribute set @ satisfies a NEL
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predicate X # a, they compare a with all attributes in @. If a is
not equal to all attributes in @, the predicate is satisfied.

Furthermore, Okamoto and Takashima (2010) and Okamoto
and Takashima (2012) proposed another method to express NEL.
In this method, each attribute is described as a tuple (t, v), where
t denotes an unique number of the attribute variable, and the
vector v denotes the assignment of this attribute variable. When
these schemes decide whether an attribute set @ satisfies a
NEL predicate X # (t;, V1), they firstly choose the attribute
(t2, Vo) € @ where t, = t;, and then calculate the inner product
of v1, ¥, to make decision. It indicates this predicate is satisfied,
ie, (tp = t1,03) # (t;,vq), if the inner product satisfies a
specified condition. By using this method, Tomida et al. (2020)
proposed a CP-ABE supporting NEL based on Agrawal and Chase
(2017). Then, Tsuchida et al. (2018) proposed a CP-ABE scheme
supporting NEL and fast decryption.

1.3. Contribution

e We propose the concept of dual memberships and the prob-
lem of secure decision of dual memberships. To solve this
problem, we design two aggregation functions, i.e., EAgg()
and DAgg(), to compact the given set to a cryptographic
element. Based on them, the verified element and the given
set can be converted into cryptographic elements in decision
process of dual membership. Furthermore, the member-
ship between these elements can be decided by utilizing
the shift-and-cancellation methods on a specific basis vec-
tor. Thus, we verify the feasibility of cryptographic dual
memberships.

e We propose a new ABE scheme supporting Dual Member-
ship, called DM-ABE. In this scheme, the SDM decision is
converted into a computation problem on a specified value,
and the membership decision for a single attribute variable
in SDM is extended into that of multiple variables. Thus,
this scheme has a high expressivity for DML-type predicates,
and supports various types of predicates, =, #, € and €.
Finally, a Policy-Driven Data Sharing Architecture (PDDSA) is
presented to provide secure issuing and acquiring on private
data sharing by integrating DM-ABE with Attribute-Based
Access Control (ABAC).

The security proof depends on Decisional Bilinear Diffie-
Hellman Exponent (DBDHE) assumption rather than the ran-
domness hypothesis of random oracle model. Furthermore, we
consider both two different encryption methods for dual mem-
berships at same time, and prove the security of DM-ABE in the
complete proof rather than in two parts.

Organization: In the rest of this paper, Section 2 describes the
SDM algorithm and DM-ABE scheme. The security analysis of the
DM-ABE is presented in Section 3. In Section 4, we provide the
performance analysis and comparison. In Section 5, we propose
the application of DM-ABE, i.e., PDDSA. The paper concludes in
Section 6.

2. DM-ABE

In order to improve the expressivity of DML-type predicates,
we propose a concrete construction of DM-ABE based on the SDM
algorithm in this section. In this section, we use the bilinear map
group system S = (p, G, Gr, e(-, -)) to implement our SDM algo-
rithm and DM-ABE scheme, where G, Gt are two cyclic groups of
prime order p, bilinear mapping e : G x G — Gr is a mapping
function which satisfies e(g?, h”) = e(g, h)®® for Vg, h € G and
da,b € Z;,.

The Journal of Systems & Software 188 (2022) 111271
2.1. Construction of SDM

The algorithm, secure decision of membership, mainly focuses
on the cryptographic representation of subsets in a set with fixed
number of elements. For the set U = {eq,e,,...,e,_1}, a party
with an element e; can prove the membership (PM € or NM ¢)
between e; and a subset S € U to a party with S by using SDM.
The definition of SDM is shown as follows.

Definition 1 (SDM). A Probabilistic Polynomial-Time (PPT) algo-
rithm P(e;, S) is called a SDM algorithm, if for any e;, the SDM can
make decision for both PM and NM with the probability 1 — e,
where € is negligible, and SDM satisfy the following inequality,

1, e €S
Pr|:P(e,-,S)={—1, e,-¢5,eieu:|zl—e. (1)
0, e ¢ 0]

As shown in Eq. (1), this algorithm shall make decision for
both PM (€) and NM (¢). For two cases, i.e, e; € S and e; ¢
SAe; € U, this algorithm can output 1 and —1 with overwhelming
probability, respectively. Moreover, a new case e¢; ¢ U is also
added into Eq. (1). It indicates that a malicious party intends to
forge an element e; ¢ U to pass the verification of SDM algorithm,
and this algorithm can distinguish the forged element efficiently.

To implement a practical construction of SDM, we use an
aggregation function to generate the compact cryptographic rep-
resentation of subsets. For the set U = {eq,e,...,e,_1}, the
aggregation function can compact any subset S C U into a
value with fixed size. The definition of the aggregation function
is shown as follows:

Definition 2 (Aggregation Function). Let PX be the public pa-
rameters in a group G, U = {eq, ez,...,e,—1} be the set of all
attributes. The aggregation function Aggregate : PK x 2V — G is
a deterministic polynomial time algorithm and satisfies

Aggregate(mpk, S) = Rs, (2)

where, mpk is the public key in PX, S € U is a subset, Rs is a
sufficiently random value of group that prevents random guess.

According to the above definition, we design the aggregation
function EAgg() shown as follows. Let n be a positive integer and
g be a generator in G. For a random value p €g Z,, a parameter

2 n—1 n n+1 2n—1 .
sequence {g,g", gt ,...,g" gt gt .-, gh . } consist-
ing of 2n elements is constructed. By removing g* from this
sequence, we can obtain the main public key
mpk = {g.g". g, ....g" g g, (3)
where u is a secret. For any subset S € U, we map its element
e € Stog"", and construct Eagg() to generate the cryptographic
representation of S, as shown in Eq. (4).

EAgg(s) = [ ¢ = ga=""". (4)

e;eS

The above function EAgg() aggregates S into a cryptographic
element, and the discrete logarithm problem guarantees the ran-
domness of EAgg(S). Specifically, we take a subset S = {e,, e3} C
U = {e1, ey, e3} as an example (for n = 4). S is firstly encoded as
011 according to the index of S in the power set of U. Then, the
polynomial representation p + u? of this subset is generated by
011 on the random variable s, where (i + 1?)’s binary code (we
call it pu-code) for w is 110. Finally, we extend this polynomial
into an element g"*** in G.

When we decide whether the verified element e; is in a given
subset S, the w-code of S can be shifted i bits to the right, i.e., shift
the (n — i)th bit of the u-code to the nth bit. It indicates that
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Table 2

The binary encoding for all subsets of {eq, e;, es} with the verified element e,.
Subset (e1e0e3) Polynomial representation (! p? ) Shifted polynomial representation (' 1)
0 (000) (0) (000) (0) (00000)
{es} (001) (W) (100) (1?) (00100)
{e2} (010) (1?) (010) (1) (00010)
{e2, es} (011) (1 + p?) (110) (1 + 1) (00110)
{eq} (100) (1?) (001) (1®) (00001)
{e1, es} (101) (1 + 1) (101) (1 + ) (00101)
{e1, e2} (110) (1 + p?) (011) ([ + 1) (00011)
{e1, €3, €3} (111) (1 +u? + 1) (111) (1® + [+ 1) (00111)

e; ¢ S if the nth bit is 0; otherwise, e; € S. This is called shift-
and-cancellation method. For example, if the verified element is
e,, the mentioned w-code can be shifted 2 bits to the right so
as to obtain 00110. Clearly, the fourth bit of it is 1, therefore
e, is in {ey, e3}. According to the above approach, we convert
the problem of deciding membership into the 0/1 decision of the
nth bit. Table 2 presents the binary encoding for all subsets of
{e1, e, e3}, where the verified element is e;.

Furthermore, we convert this 0/1 decision problem into a
cryptographic problem of computing the nth element g"”. In
order to achieve this conversion, another aggregation function
DAgg() is designed to aggregate the verified element e; and the
given subset S, defined as Eq. (5).

1—[ gun—j+i e € S,
j€S,ej#e;
DAgg(e;, S) = 9791 (5)
' l_[g“ g
ejes

Based on two aggregation functions, EAgg() and DAgg(), the SDM
algorithm can be constructed as follows:

1. Randomly choose h € G and secret r € Z%, then generate
public parameters:

PK =(g,h,v=g", (g ="} o thi = 1" /g}i2)). (6)

2. For the verified element e;, generate its cryptographic rep-
resentation E; = g/ according to the secret r.

3. For the set S C U, randomly choose t € Zy, then compute
Co = g*, w = v - h and decision basis W = e(g,_1,81) =
e(gn, g)*. Finally, generate the cryptographic representation
of set S according to PK as follows:

o _ [ EAgg(s)Y
7 | w/EAgg(S)Y

4, The following equation can be used to verify the dual
membership between e; and S:

e €8S,
e ¢S (7)

1 W= e(CSa gl)/e(El N DAgg(eh 5)7 C0)7
P(e;, S) = 1—1 W = e(Cs, gi)/e(E; - hi/DAgg(e;, S), Co),
0 Otherwise.

(8)

Clearly, this algorithm satisfies Eq. (1). It means that this
algorithm can efficiently decide the membership between the
verified element e; and the given set S C U, i.e. e € S and
e ¢ S Ae € U. Moreover, it can distinguish the forged element
e; ¢ U.

2.2. Definition of DM-ABE

In this subsection, we will present the definition of the ABE
scheme supporting dual membership. Let A = {Ay,A,, ..., An}

be the attribute variable set, where A; is an attribute variable, m
is the number of attribute variables. Suppose that there are at
most (n — 1) assignments for each attribute variable A; € A. Let
Ui = {ei, ei, - - ., ein—1)} be the assignment set of the attribute
variable A;, where e;; represents the jth assignment of A;. Let @ be
the user’s attribute set, e.g. ® = {A; < e11,A; < e31, A3 < ex}.
We use I1(®) = 1 to denote that the @ satisfies the policy IT. Our
DM-ABE scheme consists of four algorithms shown as follows:

e Setup(A, «): This algorithm takes an attribute variable set A,
and a security parameter « as inputs, then outputs a bilinear
map group system S, a public key PK and a master secret key
MK.

o KeyGen(MK, &, IDy): This algorithm takes the master secret
key MK, a user’s attribute set @ and his/her unique identity
IDy as inputs, then outputs this user’s private key skg).

e DMABE-Enc(PK, IT): This algorithm takes the public key PK
and an access policy IT as inputs, then outputs a session key
ek and its ciphertext Cj;.

o DMABE-Dec(PK, skgf), Cr7): This algorithm takes the public
key PK, the user’s private key skgf) and the ciphertext Cpy
as inputs. If the user’s attribute set & satisfies the policy
I1,i.e., I1(®) = 1, the session key ek can be reconstructed
from the ciphertext C7; otherwise, this algorithm outputs a
invalid value L.

Correctness. For all possible public keys PK and master keys MK
from (PK, MK) < Setup(S, A, k), any user’s private key sk(q';)
corresponding to his/her attribute set @ can be generated from
skz’)‘) <« KeyGen(MK, @, ¢). Given any policy I7, a session key
ek and its valid ciphertext C; can be yielded from (Cr, ek) <«
DMABE — Enc(PK, IT). If there exists a valid attribute set @' C @
satisfying the access policy 17, i.e., I[1(®’) = 1, the correct ek can
be reconstructed from C; by DMABE — Dec, that is,

Pr[DMABE — Dec(PK, sk, C;7) = ek : 30’ € &, [1(®') = 1] = 1.
9)

2.3. Construction of DM-ABE

In this subsection, we will describe the construction of DM-
ABE from the SDM algorithm. In this construction, a cryptographic
hash function hash : {0, 1}* — Z; is used to map each attribute
variable A; described as a binary string to a random element
s; = hash(A;) for i € [1, m]. For clarity, we use S; and R; to denote
the designated set and the revocation set, respectively, so that the
PM-type and NM-type predicates can be represented as A; € S;
and A; ¢ R;, respectively. For each predicate in the policy, the
DM-ABE utilizes the SDM to determine the membership between
the user’s attribute and the given set for authorization decision.

The construction of Setup is proposed in Algorithm 1, where,
m is the number of attribute variables, and (n — 1) is the number
of assignments for each attribute variable. In order to apply



H. Lu, R. Yu, Y. Zhu et al.

SDM to our DM-ABE, we generate the related parameters in this
algorithm. Similarly tp the SDM, {gj_ f:”u #n anq {hj}]'_‘:—ll are gener-
ated for the aggregation functions in encryption and decryption.
Moreover, the SDM only considers one attribute variable, while
the DM-ABE considers m attribute variables. Therefore, v in the

SDM is extended to {v;}{"; for m attribute variables.

Algorithm 1 Setup
Input: The attribute set A and security parameter «;
Output: Public key PK and master secret key MK;
1: generate S = (p, G, Gr, e(-, -)) according to «;
2: randomly pick elements o, 8, u,y €r Z;, h €x G and a
generator g of G;
: compute 5 = g%, £ = gf;
: forie[1,m] do
compute v; = g%i¥, where s; = hash(A;);
:forje[1,2n]Aj# ndo
compute gj = g"’;
:forje[1,n—1]do
compute hj = h*' /g;
10: set V = e(gy, g);
11: return MK = (¢, B, 10, y), PK =
(g, b, n, &, {0y A s ().

The Algorithm 2 shows the construction of KeyGen. Note that,
the user’s attribute subkey for (A; <— e;) is not only related to
the attribute e;;, but also related to the attribute variable A; and
identit%/ )IDk in this algorithm. Therefore, the sub-key is set in the

form d,.;{ = gjs”’ - g% rather than the form E; = g/ in the SDM.

Algorithm 2 KeyGen

Input: Master secret key MK, user’s attribute set @ and identity
IDy;

Output: User’s private key sk(ql;);

1: randomly pick ¢ € Z; for IDy;

2: for V(A; <— ¢j) € @ do

3: compute its sub-key dg‘) = gjs“’ g = v,!’“J g,

atop
4: compute d¥ =g 7 ;

k k
5: return sk = {{dﬁ}}mHUW dwy,

The Algorithm 3 gives the construction of DMABE-Enc. In this
algorithm, Linear Secret Sharing Scheme (LSSS) (Li, 2013) is used
to represent the access policy. The policy IT involving [ predicates
will be converted into (M, p) by LSSS to share a random secret
t, where M is an | x b matrix, and p is a permutation function
to map each row of M to a predicate. For each predicate in the
policy, i.e., A; € S; or A; ¢ Ry, this algorithm utilizes EAgg() of the
SDM to aggregate S; or R;, and then generate the subciphertext
(ci1, cin), where, ¢y corresponds to Cp, cpp corresponds to C; in the
SDM.

The Algorithm 4 proposes the construction of DMABE-Dec. If
the user’s attribute set @ satisfies the policy I7, there exist an
authorized set F and a index set I = {i : p(i) € F}. Then, the
reconstruction vector {w; € Zp}ier used for decryption can be
computed according to M and I, such that Xic;w;A; = t. Then, for
each subsiphertext (c;1, ¢j2), this algorithm uses Eq. (11), which is
similar to Eq. (8) in the SDM, to compute ¢; = e(g,g%, g)", where
DAgg() is utilized to aggregate the user’s attribute and the given
set. Finally, ek can reconstructed by {w;}ic; and {c;}ie;.

Correctness. Next, we will discuss the correctness of our DM-ABE
scheme. There are two cases shown as follows:

e Case 1: If the predicate is A; € S;, and the attribute A; < e;
corresponding to the dg‘) satisfies this predicate, ¢; can be
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Algorithm 3 DMABE-Enc

Input: Public key PK and access policy IT;
Output: Session key ek and ciphertext Cr;
1: convert [T into (M, p) by LSSS;
2: randomly pick a vector v = (t, 1y, -+ ,1p) € Zg to share the
secret t;
3: forie[1,]] do
compute A; = M; - v;
5: extract the predicate A; € S; or A; ¢ R; from the ith literal
of IT;
if the predicate is A; ¢ R; then

7: compute w; = v; - h;
8: compute (cj1, i) according to S; or R; as follows:
(", (vi- EAgg(Si))  Ai€Si;
Ci1, Cin) = . 10
(€ir. Cz) { (g", (wi/EAgg(R))  Ai ¢ R;; (10)

9: compute ¢’ = g and ¢y = gt = &°;

10: return ek = %) and C;y = (1T, (M, p), ', co. (i1, C}y).

Algorithm 4 DMABE-Dec

Input: Public key PK, user’s private key skg) and ciphertext Cp7;

Output: Session key ek;

1: if the user’s attribute set @ satisfies the policy IT then

2: set F as the authorized set according to the user’s private
key sk(q’;);

3: set I = {i: p(i) € F};

4 compute the reconstruction vector {w; € Z,}ic; according
to M and I;

5: for Vie I do

6: extract the S; or R; from the ith predicate, A; € S; or
A; ¢ R;, from IT;
7: compute ¢; according to the sub-key dgjk) as follows:
0 E(CQ’gj) A € S§NA; < €jj;
o — | ey - DAsg(ej. Si). cir)
! e(Ci, &)

® Ai ¢ Ri N A < ey
e(d;" - hj/DAgg(ey, Ri), ci1)
(11)

8. compute T =[], ¢ = e(g.g%, g)";

(k) o gt
9:  compute ek = {0 = deng),
10: return ek.
11: else

12: return L.

computed as follows:

e(ci. ) _ el(vi- EAgg(S)), )
e(d} - DAgg(ey. Si). cir)  e(g]"” % - DAgg(ey;, Si). g*)

¢ ((gSiJ/ ' neikesi gni), gj) -e(g%, gh)
e (gjsn/ ) He,-kes,-,kysj En—k+j» g)‘i>

e (gf"y ey esi ki En—tetis g**‘) -e(gng?, g*)

€ (gfw “Teyes iz k45> g*l‘)
= e(g.g™, g
(12)
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e Case 2: If the predicate is A; ¢ R;, and the attribute A; < e;
corresponding to the d(k satisfies this predicate, ¢; can be
computed as follows:

e(ciz, &)
e(d’ - hj/DAgg ey, Ri). cin)
e((vi - h/EAgg(R:)), &)
e(g)” "% - hj/DAgg(ey. Ry). g*1)

_ e ((gst “h/TTeyer, 8n-t, gj) -e(g™, g*) (13)

e (gjs*'y -h¥ /(g - [ Tecr; 8n—kei)s g*")
¢ (gSiy -h/ neikERi &n—k> gfkl) ) e(gngd)k’ g)hi)

e <g$i)’ h/ l_[eikeRi 8En—k» gf’)
= e(g.g%, gM.

If the user’s attribute set @ satisfies the access policy I7, the
reconstruction vector {w; € Zp}ier can be computed, and the
intermediate value T can be obtained as follows,

T=]]c"=]]el@se™ g/ = e(gg™ g). (14)

iel iel

Ci

Finally, the session key ek’ can be computed as follows:

atp
,oed®, ) elg P oLgP)  elg® gh)
ek = — : = . = ek, (15)
T e(gng?, g) e(gn, 8")

3. Security analysis

In this section, we firstly describe a game to define the security
of DM-ABE scheme. Then, the DBDHE assumption is reduced to
prove that our scheme satisfies semantic security.

3.1. Security requirements

We require that the DM-ABE scheme satisfies semantic se-
curity under the chosen-plaintext attacks (i.e., IND-CPA). Specif-
ically, given two messages, mg and mj, their corresponding ci-
phertexts, Co and Cy, are indistinguishable. DM-ABE is semanti-
cally secure against IND-CPA for a given challenge policy, if the
advantage of any PPT adversary is negligible in the following
game.

e Setup. B runs Setup algorithm to generate (PK, MK), then B
sends the public key PK to A.

e Learning. .4 makes private key queries for some attribute
sets @, which do not satisfy the challenged policy IT*,
e, [T*(®) = 0 B runs KeyGen algorithm to generate the
private key skqD , then B sends it to A.

e Challenge. A randomly selects two messages, mg and my,
and sends them to B. B runs DMABE— Enc(PK, IT*) —
(Cp*, ek) under the challenged policy I7*. Then he flips a
random coin o € {0, 1}, and computes the ciphertext C, of
m,. At last, B sends the ciphertext to A.

e Guess. A outputs a guess ¢’ of o, and he wins the game if
o' =o.

def
)=

The advantage of A in this game is defined as Adviye ,z.(A

1
Prc’ = o] — =|. The security definition of the DM-ABE scheme

1s shown as follow.

Definition 3 (Semantic Security). We say the DM-ABE scheme is
semantically secure under the IND-CPA game, if the advantage
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AdvNP=FA( 4) is negligible, i.e. AdviNo—PA(4)

security parameter « for all PPT adversaries .A.

< €(k) in the

In the security proof, we prove our DM-ABE scheme satisfies
IND-CPA security under the DBDHE assumption. The definition of
the DBDHE problem and the DBDHE assumption are shown as
follows:

Definition 4 (DBDHE Problem Xie and Ren, 2014). Given a (2n+1)-
tuple (g, g', {g"'}2, .,) € G*"*! and a random element W <
Gr as input, output 1if W = e(g“ g)" and 0 otherwise.

We define the advantage of algorithm B to solve the DBDHE
problem as follows:

Advg\lls%HE(B)
| PHBR, e(GM,GY)=1:G < G, u, t < 7] (16)
—PIB(R,W)=1:G < G, u,t < Z;, W < Grl|
where R = (G, G, {G*}2", i)
Definition 5 ((¢, n)-DBDHE Assumption Xie and Ren, 2014). We say
that the DBDHE assumption is (e, n)-secure in S, if for all PPT
algorithms B, the advantage of solving the DBDHE problem is at

: IND
most e, i.e., Advpgp(B) < €.

3.2. Security proof

In this paper, we prove that our DM-ABE scheme is IND-
CPA under the assumption that the DBDHE problem is hard.
The DM-ABE utilizes two different encryption methods for dual
predicates, € and ¢, however, we prove the security of DM-ABE
in the complete proof rather than two parts. During describing
the game, the validation of simulated private keys is additionally
provided in the learning stage. More preciously, we have the
following theorem.

Theorem 1 (Semantic Security of DM-ABE). The DM-ABE scheme is
(e, n)-semantically  secure against chosen-plaintext attack
under (e, n)-DBDHE assumption in S, and advantage of A is

IND—CPA
Advpy “ppp(A) < €.

Proof. Suppose there exists an adversary A that can break
our DM-ABE scheme under a non-negligible advantage, that is,

Adv~SPA(A) > €. Our objective is to build a PPT algorithm B
to solve the DBDHE problem. We utilize the following game to

depict the construction of B.

e Setup. The simulator B runs Setup algorithm, and sends
public parameters PK to the adversary .A. This process is
divided into the following six steps:

Step 1. Set g = G, and set G; = G forj e [1,n— 1],
s.t, g = g = G*, where G is a generator of G.

Step 2. Randomly select o, 8 €g Z¥, further compute
n=g*=GC"and§ =g’ =

Step 3. Compute s; = hash(4;) for i = [1, m];

Step 4. Randomly select ¢ er Zp, and set y =
¢ — (Ze s W Ky/si (y is unknown, because s is
unknownﬂ Then compute v; for i € [1, m] as follows:

De;
Jp— 511/ — (;51 1k€5 Sié
Vi = =G*/ Gn—t, (17)

eikES;

where, v; can be computed, although y is unknown.
The reason is that G,s; and & are known, and
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[Te,es, Gnk can be computed by {Gj}}=]' in DBDHE
instance.

- Step 5. Randomly select § g Z; and compute h =
G - [ Iecu; Gn—k- Note that, h can be computed since
G, 8 and {G;}!"' are known.

- Step 6. For j € [1, n— 1], hj can be computed shown as

follows:
E
h#* ejxel; S
hj = ? = Gi = G] N 1_[ Gﬂ—k+j' (18)
n n

eix€Uj k#j

At last, B sends PK = (G, n, &, h, {vi}jy, {g}2 s (Hi1E))
to A.

e Learning. A makes secret key queries for any attribute set
@* which satisfies IT*(®*) = 0. For the secret key query for
each attribute A; <— e; € @, B randomly chooses ¢ g Z;
according to the user’s ID. Then, for each attribute A; < e;
of this user, dgjd’) can be computed as follows:

df =g g7 =G/ [ Grrsj- G, (19)

eik€S;

Note that, if e; € §;, i.e, k = j, the key dg‘j) of e; cannot

be generated because G, is unknown. Therefore, d&jﬁ”)

only if e; ¢ S;. Then B computes d'¥) = g%. Finally, B
sends sk'y! = ({d"}a,epeor. d¥} to A.

e Challenge. A randomly chooses two messages, mg and my,
and sends them to B. B runs DMABE-Enc algorithm to gen-
erate the ciphertext Cz+ under IT*. This process is described
as follows:

is valid

- Step 1. Convert the policy IT* into (M, p) through LSSS,
and M is a | x b matrix.

- Step 2. Randomly select r; € Z; for i € [2, b] and set
v=(t, 1, ..., 1) (where, t is unknown).

- Step 3. Compute A; = M; - v for i € [1, 1], where M; is
the ith row of M. Let M; = (x4, X2, ..., Xp), and

b
M=M= (x5, %, .., %) (6,72, o) =xat+ Y X,
i=2

(20)

where, t is unknown, so A; is unknown.
- Step 4. Set ¢’ = g' = G' and compute ¢y = gf* = (G')~.
- Step 5. For i € [1,]], the sub-cipher (cj;, ¢iz) can be
computed as follows:
If the ith predicate is A; € S;, set ¢;; = G*, and compute
cip as follows:

A A
o= |v- 1_[ k| =[6"/ 1_[ Stk 1_[ Sk
ejkES; eikES; ejkES;
— GSi¢Hi
(21)
where, G* and (G%¢)* can be computed, since G’ is

known, despite t is unknown. The computation pro-
cesses are shown as follows:

b
G}\.i — GX]H»Z?:Z Xili _ (Gt)X] . 1_[ Gxiri; (22)
i=2
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b

(GS¢ i = (GSiE)X1f+Z?:2 Xl — (GHysi* . ]_[ Ghithiti . (23)
i=2

If the ith predicate is A; ¢ R;, set R; = U;/S;, then

compute w; as follows:

wi=vi-h=G P/ [T G [ Gk =67 [ Gaose

eikES; ejkel; eikER;
(24)
Moreover, set ¢;; = G*, and compute c;, as follows:
A
co=[w/ ] s G T Gon/ [ ] Gos
eikER; ejkER; eikER;

— (G$i§+5 ))Li
(25)
. b e
where, G4 = (G')1 - [],_, G¥", and

(GSinS)M — (GSi{)M X (Gr?)ki — (GSi{)XlHZ?:z XiTi ((;5 )XlHZ,b:z XiTi

b b
= (G . l_[ GSidximi | (Gf)&q ) l_[ oo
i=2 i=2

(26)

Based on the above, the ciphertext is Cz+ = (I1, M, p,
¢/, co, {Ci1, c,—z}ﬁzl). B randomly picks o € {0, 1}. Then he
computes C, = m, @ W. At last, B sends the tuple (Crz+, C,)
to A.

e Response. A outputs o’ as the guess. If o’ = o, B outputs
1; otherwise outputs 0.

The validation of secret keys. Next we analyze validation of the
simulated private keys in the following cases.

e Case 1: The predicate is A; € S/ and the attribute is A; < e;;.
In this case, we verify the secret key dgjfj’) of this attribute is
valid if e; € S/, where S/ C U;/S;. Under this condition, we
can compute

Aj
Cip = Gsi(/ 1_[ Gnk - l_[ Gnk 5 (27)
eikeS; eikes,‘/
89 = G T] G- @
eikES;

and ¢; can be computed as follows:
e(Ci» &)
e(d(?’).]‘[ o ,C.>
] eikeS; kA Sn—k-+j> il
e ((GSII/ l_[e,vkesi Gk - l_[eikesi’ G”*k)li’ Gj)
i¢ _ .
e (G]S /l_[e,-kes,- Gni+j- G ¢. l_[e,-kesi’,k#j Gn—k+j> le)
) A .
e (GSI{ ! Heikesi Gn*k : ne,-,(es,.’ anka Gj ) : e(G¢7 G)Ll)

) Ai
e (Gs@ Tleyes; Gt Teges, sy Gt G )
= e(Gnj. G') - e(G?, GH) = e(Gy - G, GH).

G =

(29)

e Case 2: The predicate is A; ¢ R; and the attribute is A; < e;;.
In this case, we verify the secret key dgf) of the attribute e;; is
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valid if e; € S/, where S € U;/(S; UR;). Under this condition,

we have
Ai
G2 = | wi/ 1_[ En—j
ejjeR;
Ai
=/ ] Goker [] Gt/ [] Gos (30)
ik ES; eikEU; ejeR;
Ai
= Gsi{+8/ l_[ Gn— - 1_[ Gn—tk 5
eikES; ejkeS]
A =G/ ] oo - G (31)
€ikES;

and ¢; can be computed as follows:
e(ciz, &)
d(¢) - h; .

e\ dj j/l_[eikeRl’ &n—k+j» Ci1

e (Gsi{_%/ Heik€5i Gn—k : neikgsi’ Gn—k, G;”) : e(G¢7 GM)

i§+8 .
e (GJS /He,vkes,- G"—k+j . Heikeu,,k#j G”-"+j/ He,keR,’ Gﬂ—k+j’ G)”)

N

e (GSI:M/ l_[Ex'kES,' [ ne;kesxf Gnks Gj ’) : e(G¢’ GAI)

2 )\i
e (GS'{+5/ nelkgsi Gk - ne,‘kesl’.k#j Gnk; Gj )
= €Gnj,G)-e(G?, G) = e(Gy - G*, ).

(32)

Advantage Evaluation Now we analysis the advantage of A as
follows:

A3 =

1 1

Prlo’ = o] — ‘ = —|Prl[o’ =] —1|
2 2

(33)

1
=3 |Prlo’ = 1|o = 1] — Pr[o’ = 1|0 = 0]|.

Note that, the advantage of A is based on the condition that
W = e(G*",G), which ensures the ciphertext is valid. The
advantage of B is based on the advantage of A, and it can be
computed as follows:

AdVIND (B) = [PIIB(R, e(G"",G)) =1:G < G, u, t < 7]
— PHBR,W)=1:G &G, pu,
t & zw £
= |Prlo’ =0 : W = e(G*", G)]
— Prlo’ =0 :W &Gy

1 "
= |JPlo’=1:0 = 1AW =e(G"". G)]

1 , 1
+ P’ =0:0=0AW =e(@".Gf] -5

= %|Pr[o’ =1loc = 1AW =e(G*", G)]
— Prlo’ =1lc = 0A W =¢(G*", G)]|
(34)
where R = (G, G, {G”'.}iz:"lqi#n). Based on the advantage eval-
uation, we get AdvlN> (B) = Advpw spe(A). According to the

hypothesis that Advpy se(A) > €, we have Advl> (B) >
€. This is opposite to the definition of DBDHE assumption, so
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the hypothesis is wrong, i.e., AdvlleN[[)_’fgé(A) < €. Consequently,
our DM-ABE scheme is (€, n)-semantically secure against chosen
plaintext attack under the (e, n)-DBDHE assumption, and the
advantage of A is Advpy, e (A) < €.

4. Performance analysis

In this section, we will analyze the performance of the DM-
ABE in terms of computation and storage complexity, and then
simulate the scheme to evaluate the execution time. Moreover,
we provide the performance comparison between the DM-ABE
and some existing CP-ABE schemes.

4.1. Complexity analysis

Before the complexity analysis of DM-ABE, we present some
symbols for clarity shown in Table 3. Note that, we neglect the
execution time of the operations in Z;, the hash function and
the matrix multiplication, since they are much more efficient
than exponentiation and pairing operations. The computation
complexity analysis of DM-ABE is proposed in Table 4.

As shown in Table 4, the computation complexity of Setup is
directly proportional to both m and n. The computation complex-
ity of KeyGen is directly proportional to |®@|. The computation
complexities of both DMABE — Enc and DMABE — Dec are di-
rectly proportional to |S;| and |R;|. However, the computation
complexity of DMABE — Enc is also directly proportional to [
(l]e|+1¢| = 1), while the one of DMABE — Dec is directly
proportional to |I| (| €4 | + | ¢4 | = |I|). Then, we propose the
storage complexity analysis of DM-ABE in Table 5.

As shown in Table 5, the storage complexity of public key
is directly proportional to m and n. The storage complexity of
private key is directly proportional to |@|. Moreover, the com-
munication complexities of DMABE — Enc and DMABE — Dec are
directly proportional to [ and |I|, respectively.

4.2. Experimental analysis

In order to evaluate the practical performance of our DM-ABE
scheme, we simulate four algorithms, Setup, KeyGen, DMABE-
Enc and DMABE-Dec, based on Java Pairing Based Cryptographic
Library (JPBC). The experiments are executed on 64-bit Windows
10 under Intel(R) Core(TM) i3-3240 CPU @3.40 GHz, 12.0 G ROM.
In the experiment, we use a 160-bit elliptic curve group of type
A, y*> = x> + x, over a 512-bit finite field. The reason of choosing
type A is that the size of public key PK will be increased if we
choose an asymmetric elliptic curve group.

For the algorithm Setup, we carry out two experiments to
evaluate the execution time shown as follows:

(1) The number of assignments for each attribute variable
(i.e., n) is set as 100, while the number of attribute variables
(i.e., m) increases from 10 to 100. The execution time is
shown in Fig. 1(a).

(2) The number of attribute variables (i.e.,, m) is set as 100,
while the number of assignments for each attribute vari-
able (i.e., n) increases from 10 to 100. The execution time
is shown in Fig. 1(b).

As shown in Fig. 1, the change trends of execution time for
Setup are incremented. Specifically, the execution time of Setup
rises from 3579 ms to 4653 ms, with m increasing from 10 to
100 in Fig. 1(a). In Fig. 1(b), the execution time of Setup rises
from 1643 ms to 4573 ms, with n increasing from 10 to 100. It is
easy to find that the execution time of Setup is not only directly
proportional to m, but also to n.
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Table 3
Definitions of the symbols used in complexity analysis.
Symbol Description
E(G), E(Gr) The execution time of one exponentiation operation in G and Gr, respectively
M(G) The execution time of one multiplication operation in G
D(G), D(Gr) The execution time of one division operation in G and Gr, respectively
B The execution time of one bilinear pairing operation e : G x G — Gr
1Zy, lg, IGr The length of one element in Z,, G and Gr, respectively
m The number of attribute variables
n The number of assignments for each attribute variable
1 The number of predicates in the policy
@], || The number of elements in & and I, respectively
lel, | ¢l The number of PM-type predicates and NM-predicates in the policy, respectively
| €al, | ¢al The number of attributes used for PM-type predicates and NM-type predicates in decryption, respectively
|Si| The number of elements in S; for the PM-type predicate A; € S; in the policy
|Ri| The number of elements in R; for the NM-type predicate A; ¢ R; in the policy
Table 4
Computation complexity analysis of DM-ABE.
Algorithm Computation complexity
Setup (m+43n+2)-E(G)+n-D(G)
KeyGen (|| +2)-EG)+ |®] - M(G)
DMABE — Enc QRI+2) EG)+(el-(USl+D+1¢1- IR -MG)+|¢|-DG)+2-B+ D(Gr)
DMABE — Dec 21+ 1) B+l € |- IS + | ¢a |- (Rl +2)1- M(G) + I - M(Gr) + II| - EGr) + | € | - D(G) + D(Gr)
Table 5
Storage complexity of our ABE scheme.
Algorithm Storage/Communication complexity
Setup 4lz, (for MK); (m+ 3n+4)-Ig (for PK)
KeyGen (2] + 1) Is (for ski)
DMABE — Enc (I-b) Iz, + (21 +2) - Ig (for Cp); Ig; (for ek)
DMABE — Dec (+2) - lg;
5000 ‘ ‘ 5000
e e
4800 L 45004 —=— Setup) :
2 4600 % z I
~ ~ 4000 /
I
£ 4400 o = .
o += 3500
~ 4200 e - :
o -—" o /
.° .S 3000
= 4000 o e
) - 2 2500 g
/
gé 3800 Si 0
= = 2000
3600
I/
3400 1500
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(a) (b)

Fig. 1. Execution time of Setup.

For the algorithm KeyGen, we design an experiment to eval-
uate the execution time. In this experiment, the number of the
user’s attributes (i.e., |®|) increases from 10 to 100. The experi-
mental results are shown in Fig. 2.

As shown in Fig. 2, the execution time of KeyGen is about 221
ms-2182 ms, where |@| increases from 10 to 100. It indicates that
the execution time of KeyGen is directly proportional to |®|.

Moreover, we carry out the experiments to evaluate the exe-
cution time of two algorithms, DMABE-Enc and DMABE-Dec, in
two cases shown as follows:

e Case 1: In this case, all policies are set in the form, (A; €
SOANA2 g R)A--- (A1 €S-1) A (AL € R)).

e Case 2: In this case, all policies are set in the form, (A; €
SOV(A2€R) V- (A1 €S5-1) V(A € R).

Note that, the user’s attribute set should satisfy all predicates of
the policy for decryption in Case 1 while only one predicate of
the policy is required to be satisfied for decryption in Case 2.

For Case 1, we design two experiments with different param-
eters shown as follows:
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Fig. 2. Execution time of KeyGen.

(1) The number of attributes in S; or R; for each predicate (we
call it ng) in the policies is fixed to 10, while the number
of predicates in the policies (i.e., | = | € | +| ¢ |) increases
from 10 to 100. The execution time of DMABE-Enc and
DMABE-Dec is shown in Fig. 3(a).

(2) I is fixed to 50, while ng increases from 10 to 100. The
execution time of DMABE-Enc and DMABE-Dec is shown
in Fig. 3(b).

Since all predicates involved in the policy should be satisfied
for correct decryption in the worst situation, the number of
attributes used for decryption equals to the number of predicates,
i.e, [I| = L In Fig. 3(a), the execution time of DMABE-Enc and
DMABE-Dec raise linearly with the increasing [, and in Fig. 3(b),
the execution time of these two algorithms is directly propor-
tional for ng. Specifically, in Fig. 3(a), the execution time of
DMABE-Enc rises from 240 ms to 2142 ms, and the execution
time of DMABE-Dec rises from 158 ms to 1878 ms, with the
increase of [ from 10 to 100. In Fig. 3(b), with increase of ng; from
10 to 100, the execution time of DMABE-Enc rises from 1084 ms
to 1387 ms, and the one of DMABE-Dec rises from 814 ms to
1021 ms.

Similarly, we also evaluate the execution time of these two
algorithms in Case 2. In this case, the experiments are designed
with the parameters similar to Fig. 3(a) and (b), respectively. The
experimental results are shown in Fig. 4.

As shown in Fig. 4(a), the execution time of DMABE-Enc raises
linearly with the increasing I, while the one of DMABE-Dec is
stable. The reason is that the correct decryption only requires
that only one predicate in the policy is satisfied in this case,
i.e, |Il = 1. In details, with [ increasing from 10 to 100, the
execution time of DMABE-Enc rises from 241 ms to 2090 ms, but
the one of DMABE-Dec is around 22 ms. As shown in Fig. 4(b),
the execution time of DMABE-Enc and DMABE-Dec raises linearly
with the increasing ng, where, the execution time of DMABE-Enc
rises from 1073 ms to 1291 ms, and that of DMABE-Dec raises
from 21 ms to 26 ms.

4.3. Performance comparison

In this subsection, we present a comparison between our
DM-ABE and some existing schemes in terms of the storage com-
plexity of keys and ciphertexts, supporting logics and predicates,
as well as hardness shown in Table 6. Here, suppose that |sk| and
|C| denote the storage complexities of private key and ciphertext,
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respectively. Then, we use d to denote the maximum number of
multi-use of attributes in Tomida et al. (2020).

As shown in Table 6, Bethencourt et al. (2007) and Goyal
et al. (2008) only support EL, and just can express AND/OR and
equivalence decision (=). Comparing with Bethencourt et al.
(2007) and Goyal et al. (2008), Waters (2011), Tsuchida et al.
(2018), Yamada et al. (2014) and Tomida et al. (2020) can sup-
port NEL, where Tsuchida et al. (2018), Yamada et al. (2014)
and Tomida et al. (2020) can express non-equivalence decision
(#), but Waters (2011) cannot. The reason is that Waters (2011)
regards the negative attribute, e.g. —a, as an independent at-
tribute. Suppose that x is an attribute variable, this scheme will
express x # a into x = —a, which is still equivalence decision in
essence. Being different form those schemes, our DM-ABE is more
expressive because it supports DML, and can express various
types of predicates, =, #, € and ¢.

For the hardness, Bethencourt et al. (2007) is proven se-
mantically secure under the generic group model. Goyal et al.
(2008) is proven semantically secure under DBDH assumption
in generic group model. Waters (2011) is proven semantically
secure d-parallel BDHE assumption in standard model. Yamada
et al. (2014) is proven semantically secure under n-(B) assump-
tion in generic group model. Tomida et al. (2020) is proven secure
under D,-MDDH assumption in random oracle model. Tsuchida
et al. (2018) is proven secure under the g—DBDHE assumption in
the standard model. Our DM-ABE is proven semantically secure
under DBDHE assumption in standard model.

However, Table 6 cannot clearly reflect the outstanding advan-
tage of DM-ABE on communication cost. Suppose that U = {u;}} ,
is a set of n different assignments for x. We take Yamada et al.
(2014) as an example, and use it to express two predicates, x € U
and x ¢ U. The results are shown as follows:

e For x € U, the scheme needs to divide it into n simple
predicates x = u;, and connects them by the logic symbol
vitoget(x =u) V(X =1uy)V- -V (x =u,) involving n
predicates and n — 1 OR operators.

e For x ¢ U, the scheme needs to divide it into n simple
predicates x # u;, and connects them by the logic symbol
A to get (x # uq) A (X # Uuz) A--- A (X # uy) involving n
predicates and n — 1 AND operators.

Clearly, Yamada et al. (2014) needs to divide x € U or x ¢ U
into n simple predicates. It will result in the number of predicates
increasing from 1 to n, and further raise the communication cost
because each predicate will be converted into a subciphertext.
Being different from the existing CP-ABE schemes, the DM-ABE
scheme supports DML, and can efficiently express x € U or x ¢ U
without dividing.

5. Policy-driven data sharing architecture based on DM-ABE
5.1. Overview of PDDSA

Nowadays, many novel technologies, e.g., Internet of things
(Fan, 2021b), cloud computing (Li et al., 2021a,b; Shantharajah
and Maruthavani, 2021), improve the efficiency of data sharing,
and enable data sharing more and more widespread in people’s
daily lives. However, how to overcome the security risk of private
data is a popular challenge currently. To face this challenge, we
propose the policy-driven data sharing architecture by integra-
tion of DM-ABE and Attribute-Based Access Control (ABAC) to
provide protection for private data. The model framework of
the proposed PDDSA is given in Fig. 5. Here, PDDSA includes
two mechanisms, i.e., access control mechanism and ciphertext
sharing mechanism, their details are shown as follows:
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Fig. 4. Execution time of DMABE-Enc and DMABE-Dec in the best situation.
Table 6
The comparison between DM-ABE and some existing ABE schemes.
Scheme |sk| IC] A \% = #* S ¢ Supporting Hardness
logics
Bethencourt et al. (2007) o(|®]) o(l) v v v X X X EL General group
model (Boneh et al., 2005)
Goyal et al. (2008) o(|@|-B4)  o(m-PB*%) v v v X X X EL DBDH (Sahai and Waters, 2005)
Waters (2011) o(|®]) o(l) v v v X X X EL, NEL d-parallel BDHE (Waters, 2011)
Yamada et al. (2014) o(|®]) o(l) v v v v X X EL, NEL n — (B) (Yamada et al., 2014)
Tomida et al. (2020) o(|®|) o(l) + 0(d) v v v v X X EL, NEL Dr-MDDH (Escala et al., 2017)
Tsuchida et al. (2018) o(|®]) o(l) v v v v X X EL, NEL q—DBDHE (Rouselakis and Waters, 2013)
Ours o(|®]) o(l) v v v v v v DML DBDHE (Xie and Ren, 2014)

e Access control mechanism: It corresponds to the orange,
the lavender and the green rectangular boxes in Fig. 5. This
mechanism is designed on basis of ABAC, because ABAC
can provide high flexibility, rich semantics, fine granular-
ity and other properties. Being different from the other
access control models, ABAC regards an attribute as the min-
imum authorization unit, and makes authorization decision
by policies and various types of attributes including Subject
(Sub), Object (Obj), Action (Act) and Environment (Env).
ABAC model can be implemented by XACML language, as
shown in Fig. 6. PEP is used to interpret the user’s requests.
PDP is applied to make authorization decision. PAP and
PIP are responsible for management of policy and attribute

11

repositories, respectively. PEP and PDP construct the so-
called Authorization Services. When a user sends a request
to an edge node through a terminal, the PEP of this node
interprets this request into the one in the XACML form, and
sends it to PDP. The PDP queries the corresponding access
policy and attribute set from PAP and PIP, respectively.
Then PDP makes authorization decision according to them,
and returns the decision result to the PEP. Finally, the PEP
performs this request if it is permitted.

Ciphertext sharing mechanism: It is on the basis of the
DM-ABE scheme, because of the high expressivity on DMI-
type predicates. Under this mechanism, private data is
shared in a ciphertext form between edge nodes to avoid



H. Lu, R. Yu, Y. Zhu et al.

The Journal of Systems & Software 188 (2022) 111271

| Be transmitted through a certain path with several nodes |
%—4— DMABE-Enc :L DMABE-Dec -I—»
) I 4 ‘&i ﬁ Environment "Fi 3 iﬁ |
Private Data | Encrypted ﬁ i Encrypted | Private Data
[ Data Data )
| * |
| A Poli N Attribute Credential |
i ceess Folicy |¢—!| Policy Administration Policy Information W .
i Point (PAP) S Point (PIP) Tocation= I
: i Retrieve| Query ¢ Hospital :
| |
i - [ Sex=Woman ] [ Role=Doc J |
i Policy Attribute |
: eposito Reposito. ;
R st | z L | Request
E cquest Policy Enforcement Point | Request | Policy Decision Point Request | Policy Enforcement Point .
I (PEP) Permit (PDP) Permit (PEP) !
- |
. . E N E N . . .
Client-side dge Node Authorization Center } dge Node | Client-side
L
Terminals Terminals

g.\

Edge
Node

|
Network /dge\
Node Q

—&

v

Fig. 5. The model framework of PDDSA. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

Environment

()
( ‘)

!

=
fr————

Attribute
Repository

>
Policy Administration Point Policy Information Point
Policy (PAP) (PIP)

Repository
i_ T ;ut_ho:iz:tio_nge;’ic_es_ e _:
: Policy Decision Point |
| (PDP) |
| |

® 4 |

| " X
: Policy Enf((;)r]g;r)nent Point |

Data Consumer

Private Data

Fig. 6. The model framework of distributed ABAC.

the potential security risks, e.g., privacy leakage. More con-
cretely, private data is issued after it is automatically en-
crypted into the ciphertext through DM-ABE under the
policy of ABAC/XACML. For the receiver, the ciphertext can
be decrypted if and only if his/her attribute credentials
satisfy the policy.

In PDDSA, the core components include edge nodes and core

network, where PEP is deployed in edge node, while the core
network consists of PDP, PAP and PIP. We give their details shown

as follows:

12

o Edge nodes: which are used for implementing 3 function-
alities. The first one is encryption and decryption of data.
When a user’s request is permitted, PEP automatically en-
crypts or decrypts data for this user. The second one is
storage of encrypted data. The third one is the transmission
of encrypted data. If a request for accessing certain en-
crypted data is permitted, the edge node that possesses the
data will transmit the data to the target edge node through
a specified path.

e Core network: which is applied for authorization decision,
and includes PDP, PAP and PIP. When PEP sends some re-
quests to the core network, the PDP will make decision for
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these requests with the help of the PAP and the PIP. More-
over, the policy and attribute repositories can be deployed
in a certain platform, e.g., cloud.

5.2. Workflow of PDDSA

In this paper, we assume that requests of users only include
two basic operations, i.e., Issue (for issuing private data) and
Acquire (for acquiring private data), in our PDDSA. For these
two types of requests, PDDSA provides two processes for data
issuing and data acquiring. Before description of them, we assume
Setup() and KeyGen() have been invoked, so each of users shares
the DM-ABE cryptographic system and public key PK, and further
obtains his/her own private key skz’;).

The process of data issuing: For a data issuing request made
by a user, it can be performed only if this user’s attribute creden-
tials satisfy a specified policy. The steps are shown as follows:

e Step 1. A user sends his/her data issuing request to an edge
node through a terminal. The PEP in this node interprets it
into Req, i.e., Req < PEP(Sub, Act Issue, Obj, Env), and
then sends Req to PDP.

e Step 2. After the PDP receives Req, the PDP firstly queries the
policies from PAP, i.e., (ITs, ITy) < PDP™"(Req), where ITs is
the policy for Req, ITp is the access policy for the private data
Obj.data corresponding to Obj. Furthermore, the PDP queries
the attribute set Att form PIP, i.e., Att < PDP"°([Ts, Req).
Finally, the PDP makes an authorization decision according
to I1s and Att, i.e., Aut < PDP(ITs, Att), where Aut € {0, 1},
if Aut = 1, this request is permitted; otherwise, it is denied.

e Step 3. If Aut = 1, the PDP sends Aut and Iy to the PEP.
This PEP performs (ek, Crz,) < DMABE — Enc(PK, ITp) to
generate the session key ek and ciphertext Cp,. Further-
more, the PEP encrypts Obj.data into Co by ek through a
certain symmetric encryption algorithm. Finally, PEP de-
stroys ek, Obj.data and saves the encrypted data Co, Cp,.
Otherwise, the PEP denies this request.

The process of data acquiring: For a data acquiring request
made by a user, it can be performed only if this user’s attribute
credentials satisfy a specified access policy. The steps are shown
as follows:

e Step 1. A user sends his/her data acquiring request to an
edge node, and the PEP in this node interprets it into Req,
i.e.,, Req < PEP(Sub, Act = Acquire, Obj, Env) further sends
Req to PDP.

e Step 2. After the PDP receives Regq, it subsequently performs
Iy < PDP"™(Req) and Att <« PDP"(I1,, Req), where
Iy is the access policy for Obj.data. Furthermore, the PDP
performs Aut <— PDP(I1,, Att) for this request.

e Step 3. If Aut = 1, the PDP sends Aut to the PEP, and the
encrypted data Co, Crg, is transmitted to the PEP through
a certain path. Then, the PEP obtains the user’s skgf), and

performs ek < DMABE — Dec(skgg), Cr,)- Moreover, the PEP

decrypts Cp into Obj.data by ek through the corresponding
symmetric decryption algorithm. Finally, the PEP returns

Obj.data to this user. Otherwise, the PEP denies this request.

In this section, we give the PDDSA and two processes of data
issuing and acquiring. In PDDSA, the access control mechanism
can be provided for data sharing with high flexibility and fine
granularity. Moreover, the ciphertext sharing mechanism based
on DM-ABE can provide automatic encryption and decryption of
private data according to access policies, without the data owner’s
intervention. Moreover, this mechanism supports the expression
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for various types of predicates, e.g., =, #, € and ¢, because of the
high expressivity of DM-ABE.

6. Conclusion

The existing ABE schemes has a low expressivity on DML-
type predicate, and just support simple predicates = and #. To
improve the expressivity, we construct the DM-ABE scheme. In
order to implement the DM-ABE, the SDM algorithm is designed
by aggregation functions to securely decide the membership be-
tween the verified element and the given set. In this algorithm,
any element and set will be converted into a cryptographic ele-
ment. Furthermore, we construct the DM-ABE based on SDM. Due
to the good expressivity of our DM-ABE, a new cryptographic data
sharing framework by integrating DM-ABE and ABAC is designed
to provide fine-grained access control and security protection
for private data. Moreover, we prove that the proposed scheme
satisfies semantic security in the standard model under DBDHE
assumption. The performance analysis and comparison show that
our DM-ABE has a better expressive ability for DML than the
existing ABE schemes.
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