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ABSTRACT

The Internet of Things (IoT) allows various embedded devices and smart sensors to be connected with
each other, which provides a basis for building smart cities. The IoT-enabled smart city can greatly
benefit people’s daily lives, where smartphone is one of the most widely used IoT devices. For exam-
ple, people can use the phone to check their financial account, store personal data and communicate
with peers. Thus it is very important to safeguard the phones from unauthorized access. To com-
plement traditional textual passwords, touch behavioral authentication has attracted much attention
while it is still a challenge on how to build a robust scheme in practice. This is because users’ touch
actions are often dynamic and hard to model. For this challenge, previous work has proved that touch
actions could become consistent when users interact with social networking applications. Motivated
by this observation, in this work, we perform a study to investigate users’ touch behavior within Email
applications on smartphones (with Email being one of the most important and widely used means in
connecting with others). The study results with 60 participants validate the former observation that
users’ touch behavioral deviation can be greatly decreased when they play Email applications.

c© 2020 Elsevier Ltd. All rights reserved.

1. Introduction

The goal of a smart city is to deploy sustainable solutions
based on information and communication technologies (ICT)
to benefit people’s living (Shen et al., 2019). A main feature
of smart cities is the integration of various connected devices
and objects. As such, one can consider the Internet of Things
(IoT) as the basis of building a smart city, which enables vari-
ous Internet-enabled devices and smart sensors to be connected
with each other. A report from Gartner predicted that the en-
terprise IoT market may grow up to 5.8 billion by the end of
2020 (Gartner, 2019).

Currently, smartphones are the most widely used IoT de-
vices, where users can store personal data on their phones and
use such devices to access their financial accounts and main-
tain the connection with their peers. A report from Deloitte
indicated that more than 84% of European people having a s-
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martphone, and the rate reaches 94% for Luxembourg, Norway
and Spain (Deloitte, 2018). Due to the importance of smart-
phones, they have become a major target for cyber-criminals. A
report from eMarketer highlighted that Denmark has the highest
smartphone penetration rate of around 77% in 2017 (eMarketer,
2017). Previous studies like (Barra et al., 2018, 2019; Ome-
tov et al., 2019) also figured out that authentication mechanism
is important for mobile devices under IoT and cloud environ-
ments. Hence there is an emerging need to protect such mobile
devices from unauthorized access.

Up to now, textual passwords (e.g., passcode) are still the
most prevalent authentication method on smartphones. How-
ever, such authentication techniques suffer from many known
disadvantages. For example, users find it difficult to remem-
ber a long and random passcode due to the long-term memory
limitation (Meng et al., 2016a). Instead, users may choose a
weak password, making the authentication easily compromised
by various guessing attacks (Schechter et al., 2019; Dell’Amico
and Filippone, 2015). In addition, the password entry process
on smartphones can be leaked under smudge attacks (Cha et al.,
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2017) and charging attacks (Meng et al., 2015a, 2019a). Al-
so, after a successful login, traditional password-based systems
cannot continuously verify the current users.

To complement the textual passwords, behavioral authenti-
cation has been developed that verifies users according to their
behavioral features like touch behavior on mobile devices (Wu
et al., 2020). For example, (Shen et al., 2016) provided an au-
thentication scheme based on touch-interaction operations in-
cluding sliding operation and tapping operation, with features
such as position, angle, time, velocity, etc. (Meng et al., 2016b)
described TMGuard, a touch movement-based security mech-
anism to enhance the unlock mechanism by validating users’
touch movement during the input of unlock patterns. (Buriro
et al., 2018) introduced DIALERAUTH, which can authenticate
users based on how they enter a 10-digit string. This scheme
particularly models the timing differences among touch strokes
and micro-movements of their hand.

Though many touch behavioral authentication schemes are
proposed, it is still a challenge to design a robust scheme for
practical usage. This is mainly because users’ touch actions are
dynamic and hard to build an accurate model. It is found that
the error rate in (Shen et al., 2016) is ranged from 1.72% and
9.01%, but they indicated that authentication accuracy can be
improved when users do some specific things like web surfing.
With the similar purpose, (Meng et al., 2019b) proposed So-
cialAuth, a touch behavioral authentication scheme based on
users’ touch habits on social networking applications. They
validated the observation and found that touch behavioral de-
viation could be greatly reduced even after several weeks.

In the literature, there are many studies investigating the use
of behavioral authentication in IoT, but few studies focusing
on a smart city scenario. Intuitively, biometrics can be wide-
ly applied for authenticating users’ entities when they move
around different smart environments. With the rapid growth
of IoT devices, there is a trend on discussing how to design be-
havioral authentication schemes in the context of smart cities.
Motivated by the prior research like (Meng et al., 2019b), our
main purpose in this work is to explore users’ touch behavior
on smartphone-based email applications, as this type of appli-
cation is widely used by phone users. Our contributions can be
summarized as below.

• Similar to SocialAuth in (Meng et al., 2019b), we adopt
the same feature set in this work, including 22 features
extracted from three main touch interactions such as single
touch, touch movement and multi-touch. Our goal is to
explore the deviation of users’ touch behavior when they
play Email applications on smartphones.

• In our user study, we collect the data from a total of 60
participants. We mainly consider three scenarios: 1) free
task, 2) Email usage task, and 3) SocialAuth. More specif-
ically, we analyze all touch data in the first scenario, while
only considering the touch actions during the use of Email
applications and social networking applications in the sec-
ond and the third scenario, respectively.

• We test five typical supervised learning classifiers and the
results indicate that SVM can outperform others with an

average error rate (AER) of around 2.9%, which is simi-
lar but slightly better than that of SocialAuth. Our result-
s validate that users’ touch actions on smartphones could
become even more stable when using Email applications.

The remainder of the paper expands upon the background
to the research, and the specifics of the approach and findings
in this study. Specifically, section 2 reviews relevant research
studies on touch behavioral authentication on mobile devices.
Section 3 introduces authentication architecture, touch gestures
and the extracted features. Section 4 describes a user study
with 60 participants and analyzes authentication performance
regarding authentication accuracy and long-term performance.
We discuss some challenges in Section 5 and conclude this
work in Section 6.

2. Related Work

Touch-based behavioral authentication mainly verifies user-
s via their touch actions. With the rapid development of IoT,
touchscreen has become more popular than before. In an IoT-
enabled smart city, users are supposed to complete various tasks
by interacting with touchscreen sensors and devices. Currently,
smartphone is the most commonly used IoT device that facili-
tates users’ daily lives, e.g., it is convenient to purchase online
with mobile payment, and to handle various personal or corpo-
rate Emails.

In the literature, different forms of touch behavioral authenti-
cation schemes are developed. (Meng et al., 2012) provided an
early study to investigate the feasibility of authenticating users
based on their touch actions. They selected 21 features by con-
sidering the similarities and differences among touch actions,
keystroke dynamics and mouse dynamics. With a combined
classifier of neural network and Particle Swarm Optimization
(PSO), they achieved an error rate of around 3%. Then, (Frank
et al., 2013) introduced a scheme called Touchalytics, which in-
cludes 30 features by considering sliding horizontally and ver-
tically. They explored the authentication performance within
one session and multiple sessions. An equal error rate (EER)
of around 4% was achieved. The results from the above studies
are promising but need to be validated in recent years, as there
are much more applications available than before, which may
affect users’ touch habit.

In addition, Touchalytics only focused on single-touch ges-
tures, and needed to be extended to multi-touch actions. For
this issue, (Sae-Bae et al., 2014) introduced a scheme based on
multi-touch actions of five fingers, with 22 multitouch gestures
that were computed by using pair-wise Euclidean distances. In
the user study, their results showed an EER of 7.88% on aver-
age. The main limitations are the small number of participants
and the unstable authentication accuracy.

To enhance the authentication performance, one possible so-
lution is to design combined behavioral authentication schemes.
(Meng et al., 2016b) combined Android unlock mechanism
with touch movement-based authentication. They designed a
scheme called TMGuard that can validate a user based on both
touch movement and input pattern. They identified that touch
actions for inputting a pattern would become more stable after
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Table 1. Performance of behavior-based schemes in the litreature.
Research Work Performance
(Meng et al., 2012) 3% (Average Error Rate)
(Frank et al., 2013) 4% (Equal Error Rate)
(Sae-Bae et al., 2014) 7.88% (Equal Error Rate)
(Song et al., 2017) 5.84% (Equal Error Rate)
(Buriro et al., 2018) 85.77% (True Acceptance Rate)
(Meng et al., 2018) 2.4% (Average Error Rate)
(Meng et al., 2019b) 3.1%-3.7% (Average Error Rate)

more trials. (Song et al., 2017) introduced a scheme of verifying
a user based on the combination of geometry information and
touch behavior. This scheme could reach an EER of 5.84% if
considering 5 samples during the training. (Buriro et al., 2018)
combined PIN with single touch-based authentication. They
designed a scheme called DIALERAUTH, which verifies users
when they enter a 10-digit string. They used one-class Multi-
layer Perceptron (MLP) and presented a True Acceptance Rate
(TAR) of 85.77% for legitimate users.

Another promising solution of authentication enhancement
is to authenticate users when they perform certain tasks. (Shen
et al., 2016) designed a touch behavioral authentication scheme
by considering some scenarios when users perform sliding and
tapping operations on the screen. (Meng et al., 2018) proposed
TouchWB, which authenticates users based on their touch ges-
tures on browsing webpages. With 48 participants and a hybrid
classifier of PSO-RBFN, they could reach an AER of 2.4%.
Similarly, (Chen et al., 2020) also explored the authentication
based on browsing behavior, and showed the feasibility. Then
(Meng et al., 2019b) proposed SocialAuth, by validating users
when they play social networking applications. These research
studies proved that users’ touch actions could become easier to
model than free tasks. Their study with 50 participants indicat-
ed that touch behavioral deviation could be reduced even after a
long-term period. Their SVM classifier could achieve an aver-
age error rate of 3.1% and 3.7% before and after two weeks. Ta-
ble 1 summarizes the performance of behavior-based schemes
in the literature. Some additional work regarding behavioral au-
thentication can refer to surveys like (Gomez-Barrero and Gal-
bally, 2020; Liang et al., 2020; Sundararajan et al., 2019; Meng
et al., 2015b; Teh et al., 2016).

Biometrics in the context of smart city. Currently, IoT has been
gradually adopted by many organizations, enabling objects to
be connected remotely. That is, users have the capability to
control different things via Internet, such as electronic furniture,
electronic product, electronic kitchenware and more. In this
case, there is a need to authenticate legitimate users from the
view of security.

Biometrics like behavioral biometrics provide a promising
way of implicitly authenticating users. For instance, (Marsi-
co et al., 2019) introduced a biometric authentication scheme
based on gait dynamics in a smart city. This approach can au-
thenticate users based on the smartphone sensors and with less
computational burden. Currently, smartphones have become
a major tool used in IoT and smart environments (e.g., smart
home, smart city), how to design a secure and robust biomet-

ric authentication scheme receives much attention from both a-
cademia and industry.

3. Touch Behaviorial Scheme based on Email Applications

This section introduces the behavioral authentication scheme
based on machine learning on smartphones including touch ges-
tures, extracted features and session identification.

3.1. Authentication Scheme
Touch-based behavioral authentication continuously verifies

a user’s entity, which can complement existing authentication
methods. Figure 1 illustrates the workflow of touch behavioral
authentication scheme in this work, including data processing,
touch gesture modelling and touch gesture matching.

Data Collection

Email App

Social Networking 
App

Data Processing

Touch Gesture
Modelling

Touch Gesture
Matching

Decision

Free Touch

Phase 1

Phase 2

Phase 3

1
2

3
45

6
7

8

Angle Direction

Fig. 1. The workflow of touch behavioral authentication system.

• Phase 1. This phase mainly contains data collection with
the aim of gathering / recording users’ touch actions, and
data processing that filters out noise / unwanted data and
extracts touch-related features.

• Phase 2. This phase applies machine learning classifier-
s to model users’ touch behavior based on the selected
features. In the literature like (Shen et al., 2016; Meng
et al., 2019b), supervised learning has been widely used
such as K-Nearest-Neighbors (KNN), Support Vector Ma-
chine (SVM), and Backward-Propagation Neural Network
(BPNN).

• Phase 3. This phase aims to compare the current touch be-
havior with the pre-built normal touch behavior template,
generate an alarm if a significant deviation is found (based
on the selected threshold), and ultimately decide whether
the user is legitimate or not.

3.2. Touch Features and Session Identification
Similar to previous studies (Meng et al., 2012, 2019b), this

work also considers the same touch gestures, features and ses-
sion identification, in order to facilitate the performance com-
parison. We consider the following major touch gestures.
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• Single Touch: this kind of touch action refers to user in-
teractions with the touchscreen using only one finger, and
no movement during the touch action. The key example
here is a screen tap.

• Touch Movement: this kind of touch action refers to
instances in which users move their finger(s) along the
touchscreen, such as swipe, drag, flick, etc.

• Multi Touch: this kind of touch action refers to inter-
actions with the touchscreen using more than one finger,
such as pinch, zoom-in, zoom-out, and so on.

Touch Features. Similar to (Meng et al., 2012, 2019b), based
on these touch gestures, we extract the following 22 touch fea-
tures including average touch movement speed per direction
(eight directions), the fraction of touch movements per direction
(eight directions), average single-touch time, average multi-
touch time, the fraction of touch movements per session, the
fraction of single-touch events per session, the fraction of multi-
touch events per session, and touch pressure. The angle direc-
tions can refer to Figure 1.

1) Average Touch Movement Speed per Direction. If we con-
sider two points (x1, y1) and (x2, y2) along a touch movement,
then we can calculate touch movement speed (TMS) and angle
direction accordingly.

T MS =

√
(x2 − x1)2 + (y2 − y1)2

S 2 − S 1

Angle direction: θ = arctan
y2 − y1
x2 − x1

, θ ∈ [0, 360
◦

]

2) Fraction of Touch Movements per Direction. This means the
distribution of touch movements (FTM) in each direction.

3) Average Single-Touch and Multi-Touch Time. This means
the time difference between a touch press-down and touch re-
lease, where AST represents average single-touch time and MT-
T represents average multi-touch time.

4) Fraction of Touch Action Events. This means the distribu-
tion of three touch gestures within a session, where FTM repre-
sents the fraction of touch movements per session, FSTE repre-
sents the fraction of single-touch events per session, and FMTE
represents the fraction of multi-touch events per session.

5) Touch Pressure. This means the touch strength when users
interact with touchscreen, where ATP represents average touch
pressure. For example, some users may perform a tap on touch-
screen very heavily, resulting in a higher pressure value. On the
other hand, some users may provide a smaller pressure value.

Session Identification. This work applies typically supervised
machine learning classifiers for profiling users’ touch actions
(including both touch gesture modelling and matching). Simi-
lar to previous work (Meng et al., 2012, 2019b), we adopt the
same session identification, in which each session contains 120
touch gestures, with the aim of ensuring enough gestures can
be collected for each session.

Comparison with similar studies. As compared with other
work like (Frank et al., 2013; Sae-Bae et al., 2014; Buriro et al.,
2018), this work uses a different feature set for behavior-based
authentication. As compared with (Meng et al., 2019b), the fea-
ture set is similar, but the target behavior type is not the same.
The previous work investigated users behavior when they use
social networking application, while this work focuses on user-
s’ behavior when they use Emails. Nowadays, Emails are a
popular and important communication solation, in which users
have to handle many Emails per day. Hence we believe there is
a need to study users’ behavior during Email usage on smart-
phones, and validate the observations in (Meng et al., 2019b).

4. User Study

This section introduces a user study with 60 participants in-
cluding the data collection platform, machine learning classi-
fiers, study steps, and the obtained results.

4.1. Collection Platform

To facilitate the comparison with similar work like (Meng
et al., 2019b), we collect the touch behavioral data by using
a smartphone type - Google/HTC Nexus One with a 3.7 inch
touch screen and a resolution of 480×800 px. The main advan-
tage of this phone is researcher-friendly, where it is not difficult
to customize the phone settings according to the requirements.
We particularly restored the phone with a customized Android
OS - CyanogenMod (http://www.cyanogenmod.com/). We
then use a log reading application to record the touch-related
information such as the coordinates x and y, the timing of touch
actions, and the touch pressure.

4.2. Machine Learning Algorithms

Similar to previous work (Meng et al., 2019b), we adopted
five popular and typical supervised classifiers, such as Deci-
sion tree (J48), Naive Bayes, Radial Basis Function Network
(RBFN), Back Propagation Neural Network (BPNN) and Sup-
port Vector Machine (SVM). All these classifiers are extract-
ed from an open-source machine learning tool called WEKA
(https://www.cs.waikato.ac.nz/ml/weka/) with default
settings to avoid implementation bias.

We mainly use two metrics to evaluate the authentication per-
formance:

• False Acceptance Rate (FAR): indicates the rate that an
impostor is erroneously classified as a legitimate user.

• False Rejection Rate (FRR): indicates the rate that a legit-
imate user is mistakenly classified as an imposter.

In practice, an expected classifier aims for both a small FAR
and FRR, whereas a tradeoff is often made to balance these two
metrics due to the dynamic changes of touch behavior.
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Table 2. Participants’ background in the user study.
Occupation Male Female Age Male Female
Students 20 17 18 - 30 22 20
Business 3 3 31 - 40 5 3
Researchers 10 3 40 - 50 2 3
Senior citizen 3 1 Above 3 2

4.3. Study Steps
We recruited a total number of 60 regular phone users (in-

cluding 27 females and 33 males, aged from 18 to 60 years)
via online recruitment and colleague recommendation in the s-
tudy. They make regular daily use of many applications on a
smartphone. Table 2 summarizes the detailed background of
participants like age and occupation, i.e., students, senior citi-
zens, researchers and business people.

Each participant in this study could get an Android phone
(Google/HTC Nexus One with the updated OS). This aims to
ensure there is no hardware difference in data collection, in
order to avoid some unexpected influence. At the beginning,
we introduced the research purposes to all participants, i.e.,
how this platform would collect their touch-related data, and
how we ensure the data privacy and security. In particular, we
demonstrated that no private / personal data would be collected
or leaked. Then, we seek an approval from each participating
entities before the study.

In this study, we randomly divided all participants into two
groups (with 30 participants in each group) as below:

• Group-1. We mainly analyze participants’ touch behavior
under Email application usage (Gmail and Outlook) and
free task.

• Group-2. We mainly analyze participants’ touch behavior
under Email application usage (Gmail and Outlook) and
under social networking application usage (WeChat, Face-
book, Twitter and Instagram).

During the study, we encouraged all participants to use this
phone in the same way of using their daily phones. For this
purpose, similar to previous work (Meng et al., 2019b), we al-
lowed participants to use the phone out of the lab, so that they
can have more time in getting familiar with the phone and com-
pleting the data collection. Each participant in relevant group
has to finish 30 sessions for each situation within four days.

The collected sessions are larger than that in (Meng et al.,
2019b), and we believe it is a good number for achieving our
purpose. We therefore collected a total of 900 sessions for each
situation. All participants were given a $30 gift card after com-
pleting the study.

4.4. Result Analysis
In summary, there are 22 touch features in this work (refer to

Section 3.2), such as ATMS1, ATMS2, ATMS3, ATMS4, ATMS5,
ATMS6, ATMS7, ATMS8, FTM1, FTM2, FTM3, FTM4, FTM5,
FTM6, FTM7, FTM8, AST, MTT, FTM, FSTE, FMTE and ATP.
As previous work has proved the effectiveness of these features,
this work mainly focuses on analyzing touch behavioral devia-
tion, authentication accuracy, and long-term authentication per-
formance (after two weeks).
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Fig. 3. The distribution of average deviation in Group-1.

Touch Behavioral Deviation. For Group-1, we explore the
touch behavioral deviation under two scenarios: S1 - free task
and S2 - Email application usage. For Group-2, we investigate
the touch behavioral deviation under S2 - Email application us-
age and S3 - Social networking application usage.

• Group-1. Figure 2 depicts the average behavioral devia-
tion in Group-1. It is found that the average deviation of
each feature in S2 is much smaller than that in S1. For
instance, participants under S1 made a deviation above 10
for ATMS1, ATMS4, ATMS5, ATMS6, ATMS8, FTM1,
FTM2, FTM3, FTM4, FTM6, FTM7, FTM8, FTM and F-
STE, whereas under S2, the relevant deviation ranged from
3.1 to 4.8. In addition, Figure 3 verifies that the average
deviation values under S2 are mostly only half or less than
those under S1.

• Group-2. This group aims to compare the behavioral devi-
ation when users play between Email applications and so-
cial networking applications. Figure 4 and Figure 5 depict
the average behavioral deviation in this group, demonstrat-
ing that the average deviation in S2 is generally better than
that in S3. It is noticed that the deviation value for ATM-
S2, FTM4 and FSTE under S3 is smaller than that under
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S2, while most features under S3 suffer from a higher de-
viation value compared to S2.

Overall, the obtained results in Group-1 validate the prior ob-
servation in (Shen et al., 2016; Meng et al., 2019b) that users’
touch actions would become more stable under given custom
tasks. In addition, the obtained results in Group-2 indicate that
users’ touch behavior is even more stable when they play Email
applications on smartphones. This is mainly because social net-
working applications provide much more functions than Email
applications, i.e., users mainly check, receive or send Emails
under S2, while they can post messages and communicate with
their peers under S3.

Authentication Accuracy. To study the performance of au-
thentication with different classifiers, the same as (Meng et al.,
2019b), we used 60% of the total sessions to train each classi-
fier and used the rest for testing, with a 10-fold cross validation
(provided by the WEKA platform). Table 3 and Table 4 de-
scribe the false acceptance rate (FAR), false rejection rate (FR-
R), and average error rate (AER) for two groups, respectively.

• Group-1. Table 3 shows that SVM classifier could achieve
a better error rate than the other classifiers, i.e., the error

Table 3. Authentication performance for different classifiers in Group-1.
S1 J48 NBayes RBFN BPNN SVM
FAR (%) 21.43 17.36 10.83 9.23 6.24
FRR (%) 20.54 19.83 10.42 10.42 6.44
AER (%) 20.99 18.60 10.63 9.83 6.34
S2 J48 NBayes RBFN BPNN SVM
FAR (%) 13.73 9.39 6.33 6.14 2.45
FRR (%) 12.35 11.42 6.82 6.63 3.12
AER (%) 13.04 10.41 6.58 6.39 2.79

Table 4. Authentication performance for different classifiers in Group-2.
S2 J48 NBayes RBFN BPNN SVM
FAR (%) 14.23 11.42 7.53 6.78 3.08
FRR (%) 13.22 10.23 7.23 7.16 2.95
AER (%) 13.73 10.83 7.38 6.97 3.02
S3 J48 NBayes RBFN BPNN SVM
FAR (%) 14.43 13.56 7.88 7.36 3.54
FRR (%) 15.55 13.23 6.81 7.55 3.48
AER (%) 14.99 13.40 7.35 7.46 3.51

rate of J48 and NBayes is above 10%. It achieved an AER
of 6.34% and 2.79% under S1 and S2, respectively. The
rate under S2 is less than half of the rate under S1. The
results indicate that users’ touch actions are more stable
under a given task than free task, and can be used for de-
signing a more robust authentication scheme.

• Group-2. Table 4 aims to compare the authentication per-
formance when users play Email applications and social
networking applications. It is found that SVM classifier
still outperformed the other classifiers, and that the error
rate under S2 is smaller than that under S3 (i.e., both rates
are below 3.6%: 3.02% vs. 3.51%). The results validate
that users’ touch behavior could become more stable under
some tasks, and that it is easier to model their touch actions
when using Email applications (due to smaller behavioral
deviation).

Long-term Authentication. Similar to (Meng et al., 2019b),
we also sought to explore the authentication performance af-
ter two weeks. A total of 28 participants (8 females; 12 of them
are from Group-1) were willing to participate in this task. In
particular, they would come to our lab and complete 5 sessions.
A further $30 gift card was awarded to all participants. Fig-
ure 6 and Figure 7 show the average behavioral deviation for
two groups, respectively.

• Group-1. Figure 6 compares the touch behavioral de-
viation between S1 and S2. It is seen that the average
deviation under S2 is still much smaller than that under
S1. This means that users’ touch actions are stable when
they play Email applications, in which an authentication
scheme based on Email application usage could provide
robust authentication performance.

• Group-2. Figure 7 compares the touch behavioral devia-
tion between S2 and S3. As compared with Group-1, the
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Fig. 6. The average behavioral deviation in Group-2 after two weeks.
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Fig. 7. The distribution of average deviation in Group-2 after two weeks.

gap is not significant, whereas the deviation under S2 is
still smaller than that under S3. After an informal inter-
view with most participants, it is found that participants
can have a clear behavioral pattern when they use Email
applications, like checking and sending Emails. By con-
trast, their behavioral patterns may become more com-
plicated when playing social networking applications, as
these applications can provide many functions than Email
applications.

Overall, though the deviation values in Figure 6 and Figure 7
are slightly higher than those in Figure 3 and Figure 5, users’
touch actions on Email applications / social networking applica-
tions are much more stable than free task after two weeks. This
implies that authentication schemes may provide more robust
performance by verifying users when they play Email applica-
tions / social networking applications.

5. Discussion

Smart city is a promising architecture deployed with Infor-
mation and Communication Technologies (ICT) and IoT de-
vices (e.g., sensors, monitors), with the attempt to develop and
deploy sustainable practices to address current challenges, i.e.,
handling rapid urbanization. Due to the complexity and increas-
ing size of smart city, biometric authentication like behavior-

based authentication can ease the movement among different
facilities and enforce access control. Due to the wide adoption
of smartphones under IoT context, Email applications are heav-
ily used by most users. The design of a behavioral authentica-
tion scheme based on Email applications has a big potential to
be acknowledged by populations, and the scheme itself would
have good scalability.

Thus, this work focuses on touch behavioral authentication
and explores users’ touch behavior when they use smartphone
Email applications. We also validate the observations reported
by previous work, whereas there are still some challenges for
future research.

Touch gesture types. This work mainly divides users’ touch ac-
tions into single touch, touch movement and multi-touch, but
does not consider specific actions such as zoom-in, zoom-out,
rotate, etc. Generally, considering concrete touch gestures can
benefit the authentication accuracy, but it depends heavily on
users’ touch habit. Due to the complexity, we plan to investi-
gate the impact of concrete gestures in our future work.

Classifier selection. This work mainly studies five supervised
classifiers including Decision tree, Naive Bayes, RBFN, BPNN
and SVM. The authentication performance is comparable to the
results reported by the existing literature. Typically, the authen-
tication accuracy can be further improved by optimizing these
classifiers. While how to optimize the parameters and settings
of an algorithm is still a challenge.

Diverse algorithms. To explore the performance, this work
mainly considers some traditional supervised classifiers, while
other types of learning methods can be investigated like deep
learning and transfer learning. Deep learning aims to mimic the
structure and function of human brain to process data and detect
objects. Transfer learning aims to train a model based on one
task while being tested on another related task. This is helpful
to enhance behavior-based authentication with data collected in
different sessions.

Behavioral deviation. This work validates that users’ touch
behavior would become more stable (with smaller deviation)
when they are given a task than free task. Even after some time,
their behavioral deviation on using Email applications is greatly
better than that on free task (and even social networking appli-
cation usage). This implies a direction on designing appropriate
authentication schemes based on given tasks.

Multimodal authentication. With the increasing complexity of
IoT environments, there is always a need for multimodal au-
thentication that combines several authentication mechanisms
for better performance. For example, behavioral authentication
can be enhanced by integrating with other biometrics such as
physiological features (Fang et al., 2020), and ear and arm ver-
ification (Abate et al., 2019).

6. Conclusion

For IoT-enabled smart cities, smartphones would play an im-
portant role to facilitate people’s daily lives, but these devices
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may also become the main target for cyber attacks. Hence there
is an emerging need to design a proper authentication scheme
to protect smartphones from unauthorized access. In this work,
we focus on touch behavioral authentication that can provide a
continuous verification, and explore the authentication perfor-
mance when users interact with Email applications on smart-
phones. Our study with 60 participants demonstrated that user-
s’ touch behavior is more stable under Email application usage
than free task, where an AER of around 2.9% (2.79% in Group-
1 and 3.02% in Group-2) was achieved by using the SVM clas-
sifier. This implies that we can consider users’ touch behavior
under specific applications so as to design a more robust au-
thentication scheme. Our work aims to stimulate more research
in this area.
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