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Over the last decade, many advancements have been made in the field of wireless communications.
Among the major technology enablers being explored for the beyond fifth-generation (B5G) networks
at the physical layer (PHY), a great deal of attention has been focused on millimeter-wave (mmWave)
communications, massive multiple-input multiple-output (MIMO) antenna systems and beamforming
techniques. These enablers bring to the forefront great opportunities for enhancing the performance
of B5G networks, concerning spectral efficiency, energy efficiency, latency, and reliability. The wireless
communication is prone to information leakage to the unintended nodes due to its open nature.
Hence, the secure communication is becoming more critical in the wireless networks. To address
this challenge, the concept of Physical Layer Security (PLS) is explored in the literature. In this
paper, we examine the mmWave transmission through linear beamforming techniques for PLS based
systems. We propose the secure multiuser (MU) MIMO mmWave communications by employing hybrid
beamforming at the base stations (BSs), legitimate users and eavesdroppers. Using three Dimensional
(3D) mmWave channel model for each node, we utilize the artificial noise (AN) beamforming to
jam the transmission of eavesdropper and to enhance the secrecy rate. The secrecy performance on
multicell mmWave MU-MIMO downlink communications is demonstrated to reveal the key points
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directly related to the system security for B5G wireless systems.

© 2021 Elsevier B.V. All rights reserved.

1. Introduction

For wireless networks, one of the key technological enablers is
the usage of millimeter-wave (mmWave) frequencies to provide
ultra high data rate transmission and very low latency [1]. Be-
sides, the mmWave makes also possible to use smaller antennas
due to its smaller wavelength. Hence, large antenna arrays can be
formed to exploit the spatial degree of freedom.

In the multiple-input multiple-output (MIMO) systems, the
transmitter can simultaneously communicate to multiple receivers
by forming their signals to the intended direction via beamform-
ing [2]. For the mmWave perspective and using large antenna
arrays, the narrow beam can be constructed. However, the large
antenna arrays can consume more power than the conventional
systems. The hybrid scheme combining analog and digital beam-
forming has been presented to ensure the power efficiency on
such a large arrays [3-5]. Thus, the hybrid beamforming is the
inevitable part of MIMO systems.

Besides many advantages of mmWave and hybrid MIMO, the
security becomes an important issue for the B5G communication
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systems. By supporting the massive number of devices in B5G
networks, the conventional cryptographic techniques including
key generation and distribution become more challenging tasks.
To address this challenge, the concept of Physical Layer Security
(PLS) has been introduced and explored for the wireless com-
munication systems as a complement solution of cryptographic
techniques [6-8].

The aim of PLS is to completely eliminate or reduce the ef-
fects of eavesdropping attacks through unauthorized receivers or
transmitters [9]. In the literature, there are two types of eaves-
dropping attacks namely active and passive. The active eaves-
dropper behaves as a transmitter and attempts to jam the legiti-
mate user’s transmission. Conversely, the passive eavesdropper
hides its presence from the transmitter and listens the legiti-
mate user’s channel. In this paper, we consider only the pas-
sive eavesdropper attacks which often occur in the practical
applications.

The authors in [10-12] have considered the PLS for the sub-
6GHz channel. The robust beamforming has been given in [10]
by solving the resource allocation problem for the multiuser
multiple-input single-output (MISO) and power transfer system.
In [11], the artificial noise (AN) and Maximum Ratio Transmission
(MRT) precoders have been studied for the multicell MU-MIMO
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through the secrecy rate and the secrecy outage probability.
In [12], the multiuser (MU)-MIMO communication with differ-
ent precoders as Zero-Forcing (ZF) and Minimum Mean Squared
Error (MMSE) techniques have been considered in the presence
of a passive eavesdropper under the imperfect channel state
information (CSI).

While the PLS with beamforming techniques have been ex-
tensively examined in the literature for sub 6GHz wireless sys-
tems [13], there are limited number of PLS studies for the mmWave
MIMO systems. In [14], the PLS for the mmWave channels has
been studied for the multiuser MISO systems while the MU-
MIMO with relaying has been studied in [15,16]. In [17], the
PLC of mmWave systems with different secure on-off transmis-
sion strategies including capacity threshold-based and secrecy
guard zone based schemes has been investigated in the presence
of randomly distributed eavesdroppers. [18-20] examined effi-
cient secure hybrid beamformer design algorithms for single cell
scenarios.

In this paper, we focus on the multicell systems where the
interference between the cells is taken into account for the secure
MU-MIMO mmWave communications when the eavesdropper’s
CSI is not known. We employ hybrid beamforming techniques
and apply the AN to enhance the secrecy of the system for
the B5G applications. We also assume that the legitimate users’
CSI is perfectly available. Under imperfect CSI, the misalignment
beamforming on the desired direction causes a noise leakage to
the legitimate users’ channel which reduces the secrecy rate.

Our contributions can be summarized as followings:

1. Based on the three dimension (3D) mmWave channel model,
we present a multicell scenario for a secure MU-MIMO
by employing hybrid beamforming at the BSs, legitimate
users, and eavesdropper.

2. We design the AN and both the analog and digital beam-
formers for the secure multicell MU-MIMO mmWave com-
munications. For the beamforming designs, we employ the
signal to leakage plus noise ratio (SLNR) based precoder
for cooperative multicell processing (CoMP) case whereas
MRT, ZF, and random beamformer (RB) precoders for non-
CoMP case.

3. We demonstrate the performance of the proposed se-
cure multicell mmWave MU-MIMO communications sys-
tem based on the secrecy rate and the secrecy outage
probability and provide the computational complexity of
different beamforming techniques.

The remainder of the paper is organized as follows. The system
model covering with the mmWave channel model is given in
Section 2. The proposed scheme for the secure multicell mmWave
multiuser MIMO communications is described in detail in Sec-
tion 3. The performance evaluations are provided in Section 4,
followed by conclusions in Section 5.

Notations. We use the following notations throughout the paper.
The uppercase bold letter A is matrix, the lowercase bold letter
a is vector and the lowercase letter a is scalar. || - || represents
the Frobenius norm while |-| indicates the determinant. (-)~!, ()
and () denotes the inverse, transpose and conjugate transpose
operator, respectively.

2. System model

The system model whose the frequency reuse factor is equal to
1is depicted in Fig. 1 including J BSs in total. Each BS is equipped
with Ny antennas and Ngr radyo frequency (RF) chains. There are
totally K legitimate users with G legitimate users in each cell
where G = K/J. Each user is equipped with Ni antennas and
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Mgr RF chains that satisfies Ngr >> Mg for practicable scenario.
All BSs and legitimate users employ hybrid beamforming scheme
which is highly suitable and efficient for the large antenna sys-
tem scenarios and mmWave communications. The eavesdropper
having multiple antennas attempts to obtain information from
the legitimate users under the assumption that the eavesdropper
share some angle of departure (AoDs) of the legitimate users’
channel.

2.1. mmWave channel model

The 3D statistical spatial channel model (SSCM) for the
mmWave MIMO system is considered [21]. Since the mmWave
channel is known as sparse channel where the propagation tends
to be line-of-sight (LoS), there are only limited number of resolv-
able paths including LoS and highly correlated non-line-of-sight
(nLoS). Besides there is a strong attenuation in the mmWave
frequencies due to high path loss compared to sub-6GHz frequen-
cies [22]. From the LoS dominant point of view, the mmWave
channel model is defined by [23],

H = Hyos + Hypos (1)

where Hj,s denotes the LoS component:

Hios = Pros - lios - Alplas, 01 - @ (ol O1%) (2)

H,,0s is the nLoS component:

C S
1
Hppos = c E E Pc - Ucs * a(wff;? 95);) : aH((/)Z.,XSs 957.)2) (3)
Zc:l Sc =1 s=1

Here, C and S, denotes the number of clusters and the number of
subpaths in each cluster, respectively. p is the power of portion
while the instantaneous complex coefficient of each subpath is
represented by «. Moreover, ¢ and 6 indicate the azimuth angles
and the elevation angles and a(¢g, ) denotes angle of arrival (AoA)
or angle of departure (AoD) array responses which correspond to
the receiver and the transmitter, respectively [23].

The probability of a link being in LoS condition is given by [21],

Puos(d) = | min (22, 1) (1 — e # - 4
LOS()—|:m1n<d’>(_e )+9 ] (4)

where d is the distance between the transmitter and receiver. In
this case, when the distance between the transmitter and receiver
is less than 27 m, LoS definitely occurs except that there is no
blockage in the environment.

In the MIMO system, both the uniform linear array (ULA) and
the uniform planar array (UPA) configuration can be used by
considering array factor a(¢, 8). Although the ULA is simpler and
more practical, the UPA must be taken into account for the large
scale antenna arrays especially square and rectangular ones. Since
we consider only UPA, the antenna array response is defined
by [23],

ej[(mfl)‘l’1+(n71)'1/2] . ei[(M*])W1+(N*1)W2]]T

1
ap,0)= ——[1...,

+vMN
(5)
where ¥; and ¥, are defined as,
2
@, = 224, cos(¢)sin(0)
: (6)
2

v, = Tdy sin(¢) sin(@)

where M and N are the number of antennas in the horizontal
axis and in vertical axis, respectively. A is the wavelength which
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Fig. 1. Secure mmWave multicell MU-MIMO downlink communications.

is defined by A = c/f where f is the operating frequency. The
inter-element spacing between two adjacent antenna elements
for both the horizontal axis and vertical axis are indicated by d,
and dy, respectively.

3. The proposed secure multicell nmWave MU-MIMO scheme

We propose a secure multicell multiuser MIMO mmWave
system employing hybrid beamforming as shown in Fig. 2. The
digital precoder at the jth BS is defined by F,, € C"t*"s while
the analog precoder is defined by FAB € CNrxNeF where Ny indicate
the total number of streams sent from the BS to the legitimate
users. On the other side, the digital combiner and the analog
combiner for the gth legitimate user in the jth BS are defined by

W), € CYo ™ and W, - € CNMir | respectively. The number
of data stream per user is denoted by n.

Using hybrid architecture, the transmit signal ¥ e CNr*1 at
the jth BS can be defined as,
X = \/EFABF{)BSIA +v 1- WF{L\NZJ (7)
where By = [Fyy . By Byg| and By =
[Flbsm N S F{)B,G] are the concatenated analog and dig-

ital precoders, respectively. ¢/ is denoted as the power alloca-
tion factor between the precoders of legitimate users and AN
precoder.

Furthermore, the received signal by the kth legitimate user out
of K legitimate users from the jth BS out of | BSs can be given:

V= \/ PUWhg ) (W JTHE, Flo i)

+ Z\/ Wi ) (WAB K

g#k

+ Z Z V ¢iPri1(WbB,k)H(MB,k)HH;cFAB,nF;JB.nS

i n=1
i=1

(1— ¢i)Pi(
W, (W

DB,k AB,k

"H/F, F

k™ AB,g DBg

i (8)

Wy )
y'n,

k

w,

+ AB, k)HHLF'ANzI

+ (

where P,’< is the received power for the kth user at the jth BS.
The first line is the desired signal, the second and the third line
denote the intra-cell interference and the inter-cell interference,
respectively. While the fourth line indicates the AN beamforming,
the fifth line indicates the noise. The channel matrix for the kth
legitimate user in the jth BS is denoted by H, € CY&*Nr and it
can be obtained by using the Eq. (1). nj( is the complex Additive
White Gaussian Noise (AWGN) whose elements are zero mean
and ak variance, CN(0, ak) Nevertheless, the received signal by
the corresponding eavesdropper is defined as,

3/e k — qu’(WDB e, k) (W/;’AB,e‘Ic)HHl;akF/{\B kFll'JB ksjk
+ /(1 = @PLWE,, Wy, R P2 ®)
+ (W ) (W )T,
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Fig. 2. Hybrid scheme at BS, legitimate users, and eavesdroppers in the jth cell.

where the first row is the intended signal transmitting to the
desired legitimate user. The second row is the AN signal that pro-
vides to disrupt the eavesdropper channel. The last row indicates
the noise. We assume that the eavesdropper can only receive
the message signal and AN signal since it is able to cancel out
the interfered signals as distinct from the received signals by the
legitimate users given in Eq. (9). )

In both Egs. (8) and (9), the analog precoder (F); ) and com-
biner (W, ) matrices for the each legitimate user and the cor-
responding eavesdropper in the jth BS can be obtained from
Algorithm 1 in [24]. Here after, the effective channel matrix for
the kth legitimate user in the jth BS is calculated as,

Hisz,k = (WAB k) HIFIABk (10)

After defining the effective channel, the next step is to design
the digital precoders using the effective channel matrix for each
legitimate user. The digital combiner for the kth legitimate user
in the jth BS, W, bp.k Are chosen as maximum ratio combiner (MRC)
that can be obtained by,

i H]efkolDB,k
DBk =
1K, F, I

eff .k~ DB,

(11

Furthermore, the digital combiner for the corresponding eaves-
dropper, W’DB ok €an be calculated as,

vvi ABek)HHle kFlAB kFlDB k (12)
DB,e,k
||(‘,\’/I‘\B e, k) Hle kFAB kFl k”F
Before introducing the multicell digital precoding techniques,
we define the SINR of each legitimate user and corresponding
eavesdropper as,

)'L (D} + D)y P R]kk [‘#PI DB, k) WABA,k)HHLFIAB,k

P (Fog )" (P ) (L) Wy Wy |

where y’k stands for the SINR of the kth legitimate user in the jth

BS and D, is the interference matrix for the kth legitimate user at
the jth BS that is defined as,

(13)

(WDB k (MB k Z ¢1P’l-l';cFi\B gFIDB g DB‘g)H(Fi\B‘g)H(l-llllc)H

g#k
=1

+ Z Z ¢'PaHiFg o Fog n(Fop ) (Fap ) (H" | Woag Wi

i# n=1
i=1

where Diw . in the Eq. (13) is the AN precoder which propagates
from the jth BS for the kth legitimate user can be defined as,

— ¢ PLUW, ) (Wi S THLE (B ) () W, W
(15)

and where R’,;k in the Eq. (13) is the noise covariance matrix for
the kth legitimate user in the jth BS is evaluated as,

Ry = (Wi ) (Wi ) Wi Wi

ABk) AB,k "V DB,k (]6)

D],;\N,k =(1

Similarly, the SINR of corresponding eavesdropper for the kth
legitimate user in the jth BS can be obtained by using Eq. (12) as,

Vi,k =(D£\N,e,k + Rie,kk [WP, DB, k) (Ms,e,k)HHi,kFiw,k
P (P (Fag () Wy Wy ]

where Diw,k is the AN precoder which propagates from the jth BS
through the eavesdropper is defined as,

Dy e = (1= ¢ PUW,,, JI(Wy , )THL B (B )

AN, ek ek

(H, ) MBekWIDBek

(18)
and where RLE « in the Eq. (17) is the noise covariance matrix of
corresponding eavesdropper for the kth legitimate user in the jth

BS defined by,
Rl e = (Wi o ) (Wi SIWh o W (19)

After that, the data rate of the kth legitimate user in the jth BS
can be calculated as,

17)

R, = log; [l + ) (20)
The corresponding eavesdropper’s data rate can be given as,
R, = log, |l + 7%, (21)

Finally, the average secrecy rate for the kth legitimate user in the
jth BS is defined by,

R _IE{[R’ R’k]+} (22)

s,k

where R’  Is the average secrecy rate of the kth legitimate user
in the ]th BS and [x]T £ max{0, x}. The average secrecy sum rate
in the multicell is given as,

J G
= Z Z R, (23)

j=1 g=1
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Another metric for measuring to system security is the secrecy
outage probability. An outage probability for the kth legitimate
user at the jth BS given with threshold secrecy rate (Rgy) is
calculated as,

Ps out = P(Riﬁk < Ram) (24)
3.1. The AN design for hybrid beamforming

In this paper, for the multicell MU-MIMO by employing hybrid
beamforming at the BSs, legitimate users, and eavesdropper, we
propose to generate the AN precoder at the BS at the null-space
of both analog and digital precoders.

Then, the AN precoder at the jth BS is the singular value
decomposition of the combined precoder matrix such that

USV =F (25)
where F = (P51 Fpg.1)- - - (Bj oy o)1 Then, the proposed AN
precoder, F,, € CN>Ner =GMie) for the jth BS can be obtained as,

quN = l_l(?sGMRF"'l?NRF) (26)
3.2. Multicell MIMO precoding techniques

Since we consider the multiple streams and MU-MIMO com-
munication, an appropriate precoding methods are selected to
serve multiple users with multiple streams simultaneously. The
SLNR based precoding [25] is considered for the CoMP case while
the MRT, ZF, and the RB [26-28] precoders are employed for the
non-CoMP case.

We select the number of RF chains at users (Mg ) is equal to as
the number of data streams per user (n;) for the sake of simplicity.
Since we select ny = Mgr, we just need Mgr RF chains out of
Ngr RF chains at the BSs for each user. Similarly, we only need
ns streams out of Ny streams at the BSs for each user. Thus, the
analog and digital precoder for the kth user in the jth BS should
be at the dimensions of Nt x Mgr and Mgr X ns, respectively.

3.2.1. SLNR based precoding (CoMP)

In this case, we assume that there is coordination among the
BSs to mitigate the inter-cell and interuser interference while
selecting the best beamformer matrix for each user at each cell.
Then, Wi ., HL, andF’Mk fori,j=1,...,Jandmk=1,...,G
are available at each BS.

For the SLNR based precoder, we first define a new effective
channel matrix regarding to leakage for the kth user in the jth BS
such that

Hgfjf,m k — W:"\B mHlmF,)AB k (27)
wherei=1,...,J with(i #4j),and m=1, ..., G with (m # k).

Then, the leakage matrix (K — 1)Mgr X Mg for the kth user in
the jth BS can be derived as [25],

H£}¢(1<71).1<)T]T
(28)
Since IE[s’ (s’) ]=1, and IE[n’ (n’) ] = oIy, the normaliza-
tion factor ¢ can be given as [25],

T
HI_[(Heﬂ]k)"' effmlk) effm+1,k)""’(

2
Oy

Pl

k

¢ = KW (W, ) (29)

Finally, the digital precoder for the kth user in the jth BS can be
calculated by using Eq.(10) and (28) [29] as,

= = = .. Lo\ —1 . .
USV' = (Clug + () (B )'H (30)
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FIDB,k = V(. 1) (31)

where F’,AJB’k and the digital precoder of each user should be nor-
malized by its analog counterpart to satisfy the transmit power
constraint, [|Fy, [Fh (|2 = 1, such as,

F

j DB,k
Fosi = ——— — (32)
|| AB.k DB k”F

3.2.2. MRT precoding (non-CoMP)

For the MRT scheme, each BS selects its precoding matrix sep-
arately without considering intercell and interuser interference.
Then, H, for k= 1,..., G are available at each BS j.

Firstly, we define GMgr x Mgr concatenated effective channel
matrix for the jth BS as [25],

Hi=[(Hy ). (B ) (B ) (33)

Then, the Mgr x GMgr generalized MRT precoding matrix for
the jth BS can be obtained as [25],

F,, = H! (34)

where By = [F; | ... Fpy ... oy (1. Equivalently, MRT precoder
of the each user can be obtained by,

Flbs,k = (Hleff i (35)

Finally, the MRT precoder for each user must satisfy the transmit
power constraint by using Eq. (32).

3.2.3. ZF precoding (non-CoMP)

For the ZF scheme, each BS selects its precoding matrix sep-
arately without considering intercell interference. Then, HL for
k=1,...,G are available at each BS j.

Using Eq. (33), the Mgr x GMgr ZF precoding for the jth BS can
be defined as,

F,; = H'(HA)™! (36)

The ZF precoder for each user must satisfy the transmit power
constraint so that Eq. (32) should be used.

3.2.4. RB precoding (non-CoMP)

The random beamforming method has been examined by
Chung in [26] for the MIMO communications. The main idea
is to find the most suitable precoder by using random beam-
former generator that maximize the effective SNR (ESNR) of users.
In [27] the orthogonal random beamforming and beam selection
strategies has been examined for the MIMO communications.
Moreover, the random beamforming has been studied for the
sparse mmWave channels in [28]. Using random precoders can
provide more effective transmission at the BS side because all
streams that belongs to each user can be well constructed.

We assume that each BS is able to generate its beamformers
randomly and has its own storage or memory to keep them and
H’k for k =1,..., G are available at each BS jth.

Firstly, we define a set of N, candidate precoding vectors is
given as,

B ={by, ..., by,,} (37)

where each precoder, b, is a normally distributed complex vector
with zero mean and arz variance with the dimension of My x
1. We select the most suitable ns precoding vectors that maxi-
mize the norm of the corresponding effective channel matrix of
each user through exhaustive searching on the set of available
precoders.
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Table 1
Computational Complexity of Beamforming Methods.
Beamforming Operation flops K =100 ns = 2 Npre = 5Kn;
ZF (H)Y (H(H,)) ! JI16(Gng)® — 10(Gn,)? + 13.8 x 10°
8(Gns)?ns + 8(Gng)n? +
Z(Gns) - Z(Gns )ns]
SLNR-CoMP sud[(¢hy, + (F)TF) (W )THL ] K[16(Lny)? — 10(Ln)? + 12.4 x 10°
8(Lns)?ns + 8(Lns)n? +
4(Lng)] + 8K[21(ns)*]
RB arg _max ||l-l£ff D2 JIGngNpre(2n2 + 2n5)] 2.4 % 108
ns T=1,..y Ipre ’
Table 2 3.3. The proposed algorithm
Simulation parameters.
Parameter  Description Value In the secure multicell MU-MIMO mmWave communications,
f Operating frequency 73 GHz SSCM in [21] we design for both analog and digital beamforming matrices and
xT zumgﬂ 0? antennas at ESS, , U %gﬁ apply the AN beamforming to enhance the secrecy of the system.
R umber of antennas at Legitimate Users In the considered system, there is only one eavesdropper having
Nr.e Number of antennas at Eavesdroppers 64 X X
] Total number of BSs 3 mult.1p1e antennas, .and the eavesdrgpper behaves as a passive
K Total number of users [45,90] receiver that hides its presence and its CSI. We employ different
G Number of users in each BS K/j linear beamforming techniques including both CoMP and non-
Npre Number of available random precoders  5Kn, CoMP cases under the assumption that the eavesdropper’ CSI is
ng Number of data streams for each user [1,2] t d the legitimat sl fectl ilable. Th
N, Number of data streams for BS Gn, not known and the legitimate users’ CSI is perfectly available. The
Mpr Number of RF chains at users ng proposed secure scheme is summarized in Algorithm 1.
Ngr Number of RF chains at BSs 64
Algorithm 1 The Secure Multicell mmWave MU-MIMO Algorithm
. 1: Inputs: The channel state information, H..
Then, for n =1, ..., n,, the precoder is selected by, P . k : :
2: Obtain the analog precoder and combiner, F,;, and W,; ,
o - - | :
b; = r:P?)ISJpre [H,; b (38) for the legitimate users and W, , . for the eavesdropper via

For the kth user in the jth BS, the digital precoder can be
obtained as,

Fy; = [b}. b5, ....b; ] (39)

where F’i)&k should be normalized by Eq. (32) to satisfy the
transmit power constraint.

3.2.5. Complexity analysis

The computational complexity is a crucial metric for many
real-time applications. Thus, we take into account the complexity
of the different beamforming methods considered in this work.
To determine computational complexity, we use flops which is
floating point defined in [30]. The flops calculation for the ZF
precoder and the SVD computation are described in [12]. We
further extend it for flops computation of SLNR based precoder
and also compute the flops computation of the RB based on the
norm calculation determined in [31].

The required flops calculation for the different precoder tech-
niques are given in Table 1 where L = (K — 1)/(J/3). As listed
in Table 1, the CoMP based precoder has higher computational
complexity than non-CoMP precoders.

Nonetheless, the CoMP based SLNR precoder is getting more
computationally heavy when the system becomes large. In other
words, when the users requires higher number of streams or the
number of BSs and/or users is increased, SLNR based precoder
becomes inefficient in terms of computational complexity. Fur-
thermore, the ZF precoder is also computationally complex since
it needs an inverse operation on the concatenated effective chan-
nel matrix. On the other side, the MRT is the simplest one how-
ever it cannot mitigate the interference. Thus, the RB precoder
can be selected as a good alternative in terms of computational
complexity.

Algorithm 1 in [24]. '
3: Calculate the effective channel, H,; , in Eq. (10) for non-CoMP
case and Eq. (27) for CoMP case.

4: Find the digital precoder, Fp; ,

Use Egs. (30) and (31) for the SLNR.
Use Eq. (35) for the MRT.

Use Eq. (36) for the ZF.

Use Egs. (38) and (39) for the RB.

5: Normalize the digital precoder to satisfy transmit power
constraint as in Eq. (32).

6: Find the digital combiners
Eq. (12).

7: Determine the AN precoder Fiw in Egs. (25) and (26).

bk i EQ. (11) and W,

DB,e,k mn

4. Performance evaluations

We provide the simulation results to illustrate the system
performance in terms of the sum data rate, the secrecy sum rate
and the secrecy outage probability. The simulation parameters
are given in Table 2. We assume that the RB precoders for each
BS are initially generated and stored in a memory to reduce
computational complexity. Finally, the performance evaluations
are provided through the Monte Carlo simulations.

In Fig. 3, the power allocation factor between the legitimate
users precoder and the AN is shown for different beamforming
and K = 90. The power allocation value is determined for each
precoder uniquely and it can be further obtained for different
number of legitimate users by similar way. Nevertheless, the
SLNR gives better performance when n; = 2 at high SNR regime.
It is also noted that giving less power to the MRT and more power
to the AN can enhance the secrecy since the MRT improves the
data rate performance especially in the low SNR region.

In Fig. 4, the average sum data rate is shown for the com-
parison of different beamforming techniques both for K = 45
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Fig. 4. Average sum rate vs SNR for ny = 2.

and K = 90 legitimate users using ng = 2 without considering
secrecy. The SLNR precoder gives the best sum data rate perfor-
mance while the MRT provides the worst one. The CoMP based
SLNR utilizes the coordination of BSs to prevent information
leakage. However, the MRT cannot mitigate this leakage. It is also
worth noting that the RB precoders outperform the MRT and give
the same results as the ZF precoder.

In Fig. 5, the average secrecy sum rate is given for differ-
ent precoding techniques with their optimum power allocation
values.The secrecy sum rate enhances as the number of users
increases. While the SINR performs the best secrecy sum rate

1500

T T

-e—SLNR,K:QO
~8— MRT, K = 90
~&— RB, K = 90 S8nR = PuRT = PRe = OzF
=he— 7F, K = 90
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4@+ MRT, K = 45

“Ee RB,K =45 é
e ZF, K=45

1000

Average Secrecy Sum Rate (b/s/Hz)

SNR (dB)

Fig. 5. Average secrecy sum rate vs SNR for different precoders with optimum

.

at the high SNR region, the MRT gives the best performance
at the low SNR region. For LoS dominant small-cell mmWave
communication with large antenna arrays at the BSs, the MRT
precoder can be selected to satisfy the secrecy requirements. Even
though the RB gives the same secrecy rate as the ZF precoder, the
performance of ZF precoder is getting better than the RB precoder
when the user densities becomes larger.

Figs. 6 and 7 provides the secrecy outage probability for two
different threshold rates and different precoders considering their
optimal power allocation values determined by Fig. 3. The MRT
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precoder improves secrecy outage at low threshold rates however
its performance is getting worse at high threshold rates since
the interference becomes dominant. Moreover, the SLNR precoder
gives the best performance at higher threshold rates.

For each precoder technique, the computational complexity is
given in Fig. 8. The SLNR has the highest computational com-
plexity while it gives the best performance in terms of data rate
and secrecy rate. On the other side, the computational complexity
of the ZF precoder is getting high when the number of users in-
creases. Hence, the RB provides almost the same performance as
the ZF precoder while having less complexity for the MU-MIMO
mmWave communication systems.

5. Conclusion

In this paper, we have proposed different beamforming strate-
gies for the physical layer security in the mmWave MU-MIMO
networks considering multiple streams transmission. We have
considered the hybrid scheme at both the BS and the legitimate
users to design power-efficient system without compromising
the number of antennas and the directivity. In the considered
framework, we have proposed to obtain the AN precoder from the
null-space of jointly designed digital and analog precoders. It has
been demonstrated that the overall system performance highly
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depends on the number of streams and the power allocation
factor which is between the legitimate users precoder and AN
precoder.

Considering the multiple streams, the SLNR gives the best
secrecy sum-rate performance since it utilizes the coordination
among the BSs, while the MRT gives the best secrecy outage
performance for low threshold rates at low SNR regimes. On the
other hand, the ZF and the RB precoding give almost the same
performance for both the secrecy sum rate and the secrecy outage
probability. Although the coordination among BSs plays a huge
impact on the performance of the system, the computational
complexity is getting high when both the number of users and
streams increases. For higher number of users, it can be more
wisely to choose the RB precoder while improving the secrecy
with moderate computational complexity.

As future work, the proposed framework can be extended to
the non-orthogonal multiple access (NOMA) based MU-MIMO in
mmWave communications.
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