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Abstract

A common criticism on game theoretic risk analysis of security threats is that it requires quantitative
parameters of both the defender and the attacker, whereby the parameters of the attackers are
difficult to estimate. In the present paper, a game theoretic model for chemical plant protection,
being able to deal with defender’s distribution-free uncertainties on the attacker’s parameters
(Interval CPP Game), is proposed. The Interval CPP Game only requires the intervals that the
attacker’s parameters will locate in, instead of the exact number. Two algorithms are developed,
namely the Interval Bi-Matrix Game Solver (IBGS) and the Interval CPP Game Solver (ICGS), for
solving general bi-matrix games with interval payoff uncertainties and special for solving interval CPP
games, respectively. Both two algorithms are based on mixed integer linear programming (MILP).
Theoretic analysis as well as case study show that the defender’s uncertainties on the attacker’s

parameters would reduce her equilibrium payoff.
Highlights
1) First developed chemical plant protection game which is able to deal with interval inputs;

2) Algorithms for solving general bi-matrix game with interval payoff uncertainties as well as special

for solving interval CPP game are proposed.
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1. Introduction
The New York 9/11 attack shift the risk analysis paradigm from non-intentional disasters (i.e. natural

disasters) to intentionally caused events, and the recently happened terrorism attack at Paris and
Brussel furthermore stimulated this shift. Chemical industry, which normally associated with extreme
producing conditions as well as dangerous materials, is listed as one of the 13 critical infrastructures
by the U.S. government [1] [2]. Though some risk analysis projects concluded that a malicious attack
on some chemical sites might cause millions of casualties as well as irreversible environmental

pollution [3], the protection of chemical plants (clusters) has not drawn enough attention yet [4].

The ANSI/API Standard 780 Security Risk Assessment (SRA) methodology [5], which is currently the
extensively employed security risk analysis framework in the chemical industries, has its drawbacks
of not considering the intelligent interactions between the defender and the attacker. Cox [6]
pointed out numbers of limitations of SRA methodologies which are based on the "risk = TVC"
formula, such as being not adequate for resources allocation, being not able to deal with intelligent
attackers etc. Cox [6, 7] emphasised in his paper that intelligent interactions between the defender
and attacker are the key properties of security risk assessment procedure, furthermore, game theory

shows a great potentiality to be used in security risk assessment.

In chemical security domain, Reniers and co-authors [8-13] systematically studied cooperation on
safety/security investment within chemical clusters, in a game theoretic approach. In their models,
different chemical plants in one cluster share similar threats due the existence of domino effects, and
their games focus on analysing whether the stakeholders of plants should invest on safety/security or
not. Talarico et al. [14] proposed a game theoretic model named “MISTRAL” for protecting multi-
modal chemical transportation network. Zhang and Reniers [15] developed a simultaneous game-
theoretic model to protect chemical plants from terrorist attacks (CPP game), and later on they
extended their model to sequential games played by a first moving defender and several types of
following attackers [16]. Feng et al. [17] employed a simultaneous and complete information game

theoretic model to study allocation of defensive resources for protecting multiple chemical facilities



in a city. All these mentioned game theoretic models for protecting chemical plants ask for
guantitative inputs, such as the probabilities of intrusion, consequences of an attack etc. However,
these quantitative inputs are practically difficult to obtain, which makes these models difficult to be

used in realistic cases.

Though the exact numerical inputs are difficult to obtain, the intervals of them are relatively easier to
estimate. In this paper, the previously proposed chemical plant protection (CPP) game [15, 16] is
extended to dealing with distribution-free/interval inputs. In the remainder of this paper, Section 2
gives a brief introduction of the Chemical Plant Protection (CPP) game. Section 3 is the main body of
this paper, in which the CPP game is extended to interval CPP game, algorithms for solving general
interval bi-matrix games as well as special for solving interval CPP game are both proposed. A case
study is conducted in Section 4 to illustrate how the models and algorithms proposed in these paper

work. Finally, conclusions are drawn in Section 5.

2. Baseline models
This paper is a follow up research of two previous research paper, namely the CPP game paper [15],

and the Bayesian Stackelberg CPP game paper [16]. In this section, the general intrusion detection
approach in chemical plants, and the game theoretic model developed based on this intrusion
detection approach, are briefly introduced. More details can be found in Zhang and Reniers [15, 16]
and Reniers et al.[18].

2.1. General Intrusion Detection Approach in Chemical Plants

Figure 1(a) shows the multi-layer physical intrusion detection approach in the chemical plants. In
such a system, different layers of perimeter divide the area into different levels of zones, and each

|II

perimeter is assigned with one or more accesses. A “typical” in this system is defined as a summation
of technological items constituting a security barrier [18]. Thus in figure 1(a), the accesses assigned

on each perimeters and the different zones are “typical”, since the defender can implement counter-

terrorism-measures on these parts.
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Figure 1. General Physical Intrusion Detection system in a chemical plant

Figure 1(b) shows the intrusion attack procedure, from the attacker’s perspective, and it is based on
figure 1(a). The attacker would, firstly, decide which target to attack, secondly, decide how to reach
the target, and thirdly, decide what attack scenario to use. The red (also dash) line in figure 1(b)
(reflects the p1l in figure 1(a)) represents the attacker’s behaviour as he® will attack a target located in
zone 2_2 (second subzone in zone level 2), and he will start from zone level O (i.e. the outside of the
plant), pass perimeter 1 from the track entrance, reaching zone level 1, and then pass perimeter 2

from the entrance 3, reaching zone level 2.

The intruder is assumed that he would never step into the same level of zone twice. For example, the
p2 in figure 1(a) is excluded due to this assumption, since if the intruder follows p2, he would step
into zone level 1 twice. This assumption is reasonable due to the fact that otherwise the intruder will
pass more “typicals”, increasing the probability of being detected. This assumption is also necessary:
with this assumption, the analysis of the attacker’s intrusion path becomes easier, since the complex

paths are excluded (e.g., p2 in figure 1(a)).

Based on above analysis, the probability of successfully reaching the target can be calculated by
formula (1). In which I denotes the zone level that the target locates in; PZ denotes the probability of
successfully passing different levels of zones; PP denotes the probability of passing the different

layers of perimeters.

2 In security game, we normally denote the defender as she/her/her, while denote the attacker as he/him/his.



P =II{=oP? - TTj=1 P’ (1)

2.2. Chemical Plant Protection Game (CPP Game)
The Chemical Plant Protection (CPP) game is played by two players: the industrial defender and the

potential attacker (whereby different types, e.g., terrorists, activists etc., are possible).

The defender’s pure strategy is defined as combination of Security Alert Levels (SAL) on each
“typicals”, as formulated in formula (2). The attacker’s pure strategy is defined as combination of the
attack target, the intrusion path, and the attack scenario, as formulated in formula (3). Defender’s
(attacker’s) pure strategy set can be denoted as S; (S,), while the mixed strategy set can be defined
asY ={y e RId| Yy, =1y, €[0,1]} and X = {x € RISel| L x; = 1, x; € [0,1]}, for the defender

and the attacker, respectively.

Sai = 2% X [I1 (AT X A% X ... X ALy X 20 X 25 X oo X ZLyy () (2)
Sai = a X [[l=1jy X e (3)

In which sg; is a specific defence decision, also called ‘pure strategy’ in game-theoretic terminology,
of the defender; z] is the detect level in it" sub zone in zone level r, z° denotes the detect level in
zone level 0; A7 is the detect level at the ith access of perimeter r; ent(r) is the number of accesses
in perimeter r; sub(r) is the number of sub zones in zone level r; Q is the total zone levels in the
plant; X denotes cross product; s,; is a specific attack action, also called ‘pure strategy’ in game-
theoretic terminology, of the attacker; a is the target asset; j,. denotes an access on the rt"

perimeter, and j, = 1,2, ...,ent(r); e denotes the attack scenario, specially, e = Null means no

attack scenario is implemented, i.e., the attacker is deterred.

An example of the attacker’s pure strategy, which is shown as red (dash) line in figure 1(b), is that the
attacker wants to attack a target (assuming its index is L) in ZONE 2_2, and he intrudes following
path p1, and further assume that he aims at shutting down a critical machine. The example strategy

can be formally denotes as s,; = L X Truck Ent X Ent3 X Shutting down a machine.



Payoffs are defined in formula (4) and (5), for the defender and the attacker respectively. P (P)
denotes the successful probability that the attacker can reach the target, as defined in formula (1);
PL, (ﬁly) represents the expected consequence of an attack on the target, which equals the
product of successful probability that the attack will be executed P, (Py) and the estimated
consequence of a successful attack on the target L,, (Zy); C4 (C,) denotes the cost of the defence

(attack) plan; from the defender’s (attack’s) perspective.

Uq(Sa,Sa) = —(P(sa,Sa) - PLy(sa) + Cq(sa)) (4)
Uq (S, Sa) = P(Sa,Sq) - ﬁy(sa) — Cqa(sa) (5)

2.3. Bayesian Stackelberg CPP Game

In Zhang and Reniers [15], the CPP game is assumed to be played simultaneously, thus the Nash
Equilibrium is used to predict the outcome of the game. Later on in Zhang and Reniers [16], they
argue that in most cases, the players in CPP game move sequentially, and in reality, the defender
always faces multiple types of attackers. Thereby, they extended the CPP game to Bayesian

Stackelberg CPP game, which is the baseline model of this paper.

In the Bayesian Stackelberg CPP game, the defender moves first, followed by multiple types of
possible attackers with full observation of the defender’s implemented action. The defender does
not know exactly which attacker will execute an attack, but she knows the prior probabilities p that

each type of attacker would occur.

Knowing the defender’s strategy, each types of attackers would play their best responses to the
defender’s strategy. Defender knows that rational attackers would play their best responses, and she
could also work out the attackers’ best responses, thus she plays optimally. A Bayesian Stackelberg
Equilibrium (BSE) (k', k2, ..., kI¥l, 7) for the Bayesian Stackelberg CPP game is defined by formulas (6)

and (7).

y = argmax Yyexp' - Ug(kh:) -y (6)
YEY



k' = argmax UL (k,:) -y, l €R (7)

kem!
In which k! (I € R) represents the [t"* attacker’s best response; X denotes the set of different types of

[th attacker

attackers (e.g., X = {terrorist, activist}); pl denotes the prior probability that the
would occur; Ué and U/ represent the defender and the attacker’s payoff matrix, respectively; M! =
{1,2,.., ml}, and m! denotes the number of pure strategies of the Ith attacker. For the convenience
of expression, we also define N = {1,2, ...n}, in which n denotes the number of pure strategies of
the defender. The players’ payoff matrix can be obtained by calculating the payoff units for each

strategy tuple, by employing formulas (4) and (5). Notice that since different types of attackers would

result in different payoff, thus the payoff matrix are all assigned with the type of the attacker.

Besides, a MaxiMin solution (x, y) for the Bayesian Stackelberg CPP game can be defined by formulas

(CMT).

> ) — l ; l l

X,yY) = arg max -min(x; - U - CMT

(x,y) = argmax[dexp” - min (x,"- Ug - ¥)] (CMT)

In which X; denotes the [t" attacker’s mixed strategy space. MaxiMin solution is a very conservative
solution for the Bayesian Stackelberg CPP game, since its definition indicates the attacker aims at

minimizing the defender’s payoff, instead of maximizing his own payoff.

It is worth noting that the attacker’s payoff matrix is not involved in the definition of the defender’s
MaxiMin solution. To this end, the defender could play her BSE strategy only when she knows the
attacker’s payoff matrix, namely, the U}. In case that the defender does not know any information of
the attacker, or all her information about the attacker is not reliable, the MaxiMin solution can be

employed.

Observation 1. Defender’s equilibrium payoff from the BSE is higher than or equal to the payoff from

the MaxiMin solution.



Remark: Its proof can be easily shown as Py = meag[zlex pt- mel)r} (/- U] <
y X1€X]

rgg}[ﬁ:lex p! 'kf}leiﬂr/lll(Uclz (kL) 0] < I}}S}‘(ZIEN pt-Us(k',:) - y) = Psg. This observation reflects

the value of information of the attackers, as pointed out by the ancient Chinese military
strategist Sun Tzu: “if you know your enemies and know yourself, you will not be put at risk even in a

hundred battles.”

Paruchuri et al. [19] proposed an efficient exact algorithm named “DOBSS” for calculating BSE, while

algorithms for calculating MaxiMin solution can be found in Pita et al. [20], among others.

3. Interval CPP GAME

In this section, firstly, the Bayesian Stackelberg CPP game is extended to interval CPP game, in sub-
section 3.1; then an algorithm for solving general bi-matrix game with interval payoff uncertainties is
illustrated, in sub-section 3.2; sub-section 3.3 discusses the parameter coupling problem in the
interval CPP game; a specific algorithm for dis-coupling this parameter coupling problem for interval
CPP game is proposed, in sub-section 3.4.

3.1. Definition of Interval CPP Game

To implement the CPP game for realistic chemical plants protection, two works should be carried out:
i) transfer the chemical plant protection problem to its formal representation as shown in figure 1; ii)
get a set of quantitative inputs, such as the values of the targets, the vulnerability of each entrances
etc. The currently available SRA methodologies (e.g., the API SRA methodology [5]), which were
extensively implemented in chemical plants, though have been criticized for not being able to model
the intelligent interactions between the defender and the attacker, is helpful for obtaining the inputs
for CPP game. However, exact numeral inputs are still difficult to obtain, while an interval estimation

would be much easier.

In the current research, the defender is assumed to have exact parameters of herself, but she could

only know the intervals that the attacker’s parameter will locate in, without knowing neither the


https://en.wikipedia.org/wiki/Sun_Tzu

exact numbers nor the distribution. Cases that defender either does not know parameters of herself

need extra research, thus can be a future research.

Fed with interval estimation of input parameters, the units of the payoff matrix of the CPP game will

also associate with interval uncertainties. Assuming that the defender cannot exactly know the

attacker’s parameter o (e.g., P?, PL), , but she believes that o € [¢™", 6™%*], and she does not

know how ¢ is distributed between [¢™", 6™3%]. Combining formulas (1) and (5), the attacker’s
payoff can be written as u, (Sq, 54) = [11=o P - §-=1P}p + PL,, — C,. Since all the parameters (i.e. P7,

}}p, FLy, and C,) in this formula are greater than 0, hereby the u, can be easily bounded as:

min _ 171 pzmin [ ppmin g5 min max

ug'™ =Ilizo P Ij=af5 " PLy = Cq (8)
max _ 7yl pzmax I ppmax gy max min

ua - i=0 Pi : Hj=1P_Jj - PLy - Ca (9)

Therefore, the interval CPP game can be represented as

_ (et gt 7
1CG = {(U}, UL Ua)

le x} (10)

In which Q}l (ﬁ;) denotes the defender’s estimation of the [t" type attacker’s lower (upper) bound of
payoff matrix.

3.2. Interval Bi-Matrix Game Solver

In interval CPP game as shown in formula (10), if the defender commits a mixed strategy, then she
could not work out the attacker’s best response to her strategy, since she does not know the exact
U} (see formula (7)). Being not able to calculate the attacker’s best response, the defender could not

be able to calculate her optimal strategy y either.

Fortunately, the development of robust linear programming[21, 22] and robust game theory[23]
enables us to deal with games with distribution-free (interval) uncertainties. More specific in security
game domain, Nikoofal and Zhuang [24] employed robust game theory for solving critical
infrastructure protection games considering attacker’s distribution-free private information. They

studied how the budget of uncertainties can influence the allocation of resources in a real data case.

10



Kiekintveld et al. [25] developed a polynomial time binary search algorithm (named as “ISG Solver”)
to solve interval security games (I1SG). “ISG Solver” is developed for security games which can be
descript in a compact way as defined in Kiekintveld et al [26]. However, games in this paper could not
be descript in the compact way. Pita et al. [20, 27] proposed a mixed integer linear programming
(MILP) algorithm (named as “BRASS”) which is able to deal with ¢ — optimal adversaries. Though
BRASS was developed for solving games played by bounded rational adversaries, its idea of
separating the attacker’s theoretic best response and the realistic possible responses makes it easily
to be extended to solve the games with interval uncertainties, as also pointed out in Kiekintveld et al.
[25]. Following Pita el al.’s work, an MILP algorithm based Interval Bi-Matrix Game Solver (IBGS) was

proposed, as shown in the following formulas.

The basic idea in IBGS is that, though the defender could not work out the attacker’s best response,
she could judge that some attacker strategies is definitely worse than others. And the rule for this

judgement is that, knowing the defender’s strategy y, if the attacker upper bound payoff by playing
strategy i is lower than the attacker lower bound payoff by playing some strategies, then strategy i

can be excluded from the attacker’s possible choices.

max Y p'y'

le¥

cl. 0<R'-U!(i,))-y<@-h)-I, VieM'
c2. (g —1)~F£L_J|a(i,:)-y—R'Sqi'-l“, VieM'
c3. I'-(1-g)+U}\(G,)-y>y', VieM'

c4. g >h', VieM'

c5. g, h' €{0,1}

c6. > h'=1

c7. D.y=1y,€[0]]

8. R,/ eR

(11)
s.t.

_ —1 .
In IBGS, U/ (i,:) denotes the i*" row of the defender’s payoff matrix; Ua(i,:) and Llla(l,i) denotes

the i" row of the attacker’s upper and lower bound payoff matrix respectively; M ! represents the

11



attacker’s pure strategy index set; I” is a constant big real number, e.g., 10°. The cost function
represents that the defender aims at maximizing expected payoff, w.r.t. different types of

adversaries. Constraint c1, c5, and c6 calculate the attacker’s maximal value of the lower bound
payoff, i.e., R , and the maximal value reaches if and only if h; = 1. Notice thatincl, h; =1
indicates that R =L_J|a(i,:) -y, while h; = 0 indicates that R' ZL_JIa(i,:) -y . Constraint c2 picks out
all the strategies which have upper bound payoffs greater than the R'. Notice that in c2, if

L_JL(i,:)- y>R', then g =1, if L_JL(i,:)- y<R',then g =0, while if L_JL(i,:)-y= R',then g can
be either 0 or 1. Constraint c3 represents the idea that, among all the possible strategies of the

attacker (i.e., strategies picked out by c6, or qiI =1), the defender conservatively thinks that the

worst strategy to herself is the attacker’s best response, and thus she can ensure a payoff of }/' .

Constraint c4 enforces the strategy which has the maximal lower bound payoff to be a possible

strategy.

IBGS does not depend on any specific property of the CPP game, thus it can be used for any security
games which can be expressed in bi-matrix form.

3.3. Parameters Coupling in Interval CPP Game

The IBGS, though general enough, could be too conservative for interval CPP game. Look back on
formulas (8) and (9) , the uncertainties on parameters lead to uncertainties on the attacker’s payoffs,
and notice that some attack strategies share the same parameters. To this end, the interval

uncertainties on the attacker’s payoffs are coupled, instead of independent.

For example, if strategy s;1, Sqa2 € S,, and the only difference is that they have different attack target.
Without loss of generality, assume that s,; represents the strategy of attacking target 1 in ZONE 0
with a specific scenario, while s, represents attacking target 2 also in ZONE 0 with the same attack
scenario. Further assume that defender plays a pure strategy y (pure strategy set belongs to mixed

strategy set) which makes the game having the parameters as shown in table I.

12



Feeding formulas (8) and (9) with parameters in table I, we have: u™"(s,,) = 60, UM% (s4,) =
74.456,uT" (s4,) = 71.2,ul* (s,,) = 95.84. Ignoring other possible strategies, then we would
have R! = um™"(s,,) > uM™™(s44). Since u™(s,,) > R!, according to the IBGS algorithm, both

Sa1,Sqz are the attacker’s possible best responses to y.

Table I. illustrative parameters

Strategy Sq1 Strategy S4»

Para min max Para min min
P 0.8 0.9 P¢ 0.8 0.9
Cq 10 12 C, 10 12
P, 0.9 0.92 P, 0.8 0.84
L 100 102 L 130 140

However, s,;, Sq, share the same parameters PZ and C,. Substituting the independent parameters

to the payoffs and keep the coupled parameters remain, we would have:

Ug(Sq1) = ﬁ(f *PL; — Cq,and u,(Sg2) = ﬁoz "PL, — Cq

In which PL; € [90,93.84], PL, € [104,117.6]. Although the defender has uncertainties on PZ and
C,, but no matter what values they are, as long as that f’OZ > 0, the defender can predict that
Ug(Sq1) < 93.84 - P¢ — C, < 104 - P — C, < uy(S42). To this end, the defender can judge that, for

the attacker, s, is a better response than s,4. Therefore, a strategic attacker would not play s,;.

This example implies that the IBGS is over-conservative for interval CPP game, making the prediction
of the attacker’s behaviour more difficult. Following text formulates the idea used in above example,

preparing for the algorithm specific to solve interval CPP game.

Given a defender’s committed strategy y,Vk,t € M, define A= U, (k,:) -y — Uy (t,:) -y, which
denotes the differences of the attacker’s payoff when responding k or t to y. Furthermore, define
Tpy, as the set of typicals that attack strategy k has to pass, and Tp; analogously. Substituting

formulas (1) and (5) into Ay, resulting that:

13



Ae= X jen(Tierp, Bij - PLk — Ci) * ¥; — X jen(Ilierp, Bij - PLe — C)  yj (12)
Defining Tpy: = Tpy N Tp;, in order to dis-coupling the parameters, formula (12) can be re-

organized as:

Axe= Y jen[(ierpy, Bij) - (ierpe-Tpee Bij * PLc = Mierpe—tpye Bij " PLO)] ¥ + Cc — Ck (13)
Following texts demonstrate how to bound Ay; according to defender’s interval uncertain knowledge
on the attacker’s parameters. The demonstration will be explained from 4 different cases, namely,
whether strategy k and t use the same attack scenario (e, = e;), whether they attack the same

target (a, = a;).

Case 1: e} = e,, a;, = a,, thus C; = C), PL; = PL,.

In this case, Ay, can be simplified as:

De= Y jen[([Tierpy, Bif) * PLic * (lierpy-tppe Pij — Mierpe—Tpie Bij)] * ¥ (14)

In formula (14), for the two different strategies, only the p;; (i € Tpy — Tpy or i € Tpy — Tpy,) are
independent, thus their values are not coupled. Considering again that all parameters are greater

than 0, we have:

De= Y jen](Tierpre Bij) * PLic - (Tierpr—tppe B = ierpe-rpe Bis )] 5 (15)
Define & = (Mierpy—rpie Py — ierpe-rpy Piy™*"). For each j € N in formula (15), if 3" <

J

0, then inequality (16) holds, and vice versa.

[(Mierpi, Bij) - PLic - $k87] - vi = [(Tierpy,, PE™) - PLES - &3] - v (16)
To this end, we have:

Ape= Yjen [(HiETpkt ﬁ?}) - PLY, - flﬁ;n] Y= A (17)

In which:

_|max, if§hit<0
min, otherwise

Analogously, we have:
max _ Z [(H ~<P) . P‘pr . S(qu] Ay (18)
kt = ZjeN i€Tpke Dij k ~Sktj Vi

14



In which:

&t = (Iierpp-tpu i ™ = Mierp-tpu i)
_fres v
min, otherWLse

For the following 3 cases, we give the result of AT¥™ and AT¥** directly, since they are obtained
analogously as in case 1. [CMT the following 3 cases are quite similar to the case 1, and we give the

result directly. It is a little bit like repeat work, shall we move the following 3 cases to the appendix?]

Case 2: e}, = e, ay # a;, thus C; = Cy,.

AR =T jen [(HiETpkt ﬁ?}) f%n]

In which:

fz@ﬁn = (HieTpk—Tpkt ﬁijmin ' ﬁ‘rl?in - HieTpt—Tpkt ﬁijmax ’ ﬁ]tnax)

_ fmax, if <0
min, otherwise

And,
_ <
= ZjeN [(HiETpkt Pij) flg?x] )
In which:
&t = (ierpp—rore Pij ™ - PLR™ = Tierpi—top Bij " - PLT™)

_ {max, if &eej =0
min, otherwise

Case 3: ), + e, a; = a,, thus PL, = PL,.
in_ Z H 5P\ . IB‘E¢ . S;mm + len cmax
JEN IETPKt pl} k ktj YJ k
In which:
Smin ~ max)

_ = min _ 17. B
ktj — (HieTpk—Tpktpij HlETpt—Tpktpl]

_ |max, if f,’{’;}" <0
min, otherwise

And,

0= Sjen | (Mierp,, ) - PLE - €557 3y +C0ne = g

15



In which:

&t = (Iierpp-tore Pij ™ = Mierpi—tpu Bij )

_ {max, if f,ﬁ;lx >0
min, otherwise

Case 4: e, + e, ai + a;.

mln Z}EN [(HlETpkt pl]) ’ fl?;;n:l y] + len Clznax

In which:
min _ ~ min , pymin ~ max , pymax
fktj = (HiETpk—Tpktpij PL" — HiETpt—Tpkt Dij PL{ )

_ fmax, if <0
min, otherwise

And,

A= ZjeN [(HieTpkt ﬁlq])) ) fi’%ﬁ“] Vj +Cmex — C,?”'n
In which:

max _ ~ max A pymax __ ~ min , pymin
§itt* = (ierpye—tpee Pij PLy [lierp,~Tpy. Pij PL7™)

_ {max, if &eejr =0
min, otherwise

Proposition 1. ATY™ and ATL4* are the lower and upper bound of Ay, and they can be reached.

max

Remark: It is straightforward according to the definition of Aj;. ™ and can be reached when

mm max

all the parameters are valued as the value in the definition of and , since all these

parameters are dis-coupled in the definition.
Proposition 2, AU = —AImAx,

Remark: Proof of this proposition is due to the fact that for each cases of the above mentioned 4

cases, we have f,?}j'-” = —&{k; - According to this proposition, in the remainder of this paper, we

focus on the ATU™ for each attacker strategy pairs.

Proposition 3. If Amm> 0, then strategy k is always a better response than t, to the defender’s

committed strategy y.
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Remark: Its proof is straightforward since 0 < ATU"*< Ay,= Uy(k,:) -y — Ug(t,:) - y. Proposition 3
illustrates a new approach for the defender to calculate the attacker’s possible best responses,

comparing to the c6 in IBGS.

Another interesting property of the A’,thi” is that, it is a linear polynomial of y. Define a 3-dimension

coefficient matrix Ql(Ml, M!, N), and the coefficient of yjin A’,;”ti” as its unit Q' (k, t,j).
3.5. Interval CPP Game Solver
Combining the idea of IBGS and the proposition 3, an algorithm named Interval CPP Game Solver

(ICGS) is proposed.

For each k! € M!, solve the following MILP problem, obtaining the optimal payoff for the defender
H (kL k2, ..., k|x|). Finally the maximal value of the H{ and its corresponding strategies are the

optimal solution of the interval CPP game.

maxzplyl

le¥

c9. U.(i,)-y<U.l(k'))-y, VieM'

cl0. —-q -T<Q'(k',t,)-y<(@l-q)- T, vteM'
stacll. T-(1-q)+U}(i,))-y>y', VieM'

c12. o €{0,1},q, =1

c13. Y y=1y, €[0,1]

(20)

In ICGS, L_JIa and U('j represent the lower bound of the attacker’s payoff and the defender’s payoff,

respectively. Q' (kI ,t,:) denotes the vector in k' row, t column of matrix Q!. Constraint c9 makes
sure that the k! strategy has the highest lower bound payoff, which is similar to the c1 in IBGS.
Constraint c10 can be explained as: giving the condition that k! strategy has the highest lower bound
payoff, if strategy t, satisfying Q' (kI ,£,:)-y>0, then qtI =0; if satisfying Q' (kI ,£,))-y<0, then

qtI =1; otherwise, qtI can be either 0 or 1. Constraint c10 picks out attacker’s possible best

responses based on the idea in proposition 3, instead of using the c2 in IBGS, which is the key

innovation of ICGS. Constraint 11 represents the idea that, among all the possible strategies of the
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attacker (i.e., strategies picked out by c13, or qiI =1), the defender conservatively thinks that the

worst strategy to herself is the attacker’s best response, as the same in ¢3 in IBGS. c12 enforces that

the k' strategy is a possible strategy, the same as in c4 in IBGS.

Proposition 4. Defender’s equilibrium payoff from ICGS is higher than or equal to her equilibrium

payoff from IBGS.

Proof: Vy € Y, without loss of generality, assume that A;l Yy = A% -y, foralli € M.

—1
In IBGS, from c1 we have R! = Aﬁrl - y. From c2 we know that Vt € ML if Ay < R then q% =0,

which means that the strategy t will definitely not be the attacker’s best response. Define E}

—1
{t €M — {nl}|At Yy < Rl}. According to c3, we have y} = mlin l{UCIi(i, 1) yh
ieM!-E}

In ICGS, from c9 we have k! = m!. From c10 we know that vVt € M!, if Q'(k!,t,:) -y > 0, then q} =

0, which means that strategy k' is always a better response than strategy t, or, strategy t will
definitely not be the attacker’s best response. Define E: = {t € M! — {nl}|ﬂl (kLt,:) -y > 0}.

According to c11, we have yt = min {Ul(i,:) - y}.
ieM!-EL

—1
We prove that E} € EL. vt € E}, we have 0 < Af'rl y—Ary < min(AﬁTl cy—AL-y) =

Ql(k',t,:) -y, thereby t € EL.

Since E} € E, thus we have y} < ¥¢, thus Yiex pl vh < Yiexp' v .o

4. Case study

In this section, a case study is conducted to show how models and algorithms proposed in this article

work. Sub-section 4.1 gives some basic information of the case study, while sub-section 4.2

demonstrates the results by implementing different models and algorithms.
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4.1. Definition of the Case Study

Security

Main Gate \’ ADMINISTRATION
~_dJ D BUILDING

Cat Feed D DPF?.
Hydrotreater. R
Gate [ \
[7 Central Production .
® Control  Facility |:| Electrical Supply

from Utility

Cogen Unit

Dock #1

O Tank Farm

Figure 2. Layout of the case study (PF=Production Facility)

Figure 2 shows an refinery which is also an case study used in Zhang and Reniers [15, 16], Lee et al.

[28], and API SRA report [5].

Intrusion
PERIMETER 1 ot A" PERIMETER 2 PERIMETER 1
Main Gate |2 MG PERIMETER 2
T zTonel.1 B Gate
I ZONE O ZONE1_1 ZONE2_1
=T @ e v
I Lomem i i
i 1 [
i i !
A» ! 1 ;
Attack | ! i
+ H L
Y N M
T1/T2 T3/T4/T5 T6
Dock #1 é
(a) Abstract Description of the Plant (b) Intrusion and Attack Procedure

Figure 3. Formalized representation of the plant as figure 1

Figure 3 illustrates the formalized representation of the plant, from the CPP game perspective.
Appendix A gives the map of the notations used in figure 3 (a) and figure 2. In this case study, the
defender has 6 “typicals” to implement counter-measures, namely: i) ZONE 0; ii) the Main Gate (MG);
iii) the Dock #1 (Dock); iv) ZONE 1; v) the Gate; vi) ZONE 2. Further assume that the defender can
have 3 different security alert levels at each typical. Recalling formula (2), in this case study, the
defender’s strategy can be denote as a cross product of 6 digital numbers which denotes the security
alert levels at these 6 typicals. For instance, s; = 2 X 1 X 3 X 2 X 3 X 1 denotes that the security
alert levels at ZONE 0 (Main Gate, Dock #1, ZONE 1, Gate, ZONE2) are 2 (1,3,2,3,1) respectively.
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Figure 3(b) shows that for each given attack scenario, the attackers could have 10 pure strategies,
they are: (1 and 2) attack T1 or T2 in ZONE 0; (3-8) attack T3 or T4 or T5 in ZONE 1, passing perimeter
1 through MG or Dock; (9 and 10) attack T6 in ZONE 2, pass perimeter 1 through MG or Dock. Two
types of adversaries (together with scenario) are considered: a) terrorist with vehicle-borne
improvised explosive device (VBIED T); b) environmental activist (EA). Different to previous two
researches [15, 16], the adversary passing perimeters by stepping over the perimeters are not
considered in this case study, for the sake of simplicity. Also, as the VBIED T could not be able to
intrude from the Dock, thus the strategies contain Dock in the intrusion path are all ignored for the
terrorist, that is to say, the VBIED T would have only 6 strategies. Furthermore, the EA is assumed to
aim at shutting down the plant, thus the office building (T1) and the tank farm (T5) would not be his
target, since attack on these two targets might cause casualties. Table Il and Ill list all the attackers’

pure strategies for this case study, expressed as defined in formula (3).

Table II. VBIED T’s pure strategy list

Index Strategy
S T1x VBIED
Sy T2 X VBIED
Sp3 T3 X MG X VBIED
Spa T4 x MG X VBIED
Sys T5 X MG X VBIED
Sve T5 X MG X Gate X VBIED

Table lll. EA’s pure strategy list

Index Strategy
Se1 T2 X EA
Se2 T3 X MG X EA
Se3 T3 X Dock X EA
Sea T4 X MG X EA
Ses T4 X Dock X EA
See T6 X MG X Gate X EA
Se7 T6 X Dock X Gate X EA
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According to the data from API Standard 780[5], the threat of a VBIED T and a EAis 3 and 4

respectively, thus the prior probabilities of these two types of adversaries can be calculated as p =

(3/7,4/7).

Series parameters are given in table IV through table IX, for illustrative purpose. It is worth noting

that if the models are implemented on industrial practice, all these parameters should be given by

security experts (e.g., the APl SRA team[5]). It is also worth noting that all these information are

estimations from the defender’s point of view.

Table IV. Basic probabilities of successful intrusion for the VBIED T

Typical From To Pa pmin ppax  prominal  (Cge, Coes
zone0 TlorT2 0.95 0.95 0.99 0.95 0.68 0.45
MG 0.3 0.3 0.5 0.3 0.65 0.38
zonel MG Gate 0.78 0.78 0.85 0.78 0.68 0.46
zonel MG T3 0.8 0.8 0.9 0.8 0.68 0.46
zonel MG T4 0.8 0.8 0.9 0.8 0.68 0.46
zonel MG T5 0.7 0.7 0.85 0.7 0.68 0.46
Gate 0.2 0.2 0.3 0.2 0.61 0.32
Zone2 Gate T6 0.9 0.9 0.99 0.9 0.66 0.39
Table V. Basic probabilities of successful intrusion for the EA
Typical  From To Pa pmin ppex  pnominal - (Cge, Coe;
zoneO TlorT2 0.95 0.9 0.97 0.95 0.68 0.45
MG 0.3 0.2 0.32 0.3 0.65 0.38
Dock 0.2 0.16 0.23 0.2 0.53 0.30
zonel MG Gate 0.78 0.7 0.8 0.78 0.68 0.46
zonel MG T3 0.8 0.72 0.8 0.8 0.68 0.46
zonel MG T4 0.8 0.72 0.8 0.8 0.68 0.46
zonel Dock Gate 0.78 0.7 0.78 0.78 0.68 0.46
zonel Dock T3 0.8 0.74 0.8 0.8 0.68 0.46
zonel Dock T4 0.8 0.74 0.8 0.8 0.68 0.46
Gate 0.2 0.15 0.21 0.2 0.61 0.32
Zone2 Gate T6 0.9 0.8 0.9 0.9 0.66 0.39

Table IV and V give the probabilities of successfully passing typical or from some typical/asset to

another typical/asset. p, represents defender’s estimation of the probabilities, p*" (pmax, prominal)

represents the defender’s estimation of the attacker’s minimal (maximal, nominal) estimation of the

probabilities. These four columns are the probabilities when the security alert levels are all set to be
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lowest level (i.e., level 1). Considering that terrorists are normally risk-seeking, and activists are
normally risk-aversion, thus in table IV and V, we intentionally set that for terrorists, p, is very close

to pIM™, while for activists, p, is very close to pi***,

When security alert levels are not the lowest level, for the sake of simplicity, instead of giving extra 2
tables of assumed data, we assume that the intrusion probabilities will decrease concavely[29]. The
Coe, and Coe; columns shows the coefficients, which is randomly produced according to the
concave rule, as shown in figure 4. For example, in table 1V, the defender’s estimation of p, is 0.3
when the security alert level on the main entrance is level 1, and this probability would be p, - Coe,
(i.e., 0.3 X 0.65 = 0.195) when the SAL is level 2 while when the SAL is level 3, the probability would

be py - Coes. ™ (pmax, prominal) are gl calculated analogously.

11 G —#—Zone0
- MG
Dock
0.8 -#-Zone1
=B-Cate
Zone2
0.6
‘\
0.4 ~ X%
]
Coe Coe Coe

1 2 3
Figure 4. The coefficients in table IV and V

Table VL. In condition of successfully arriving the target, probabilities of damage and consequences (k€), for VBIED T

Target Py ﬁ;u'n ﬁgmx ﬁ;’wminal L Zmin [max Znominal
T1 0.1 0.1 0.2 0.1 1000 1900 2100 2000
T2 0.9 0.9 0.95 0.9 100 140 160 150
T3 0.7 0.7 0.8 0.7 300 240 260 250
T4 0.6 0.6 0.8 0.6 800 880 920 900
T5 0.9 0.9 1 0.9 2000 3000 3600 3000
T6 0.99 0.99 1 0.99 10000 4000 5200 5000

Table VII. In condition of successfully arriving the target, probabilities of damage and consequences (k€), for EA

Target py ﬁ;’nin ’i,“;,nax ﬁ;’wminal L zmin Zmax Znominal
T2 0.7 0.5 0.74 0.7 100 200 220 200
T3 0.7 0.4 0.6 0.5 300 280 310 300
T4 0.7 0.4 0.6 0.5 800 880 940 900
T6 0.9 0.85 0.95 0.9 1000 1800 2200 2000
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Table VI and VII give the estimation of conditional probabilities that an attack would be successfully
executed and the estimated consequences/gains. Table VIl and IX give the materialized defensive

and attack costs respectively.

Table VIII. Materialized costs (k€) for defender

Zone0 MG Dock Zonel Gate Zone2

SAL:1 40 20 20 20 20 20
SAL:2 60 30 25 30 25 30
SAL:3 | 100 50 40 50 40 50

Table IX. Materialized costs (k€) for attackers

VBIED T EA
C(Znin anax Cgtominal Cgl’nin Cglax Cgominal
5 15 10 0.2 2 1

4.2. Results and Discussion
Fed formulas (4) and (5) with the defender’s data and the attacker’s nominal data given in table IV

through table IX, we get the Bayesian Stackelberg CPP game {(U}5'EP, UYBIED), (U4, UEA)}. Fed

formulas (8) and (9) with the attacker’s minimal and maximal parameters, we get the bi-matrix form

—VBIED —EA
interval CPP game {(UC‘{BIED,Q}{BIED, U, ), (UfA,QfA, U, )}. Fed formulas (17) etc., we get the

(QVBIED’ QEA)-

In case that the defender does not have any information about the attackers, thus she could protect
the plant using the “balanced protection” principle, or, in game theoretic terminology, the MaxiMin
VBIED

strategy. Using Uy and U4 as inputs for the algorithm for calculating MaxiMin[20], we get the

defender’s MaxiMin strategy as shown in table X, and the corresponding payoff, which is €-256,832.1.

Table X Defender’s MaxiMin Strategy

Sq Probability
2X2X1x2x2x1 0.4850
2X2X1X2x2x2 0.1334
2X2X2x2x2x1 0.0714
2X2X2X2X2X2 0.3102
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The probabilities means that the defender plays strategy 2 X 2 X 1 X 2 X 2 X 1 at probability 0.4850,

plays strategy 2 X 2 X 1 X 2 X 2 X 2 at probability 0.1334, and so forth.

Table XI Defender’s Payoff w.r.t. different attacker strategies (k€)

VBIED T
Sq Def Payoff
Sy -255.9439
Sp2 -249.4839
Sp3 -205.7347
Spa -224.2372
Sus -283.8563
Sve -283.8563
EA
Sq Def Payoff
Se1 -236.5639
Se2 -205.7347
Se3 -229.7194
Se4 -208.3014
Ses -236.5639
Ses -196.9507
Se7 -198.1642

Table Xl shows the defender’s payoff when the attackers play different strategies. It is shown that

though the defender does not have any information of the attackers, by playing the MaxiMin
strategy, she could guarantee a minimal payoff at —283.8563 X % — 236.5639 X % = —256,832.1

euro.

In case that the defender believes that her estimations of the attacker’s parameters (i.e., the nominal
values) are exact, thus she could protect the plant by using the BSE. Using (U} 5'EP, UYB!EP) and
(UEA, UfA) as inputs for the DOBSS algorithm[19], we get the BSE, as shown in table XII, XIll, and XIV,

and the corresponding payoffs, which is €-246,167.5.

Table XIl. Defender’s BSE strategy

Sq Probability

2X2x1x2x1x1 0.8641
2X2x2x2x1x1 0.1359
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Table XIil. Players’ payoff w.r.t. different VBIED T strategy (k€) (attacker’s best response is bold)

Sa Atk Payoff Def Payoff
Sp1 67.5200 -245.2794
Sy2 65.5820 -238.8194
Sy3 1.9923 -195.0702
Sp4 27.0049 -213.5727
Sus 128.7686 -273.1917
Sve 79.2976 -359.2745

Table XIV. Players’ payoff w.r.t. different EA strategy (k€) (attacker’s best response is bold)

Sa Atk Payoff Def Payoff
Se1 48.7420 -225.8994
Se2 9.2792 -195.0702
Se3 36.0049 -219.0549
Se4 12.8172 -200.0235
Ses 48.7420 -232.2637
Ses 20.6479 -191.5033
Se7 28.0991 -195.2289

As shown in table Xlll and XIV, the defender knows the attacker’s information, thus she could predict

the attackers’ best responses to her strategy, and play accordingly. It is worth noting that if the

VBIED T plays s, and the EA plays s,5, the defender would have a low payoff as —359.2745 X ; —

232.2637 X % = —286.6969 euro. However, the defender believes that both the two types of

attackers are rational, and they would not play other strategies but their best response strategies. As
shown in table XIV, it is also worth noting that for the EA, playing strategies s, and s.5 are
indifferent, from which the EA can have a payoff at 48.7420. In this cases, the strategy which brings
the defender higher payoff is assumed to be the attacker’s best response, for more discussion of this

assumption, interested readers are referred to von Stengel and Zamir [30], Pita et al. [20].

In case that the defender does not know the attacker’s exact parameters, but she believes that these
parameters locate between the minimal and maximal values as given in previous section, thus she

could protect the plant by using the conservative results from the interval CPP game. Using
—VBIED —EA
(UC‘{BIED,Q}{BIED, U, ) and (UgA,Q,fA, U, ) as inputs for IBGS, we get the optimal strategy and

the corresponding payoffs, which is €-253,424.4. Using UYB/ED  yEA yVBIED JEA 3nd
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(AVBIED AEA) a5 inputs for ICGS, we get the optimal strategy and the corresponding payoffs, which is

€-247,396.2.

Table XV. Defender’s optimal solution from IBGS

Sd Probability
2X2Xx1x2x2x1 0.6184
2X2X2x2x2x1 0.2788
2X2X2X2x2x%2 0.1028

Table XVI. Defender’s optimal solution from ICGS

Index S4 Probability

Sd—1CGS—1 2X2X1x2x1x1 0.6184

Sd—1cGS-2 2X2X2%x2%x1x1 0.3816

300 50 50

250 I R T A I
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> 200 = =
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1 2 3 4 5 6 1 2 3 4 5 6 7 1.2 3 4 5 6 7
VBIED Pure Strategy EA Pure Strategy EA Pure Strategy

Figure 5. Attackers’ payoff range (the Left sub-figure (L): VBIED T’s payoff range corresponding to defender’s IBGS
strategy; the Middle sub-figure (M): EA’s payoff range corresponding to defender’s IBGS strategy; the Right sub-figure (R):
EA’s payoff range corresponding to defender’s ICGS strategy)

Figure 5 (L) and (M) illustrate the attackers’ payoff range, corresponding to the defender’s IBGS
strategy as given in table XV. Different to the analytics of table Xlll and X1V, in IBGS, the defender has
interval uncertainties on the attackers’ payoffs, thus she could not work out the attackers’ best
responses. However, based on her knowledge of the interval uncertainties, she could know that the
upper bound payoffs of some attacker’s strategies (i.e., the s,1, Sy2, Sy3, Spa, and S,¢ in (L), the
Se2,Se4r Seg, aNd Sg7 in (M)) are lower than the lower bound payoffs of some others (i.e., the s,5 in (L),
the s.q in (M)), hereby, the fore strategies would not be the attackers’ possible best responses. To
keep consistency with IBGS, we have that RVBIEPT = 123.7686, REA = 41.6968, hLBIEPT =

LhFA = 1,q¢P"PT = 1,qf4 = 1.
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Figure 5 (R) illustrates the attackers’ payoff range, corresponding to the defender’s ICGS strategy as
given in table XVI. It shows that EA’s strategy s.3 has a upper bound payoff higher than the lower
bound payoff of strategy 1, thereby, the defender can judge that strategy s.; could also be a possible
best response of the EA, from the IBGS idea. However, noting that EA’s strategy S,; and s, share the
some parameters, they are, the intrusion probability POZ in ZONE 0 and the attack cost C,,.
Substituting the interval estimations of all the parameters, except the PZ and the C,, into formulas

(8) and (9), we have:

UG ™ (Sa-rces—1,5e1) = P§ - 0.68+ 105 — C, = P{ + 714 = C,

UM (Sy_1c65-1,Se3) = P& -0.32-0.65-0.8-0.68-0.64-910 — C, = PZ - 65.8997 — C,
U™ (Sq—1cGs—2Se1) = P§ - 0.68-105 — C, = P§ - 71.4 = C,

UM (54 _1c65—2,Se3) = P +0.32-0.65-0.8-0.68-0.64-910 — C, = PZ - 65.8997 — C,
Thus we have:

A13=10.6184- [utrlnin(sd—ICGS—lrSel ) — ug"(Sa-ices-1,Se3 )] +0.3816- [uglm(sd—lcas—z'sﬂ ) —

U (Sq—1cGs-20Se3 )| = P§ +5.5003 > 0

This result means that with these interval uncertainties, the defender could be able to judge that
strategy s, is always a better response than strategy s, for the EA. IBGS is not able to assist the
defender to make this judgement, as shown in figure 5 (R), but the ICGS could, and this is the reason

that ICGS could bring the defender higher equilibrium payoff.
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Figure 6. Defender’s optimal payoff from different methods

Figure 6 illustrates the defender’s optimal payoffs from the above mentioned 4 methods. The results
show that knowing more about the attacker (from MaxiMin to IBGS (ICGS), to BSE), the defender
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could have a higher optimal payoff (from -256.8k€ to -253.4k€ (-247.4k€), to -246.1k€). The results
also show that with the same information of the attacker, the ICGS solution could bring the defender
higher payoff than the IBGS solution, which is theoretically analysed in proposition 4.

4.3. Sensitivity Analysis

In this section, we study how the interval uncertainties on the attackers would affect the defender’s
optimal payoffs. Two experiments are defined, namely, the s1, in which the defender has interval
uncertainties on all the attackers’ parameters, and s2, in which the defender only has interval
uncertainties on the attackers’ monetary parameters. In both experiments, the defender’s
parameters are the same as given in table IV through table IX, while the attacker’s parameters are
defined by following rules: 1) an interval radius u = 0 is used; 2) all the monetary parameters (i.e.,

Ly, C,) are bounded in the interval [g™™Mal . (1 — ), g"eminal . (1 + y)], and the g™0™n4! gre the

W
nominal values of the attackers’ parameters as given in table IV through table IX. In experiment s1, all
the probabilistic parameters (i.e., P7, B¥, ) are bounded in the interval [g™o™Mal . (1 —

W), gnominal . (1 4 ,u)] N [0,1], and the a™°™"4 3re the nominal values of the attackers’ parameters

as given in table IV through table IX. In experiment s2, all the probabilistic parameters (i.e., PZ, PP, p,)

are the same as the nominal values as given in table IV through table IX.

IBGS-s1 —+—ICGS-s1 IBGS-s2 —2—[CGS-s2 - BSE-Nominal -8~ MaxiMin
-246 0

-248
-250

-252

Defender's Optimal Payoff

-254

-256

1 1
0 005 01 015 02 025 03 035 04 045 05 055 06 0.65 0.7 0.7

Interval Radius

Figure 7. Defender’s optimal payoff corresponding to the interval radius
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Results shown in figure 7 demonstrates that the increase of interval radius p would result in decrease
on the defender’s optimal payoff. When p = 0.0, which means no interval uncertainty exists, the
defender could have a payoff equal to the payoff from the BSE. When p = u* (in experiment s1, u* =
0.11 for IBGS and u* = 0.21 for ICGS, while in s2, u* = 0.50 for IBGS and u* = 0.70 for ICGS), the
defender’s payoff could be as low as her MaxiMin payoff. This means that, in Bayesian Stackelberg
CPP game, if the defender could not effectively bound the attacker’s parameters into a relatively

narrow interval, then her information of the attacker is useless.

Figure 7 also shows that with the same interval radius, the ICGS solution could always bring the

defender higher payoff than the IBGS solution.

5. Conclusion
Security risk analysis is difficult because of the lack of historical data as well as the adaptive attackers.

Game theory, being able to model intelligent interactions between defenders and adaptive attackers,
has been introduced as a promising way, for improving security in many domains. Current game
theoretic studies on security domain, however, are criticized for its requirement of lots of

guantitative inputs, which is quite difficult to obtain.

In this paper, for the purpose of protecting chemical plants from intentional attacks, the interval
Chemical Plant Protection (CPP) game is proposed. The interval CPP game considers the fact that the
defender always have distribution-free uncertainties on her opponents’ parameters, thereby the
interval CPP game could assist the defender to make defence decisions accordingly. Two Mixed-
Integer Linear Programming based algorithms are proposed, namely, the IBGS and the ICGS, for
solving general interval bi-matrix games and interval CPP game respectively. Based on the work in
this paper, some existed security risk assessment methods (e.g., the API SRA framework) could
transfer their qualitative (or semi-quantitative) results to the CPP game model, as inputs for the

latter.
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This article can be extended by also considering bounded rational attackers. Although attackers are
believed to be strategic in some academia studies and government reports, they could have some
emotional factors when making decisions. There are some studies on bounded rational attackers in
the security game domain, but no available models or algorithms existed in the chemical plant

protection domain.

Appendix A. Symbols in Figure 2 and 3 (a)

Table A. Symbols map between Figure 2 and Figure 3 (a)

Symbolin Fig3 (a)  Symbolin Fig 2

ZONEO Outdoor Area

ZONE1_1 Area within Enclosure

ZONE2 1 Production Facility

PERIMETER 1 the boundary of the plant

PERIMETER 2 The boundary of the production facility

Main Gate Main gate

Dock #1 Dock #1

Gate The entrance of the production facility

T1 Administration Building

T2 Electrical Supply from Utility

T3 Cogen Unit/ Cogen Control/Cat Feed Hydrotreater
T4 Central control

T5 Tank Farm

T6 Production facilities in production facility area
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