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On Design of Quantized Fault Detection
Filters with Randomly Occurring

Nonlinearities and Mixed Time-Delays

Hongli Dong*, Zidong Wang and Huijun Gao

Abstract

This paper is concerned with the fault detection problem for a class of discrete-time systems with randomly occurring
nonlinearities, mixed stochastic time-delays as well as measurement quantizations. The nonlinearities are assumed
to occur in a random way. The mixed time-delays comprise both the multiple discrete time-delays and the infinite
distributed delays that occur in a random way as well. A sequence of stochastic variables is introduced to govern
the random occurrences of the nonlinearities, discrete time-delays and distributed time-delays, where all the stochastic
variables are mutually independent but obey the Bernoulli distribution. The main purpose of this paper is to design
a fault detection filter such that, in the presence of measurement quantization, the overall fault detection dynamics is
exponentially stable in the mean square and, at the same time, the error between the residual signal and the fault signal
is made as small as possible. Sufficient conditions are first established via intensive stochastic analysis for the existence
of the desired fault detection filters, and then the explicit expression of the desired filter gains is derived by means of the
feasibility of certain matrix inequalities. Also, the optimal performance index for the addressed fault detection problem
can be obtained by solving an auxiliary convex optimization problem. A practical example is provided to show the

usefulness and effectiveness of the proposed design method.
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1. Introduction

In the past decades, the problem of fault detection in dynamic systems has been attracting extensive
research attention owing to the ever increasing demand for higher performance, higher safety and reliability
standards [4,6,7,11,22,23,31,32,35-37]. Roughly speaking, the aim of fault detection and isolation (FDI) is
to construct a residual signal and compute a residual evaluation function which can then be compared with
a pre-defined threshold. When the residual has a value larger than the threshold, the fault is detected and
an alarm of fault is generated. Among different methods for fault detection, the model-based approach has
been widely used in recent years as it makes explicit use of the mathematical model for designing a fault
detection filter/observer to detect the fault signal. So far, the problem of fault detection has been thoroughly
investigated for a variety of systems including linear uncertain systems [15,20], fuzzy systems [33], time-delay
systems [21, 38], Markovian jump linear systems [2,40] and networked control systems [24], to name just a
few.

Networked control systems (NCSs) have recently received a great deal of research attention because of
the rapid development of network technologies and their successful industrial applications [1,5,14,17-19,39].
Nevertheless, compared with the rich literature on filtering and control problems for NCSs [1,8,9,25], only a
limited number of results have been available on the general topic of fault detection for NCSs [13,30]. In the
context of network-induced communication delays, there is a need to discuss the distributed delays that occur
very often in practical systems. The engineering significance of distributed delays has been widely recognized
and a number of corresponding results have been published, see e.g. [16, 28,29, 34]. Note that almost all
relevant literature has been concerned with the continuous-time systems involving continuously distributed
delays that are described in the form of either a finite or infinite integral. The distributed delays in the
discrete-time setting, on the other hand, have received little attention despite their clear engineering insight
due to the spatially distributed nature of NCSs. Up to now, little attention has been paid to the FDI problem
for networked control systems with infinite distributed communication delays, not to mention the case where
the measurement quantization (another typical network-induced phenomenon) is also involved.

It is well known that nonlinearities exist universally in practice and it is quite common to describe them
as additive nonlinear disturbances. In a networked system such as the internet-based three-tank system
for leakage fault diagnosis, such nonlinear disturbances may occur in a probabilistic way due to the random
occurrence of networked-induced phenomenon. For example, in a particular moment, the transmission channel
for a large amount of packets may encounters severe network-induced congestions due to the bandwidth

limitations, and the resulting phenomenon could be reflected by certain randomly occurring nonlinearities
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(RONs) where the occurrence probability can be estimated via statistical tests. Note that some initial work
has been carried out for systems with RONs, see [27] and the references therein. Also, the network-induced
time-delays are typically time-varying and random, and therefore should be modeled in a probabilistic way
as well. In other words, randomly occurring time-delays can better reflect the signal transmission lags for
networked systems. However, up to date, the fault detection problem for discrete networked systems involving
randomly occurring multiple delays under quantized measurement outputs with or without RONs is still an
open yet challenging issue. This situation has motivated our current investigation with hope to shorten such
a gap by addressed the quantized fault detection problem with randomly occurring mixed delays as well as
nonlinearities.

Summarizing the above discussion, in this paper, we are motivated to study the fault detection problem for
a class of discrete-time systems involving stochastic mixed time delays, randomly occurring nonlinearities and
measurement quantization of the logarithmic type. By augmenting the states of the original system and the
fault detection filter, the addressed fault detection problem is converted into an auxiliary H filtering problem.
Sufficient conditions are established for the existence of the desired fault detection filter, and then the explicit
expression of the desired filter gains is derived. A practical example is provided to show the usefulness and
effectiveness of the proposed design method. The main contributions of this paper can be listed as follows. 1)
A combination of important factors contributing to the complexity of the systems are investigated within an
unified framework that comprises randomly occurring nonlinearities, randomly occurring multiple time-varying
communication delays, randomly occurring infinite distributed delays and measurement quantization. 2) The
model-based fault detection problem is put forward in the presence of network-induced phenomena occurring
with given probabilities. 3) Intensive stochastic analysis is carried out to enforce the Hoo performance for the
addressed ‘complex’ systems in addition to the usual stability requirement.

Notation. The notation used here is fairly standard except where otherwise stated. R", R™*" and Z
(Z*+, Z™) denote, respectively, the n-dimensional Euclidean space, the set of all n x m real matrices and the
set of integers (nonnegative integers, negative integers). I3[0, 00) is the space of square summable vectors.
|| A|| refers to the norm of a matrix A defined by ||A| = \/trace(ATA). The notation X > Y (respectively,
X >Y), where X and Y are real symmetric matrices, means that X —Y is positive semi-definite (respectively,
positive definite). M7 represents the transpose of the matrix M. I and 0 represent the identity matrix and
zero matrix of compatible dimension, respectively. diag{:--} stands for a block-diagonal matrix. E{x} and
E{z|y} will, respectively, mean expectation of the stochastic variable z and expectation of = conditional on

Wy

. In symmetric block matrices, “«” is used as

[

y. Prob{-} means the occurrence probability of the even

an ellipsis for terms induced by symmetry. Matrices, if they are not explicitly specified, are assumed to have
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compatible dimensions.

2. Problem formulation

Consider the following discrete-time systems with randomly occurring nonlinearities and mixed stochastic

time-delays:
(

w(k+1) = Ax(k) + Aq > i(k)x(k — 7(k)) + B(k)Aaz > pax(k — d)
i=1 =1

+ 9 (E)g (k. 2(k)) + Dywo(k) + G (F) o

y(k) = Cx(k) + Dyw(k) + H f (k)

x(k) =y(k),Yk € Z~

where x(k) € R™ represents the state vector; y(k) € R™ is the process output; w(k) € RP is the unknown
input belonging to l5[0, 00); and f(k) € R is the fault to be detected. 7;(k) (i = 1,2, ..., q) denote the discrete
time-delays while d (d = 1,2, ..., 00) describe the distributed time-delays, ¥ (k) is a given initial sequence, and
A, Ag1,Age, D1, G, C, Dy, H are all constant matrices with appropriate dimensions.

The nonlinear function g(k,z(k)) satisfies the following condition:
lg(k, (k)| < (k)| B(k)z (k)| (2)

where ¢(k) > 0 is a known positive scalar and E(k) is a known constant matrix.

The constants pg > 0 (d =1,2,...,00) satisfy the following convergence condition:
(o) (o]
=) pg <Y dpg < 400 (3)
d=1 d=1

The stochastic variables a;(k) (i = 1,2,---q), f(k) and (k) are mutually uncorrelated Bernoulli distributed
white sequences that account for, respectively, the phenomena of randomly occurring discrete time-delays,
distributed time-delays and nonlinearities. A natural assumption on the sequences o;(k) (i =1,2,---q), B(k)

and (k) are made as follows:
Prob{a;(k) = 1} = E{wi(k)} = &;, Prob{a;(k) =0} =1 — a,,
Prob{f(k) = 1} = E{B(k)} = B, Prob{B(k) = 0} =1 - 3, (4)
Prob{~(k) = 1} = E{y(k)} =7, Prob{y(k) =0} =1 -7,

where &; € [0, 1], 3 € [0, 1] and 5 € [0, 1] are known constants.

Remark 1: As discussed in the introduction, the nonlinearities described by g(k,z(k)) could occur in a

probabilistic way based on an individual probability distribution specified a prior through statistical tests.
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The concept of such randomly occurring nonlinearities (RONs) has been put forward in [27] to reflect the
stochastic nonlinearities for complex networks. In this paper, the RONs are addressed for the fault detection
problems which render more practical significance in a networked environment. On the other hand, the term
> tax(k —d) in (1) represents the so-called infinitely distributed delay in the discrete-time setting, which
can be regarded as the discretization of the infinite integral form ffoo k(t — s)x(s)ds for the continuous-time
system. The importance of distributed delays has been widely recognized, but the corresponding results for
discrete-time systems have been very few especially when the fault detection problem becomes a research
focus.

Assumption 1: The communication delays 7;(k) (i = 1,2,--- ,q) are time-varying and satisty d,, < 7;(k) <
dyr, where d,,, and djp; are constant positive scalars representing the lower and upper bounds on the commu-
nication delays, respectively.

Remark 2: The description of the communication delays in (1) exhibits the following two features: 1) the
communication delays are allowed to occur in three fashions, i.e., discrete, successive, or even distribute ways;
and 2) each possible delay could occur independently according to an individual probability distribution that
can be specified a prior through statistical test.

In a networked environment, it is quite common that the measurements y(k) of the system are quantized

T
during the signal transmission. Let us denote the quantizer as h(-) = hi(-) ha(-) -+ hm(Y) which is
symmetric, i.e., hj(—v) = —h;(v), j = 1,...,m. The map of the quantization process is
) T
§) = hly(k) = [ h(yO k) hay@ k) - Ay (k) | -

In this paper, we are interested in the logarithmic static and time-invariant quantizer. For each h;(-) (1 <

j < m), the set of quantization levels is described by

U = () i) = Xz‘ﬂ(()j)’i =0,+1,42,---}U{0}, 0<x; <1 Ay >0,

and each of the quantization level corresponds to a segment such that the quantizer maps the whole segment
to this quantization level.

According to [12], the logarithmic quantizer is given by

hy(yY) (k) = 0, yD (k) =0
—h;(—y D (k)), y I (k) <0

where 0; = (1—x;)/(1+X; ). It can be easily seen from the above definition that h;(y"9) (k)) = (1—|—A,(j))y(j)(k)

with ]Ag )| < 6. According to the transformation discussed above, the quantizing effect can be transformed
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into the sector-bounded uncertainties.

Defining Ay = diag{Ail), ‘.- ,A,gm)}, the measurements with quantization effect can be expressed as
y(k) = (I +Ap)y(k) = (I + Ap)Cu(k) + (I + Ap) Doyw(k) + (I + Ag)H f (k) (5)

Consider a full-order fault detection filter of the following structure:

{ i(k+1) = Api(k) + Brij(k) (6)

r(k) = Cri(k) + Dry(k)

where #(k) € R™ represents the filter state vector, r(k) € R! is the so-called residual that is compatible with
the fault vector f(k), and Ap, Bp,CF, Dy are appropriately dimensioned filter matrices to be determined.
By defining
A = diag{dy, - ,0m}, Fip= AR AL

we can obtain an unknown real-valued time-varying matrix satisfying FyF{l < I. From (1), (5) and (6), we

have the overall fault detection dynamics governed by the following system

( q 00
Z(k+1) = (A+ AADT(k) + > (Agi + Agi)Z(k — 7i(k)) + (Ag + Aa) Y paZ(k — d)
i=1 =1

+ (Y +7(k) Zg(k, x(k)) + (D + AD)u(k)

7(k) = (C+ AC)z(k) + (Dp + ADp)v(k)

where

. 4 0 ) aidg 0 & (k) Az 0
A = 7Adz: “ 5 di — () dl 5
| BrC Ap 0 0 0 0
. [ BAp 0] 3(k)Ap 0| D G
i, - BAd Ay B(k)Agz b 1 |
0 0 0 0 BrDy BpH
T _ _
Z = [I 0},C=[DFC CF],Dpz[DFD2 DFH—I},

AA = HpF.Eo, AD = HeF.Ep, AC = DpFi.Eg, ADp = DpFLEp,

Hp = [o BﬂT, Ecz[AC 0], Egz[ADQ AH},
with &;(k) = a;(k) — @ , (k) = B(k) — B and 4(k) = v(k) — 7. It is clear that E{a;(k)} = 0,E{aZ(k)} =
a;(1 — @), B{B(k)} = 0,E{3*(k)} = B(1 — B) and E{5(k)} = 0,E{5*(k)} = 5(1 — 7).
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Definition 1: [26] The fault detection dynamics in (7) is said to be exponentially stable in the mean square
if, in case of v(k) = 0 and for any initial conditions, there exist constants 6 > 0 and 0 < k < 1 such that
E{|lz(k)]?} < or"* sup E{[¢@)[*}, Vk=0.
Our aim in this paper is to design a filter of theleform (6) that makes the error between residual and fault
signal as small as possible. By means of definition 1, the aim of this paper can be restated as finding the filter
parameters Ap, Bp, Cr and Dp such that the following two requirements are satisfied simultaneously:

(R1) The overall fault detection dynamics (7) is exponentially stable in the mean square.

(R2) Under zero initial condition, the residual error 7(k) satisfies
YOE{IFR)IPY <22 Y E{llo(k)]*} (8)
k=0 k=0

for all non-zero v(k), where v > 0 is made as small as possible in the feasibility of (8).
We further adopt a residual evaluation stage including an evaluation function J(k) and a threshold J;, of

the following form:

k 2
J(k)Z{ZrT(h)T(h)} v Jw= sup E{J(L)}. (9)

h—0 wg€la, fr=0
where L denotes the maximum time step of the evaluation function. Based on (9), the occurrence of faults

can be detected by comparing J(k) with Jy, according to the following rule:

J(k) > Jy, = with faults = alarm,

J(k) < Jy, = no faults.

3. Main results

In this section, let us investigate the both the analysis and synthesis problems for the fault detection filter
design of system (1) in the presence of measurement quantization (5). The following lemmas will be used in
deriving our main results.

Lemma 1: [3] Let z € R, y € R™ and matrix @ > 0. Then, we have 27 Qy + y" Qz < 27Qz + y" Qy.

Lemma 2: [16] Let M € R™™ be a positive semidefinite matrix, z; € R", and constant a; > 0 (i =

1,2,--+). If the series concerned is convergent, then we have

o0 T o) o o
(Z aimi) M (Z am:i) § (Z a¢> Z almlsz (10)
i=1 i=1 i=1 i=1
For presentation convenience, we first discuss the nominal system of (7) (i.e., without the parameter un-

certainties AA, AD, AC and ADr) and will eventually extend our main results to more general case. In the
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following theorem, a sufficient condition is presented for the residual dynamics (7) to be exponentially stable

with (8) satisfied under zero initial conditions.

Theorem 1: Consider the nominal system of (7) with given filter parameters and a prescribed Hy, index

v > 0. The fault detection dynamics is exponentially stable in the mean square and satisfies (8) if there exist

matrices P >0, Q; >0 (7 =1,2,...,¢q), Q@ > 0 and positive constant scalar p satisfying

QO +CTC * * *
ZTPA QQQ * *
P = - T <0
ATPA ATPZ Qs 5
DTPA+ DLC DTPZ DTPA; Qu

ZTPz < pI
where

Oy = 24T PA+ pE(k) + pQ + Y1_ (dvr — d +1)Q; — P,
Qoo = 2ZTPZ + diag{—Q1 + A1, —Qa + Az, -+, —Qq + A},
Qa3 = 24T PAG+ B(1 — B)ALPAgp — £Q, Q4 =2D"PD + DEDr — 41,

Z=|A4q Agp - Ag } , Ag = diag{Ag,0}, Ag = diag{Asp,0}.
Proof: Choose the following Lyapunov functional for system (7):
4
Vik) = S Vilk)
i=1
where
k—1
Vi(k) = 2" (k)Pz(k), Va(k)=>_ B (1)Q (i),
j=1i=k—;(k)
q —dm k—1 00 k—1
ak) =), > 2T ()Qsa(), Valk) =) pa Y & (1)Qx(7)
j=1m=—dp+1i=k+m d=1 T=k—d

with P >0, @ >0, Q; >0(j =1,2,...,q) being matrices to be determined.

Notice that

E {Az;zpfidz} = di(l — di)A£1PAd1

E{ATPAy} = B(1 - B) AL PAg.

(11)

(12)
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According to Lemma 1, we have
272" (K)ATPZg(k,x(k)) < z"(K)ATPAZ(k) +7°¢" (k,x(k))Z" PZg(k,x(k)),
2597 (k,x(k))ZT PDu(k) < 7F*¢T(k,x(k)ZTPZg(k,z(k)) +vT (k) DT PDuv(k),
q T q
k—mi(k)) ) PZg(k,x(k)) < Agi(k = 7i(k) A (k = 7i(k
(Y Auste=nis)) Pz (35 aant =) (3 At —n00)

+3°9" (k,2(k)) Z" PZg(k, x(k)),

3 o0 T _ [e'e]
<Ad > paz(k — d)) P(Ad > paz(k - d))

d=1 d=1

+52¢7 (k, (k) 2T PZg(k, x(k)).

IA

— i T
23(As S pantc— ) ) PZgha(h)
d=1

Also, it follows from (2) that
T 2 \,T T 2 = T _ T ~
9" (k,x(k)) (47" +7)2" PZg(k, (k) < 2* (k)47 + 7)pe(k)E™ (k) E(k)x(k) = 2" (k) pE(k)z (k)
Then, along the trajectory of system (7), we have from (14)-(20) that

E{AVi(k)} = E{z'(k+1)Pz(k+1)—z7 (k)Pz(k)}

< E{xT(k)(zATPA — P+ pE(K)Z(k) + 227 (k) AT P ( zq: Ay (k — Ti(k))>
=1

+2zT (k) ATPA, ( i paZ(k — d)) + 227 (k) AT PDu(k)
d=1

+2<Z/_1dix(k—n ) (ZAdZ >

—i—Zj;T(k—Ti(k:))flzi;Pfldl (k —7i(k +2<2Ad, —7i(k ) PDu(k)
=1

+2 ( zq: Agiz(k — n(k))>TPAd ( > paz(k — d)) + 207 (k) DT PDu(k)

i=1 d=1
+2 <Ad§;udaz(k - d))TP (Ad i pat(k — d)) +2 <Addiludx(k - d))TPDv(k)
+ <21d g pa(k — d))TP (Ad dj:: pa®(k — d)) }
Next, it can be derived that
E{AV(k)} < E{Z (2 (0@~ (1 = 7y k) Qs (k ~ 75(8) + :§+le<@'>@3~$<¢>>}
E{AVy(k)} = E{Z (s~ du)a” (0,700 - :iji 000 |

BV} = B{net ()Qa(h) - Zude<k—d>Qx<k—d>}.
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From Lemma 2, it can be easily seen that
[e’e} 1 [e’e} T [e'e)
=3 (k= Qe = d) < (S paati =) QX et~ ) (23)
d=1 H\a= d=1
where [ is defined in (3). For notational convenience, we denote the following matrix variables
T
§R) = 2T(h) F(h—m(k) - (k- (k) T paaT(k—d) vT(k) |
T
Gy = | @t h) T =) e B =) S war” (- d) ]
We are now ready to prove the exponential stability of the system (7) with v(k) = 0. Obviously, the
combination of (21)-(23) results in
E{AV(k)} < E{C"(H)QC(k)} (24)
where
Qll * *
Q= ETPA QQQ *
ATPA ATPZ Qg
It follows immediately from Theorem 1 that (2 < 0. Furthermore, along the same line of the proof for Theorem
1 in [26], the exponential stability of system (7) can be confirmed in the mean square sense.
Let us now move to the proof of the H, performance for the system (7). To do so, we assume zero initial

condition and consider the following index:

In = EY [P (k)Fk) —7*o" (k)u(k)]
k=0

[e.e]

= E) [T (k)r(k) — v*" (k)v(k) + AV (k)] = EV (k + 1)
k=0

[e.9]

< B [FT(k)r(k) — v (k)o(k) + AV (k)] = 7 (k) DE(R)
k=0

According to Theorem 1, we have Jy < 0 and therefore (8), which completes the proof of Theorem 1. [

Remark 3: The conditions derived in this paper are based on the quadratic Lyapunov function approach.
This method has some advantages, for example, the definition of Lyapunov function is simple and the com-
putation cost in the design procedure is low. However, the common quadratic Lyapunov functions tend to
be conservative and might not exist for some highly nonlinear systems. It can be shown that with the use of
basis-dependent Lyapunov function and delay partitioning approach, less conservative results can be obtained

than those with the use of single quadratic Lyapunov function at the cost of higher computational burden.
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Having established the analysis results, we are in a position to deal with the filter design problem. In the
following theorem, sufficient conditions are provided for the existence of the desired fault detection filters.

Theorem 2: Consider the nominal system of (7) and let v > 0 be a given scalar. A desired full-order fault
detection filter of the form (6) exists if there exist positive definite matrices P, Q, Q; (j = 1,2,...,q), positive

constant scalar p and matrices X, K satisfying

Aqq * * * *
0 —2T * * *
A= | Ay PDy+XRy, —P x =« | <0 (25)
Aui 0 0 —P «
| As Asy 0 0 -P|
ZT'pP7z < pI (26)

where

A1 = diag{A11, Moo, As3}, Asi = | PAy+ XR, PZ PA } 7

q
Ay = diag{PAy + X R\, PZ, PAs}, Ay =pE(k)+iQ + > (dy — d +1)Q; — P,

j=1
' . y _ U 1
Agp = diag{—Q1 + A1, ,—Qu + Ay}, As3=B(1—B)ALPAzp — EQ’
. 0 00 R PDo + X Ry . Opsen
A51 - R 5 A52 - R R ) E= )
KRy 0 0 KRy — ET Inxn

_ . . T
P = diag{P,P,P}, P=diag{P.1}, Bi=| 0py Ini | + B2=| Opsa Lo | -

. A0 . D, G ] 0 I . 0 0
A

0 0 0 O Cc 0 Dy H

Furthermore, if (P, Q, Q;, X, K, p) is a feasible solution of (25)-(26), then the fault detection filter parameters

in the form of (6) are given as follows:

| Ar Br | = [ETPEITETY,
[ Cr Dp } =K.
Proof: In order to avoid partitioning the positive definite matrices P, Q) and (), we rewrite the parameters

in Theorem 1 in the following form

A= 1210 + EK1R1, D= ﬁo + EKlRQ,

C’:KRL DF:KRQ_EA‘,ira HF:EK1E27 (27)
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where K = [ Ar Bp } Noticing (27) and using the Schur Complement Lemma, (11) can be rewritten as

A1 * * * *
0 —2I * * *
Asi Do+ EK Ry —P7'  « * <0 (28)
Ay 0 0 P71«
| As Aso 0 0 —P7l]

A A R . . . A . A oA - ﬁo + EK 1 RZ
A1 = | Ao+ EK R, Z Ay ] . Ay =diag{Ao+ FK1R,Z, A}, As2= X A
KRy — EY
Pre- and post-multiplying the inequality (28) by diag{I, I, P, P, 15} and letting X = PFK;, we can obtain
(25) readily, and the proof is then complete. [ |
So far, we have obtained the main results for nominal systems, and let us show how the results can be
extended to the general case where the parameter uncertainties are included.
Theorem 3: Consider the uncertain system (7) and let v > 0 be a given scalar. A desirable full-order fault

detection filter of the form (6) exists if there exist positive definite matrices P, Q, Q; (j = 1,2,...,¢q), positive

constant scalars p, ¢ and matrices X, K satisfying

v = Agq 0 0 -p * * * <0 (29)
A51 A52 0 0 *p * *
0 0 X X K —pI =
E'C ED 0 0 0 —(pI
ztpPz < pI (30)
where
_ Ec 0 0 X ETXT 0 0 B 0 ETKT
Ee=| """ L x=| VK= 2R
0 00 0 00 EIxT ETKT

_ T _ . N T
ED:[O @Eg} ,X:[XE2 XEQ] ;

with Aq1, As1, Au1, Asi, Asa, P, P defined in Theorem 2. Furthermore, if (P,Q,Qj, X, K, p,o) is a feasible
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solution of (29)-(30), then the fault detection filter parameters in the form of (6) are given as follows:

[ Ap Bp } = [E"PE)T'E" X, (31)

| Cr Di | =K. (32)

Proof: In (25), let us replace A,C, D, Dr with A+ AA,C + AC,D + AD, D + ADp, respectively,

where AA = EKlﬁngEC, AD = EKlEngED, AC = KEngEC and ADp = KE‘ngED. Then, rewrite
(25) in terms of S-procedure as A + MF,N + NTEFMT < 0 with

_oooongTngToooEg’KTT
loooo EIXT 0o o0 0 EIxT ETKT
| Ec 00 0 000000
- 0 00 Ep 00 O0OOOO
From Schur Complement and the S-procedure [3], (29) can be easily obtained which ends the proof. |

Remark 4: In Theorem 3, sufficient conditions are presented that ensure the residual dynamics to be expo-
nential stable in the mean square with a guaranteed performance index . It is shown that the feasibility of
the fault detection filter design problem can be readily checked by the solvability of inequalities (29) and (30).
Among these feasible solutions, the optimal performance index v* can be found by solving the following convex
optimization problem: minimize v subject to (29) and (30) over matrix variables P, Q, Q; (7 =1,2,...,q),

X, K and scalars p, ¢.

4. An illustrative example

In this section, we aim to demonstrate the effectiveness and applicability of the proposed method. Following
[10], we consider the networked fault detection problem for an industrial continuous-stirred tank reactor
system, where chemical species A reacts to form species B. Fig. 1 illustrates the physical structure of the
system. Assuming that the network-induced delays and randomly occurring nonlinearities exist in this system,

a discrete-space model is obtained as
2
2(k+1) = Aa(k) + Bu(k) + An S as(k)a(k — (k) + 1 (k)g(k, (k) + Dyw(k)
i=1

y(k) = Cx(k) + Daw(k)

where the state variables are chosen as 1 = C4 and xo = T, the input variables are chosen as u; = T
and ug = Cuy, Ca,To,T,Cy; are, respectively, the output concentration of chemical species A, the cooling

medium temperature, the reaction temperature and the input concentration of a key reactant A. Our purpose
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Fig. 1. A continuous-stirred tank reactor model

is to detect the fault appearing on the cooling medium temperature Tx. Therefore, the above system can be

represented in the form of (1) with matrices given by

0.9719 —0.0013 0.14 0.2 00 0.1 0
A = » An = Az = , D1 = ;
—0.0340 0.8628 0 02 0 0 0 0.3
C = 1101} Da=[0 01] G=[-00839 0.0761]", B=0 H=0.
Let the time-varying communication delays satisfy 1 < 7;(k) < 3 (i = 1,2) and assume that a; =

E{a1(k)} = 0.9, as = E{au(k)} = 0.7, ¥ = E{~(k)} = 0.8. The nonlinear function g(k,z(k)) is selected
as g(k,z(k)) = 0.5x1(k)sin(z2(k)). It is easy to see that the constraint (2) is met with (k) = 1 and
E(k) = diag{0.2,0.15}. For the measurement quantization, the parameters of the logarithmic quantizer are
set as fig = 2 and x = 0.8. Then, the fault detection filter parameters can be obtained from Theorem 3 as

follows:

—0.3276  0.2003 —0.0057
Ap = , Br = , Cp = [ —0.2984 —0.0015 |, Dp =0.0063,
—0.2621 —0.1353 —0.0027

and the optimal performance index given in (8) is v* = 1.0007.
It is worth noting that the obtained optimal performance index v* will change as the values of a;, &y and
~ change. Letting a; = 0.9, for different combinations of @y and %, the corresponding optimal performance

indices v* are shown in Table I. It can be concluded from Table I that the optimal trade-off between the
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TABLE 1

THE FAULT DETECTION OPTIMAL PERFORMANCE INDEX FOR DIFFERENT Qo AND v

’y* as = 0.9 as = 0.7 as = 0.5
5 =0.8 | 1.0004 1.0007 1.0011
4 =0.6 | 1.0010 1.0012 1.0106
3x 10°
x107°
15 Fault case
= = = Fault free
25
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Fig. 3.  Evolution of residual evaluation function J(k)
Fig. 2. Residual signal without w(k)

without w(k)

robustness and sensitivity is affected by not only the randomly occurring communication time-delays but also

the randomly occurring nonlinearities.

To further illustrate the effectiveness of the designed fault detection filter, for k = 0,1, ..., 150, let the fault

signal f(k) be given as:

1, 40<k <80
F(k) = { (33)

0, else.

First, in the case that the external disturbance is w(k) = 0, the residual response 7(k) and evolution of

residual evaluation function J(k) are shown in Fig. 2 and Fig. 3, respectively, which indicate that the designed

filter can detect the fault effectively when it occurs.

Next, assume that the disturbance is given by

T
w(k) :{ [rand[o, 1] 1.2 rand[0, 1] ] ; 0< k<50 (34)

0, else

where the rand function generates arrays of random numbers whose elements are uniformly distributed in the

interval [0 1]. The residual response r(k) and evolution of residual evaluation function J(k) are shown in
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Fig. 5. Evolution of residual evaluation function J(k)
Fig. 4. Residual signal with w(k)
with w(k)

Fig. 4 and Fig. 5, respectively. Selecting a threshold as Jy, = supfzoE{ Zii% r’(s)r(s)}1/2, after 200 runs of
the simulations, we get an average value of Jy, = 0.0031. From Fig. 5, we can see that 0.0026 = J(45) < Jy, <
J(46) = 0.0034, which means that the fault can be detected in 6 time steps after its occurrence. Therefore, it
can be seen that the residual can not only reflect the fault in time, but also detect the fault without confusing
it with the disturbance w(k).

In summary, all the simulation results have further confirmed our theoretical analysis for the problem of

quantized fault detection for networked systems with randomly occurring nonlinearities and mixed time-delays.

5. Conclusions

In this paper, the fault detection problem has been dealt with for a class of discrete-time systems with
randomly occurring nonlinearities, mixed stochastic time-delays as well as measurement quantizations. A
fault detection filter has been designed such that, in the presence of measurement quantization, the overall
fault detection dynamics is exponentially stable in the mean square and, at the same time, the error between
the residual signal and the fault signal is made as small as possible. Sufficient conditions have been established
via intensive stochastic analysis for the existence of the desired fault detection filters, and then the explicit
expression of the desired filter gains has been derived by means of the feasibility of certain matrix inequalities.
Also, the optimal performance index for the addressed fault detection problem has been obtained by solving
an auxiliary convex optimization problem. A practical example has been provided to show the usefulness
and effectiveness of the proposed design method. Other possible future research directions include real-time

applications of the proposed fault detection theory in telecommunications, and further extensions of the
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present results to more complex systems with unreliable communication links, such as sampled-data systems,

bilinear systems, and time varying systems, etc.
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